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How to Fix Slow
Network Connection

I. Applicable Scenarios

Many users may feel the speed of their newly configured devices
not satisfied. As a result, the project cannot be smoothly accepted.
This document describes network optimization to achieve ideal
speed for customers.

Il. Network Topology

ISP router

S T 1 [ e Gateway

lll. Troubleshooting

ﬂ Check whether the device is used in a Gigabit Internet.

@) Check whether the issue is caused by an external network cable.

@ Adjust the flow control policy.

@ Disable uplink attack defense and remove the limit on the number
of sessions.
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€) Check whether the device is used in a Gigabit Internet.
(1) Check the specifications of network cables :
CATS: maximum rate of 100 Mbps, mainly for 100BASE-T and
10BASE-T networks.
CAT5e and CATS6 : mainly used for Gigabit Ethernet (1000 Mbps)

(2) Check whether the network port between the router and optical
modem, and that between the optical modem and computer can
normally negotiate at 1000 Mbps.

'{! Ethernet1 Status

General

Connection
IPv4 Connectivity: Internet
IPvi Connectiity: Mo network access
Media State: Enabled
Duration: 06:02:11

Speed: 1.0 Gbps

I E-. Semmismmssmsssssmssmsssmmssaenss .'.'.m\:"
i Defais... |

_l
Sent — kg‘ ——  Received

Bytes: 21,926,121 | 167,225,244

I_E;'_Emperﬁes || {?gisahTe H Diagnose |

@ Check whether the issue is caused by an external network cable.

(1) In the same time period, use the same terminal and same
measurement method to measure the speed when the terminal
IS directly connected to the optical modem and when the terminal
IS directly connected to the gateway. Then, compare whether the
test results have a great difference.

(2) Change a terminal and a measurement method, and measure

again.
(3) If the results still differ greatly, contact the Internet Service

Provider (ISP). m

Recommended speed measurement websites:
https://www.speedtest.net; ISP's speed test websites
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If flow control is enabled, improve the terminal speed in the
following methods:

>» Method 1: Disable flow control.

» Method 2: Configure the terminal as Audit—-Exempt User while
keeping flow control enabled.

» Method 3: Configure a no-rate-limit policy for the terminal while
keeping flow control enabled.

(1) Disable Flow Control.

Choose Flow > Flow Control Policy > Smart Flow Control,
and switch Flow Control to OFF.

Ruijie EG

ust the flow control policy.

(2) Configure the terminal as Audit—-Exempt User.
A. Create the corresponding user.

Choose User > User > Common User > root, and click Add
User(IP Range).

Ruijie EG
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Configuration description:
User Name: Enter the value as required, such as Test.

IP&MAC: Select IP Address, and enter the wireless network
segment for visitors "192.168.30.1-192.168.30.254" (enter the
network segment for test on the router intranet here).

Keep the default configuration of other parameters, and click OK.

Ruifie EG
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Behavior Pollcles: 1 records [ Details

W Delete 4 Edit Selected

B. Add Audit—Exempt User.
Choose Behavior > Behavior Policy > Audit-Exempt User
> Add Audit-Exempt User.

Official Website >> https://www.ruijienetworks.com
Community > https://community.ruijienetworks.com
Facebook > https://www.facebook.com/ruijietac

Official Website Community Facebook



rRuijietz3E

Networks

IV. Configuration

Scenarin: General @ B ontig Wizard 2 Online Service Hi, admin %
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(3) Configure a no-rate-Ilimit policy for the terminal.

A. Enable flow control.
Choose Flow > Flow Control Policy > Smart Flow Control,
and switch Flow Control to On.

Ruijie EG

B. Select Expert for Select Template, select the interface, and
enter the bandwidth. Then, click Save.

Enter the actual bandwidth values of the external network. If
both the uplink and downlink bandwidth is 1000Mbps, enter
1000 in both Downlink and Uplink.

rRuijie EG

00-F Web Vershon: 20 17,15 Details @ 2000-2022 Rullie Networks Co, Ltd Senvice Portad | Service Madl | Officlal Website | Cnline Service | .

Click Save and then OK.
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Policy
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C. Change the policy.
To configure a no-rate-limit policy, choose Flow > Flow

Control Policy > Change Policy, and click Add Policy.

» Configuration description:
Policy Name: Customize a name, such as "No_Rate_Limit".

Bandwidth: Select No Rate Limit.
User: Select Local User, and select a user, such as Test.

Selected App: Keep the default selection All.
Active Time: In the Advanced tab, select Any Time or specify

a time range.
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Scenario: General @ [r Config Wizard % Online Service Hi, admin v
FaN

Traffic Smart Flow Control .
H Monitoring Change Policy

I“Ef Flow Control . .
Common [Policy = Add Policy b e

k- Object / Policy Name
Interface: | Gi0/0 v

. o . Bandwidth
Policy Name: |No_Rate_Limit )

Note: You can enter the policy purpose here Local User
External User
Selected App

Advanced

Meodel: EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service |

-
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Scenario: General @ 2 Config Wizard £ Online Service Hi, admin v

- Traffic Smart Flow Control i
Home  Monitoring Change Policy

I‘Ef Flow Conirol . .
Common [Policy — Add Policy

ks Object O Select Channel @ Policy Name

2 Bandwidth
Local User
External User

Selected App

Advanced

Model: EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service |
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Scenario; General @ r Config Wizard # Online Service Hi, admin v
AN

- Traffic Smart Flow Control i
Home ' Monitoring Change Policy

l“Ej Flow Control —
Policy = Add Policy

Object Local User |@

Policy Name
Q User Management

- 'S OAIl Users
+ D OTestUsers1

+ D Ocloud voucher m
+ D Ocloud_account

+/E330Vpn_Group
+ O OTestUsers2

Selected App

Advanced

Bandwidth

External User

Model: EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service |
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Scenario: General @ = Config Wizard £ Online Service Hi, admin v

Traffic Smart Flow Control .
Monitoring Change Policy

Flow Control _ .
Common |Policy = Add Policy

| Object [ External User Policy Name

Bandwidth
Local User
Selected App

Advanced

Model: EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service |
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Scenario: General @ = Config Wizard £ Online Service Hi, admin v

Traffic Smart Flow Control .
Monitoring Change Policy

Flow Control . .
Common [Policy = Add Policy

b Object Q @ Add O Available App Group Policy Name
- Dman Selected App
-\ a@uTTP = Al Bandwidth
+ I @webApplication
= [:‘Social_applicatl'o Local User
+/O®@Online_Shopping
+ D @HTTP-VIDEO External User
* B MeiTuXiuXiu
* E@BaiDuWenKu
+/ D E@webApplication_ Advanced

+ O E@ForumPC
+| ) MWFRMAail

Meodel: EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service |
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Scenario: General @ = Config Wizard £ Online Service Hi, admin v

- Smart Flow Control Change Policy
oring

Flow Control _ .
Common [Policy — Add Policy

k- Object

Flow

Active Time: | Any Time ~ | Time Management Policy Name

External IP Group: All External IPs Select IP Group Bandwidth

VPN Flow Control: [Jmatch VPN Traffic (If you select this option, this policy is applied to only VPN users) Local User

External User

Selected App

& Advanced

m

Meodel: EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service |
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'u{,'e EG 172.26.5.195 says Scenario: Genera | @ @ Config Wizard & Online Service Hi, admin v
"Gi0/0" is configured with policy "No_Rate_Limit" .Operation succeeded

Smart Flow Control Change Policy

Flow Control _ .
Common [Policy = Add Policy

Object Active Time: | Any Time + | Time Management Policy Name

External IP Group: All External IPs Select IP Group Bandwidth

VPN Flow Control: [Jmatch VPN Traffic (If you select this option, this policy is applied to only VPN users Local User

External User

Selected App

& Advanced

RS
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Smart Flow Control Change Policy

MNote: The sum of min channel bandwidth cannot be greater than the min bandwidth of the parent channel.
Flow Control

Common [Policy —+Add Policy X Delete Selected [J Copy Policy Interface: | Gi0/0 v| Threshold: |92 %

Object O Policy Name Local User External User App Group ime Channel Priority Enable

External IP Object: All

[J No Rate Limit Test All Users All ance ) e No Rate Limit
- - External IPs

Match_Out Server_of N External IP Object:

ON_VPN All Users All Users All ance Out Server

Match_VIP_Group_of N External IP Object: All
ON VPN VIPUser All Users All ance External [Ps

External IP Object: All
External IPs

O Key Channel

O Key Channel

(J Match_ALL NON_VPN All Users All Users All default

Show No.: Total Count: 4

Service Mail | Official Website | Online Service |

@ Disable uplink attack defense and cancel the limit on the number
of sessions.

These limits can affect the maximum speed that can be measured.
Before speed measurement, disable relevant limits or set no
limitation separately for the test computer.

(1) Disable Uplink Attack Defense.
Choose Security > Max Sessions > Uplink Attack Defense
> Global Config, change the value to 0, and save the
configuration.
Configuration description: When the rate of an uplink speed test

packet exceeds the limit, the packet will be discarded,
which affects the speed measurement.

Official Website >> https://www.ruijienetworks.com
Community > https://community.ruijienetworks.com
Facebook > https://www.facebook.com/ruijietac

Official Website Community Facebook



rRuijie tx3E

Networks

IV. Configuration

Ruijie EG

Global Sessions

QUIEEIEEEEY Attack Defense
1EVETIY

A Mot secure | 172.26.5.195/s0ssion_pifsafe_stt_uploadhmitglobal htm

Global Uplink Attack Dafense

Uplink Packels Per IR o

30005, D00 pecrmmeended

Uplink Attack Defense is disabled by default. Value 0 indicates
disabled, while non-0 indicates enabled. The recommended
configuration is 3000-5000.

(2) Cancel the limit on the number of new sessions.
Choose Security > Max Sessions > New Session Limit >

Global Config, change the value to 0, and save the configuration.
Configuration description: The rate limit on the number of new
sessions created in a second can effectively protect against
attacks that rapidly consume the number of sessions. When the
rate of new session creation for the speed test exceeds the limit,
new sessions cannot be created, which affects the speed
measurement.
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Uplink Attack Defense: [Global Conligl [Single I Config T Altack Dadwnisa - Ghobial Mox Naw
gssion Limie [1Gkobal Contigl[Single 1P Contgl [Sessions Attacks Lisi] @ dh N arcae | 172265195 =

e Global Max New Sessions
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(3) Cancel the limit on the number of user sessions.

Choose Security > Max Sessions > Session Limit, and
delete the default limit.

Configuration description: The maximum number of sessions
protects against attacks that consume sessions. When the
number of sessions consumed for the speed test exceeds the
limit, new sessions cannot be created, which affects the speed
measurement.

The default limit on the maximum number of sessions per IP
address is 2000 (the limit is 1000 for certain versions), and
speed measurement software generally does not create sessions
more than this value.
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V. Test Result Comparison

Before the configuration change:  After the configuration change:

RESULTS SETTINGS . S RESULTS SETTINGS

® PING () DOWNLOAD M ~) UPLOAD ® PING () DOWNLOAD UPLOAD Mby

/ 166.4] 33.21 / 04298 897.19

~onnections Connections
Connections RATE YOUR PROVIDER = RATE YOUR PROVIDER

Converge ICT Solutions Converge ICT Solutions

Inc \ Inc
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