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I. Applicable Scenarios

When terminals in the intranet are set to obtain an |P address
automatically, the terminals may fail to obtain the |IP addresses or
they obtain incorrect IP addresses. This document describes how
to resolve this issue through the troubleshooting of DHCP obtaining

exception.

Il. Network Topology

Ruijie gateway

lll. Troubleshooting

€ The device fails to obtain IP addresses

(1) Check whether the computer obtains an IP address. An address
starting with 169 indicates that no address is obtained.
(2) Check whether the EG configures corresponding gateway

address on the LAN interface.

(3) Set a static IP address on the PC, and ping the corresponding

IP Address Failed

gateway address to check for link disconnection.
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lll. Troubleshooting

(4) Check whether the DHCP server is correctly configured (a EG
is taken as an example).

(5) If the function of preventing unauthorized connection is enabled
on the access switch, check whether the uplink port is not

configured as a trusted interface and therefore the address
cannot be delivered.

@ Incorrect IP address is obtained

(1) Check whether the configuration of EG gateway address on the
LAN interface is incorrect.

(2) Check whether the IP address configuration of the EG DHCP
server Is incorrect.

(3) Check whether the intranet access switch is connected to an
unauthorized DHCP server, which can be avoided by using the
function of preventing unauthorized connection.

IV. Configuration

0 The device fails to obtain IP addresses.

(1) Check whether the computer obtains an IP address. An address
starting with 169 indicates that no address is obtained.

(2) Check whether the EG configures corresponding gateway
address on the LAN interface.

» Choose Network > Interface > Basic Setting > LAN Config. If

the gateway address is not configured on the LAN interface, configure
the IP address for the corresponding network segment. (For example,

if the IP address of VLAN 1 is 192.168.1.x, configure the gateway
address as 192.168.1.1.)
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Tip: Click the interface to configure it, The DHCR interface does not support line escape or link
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AnyiP: Anylp s used to simulate the goteway to respond to all ARP requests and generate direct routes for
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4 Click the interface to configure it.

| LAN Config

LAMNAGIO/ 2 Port-1P Address: | 192 168.1.1

Submask: | 255 2552550

MAL Address: | 300d 9e7f0cRR
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IV. Configuration

To configure an IP address for a different network segment on the LAN
interface, configure it on a subinterface of the EG.
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Click the interface to configure it.

I LAN Config

LAMNZ(GIO/2)Port-IF Add . 1192.168.1.1
Submask: | 255.255.255.0
MAC Address: | 300d.9e7£0c88

Any IP: CEnable @

Sre In Src Cut: E3Enable @
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(3) Set a static IP address on the PC, and ping the corresponding
gateway address to check for link disconnection.
> You need to learn the network planning and address allocation In

advance. After setting a static address on the PC and accessing
the switch, check whether the corresponding VLAN interface can
ping the corresponding gateway address. (For example, if the

obtained IP address of VLAN 1 is 192.168.1.x, the gateway address
is 192.168.1.1.)

(4) Check whether the DHCP server configuration is correct (Ruijie
EG is taken as an example).

» Check whether the DHCP service is enabled.

» Check whether the lease time of DHCP allocated addresses is
permanent and all addresses are allocated and cannot be released.
Log in to the L3 switch, choose Network > DHCP > DHCP button

> Lease Time. If the DHCP service is not enabled, and the lease
time is permanent, addresses cannot be delivered.

1Ruijie EG

B2 Config Wizard & Online Service Hi, admin

Settings Static IP Address User List 3

+Add DHCP X Delete Selected DHCP (@ Excluded Address Rangg DHCP; m:

] Name IP Address Range Default Gateway Action

test 192.168.1.1-192.168.1 254 192.168.1.1 n 8888 Delete

0 AP 10.10.0.1-10,10.1.254 10.10.1.1 £.5.8.8,114,114.114.114 Delete
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IV. Configuration

> If the function of preventing unauthorized connection is enabled on
the access switch, check whether the uplink port is not configured
as a trusted interface and therefore the address cannot be delivered.

Choose Security > DHCP Snooping > enable DHCP Snooping

function > selected, and check whether the interface is not selected
as a trusted interface and therefore DHCP data cannot be delivered.
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@ Incorrect IP address is obtained.

(1) Check whether the configuration of EG gateway address on the
LAN interface is incorrect.

Ruijie EG

riey. General @ 2 Config Wizard 2 Online Service Hi, admin ~
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AnylP: Anylp is used to simulate the gateway to respand to all ARF requests and generate direct routes for users
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4 Click the interface to configure it.

| LAN Config

LAMN2IGID/2)Port-1P Address: 192 168.1.1

Submask: 255 255 2550

MAC Address: 3000 9710088

» Check whether the EG LAN interface is configured with correct IP
address and subnet mask, and whether the gateway address is in

the same address segment as the address pool range. The gateway
|IP address in the above figure is 192.168.1.1.

(2) Check whether the IP address configuration of the EG DHCP
server Is incorrect.
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—
R uy.re E G Scenario: General | & 3 Config Wizard = Online Service Hi, admin

Settings Static IP Address User List

—+—A§1d DHCP X Delete Selected DHCP (D Excluded Address Range DHCP: m:

(] Name IP Address Range Default Gateway DNS

O lest 192.168.1.1-182.168.1.254 182.168.1.1 5888

O AP 10.10.0.1-10.10.1.254 10.10.1.9 8.8.6868114.114.114.114

Show No.: . 10 ~ | Total Count: 2 l4First 4 Pre Mext * Last M

Modal: EGZ100-P  Web Version: 2020.08.17.15% - Details @2000-2022 Ruijie Nebworks Co., Ltd Service Portal | Service Maidl | Official Website | Online Service

» Check whether the IP address, subnet mask, DNS, and gateway
address in the DHCP configuration are correct, and whether the
gateway address is in the same address segment as the address
pool range. The gateway |IP address 192.168.1.1 in the above
figure is in the range of 192.168.1.1 — 192.168.1.254.

(3) Check whether the intranet access switch is connected to an
unauthorized DHCP server, which can be avoided by using the
function of preventing unauthorized connection.

» Choose Security > DHCP Snooping > enable DHCP Snooping,

select port 6, and click Save.

Port 6 is an uplink port of the core switch. Configure the interface
as a trusted port, and ensure that DHCP data delivered by the port
can be normally received and sent.
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IV. Configuration

@ Verify the configuration.

Verify that the correct |IP address can be obtained in the PC direct
connection test.

Ethernet adapter

Connection—specific DNS Suffix

DOSCYIPtION . « = = &« =« = s = & =

Physical Rddress. . . . . . .

DHCFP Enabled. . =

Autoconf iguration Enabled . . . I 5

Link—local IPvb Address . . . . . = fal80:**24d8bh ' cdf 7 accd ' B8er1%l3 (Preferred)
iPvd RAAress. . . « « « « = = = =« =192.168.1. 1(Preferredd
subnet MNask . . = . =

Lease Obtained.

lease ExXDires . . « « « 5 o = = =

Default Gateway . . . . . . .

DHCP Server .

DHCPvb IAID . e o ea, Bl

DHCPvé Client DUID. . . . . . . . -

DNS Servers . . . _157. O

NetBIOS over Tcpip. . . . - . - . = Enabled
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