
How to configure guest 
WiFi for Ruijie device

II. Network Topology

I.  Scenario
Guest WiFi clients are not allow to access the internal network.
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III. Configuration Planning

     EG works as the DHCP server to assign IP addresses to wireless 
     users and AP & switch devices.
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     The internal users obtain the IP address in the VLAN 6 network 
     segment for Internet access.
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     The guest users obtain the IP address in the VLAN 7 network 
     segment for Internet access.
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     Function requirements: Guest users cannot access the internal 
     network VLAN 6.
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IV. Configuration Steps
     Log in to Ruijie EG via local login or via remote login by cloud eWeb,  
     and create sub interfaces and DHCP pools on the EG.
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(1) Click Network -> Interface -> LAN 2 -> Sub Interface, 
     create the sub interface and configure the IP address with 
     VLAN 6 and VLAN 7 to be the gateway IP address of the 
     DHCP pool.

(2) Click Network -> Interface -> DHCP -> Settings -> Add 
      DHCP, create VLAN 6 and VLAN 7 DHCP pool.
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IV. Configuration Steps

     Log in to Ruijie switch via local login or via remote login by cloud 
     eweb, and configure VLAN on the switch.
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(1) Click VLAN -> Add in Batch, create VLAN 6 and VLAN 7 on 
     the switch.

(2) Click Port -> Port Settings -> Batch Configuration to set 
     port 23 which connect to EG and port 9 which connect to AP as 
     the trunk ports and allow VLAN 1,6,7 to pass through.
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IV. Configuration Steps

     Configure VLAN and SSID on Ruijie Cloud, the cloud configuration 
     will synchronize to Ruijie AP automatically.
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(1) Click CONFIGURATION -> WIRELESS -> Basic in the 
     designated device group.

(2) Click “+” to create a SSID for internal users named as 
     Internal_network and set VLAN 6 to this SSID.

(3) Click “+” to create a guest WiFi SSID for guest users named 
     as Guest_WiFi and set VLAN 7 to this SSID.
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IV. Configuration Steps

     Configure ACL and make it apply to the interface on EG.4

(4) Click Save on the top right corner to save all modifies and take 
     effect.

(1) Click Security -> ACL -> Add ACL，Create the ACL 106. 

(2) Choose ACL 106, click Add ACE, configure a rule to deny 
     192.168.7.0/24 network to access 192.168.6.0/24 network.

NOTE

Standard ACL: 
Can only match the packets based on source IP address

Extended ACL: 
Can match the packets based on source and destination 
IP address



6

IV. Configuration Steps

(3) Add a “permit any any” rule at the last.

(4) Click Interface Acess Control, apply ACL 106 to interface 
     G0/2.7 and choose the filter direction as “inbound” .

NOTE

The ACL for the Ruijie device has a final implicit ACE of 
“deny any”. If the ACE of permit any is not configured, 

the packets will be dropped regardless of the source and 
destination IP address of the packet.

1) The ACL should be applied to the interface after it has 
     been created. If it is not applied to the interface, it will 
     not take effect. 
2) Inbound means to detect the packets entering the 
     interface of the device.

NOTE
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Official Website          https://www.ruijienetworks.com

Community          https://community.ruijienetworks.com

Facebook          https://www.facebook.com/ruijietac
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V. Verification
Guest network users 192.168.7.2 cannot access the internal network 
users 192.168.6.2.


