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How to configure guest

WiFi for Ruijie device
I. Scenario

Guest WiFi clients are not allow to access the internal network.

Il. Network Topology

IP range: Requirements:
Internal network: Guest wifi user cannot

Vlan 6: access internal network.
192.168.6.0/24

Guest wifi:
Vian 7:
192.168.7.0/24

Ruijie EG2100G-P v2

Ruijie Switch $1920

L o

Ruijie AP720-L

lll. Configuration Planning

ﬂ EG works as the DHCP server to assign IP addresses to wireless
users and AP & switch devices.

@ The internal users obtain the IP address in the VLAN 6 network
segment for Internet access.

@ The guest users obtain the IP address in the VLAN 7 network
segment for Internet access.

@ Function requirements: Guest users cannot access the internal
network VLAN 6.
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IV. Configuration Steps

0 Log in to Ruijie EG via local login or via remote login by cloud eWeb,
and create sub interfaces and DHCP pools on the EG.

(1) Click Network —> Interface —> LAN 2 —> Sub Interface,
create the sub interface and configure the IP address with
VLAN 6 and VLAN 7 to be the gateway IP address of the
DHCP pool.

—
Euyle EG Scenario: General @ @ Config Wizard 13 Detect New Metwork 2 Online Service Hi, admin v

Interface @ Interface Configuration - Sub Interface — Mozilla Firefox

O G hitps//172.26.5.250:4430/interface pifint_child html

SLIPER-VLAN

E escape or link detection.

Sub Interface: | Gig/2 . Range: 1-1023) ttack. Device with any [P address or gateway can access the

Route/Load

VAN IC: g

NS Settings

IP Address: | 192.168.6.1|
BF{SFP|SFP+) GF{5FP]

Submask: 2552552550 “ “

AnylP: [_Enable

Reverse Path: CiEnable

Sub Interface DHCP Settings
=

ue, Sub Interface List

Metwork

Sub Interface VLAN ID Interface Info

Show No: (10« | Total Count: 0 First 4 Previous Next Last M | co éf
x -_I\_.- J

—
I s LIylE EG @ Interface Configuration - Sub nterface — Mozilla Firefox it Mew MNetwork 2 Online Service Hi, admin

0 & It | -“rrTTZEﬁ.SESB l‘l-'-'i-.":ill."lll Mertace plfint ¢ hil
Interface
Sub Interface: Gi)/2
SUPER-VLAN

escape of link detection

VLAN L ] (Raruge: 14057, Mack. Device with any IP address or gateway can access the
IP Address:

Submask:
BE(SFPISFP+) F[SFP)

AnylP: Enable m “

Reverse Path: CJEnable

Sub Interface List

ndary IP Sub Interface DHCP Settings
A Sub Interface Interface Info '

ey
Metwork o IP Address192.168.7.1

GigabitEthernet 0/2.7 Submask: 255.255.255.0
IP Address192.168.6.1

CigalitEthernat 0/2:6 ¢ Submask: 255.255.255.0

Show No.: |10« | Total Count: 2

B I

(2) Click Network —> Interface -> DHCP -> Settings —> Add
DHCP, create VLAN 6 and VLAN 7 DHCP pool.

—
Ruy,e E G Scenario; General @ e Config Wizard = Ondine Service Hi, admin »

Interface Settings Static IP Address User List

Route/Load “+-Add DHCP: | X Delele Selected DHOP

= Edit DHCP
NS Settings ; Mame = Action

Viant Delee

Pool Name: | \ianG
AP 114,114
Subnet: (192 188.6.0 * Format: 192,168.1.0

Dz

1 Dl

Lsar Mask: | P85 288 255 0 * Formatl; 255.255.255.0

vianz0
Default Gateway: 192 168.6.1 * Format: 182,168.1.1

182.168,100.0

test114 Lease Time: O Permanent ® Lease Time 1 hig

g
g

Show No.: 10 | Tolal Count: 7 Preferred DMS Server: | 88.8.8 * Format: 114.114.114.114

Secondary DNS Server:

e

MNetwork Cotion 43:

Model EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co,, Ltd Service Portal | Service Mail | Official Website | Online Sepvice |
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e
RUyle EG Scenario: General @ @ Config Wizard & Online Service Hi, admin v

HlTn Interface Settings Static I[P Address User List

Route/Load +Add DHCP X Delete Selected DHCP (@ Excluded Address Range DHCP: m:l

Commeon

DNS Settings Name IP Address Range Default Gateway Lease Time DNS Action

Gusetwifi-Vian7 192.168.7.1-192.168.7.254 192.168.7.1 1Day(s) 8.8.838
VPN

Viané 192.168.6.1-192.168.6.254 192.168.6.1 1 Day(s) 8.8.8.8

NAT/Port

Mapping AP 10.10.0.1-10.10.1.254 10.10.1.1 Permanent 8.8.8.8,114.114.114.114

1 192.168.2.1-192.168.3.254 192.168.2.1 Permanent 8.8.8.8
DHCP
user 10.10.10.1-10.10.10.254 10.10.10.1 Permanent 8.8.8.8

Line Escape vlan20 192.168.20.1-192.168.20.254 192.168.20.1 Permanent 8.8.8.8

O 0O 0o o oo olo

Security 192.168.100.0 192.168.100.1-192.168.101.254 192.168.100.1 Permanent 8.8.8.8

O test114 192.168.114.1-182.168.114.254 192.168.114.1 Permanent 114.114.114.114

User Show No.: Total Count: 8 I4First 4 Pre 1 Next » LastM

Advanced

Model: EG2100-P Web Version: 2020.08.17.15 Details @2000-2022 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service

@ Log in to Ruijie switch via local login or via remote login by cloud
eweb, and configure VLAN on the switch.

(1) Click VLAN -> Add in Batch, create VLAN 6 and VLAN 7 on
the switch.

VLAN D

(2) Click Port —> Port Settings —> Batch Configuration to set

port 23 which connect to EG and port 9 which connect to AP as
the trunk ports and allow VLAN 1,6,7 to pass through.

B Be P Be e e B e e
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Port Settings Port Mirraring

Intetface: Switch Port

Link Type: Trunk

Mative VLAN i

Allowed VLAM: {

1 5§ 57T 8N 12015 17 1% I 33 23
DITIT QP ST DOPQPIP I IR T3

@ Configure VLAN and SSID on Ruijie Cloud, the cloud configuration
will synchronize to Ruijie AP automatically.

(1) Click CONFIGURATION -> WIRELESS -> Basic in the
designated device group.

j‘?u!'}Te' MONITORING CONFIGURATION MAINTENANGE

Guesl WiFifes|

& PROJECT

= WIRELESS

| Wireless Configuration

SSiD @
WLAN ID

1

5. ALUTHENTICATION
| Radio
Iplive Hartal

Radio (2 4GHz) RadioZ{5GHZ) Radio3 @ (2 4GHz or 5GHz)

ONOFF ONFOFF OMNIOFF

Ivtax Clienis Max Chenis ; Max Chents

Enable DFS@ Enable DFS@ Enable DFS@

| ‘Security

eWeb @

(2) Click “+” to create a SSID for internal users named as
Internal_network and set VLAN 6 to this SSID.

WLAN ID 2 Hidden

SSID Internal_Network Forward Mode @

Encryption Mode WPA/WPAZ-PSK VLAN ID 6

Password ruijie123 Radio Radio1(2.4GHz) Radio2(5GHz)

Radio3 @ (2. 4GHz or 5GHz)

(3) Click “+” to create a guest WiFi SSID for guest users named
as Guest WiFi and set VLAN 7 to this SSID.

WLAN ID Hidden

SSID | Guest WiFi Forward Mode @

Encryption Mode WPAMWPAZ-PSK VLAN ID f

Password ruijie123 Radio Radio1(2 4GHz) Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)
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(4) Click Save on the top right corner to save all modifies and take
effect.

Guest_WiFitest v |8earch Network QO |

(GMT+8:00)Asia/Hong_Kong | Manage Project H Conflict Network || Take over Network H Unbind Device ‘

| Wireless Configuration

SSIDQ

WLAN ID SSID Auth Mode

N
=

Guest_WiFitest Auth Disabled

Internal_Network Auth Disabled

N
=

Guest WiFi Auth Disabled

N
=

3in total

@ Configure ACL and make it apply to the interface on EG.
(1) Click Security —> ACL -> Add ACL, Create the ACL 106.

Ruijie EG :

Scenario: General @ iz Config Wizard 03 Detect New Network 2 Online Service Hi, admin

ACL

I q- | ACL: (1 el Aod ACL Drelete ACL 4+ Add ACE X Deiete Selected

| NO. SrciPWildcard Src Port Access Control Protocol Dest IPWilldcard Dest Port Time Perlod
| 1 Ay Pt All Tirrwe

Show No.: | 10+ | Total Count: 1 = AddACL 5

ACL Type: (O Standard ACL (Source-address-based Control) | @ BExtended ACL (Flow-based
Control)

ACL: | 106 ||. o

Ex -

Model EGI250 Web Version: 2022.03.04.15 Details @2000-2022 Ruifie Networks Co., Lid Service Portal | Setvice Mail | Official Website | Online Service |

Standard ACL:
Can only match the packets based on source IP address

Extended ACL:

Can match the packets based on source and destination
IP address

(2) Choose ACL 106, click Add ACE, configure a rule to deny
192.168.7.0/24 network to access 192.168.6.0/24 network.

Ruijie EG h

Scenario: General @ © Config Wizard B8 Detect New Network 2 Online Service Hi, admin

ACL — Add ACE

Access ACL: | 106 ~.- Delste ACL -E-i"v'.‘!r.‘l ACE
ACL: 106

1 NO. SrciPMWildcard Src Port Accass Comtrol « AGE Configuration

Access Control: O Permit @ Deny

Profocol: [|P |  Time Period: | _please select a fime period— v |

[ | .ML:,- Source [P Address:  (Any Sowoe P Aomess mawaes ) e m spohed o afl
Show No.: [ 10 « | Total Coumnt: 0 !

[ IP&WIdE ~ | IP: 182 168.7.0 Wildeard: | 0.0.0.255

[0 Any Destination IP Address: (Any Deatination 12 Addiess inlieates thal e rils 5 applied

|IF'5'U'H'II|:|{ v | IP: 182.168.6.0 Wildcard: | 0.0.0.255

£ - &
e

Model BGI250 Web Version: 2022.03.02.15 Details @2000-2022 Ruiifie Networks Co., Ltd Service Portal | Service Mail | Cfficial Website | Onfine Service |
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(3) Add a “permit any any” rule at the last.

==
RUI'}IE EG Scenario: Genera | @ B2 Config Wizard T2 Detect New Network 2 Onlline Service

ACL
S  cy (106 v ARV -+ AddACE X Delete Selected

O NO. Src IPWildcard Src Port Access Control Protocol Dest IPMWildcard Dast Port

192.168.7.0/0.0. 182.168.6.0/0.0.0,

1 b
= 0.255 oy 255

IEEE Any Permit Any Edit| Move |

Edit | Move

@2000-2022 Ruijie Networks Co, Ltd Service Portal | Service Mail | Official Website | Onling Service |

The ACL for the Ruijie device has a final implicit ACE of
“deny any”. If the ACE of permit any is not configured,
the packets will be dropped regardless of the source and
destination IP address of the packet.

(4) Click Interface Acess Control, apply ACL 106 to interface
G0/2.7 and choose the filter direction as “inbound”

nUﬁTﬂ' EG Soenang; General @ B Config Wiesd 2 Online Service

Interface Access Control

Blote: Appdiy ACL B rifay T Gigabatl twermeet OF 27 I v Eln: :..,._ru:l ek
T Rarflexdions ACL: Hellesogs ALE alcews |7 pu sty 1o P Tibehis] Patadecd on et lapey st i : e LSty
P Addness 1 52 160G
Subminasl: 255 25525510

E2000- 2022 Ruijie Networks Co., Lid Senvice Portal | Service Mad | Official Website | Online Service

1) The ACL should be applied to the interface after it has
been created. If it is not applied to the interface, it will
not take effect.

2) Inbound means to detect the packets entering the
interface of the device.
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V. Verification

Guest network users 192.168.7.2 cannot access the internal network
users 192.168.6.2.

Guest_ WiFi =c
- B
@ d2:05:88:$1:469:90 L

Channel: 149 Link speed:52 Mbps
IP:192.188.7.2 MAC:bce?2. 45%a.8dbe

Gatewoy:192.168.7.1 DN5:192.168.58.94

- 192.168.6.2

I

Haitre Webwe |0

Received Loss rate Avg Delay

Official Website >> https://www.ruijienetworks.com
Community >> https://community.ruijienetworks.com
Facebook > https://www.facebook.com/ruijietac

Official Website Community Facebook




