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Preface
Intended Audience

This document is intended for:

 Network engineers

 Technical support and servicing engineers

 Network administrators

Technical Support
 The official website of Ruijie: https://www.ruijienetworks.com/

Conventions
1. GUI Symbols

Interface
symbol

Description Example

Boldface

1. Button names

2. Window names, tab name, field

name and menu items

3. Link

1. Click OK.

2. Select Configure Wizard.

3. Click the Download File link.

> Multi-level menus items Select System > Time.

https://www.ruijienetworks.com/products/reyee
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Product Introduction

1. Ruijie Cloud Service Overview

Ruijie Cloud Service is Ruijie's easy and efficient cloud solutions for chain stores, small and
medium-sized businesses and boutique hotels. The solutions include equipment
deployment, monitoring, network optimization and operational life cycle management;
enabling customers with simple plug and play deployment and operation and maintenance.
Meeting the needs for automatic cloud RF planning and user experience monitoring, it also
supports mobile monitoring and alert, and fast provisioning by QR-Code scanning. At the
same time, it provides flexible wireless user access control features, including high security
“One person, one machine and one password” PPSK, built-in cloud Portal and Facebook
certification.

2. Key Features

a) Unified Device Management
b) Fast Provisioning by Mobile APP
c) Secure PPSK Authentication for Staff
d) Captive Portal & Social Authentication for Guest
e) Mobile APP Monitoring & Alert

3. Ruijie Cloud Service Feature List
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Quick Start

1. How to Register a new Ruijie Cloud Account
1.1 Ruijie Cloud account registration

Step 1 Visit https://cloud.ruijienetworks.com.

Step 2 Click Sign up to open the Register page.

https://cloud.ruijienetworks.com.
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Step 3 Select your country and region.
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* Note: The Server Hosting is determined by country. Please choose your country correctly,
or the device may fail to go online. When the selected country or region does not match the
current server, the page will automatically refresh without affecting the registration.

Step 4 Select your time zone.

Step 5 Enter your address and password.
* Note: One email address can be registered once only.
Step 6 Verify and confirm the password you enter including the required information field
and then click Sign up.
* Note: The password should be a combination of two or more items among numbers,
letters and special characters in the length of 5 to 12 characters. Space is not supported.

Step 7:When your information had verify and accept by the system, the registration
succeeded.
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* Note: You are required to activate your account immediately to avoid any inconvenience,
newly registered account can only be used for 30 days without activation.

Step 8 Click to activate your account.

Step 9: Activate your Ruijie Cloud account with the link.

1.2 Password Reset

If you forget your login password when login to Ruijie Cloud, you could reset your password
by enter your registered email account.

Step1: Visit https://cloud.ruijienetworks.com.

https://cloud.ruijienetworks.com.
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Step 2: Click Forgot password? and open the Forgot password page.

Step 3: Enter your registered email address for retrieving your Ruijie Cloud account, Click
Get Security Code, and enter the security code contained in the email into the Security
Code box.
* Note: The email address is generally the same as the account.

Step 4: Enter and confirm your new password.
* Note: Passwords should contain three of the four character types, do not use all letters or
all numbers and do not use a dictionary word in any language or a permutation. The
password should be a combination of two or more items among numbers, letters and
special characters in the length of 5 to 12 characters. Space is not supported.

Step 5: Click Save. After your information had verified and accepted by the system, you
can use the new password to log in to the system.

2. Ruijie Cloud APP - Quick Provisioning(Ruijie Series)
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Ruijie Cloud App provides a quick start to Create Network and Add Device. You can
follow the steps below to complete the provisioning.

Step 1 Tap Create a Project to add a new project.

Step 2 Select Scan or Enter SN.
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Step 3 Scan the QR-code on the back of Ruijie device.
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Step 4: Enter your project name together with management password to configure the
WLAN settings: SSID, Password and Country-code.
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Step 5: Enter your created project to manage your network.
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Step 6: Tap Tool Kit to do more operations.
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* Note: For S2910 switches and EGs, you need to manually configure the CWMP on the
device (Please refer to the Chapter 3.2.3 Connect Device to Ruijie Cloud).

3. Ruijie Cloud APP - Quick provisioning(Reyee series)

When there are only Reyee devices in the network, Ruijie Cloud App provides the quick
setup and configuration by self-organizing network(SON).

Step1: Tap Create a Project to add a new project.
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Step 2: If only Reyee device in the project, select Connect to Wi-Fi.
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Step 3: Please ensure at least 1 router from your network that can assign the IP address.
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Step 4: Connect to the SSID starting with “@Ruijie”.
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Step 5: Return to the App, and Ruijie Cloud will detect your connected devices in the
network automatically via SON ability.
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Step 6: Enter your project name and management password, and select the scenario.
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Step 7: Select your Internet connection type.
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Step 8: Configure the WLAN settings: SSID, Password and Country-code.
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Step 9: Enter the project to manage your network.
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Monitoring Guidance

1. Dashboard
The Dashboard provides the visual representation of your network’s status .

1.1 Overview

Overview displays the statistics including of APs, Switches, Gateways and Clients. The
Online number displays the number of online devices, and the in Total numbers displayed
the total number of devices had connected to your cloud account.

1.2 MAPs

The MAPs displaying the devices distribution by default. Devices are displayed in network,
and the numbers on icon indicates the device number. Click the icon, and the device and
alarm number will be displayed.
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Click icon to bind the network. In the Unbound Network List, you can drag a device to
the map to bind the location; on map, you can drag a network to change its location, or click
unbind to unbind the location as well.

1.3 Alarms

Alarms displays the numbers of uncleared alarms, new alarms today and total alarms
generated this week.

Uncleared: Displays the uncleared alarms.
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Today: Displays the new alarms today.
This Week: Displays total alarms generated in this week.

For the detailed alarm information, you can check on this page:

1.4 2.4G / 5G Clients

The chart display the statistics of clients using 2.4G and 5G.

Click on the chart to view the numbers and percentage of clients for 2.4G or 5G.
2.4G: Clients using 2.4GHz wireless channel.
5G: Clients using 5GHz wireless channel.
Total: Displays the total number of clients.

1.5 Channel Distribution and Usage
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The chart displays the channel statistics.

Click a specific channel to display the number of APs and Usage on each specific channel.

The channel usage is graded as Idle, Busy and Overload.

Idle: 0% to 59%

Busy: 60% to 79%

Overload: 80% to 100%

Real-time: The status update approximately every 2 minutes.

1.6 Network Metrics

WiFi Client Summary
The chart displays the trend of recent clients connection.

In the chart above, the solid line shows the WiFi client numbers for the specified time period,
and click on a point on the line displays a specific amount of data, the dashed line identifies
the clients numbers at the mouse hover position.
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1.7 Top 10 Networks by Traffic

The table displays the top 10 networks ranked by traffic.

Network: Displays the specific network.
Traffic: Displays the total amount of traffic used by clients of the specific network.
Clients: Displays the number of clients of the specific network.

1.8 Top 10 WiFi Clients by Traffic

The chart displays the top 10 clients ranked by traffic.

Click on the chart to view the specific client and its traffic usage.
Total: Displays the total traffic of all the WiFi clients.

1.9 Top 10 APs by Traffic

The table displays the top 10 APs ranked by traffic.
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AP: Displays the connected AP SN.
Traffic: Displays the total amount of traffic used by clients connected to the specific AP.
Clients: Displays the number of clients connected to the specific AP.

1.10 Top 10 SSIDs by Traffic

The chart displays the top 10 SSIDs ranked by traffic.

Click on the chart to view the specific SSID and its traffic usage.
Total: Displays the total traffic of the SSID.

2. Topology

Principle of the Network Topology

1) Make sure the devices are online on the Ruijie Cloud and the Web CLI is available.

2) You need a root node device, which can be EG or core Switch.

3) Calculate all connected devices through the root node and update the topology; the
data required are MAC, ARP and Routing, etc.
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The Topology provides a visual representation of the total network status, displays the
network topology and device status, and offers the project report.

2.1 Data Monitoring

Basic Information - old version

Management Password: The network management password, ensure the device eWeb
password is same as network management password.
Creation Time: The created time (by default) is the time the file was created on the cloud
database.
Uptime: Time during which a device started in operation.
Online Clients: The Wireless online clients in the network.
Alarms: The real-time alarms of the network.
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Network Topology
The topology displays the devices connection and current status.

Update Topology: If some devices had added or deleted, however the topology did not
display correctly, click it to perform a connection refresh.
Horizontal&Vertical: Can choose to display the topology horizontally or vertically.
Devices list: Displays the number of devices listed in the topology graph.
Details: Displays the topology status, including network connectivity, network
uplink/downlink speed, Wi-Fi experience.

Basic Information - Return New Version

Refresh: If some devices had added or deleted, however the topology did not display
correctly, click the Refresh button to perform a connection refresh.
Download: Download the topology in .png format.
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Device details

Alias: Another specified name.
Model: Displays the model of the device.
Sync: Displays the handshake status of the device.
Management IP: Displays the local IP of the device.
SN：Displays the unique serial number of the device.
MAC：Displays the MAC address of the device.
More：Support create the eWeb of Telnet tunnel of the device.
EG status：Displays the EG port status of device, including port number, negotiated rate,
up/down status.
EG port：Displays the EG WAN/LAN port status.
EG port basic: Displays the EG port type, IP addresses, bandwidth downlink/uplink.
EG routing：Displays the EG routeing list.

SW status：Displays the Switch port status of device, including port number, negotiated
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rate, up/down status.
SW VLAN：Displays the Switch VLAN list and the details of VLAN port.
SW routing：Displays the Switch routeing list.

AP configuration：Click to do wireless basic configuration.

2.2 Report

To view the network report, hover to Project Status, and click View Report.

Select your prefer language of report.

The project delivery report can be exported into multi-languages.
The system also support edit Title, Cover, Basic information, Configuration, Diagnosis data,
device list.
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2.3 Detect a Device(s)
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When you add a new device to the network, you are required to enter the device password,
if the password is incorrect, system will refuse to insert it to the network.
Ruijie Cloud will refresh the topology by default when a new device added into the network.
In some circumstance, when Ruije Cloud fails to detect the newly added devices, you may
make system to update the topology manually by clicking Detect again to update the
topology.

The new device can be added to the current network.

Diagnosis
You can perform a network diagnosis if you believe something went wrong on the network.
This function diagnoses the network connectivity and link status. Click Start Diagnosis to
start with a new diagnosis.
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Link Status：Port flow monitoring, port negotiation rate and duplex test.
Layer2 and 3 Connectivity：IP address pool, default gateway and VLAN test.

Click View More to check the previous diagnosis results.



Ruijie Cloud Cookbook Monitoring Guidance

Details: Displays the detected network issues in details.
Suggestion: Provides solutions for the detected issues.

2.4 Manual Settings

Click More > Manual Settings

Support Edit the Alias of device or add the Downlink Device.
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Edit Alias：Rgiving a name of a device.
Select Device Model：Select the model of a device, you may including Reyee ES series
and unmanaged switches (Non-Reyee).
Delete：Remove a device form the network.

2.5 Common Troubleshooting

What can I do if the topology shows" No Data"?

1) If there is only one AP in the network, the topology cannot be displayed.

2) The egress device is not the Ruijie device and doesn't have a core switch.

3) Try manually refreshing the topology.

What can I do if there is only a EG device on the topology?

1) If the version is not the latest one, you need upgrade it to the latest version.

2) If the Web CLI is not available, other devices cannot be displayed as well.

What can I do if some devices are missing on the topology?

1) Show mac/show arp/show ip route of the device. The results of these 3 commands
including "S*" will make the device miss.

2) Dynamic routing protocols such as OSPF exist in the topology.

3) The switches in the topology are configured with VSU.

What can I do if the virtual devices are shown on the topology?

1) The device is not on the Ruijie Cloud or is offline.
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2) The device is not the Ruijie device.

3) If the device is an un-managed switch, it is recommended to edit the name and the
port manually.

* Note: limitations of topology

a. Cannot access the device Web CLI.

b. There is a EG in the network but it doesn't support show MAC command or the version
is not latest.

c. Multiple switches (on the same level) + non-Ruijie products serving as egress.

d. Core switch + access switch + AP (core switch runs OSPF and has no static routing
entries, so its routing table is incomplete).

e. Device offline, port change, static route modification, device addition or deletion, etc.

f. Switches form a network by VSU.

g. Switches form a network by VRRP.

h. Only have APs on the network group.

3. Alarm
By default, the Alarm List displays all the alarms not yet cleared. You can filter the alarms
category by selecting alarm type, level and cleared status to perform alarms filtering. Alarm
List supports a search based on AP serial number, alarm type, alarm source
(network/device), and alarm generation time.

3.1 Alarm List
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: It indicates that historical data is retained for 90 days.

: Zoom In/Out, it protrudes the page of Alarm List , shown as the below picture.

: Filter Column, it indicates to choose entries to display in the Alarm List.



Ruijie Cloud Cookbook Monitoring Guidance

: Export, it indicates to export all contents in Alarm List as .xls file.

The below picture shows the exported results in this file.

: Refresh, it indicates to refresh the Alarm List page.
Ignore Alarm: it indicates to ignore the selected alarm entries in Alarm List.
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: Search, it indicates to search the alarm related with specific SN.

Advanced Search: it indicates to search the alarm related to specific SN within a period of
time.
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Networks: it indicates the network which occurs the alarm.
SN: it indicates the device SN which occurs the alarm.
Type: it indicates the type of alarms.

The following table describes the conditions for generating alarms.
Type Condition Description

Device goes offline An AP goes offline.
The AP is disconnected from
the Cloud Service, or the AP is
powered off.

Device goes online
and offline continually

The online/offline change
times of an AP exceeds
the default threshold within
two hours.

The connection between the
AP and the system is unstable or
the AP has a firmware or hardware
fault.

All devices are offline
All APs in a network
go offline.

N/A

High channel usage
on AP

The RF channel
utilization exceeds 80%.

RF channel utilization is high and
interference is strong. It is
recommended to change the
channel.

System
usage(CPU/memory
usage)
above threshold

The CPU or memory
usage of
AP/switch/gateway exce
eds the threshold.

For AP, the default threshold for
CPU usage is 85% and for memory
usage is 85%.
For switch, the default threshold
for CPU usage is 50% and for
memory usage is 65%.
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For gateway, the
default threshold for CPU usage
is 50% and for memory usage is
65%.
Custom values are not supported.

witch RLDP
A loop occurs on the
switch.

N/A

Abnormal network
access on gateway

The gateway port fails to
ping the specified
domain or IP for several
times.

When the Ping test failed for
the specified times, the alarm is
sent. The times and domain/IP
address can be configured
manually.

High packet loss rate
on gateway

The packet loss rate of
gateway exceeds the
threshold.

When the packet loss
rate exceeds the specified
percentage of threshold for several
times in 5 minutes, the alarm is
sent. The times and threshold can
be configured manually.

Uplink rate above
threshold on gateway

The uplink rate exceeds
the specified percentage
of threshold for several
times.

When the uplink rate exceeds the
specified percentage of threshold
for several times, the alarm is
sent. The threshold, times and
percentage can be configured
manually.

Downlink rate above
threshold on gateway

The downlink rate exceeds
the specified percentage
of threshold for several
times.

When the downlink rate
exceeds the specified
percentage of threshold for several
times, the alarm is sent. The
threshold, times and percentage
can be configured manually.

SIM card traffic
exceeds limit

SIM card traffic exceeds
a default threshold.

Only MTFi devices support this
alarm.

GPS signal is not
found

GPS signal is not found.
Only MTFi devices support
this alarm.

CPU usage is high
CPU usage exceeds a
default threshold.

Only MTFi devices support
this alarm.

Memory usage is
high

Memory usage exceeds
a default threshold.

Only MTFi devices support
this alarm.
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Disk space usage is
high

Disk space usage exceeds
a default threshold.

Only MTFi devices support
this alarm.

Flash usage is high
Flash usage exceeds a
default threshold.

Only MTFi devices support
this alarm.

CPU temperature is
high

CPU temperature exceeds
a default threshold.

Only MTFi devices support
this alarm.

Cleared: including yes and no, it indicates whether the alarm was cleared.
Content: it indicates the detailed content of alarms.
Generated at: it indicates the date when this alarm occurred.
Cleared on: it indicates the date when this alarm was cleared.
Updated at: it indicates the latest time when this prompt is updated.

3.2 Network Conflict

: It indicates a network conflict will occur when a device added to a network is moved to
another network. Please click the button in the Action column to confirm.

: It indicates detecting a new device, the following picture will appear after clicking it.



Ruijie Cloud Cookbook Monitoring Guidance

3.3 Alarm settings

Select one project in this account and click at the upper right corner to click the Alarm
Settings. The Alarm Settings page is displayed for alarm parameter configuration.

Alarm settings are configured by the network. When no alarm has configured, the global
settings are adopted. Using the Alarm Settings page, you can specify whether to enable or
disable alarms and how they should be received.
Type: It indicates the type of alarms.
Status:When the Status is enabled, alarm information is displayed on the alarm page.
Alarm Threshold: It indicates the alarm information will be displayed on the alarm page.
Email Alarm: It indicates alarms will be pushed via email to the contacts in the ‘Contact List’
of the network when the Email Alarm and Status is enabled.

3.4 Contact

Click the Contact at the top right to access into the Contact page List.
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Contact List
On the Contact list page, you can add contact and contact groups that will receive the alarm
emails.

Name: displays the customized name of contacts.
Mobile: displays the mobile number of contacts.
Email: displays the email address of contacts.
Description: displays some words to describe the contact.
Action: including Edit and Delete, indicates the operation for this contact.
After click the Edit, it will display a window to edit the contact information, shown as the
below picture.
Add: it indicates to add a new contact into the contact list.

Contact Group
Add a group and move the contacts to the group.

Group: displays the customized name of the group.
Description: displays some words to describe the contact group.
Action: including Edit and Delete, indicates the operation for this contact group.
After clicking the Edit, it will display a window to edit the contact group information, shown
in the below picture.
Add: it indicates to add a new contact group into the contact group list.
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Add to Group: Add the selected contacts in the All Contacts into the contact group.

Delete from Group: Delete the selected contacts from Contact Group.

4. Report

4.1 Summary

WiFi Traffic Summary

The uplink/downlink traffic summarized of the selected network during the specific period.

In the chart above, the solid line shows the network traffic for the specified time period of
time, and click on a point on the line displays a specific amount of data, the dashed line
identifies the traffics when the mouse hover position.
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Uplink: Displays the traffic directed from internal network to external network.
Downlink: Displays the traffic directed from external network to internal network.

Select the period according to your preference for which way you want it to display the
statistics.

Channel Distribution and Usage

The channel distribution and usage of the selected network.

Current channel usage is indicated by the color of the square icon.

Color Status Usage

Idle 0%-59%

Busy 60%-79%

Overload 80%-100%

Click into a specific channel to display the numbers of APs and Usage on each specific
channel.
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Real-time: Update interval approximately 2 minutes.

SSIDs by Client or Traffic

The SSIDs ranked by Traffic or ranked by Client number of the selected network during the
specific period.

Clients: Displays the number of clients connected to the specific SSID.
Traffic: Displays the total amount of traffic used by clients connected to the specific SSID.

RSSI Statistics
The wireless signal strength of the selected network during the specific period.
The signal intensity is defined as below:

Color Strength RSSI

Strong RSSI > -70dB

Medium -80dB < RSSI ≤
-70dB

Weak RSSI≤ -80dB

Strength: Display RSSI strength.
Clients: Displays the number of clients where RSSI is the corresponding strength.
Proportion: Displays the number of clients with RSSI at that strength as a percentage of
the total.
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A pie chart displaying the total number of users and RSSI intensity distribution.
Click on the chart to view the numbers and percentage of clients for each RSSI strength.

A list displays a comprehensive breakdown of the clients by RSSI.
Real-time: Update interval approximately 2 minutes.

4.2 Device

Device Summary

The online status of devices of the selected network during the specific period.

Device: Display the type of device.
Total: Display the total number of devices of the type.
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Online: Display the total number of online devices.
Offline: Display the total number of offline devices.
Not Online Yet: Display the total number of never online devices.
Real-time: Update interval approximately 2 minutes.

AP Activity

The AP activities of the selected network during the specific period. The chart does not
support searching data in the past 24 hours.

AP activities is evaluated based on the numbers of active clients accessing the AP in a day.
APs not associated with any clients will not be calculated.

The AP activities is defined as below:

Color Activity Active Clients

Inactive < 5 active clients

Medium 5-9 active clients

Active ≥ 10 active clients

Click on Inactive, Medium and Active to select the number of APs that need to be
displayed that are at the corresponding AP activities.

When the font to the right of the square icons is in Black: indicates that the number of APs
at that activity will be displayed:
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When the font to the right of the square icon is Grey: indicates that the number of APs at
that activity will not be displayed:

Clicking on any of the bars in the bar chart will display the distribution of AP activity for the
corresponding date:

Top 10 APs by Client or Traffic

The top 10 APs ranked by Traffic or Client number of the selected network during the
specific period.
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Clients: Displays the number of clients connected to the specific AP.
Traffic: Displays the total amount of traffic used by clients connected to the specific AP.

Firmware Version

A pie chart representing the proportion of firmware versions for the selected network in a
given period.

Click the chart for the proportion of per specified firmware version.

Real-time: Update interval approximately 2 minutes.

Hardware Version

A pie chart representing the proportion of hardware versions for the selected network in a
given period.
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Click the chart for the proportion of per specified hardware version.

Real-time: Update interval approximately 2 minutes.

4.3 Client

WiFi Client Summary

A line chart displays the client summary of the selected network during the specific period.

Click the point on the line to display the number of clients at a specific time.
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WiFi Client Activity

A bar chart displays the client activity of the selected network during the specific period.
The chart does not support data searching data in the past 24 hours.

Client activity is evaluated based on online duration and traffic volume.
The WiFi Client Activity is defined as below:

Color Activity Duration and traffic

Minimal ≥ 100KB

Low ≥ 1h/day and ≥
500KB

Medium ≥ 2h/day and ≥ 2MB

High ≥ 4h/day and ≥ 5MB

Extreme ≥ 8h/day and ≥
10MB

Clicking on any of the bars in the bar chart will display the distribution of WiFi client activity
for the corresponding date:

2.4G / 5G Clients

A pie chart displaying the proportion of STAs using the selected network for 2.4G/5G in a
specific period.
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Click the chart for the proportion of a specified radio.

Top 10 WiFi Clients by Traffic

A list displaying the top 10 clients ranked by traffic to the selected network for during the
specific period.

Traffic: Displays the total amount of traffic used by a specific client.
Uptime: Displays the amount of time a specific client has been connected to the WiFi.
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Captive Portal

The proportion of authentication types of the selected network during the specific period.

A pie chart displaying the total number of clients and the distribution of authentication types.
Click on the chart to view the number and proportion of clients for each authentication type.

A list displays a comprehensive breakdown of clients by type of authentication.

Experience

A bar chart displays the experience status during the specified time and collects data
approximately every 5 minutes. You can switch between 2.4GHz and 5 GHz.

The experience type is defined as below:
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Color Experience
Type

Experience

Excellent HDV and internet game are available.

Good Communication application, Web page and VoIP are
available.

Poor Go offline frequently or hard to go online.

Inactive Check whether a client is inactive according to the
traffic and power usage.

Experience: As a reference, the parameters are client delay, packet loss, signal strength,
etc., and the SVM algorithm is used to calculate the score, 100.

A solid line displays the client experience score, and a click on a point displays scores and
the number of clients for different experience types at a specific time.

A list displaying detailed information about the client experience:

Client MAC: Displays client's MAC address.
Reported at: Displays time of data upload to Cloud.
Band: Displays radio connected by the customer: 2.4G or 5G.
AP MAC: Displays MAC address of the AP to which the client is connected
Experience Type: Displays the client’s experience: Excellent, Good, Poor, Inactive.
Reason: Displays the reason why the experience is poor.
Channel Usage: Displays the utilization of the wireless channel to which the user is
connected.
Noise Floor: Displays the noise floor of the client.
Pkt Loss Speed: Displays the packets loss proportion of client.
Delay: Displays the average delay of client.
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Note: This chart will available when the project type is Cloud+AP and the devices in the
network are Ruijie devices.

4.4 Report

Ruijie Cloud supports reports export to local or email, and also support monthly report
export, monthly report only export previous month. Meantime, schedule export also
supported.

Exporting report to local
Support export to CSV format or PDF format.

After selected the file type of export, your browser will begin the file download:
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Exporting report to email
Click the Email button, select CSV or PDF as export type and fill in your email recipient, the
report will be sent to designated email address as an attachment.

Exporting monthly report
The monthly report displays the network monitoring data, including user and flow
summaries.
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Clicking on Monthly report will display the monthly report for this month.

Monthly report will be kept for one year and you can select the month you need to export
the monthly report.
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Email report can be sent in the format of PDF or CSV to your designed emails. You can
select to send the report immediately to the email recipient, or enable "Scheduled Report".
The email report will be schedule and send to the designated email recipient on every 1st of
the calendar month (beta function for partial users).

4.5 Voucher Report

The Voucher Report saved a records of sales whenever voucher had distributed.
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Click to download the Voucher Report in PDF format.
Qty: Displays number of vouchers generated by each package in the specified period.
Activated Accounts: Displays number of vouchers activated by each package in the
specified period.
Total Price: Displays the total price of vouchers activated by each package in the specified
period.
Total: Displays number of vouchers generated by all packages, number of vouchers
activated by all packages and total amount of vouchers activated by all packages.

5. Device
5.1 AP

The AP screen displays a list of APs managed by the Ruijie cloud.

ADD
Click DEVICE > AP > ADD, enter the SN, Alias, and click OK to add a gateway to the

network.

Web CLI
Click DEVICE > AP >Web CLI to enable the web CLI.
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Ruijie AP

General > Version：Click to display the version of AP.
General > Running Config：Click to display the running configuration of AP.
General > Startup Config：Click to display the startup configuration of AP.
General > Log：Click to displays the syslog of AP.
General > Current Mode：Click to display the current mode of AP.
General > Current Time：Click to display the current system time of AP.
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Connectivity > Interface IP：Click to display the interface IP address of AP.
Connectivity > Interface status：Click to display the interface status of AP.
Connectivity > ARP：Click to display the ARP table of AP.
Connectivity > MAC：Click to display the MAC table of AP.
Connectivity > DNS：Click to display the DNS of AP.
Connectivity > Route：Click to display the route of AP.
Connectivity > Ping Tool：Click to do the ping test.
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Running Status > CPU：Click to displays the CPU status information of AP.
Running Status > Memory：Click to displays the memory information of AP.

Client > Associated Client: Click to display the associated client of AP.
Client > Client IP(DHCP Server): Click to display the Client obtains IP information of AP.
Client > Client IP(DHCP Snooping): Click to display the Client IP for DHCP Snooping.
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Client > Kick off Client: Enter the Client's MAC to kick it out of the current network.
Client > Blacklist: Enter the Client's MAC so that it cannot access the Internet.
Client > Traffic Usage: Click to displays the Customer's traffic usage.

WLAN > MBSSID: Click to displays the SSID and BSSID of the WLAN of AP.
WLAN > WLAN Details: Enter WLAN ID to displays the details of AP.
WLAN > Roaming Group Neighbor: Click to displays the Roaming Group Neighbor of AP.
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Wireless Security > Attack Detection: Click to displays the Statistics list of AP.
Wireless Security > Dynamic Blacklist: Click to displays the Dynamic Blacklist list of AP.

Web CLI > Web CLI: Configure the AP with commands.

Reyee AP
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General > Version：Click to display the version of AP.
General > Log：Click to display the syslog of AP.
General > Current Mode：Click to display the current mode of AP.
General > Current Time：Click to display the current system time of AP.

Connectivity > Interface IP：Click to displays the interface IP address of AP.
Connectivity > Interface status：Click to display the interface status of AP.
Connectivity > ARP：Click to display the ARP table of AP.
Connectivity > MAC：Click to display the MAC table of AP.
Connectivity > DNS：Click to display the DNS of AP.
Connectivity > Route：Click to display the route of AP.
Connectivity > Ping Tool：Click to do the ping test.
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Running Status > Memory：Click to display the memory information of AP.

Client > Associated Client: Click to display the associated client of AP.
Client > Client IP(DHCP Server): Click to display the Client obtains IP information of AP.
Client > Client IP(DHCP Snooping): Click to display the Client IP for DHCP Snooping.
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WLAN > MBSSID: Click to display the SSID and BSSID of the WLAN of AP.

Delete
Click DEVICE > AP > More > Delete to delete the AP.

Reboot
Click DEVICE > AP > More > Reboot to restart the AP.
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AP List

Status：Displays the current status of AP, online or offline.
SN：Displays serial number of AP.
Config Status: Displays the handshake status between AP and Ruijie Cloud.
MAC：Displays MAC address of AP.
Alias：Displays alias of AP.
MGMT IP：Displays the local IP address of AP.
Egress IP：Displays the egress IP address of AP that communicate with Ruijie Cloud.
Client：Displays the number of Clients currently connected to the AP.
Network：Displays the project name of AP.

Firmware Versions：Displays the AP’s version.
Offline Time：Displays the latest offline time of AP.
Model：Displays the model of AP.
Description：Clicks and edit the description of AP.
Action：Clicks a button to delete the AP.
AP details
Click the SN to view the AP’s details.
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AP Info

Alias：Click to edit the alias of AP.
SN：Displays the serial number of AP.
MGMT IP: Display the local IP address of AP.
MAC：Displays MAC address of AP.
Model：Displays the model of AP.
Config Status：Displays whether the configuration is synchronized to the AP.
Hardware Version：Displays the hardware version of AP.
Mode：Displays the mode of AP(only reyee AP support).
Actual Master Device：Displays the master device of AP(only reyee AP support).
Firmware Version：Displays the firmware version of AP.
Description：Clicks to edit the description of AP.
SSID：Displays the current SSIDs of AP.

Status

Online status：Displays the online status of AP.
Online Clients：Displays current online clients number of AP.
Clients with Weak Signal：Display how many clients with weak signal.
Memory：Displays the memory usage of AP(last 5 minutes).
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CPU：Displays the CPU usage of AP(last 5 minutes).
Alarms：Displays the current alarms of AP.

Connectivity

Last 24 Hours：Displays the connectivity between AP and Ruijie cloud in past 24 hours.
Last 7 Days：Displays the connectivity between AP and Ruijie cloud in past 7 days.

Diagnose

Web CLI：Click to open the Web CLI.
eWeb：Click to create the eWeb tunnel to AP device(Only reyee AP).
SSH：Click to create the SSH tunnel to AP device(Only reyee AP).
Tunnel：Click to create the tunnels.

Traffic Summary

Avg Speed：On the graph, the green line displays the uplink average connected speed
during the selected time period; the blue line displays the downlink average speed during
the selected time period.
Last 24 Hours：Displays the downlink and uplink average speed in past 24 hours.
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Last 7 days：Displays the downlink and uplink average speed in past 24 hours.

Radio List

RF Type：Displays the radio transmit type: 5GHz and 2.4GHz.
Channel：Displays the current usage of radios wave channel.
Power：Displays the radios wave transmit powers distribution.
Channel Width：Displays the channel width of radios.
Channel Usage：Displays the current radio channel usage on the environment.

Client List

IP: IP address of connected client.
MAC: MAC address of the connected client.
RSSI: SSID of client connected.
RSSI: Signal strength of the connected client.
AP Alias: AP alias name that client connect with. (if you had configured the name of AP
Alias)
Band: Client connected the radio of type.
Traffic: total usage of bandwidth.
Manufacturer: Type of brand the connected client.
Online Time: Displays the client connected time.
Offline Time: Displays the client last online time.

Adjacent RF Signal(only ruijie AP support)

Scan Adjacent RF: Initiate the scan of environment neighbor WiFi channel.
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Start Time: The last started time initiate a scan.
Expected completion Time: The expected time for the scan toward completion.
BSSID: Neighbor AP MAC address.
Radio: Neighbor radio wave channel.
Adjacent SSID : SSID from surround environment.
Adjacent Channel: Radio wave channel currently occupied by surrounded.
RSSI: Radio strength between this AP to neighbor AP.
Adjacent S/N: AP serial number from neighbor. (Only supported)
Adjacent MAC: MAC address from neighbor. (Only supported)
Uploaded at: Last scan completed.

Device Log

Type：Displays the type of device log.
Updated at：Displays the time a log was created.
Content：Displays the details of device log.

5.2 AC

The AC screen displays a list of ACs managed by the Ruijie cloud.
When add a new AC to Ruijie Cloud, need to add a project with “AC + Fit AP” mode.
Click PROJECT > Add Project to add a new AC project.
Step1 Add in a project by select the type of project with “AC + Fit AP”.
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Step2 Enter the SN and Alias of AC.

Step3 And now Project successfully created.

Add AC
Click DEVICE > AC > Add to add an AC to network.

* Note:
UP to 1 AC can be added to an AC network.

Web CLI
Click DEVICE > AC >Web CLI to enable the web CLI.



Ruijie Cloud Cookbook Monitoring Guidance

General > Version：Click to displays the version of AC.
General > Running Config：Click to displays the running configuration of AC.
General > Startup Config：Click to displays the startup configuration of AC.
General > Log：Click to displays the syslog of AC.
General > Current Time：Click to displays the current system time of AC.
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Connectivity > Interface IP：Click to display the interface IP address of AC.
Connectivity > Interface status：Click to display the interface status of AC.
Connectivity > ARP：Click to display the ARP table of AC.
Connectivity > MAC：Click to display the MAC table of AC.
Connectivity > DNS：Click to display the DNS of AC.
Connectivity > Route：Click to display the route of AC.
Connectivity > Ping Tool：Click to do the ping test.
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Running Status > CPU：Click to display the CPU using rate information of AC.
Running Status >Memory：Click to display the system memory used details of AC.

Client > Client IP(DHCP Server)：Click to display the client IP list of AC.
Client > Client IP(DHCP Snooping)：Click to display the DHCP Snooping bindings of AC.

Web CLI：Enter the command to display AC’s information.

eWeb
Click DEVICE > AC > eWeb to access the AC eWeb.
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Create the eWeb tunnel.
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Upgrade
Click DEVICE > AC > Upgrade to upgrade the AC version.

More
Click DEVICE > AC > Upgrade to perform the action：Reboot, Export, Delete.

AC List

Status: Displays the current status of AC, online or offline.
S/N: Serial Number of the AC
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MAC: MAC address of AC.
Alias: Name of the AC.
AP/STA: Click to check the connected AP/STA list.
Management URL:The local eWeb IP address of the AC.
Egress IP: An IP address on the primary network interface communicating with the cloud
services.
Offline Time: AC last online time communicated with cloud.
Network: Project name of AC.
Model: Model type of AC.
Firmware Versions: AC existing firmware version.
Description: Click to edit the description of AC.
Action: Click the dustbin button to delete and remove the AC.

AC Details
Click the SN to view the AC’s details.

Port Panel

Displays the AC port type and status.
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Type: PPPoE, Static IP, DHCP, PoE, Power Error, Copper, SFP.
Status: Connect, Disconnect, Disabled.

Basic

Alias: Click the Pen to edit the alias of AC.
Model: Model of AC.
S/N: Serial Number of the AC
MAC : MAC address of AC.
MGMT IP: The local eWeb IP address of the AC.
Firmware Versions: AC existing firmware version.
Description: Click to edit the description of AC.

Overview
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CPU & Memory Usage: Displays the last 5mins of CPU and Memory usage.
Device Status: Display the model of AC.
Connectivity: Display the connection status between AC and ruijie cloud.
CPU/Memory Summary: The line of graph displays the CPU and memory usage within a
period of time. Frequency of time can be change.
Client Summary: The line of graph, displays the number of clients connected within a
period of time.
Log Record: Displays an activity log of the AC.
Device Log: Separated the operation log of the device.
Config Log: Separated the configure log of the device.

Port
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Speed Summary: Blue line displays average downlink speed; Green line displays average
uplink speed at a period of time.

Port Name: Indicate as the port interface number.
Admin Status: Displays the port settings: enabled or disabled.
Port Status: Port connection status: connected or disconnected.
Duplex Mode: Mode of the port interface.
Port Type : Displays the port type: trunk or access.
VLAN: Displays the VLAN ID of the port.
PoE Status: Displays the PoE status of the port.

Config
AC and AP backup file.

Tunnel

Tunnel Type: Select the tunnel type: Telnet or eWeb.
Host: Displays the tunnel IP address.
Port: Displays the tunnel port.
Expired at: Displays the tunnel expiration date and time.
Status: Displays the tunnel current status: connecting, creating, disabled.
Action: Re-perform an action to the tunnel : Disable, Go, Re-create.

5.3 Switch
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The Switch screen displays a list of switches managed by the Ruijie cloud.

ADD
Click DEVICE > Switch > ADD, enter the SN, Alias, and click OK to add a switch to the
network.

Web CLI
Click DEVICE > Switch >Web CLI to enable the web CLI.

Ruijie switch

General > Version：Click to displays the version of switch.
General > Running Config：Click to displays the running configuration of switch.
General > Startup Config：Click to displays the startup configuration of switch.
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General > Log：Click to displays the syslog of switch.
General > Current Time：Click to displays the current system time of switch.

Connectivity > Interface IP：Click to displays the interface IP address of switch.
Connectivity > Interface status：Click to displays the interface status of switch.
Connectivity > ARP：Click to displays the ARP table of switch.
Connectivity > MAC：Click to displays the MAC table of switch.
Connectivity > DNS：Click to displays the DNS of switch.
Connectivity > Route：Click to displays the route of switch.
Connectivity > Ping Tool：Click to do the ping test.

Running Status > CPU：Click to displays the CPU status information of switch.
Running Status > Memory：Click to displays the memory information of switch.
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Web CLI > Web CLI: Configure the AP with commands.
Reyee switch

General > Version：Click to display the version of switch.
General > Log：Click to display the syslog of switch.
General > Current Mode：Click to display the current system information of switch.
General > Current Time：Click to display the current system time of switch.
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Connectivity > Interface IP：Click to display the interface IP address of switch.
Connectivity > Interface status：Click to display the interface status of switch.
Connectivity > ARP：Click to display the ARP table of switch.
Connectivity > MAC：Click to display the MAC table of switch.
Connectivity > DNS：Click to display the DNS of switch.
Connectivity > Route：Click to display the route of switch.
Connectivity > Ping Tool：Click to do the ping test.

Running Status > Memory：Click to display the memory information of AP.

Delete
Click DEVICE > AP > More > Delete to delete the switch.

Reboot
Click DEVICE > AP > More > Reboot to restart the switch.
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Switch List

Status: Displays the current status of Switch, online or offline.
S/N: Serial Number of the Switch
Config Status: Handshake status between Switch and cloud services.
MAC : MAC address of Switch.
Alias: Name of the Switch.
MGMT IP: The local eWeb IP address of the Switch.
Egress IP : An IP address on the primary network interface communicating with the cloud
services.
Offline Time: The Switch last online time communicated with cloud.
Network: Project name of Switch.
Model: Model type of Switch.
Firmware Versions: Switch’s existing firmware version.
Description: Click to edit the description of Switch.
Action: Click the dustbin button to delete and remove the Switch.

Switch details
Click the SN to view the switch’s details.
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Switch Info

Alias: Name of the Switch.
Model: Model type of Switch.
S/N: Serial Number of the Switch
MAC : MAC address of Switch.
Firmware Versions: Switch’s existing firmware version.
MGMT IP: The local eWeb IP address of the Switch.
Description: Click to edit the description of Switch.

Overview

CPU : Displays the last 5mins of CPU usage of the Switch.
Memory: Displays the last 5mins of memory usage of the Switch.

Connectivity:
Last 24 Hours：Displays the connectivity between switch and Ruijie cloud in past 24 hours.
Last 7 Days：Displays the connectivity between switch and Ruijie cloud in past 7 days.

Uplink & Speed Summary
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Port: Indicate as port interface number.
Speed: Interface negotiation of the port speed.
Duplex: Interface negotiation of the port mode.
Uplink/Downlink Speed: Displays the uplink/downlink session bandwidth over the past 5
mins.
Uplink/Downlink Traffic: Displays the uplink/downlink total usage of bandwidth over the
past 5 mins.
Avg Speed: On the graph, Green line displays the uplink average connected speed; blue
line displays the downlink average connected speed.

Device Log

Type：Displays the type of device log.
Updated at：Displays the time a log was created.
Content：Displays the details of device log.

Config Log

Operation Type：Displays the type of device log.
Start at：Displays the time which a log was started.
Ended at：Displays the time which a log was ended.
Status：Displays the status.
Description：Displays the description of log.
Details：Displays the details of device log

Port Log
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Port：Displays the port of device log.
Updated at：Displays the time a log was created.
Content：Displays the details of port log.

Port Settings

Admin Status：Clicks to select the admin status.
Routed Port：Clicks to enable or disable the routed port.
Duplex Mode：Clicks to select the duplex mode of the port.
Type：Clicks to select the type of port: trunk or access.
Speed：Clicks to select the speed of the port.
VLAN ID：Enter the VLAN ID of the port.
Description：Click to edit the description of the port.
PoE-Capable：Clicks to enable or disable the PoE.
Media Type：Displays the media type of the port.

Port list
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Port: Indicate as port interface number.
Admin Status: Displays the port settings: enabled or disabled.
Port Status: Port connection status: connected or disconnected.
Duplex Mode: Status and Mode of the port interface.
Port Type: Displays the port type: trunk or access.
VLAN ID: Displays the VLAN ID of the port.
PoE Status: Displays the PoE status of the port.

VLAN List
VLAN list includes the VLAN ID and the correspondingly ports. You can add VLAN ID or
remove VLAN ID here.

SVI & DHCP
SVI & DHCP information includes VLAN ID, SVI and DHCP pool name. You can edit or
delete the SVI or DHCP configuration.
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DHCP Snooping
Enable DHCP Snooping Status, select ports and click Save. The uplink port is selected by
default if it is not the routed port. If the port connecting to the DHCP server is not an uplink
port, please select it manually.

RLDP
Enable RLDP Status, select one or multiple ports, choose the troubleshooting method for a
loop, and click Save. The troubleshooting methods include Detection Disabled, Warning,
Block, Shutdown-port and Shutdown-SVI. If Warning is chosen, the Switch Loop alarm
should be enabled in the Alarm Settings page.

Click Auto Config to enable the default configuration.
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Configuration Backup List
The backup records include configuration file name, size, time, mode and MD5. Click
Current to display the current configuration. Click Backup to back up the current
configuration. Click Download to download the backup configuration. Click Restore to
restore the configuration. Click Delete to remove the backup configuration.

PoE Port List
PoE statistics are displayed above PoE Port List, including the total power, current power
and time.
PoE configuration includes the port, PoE-capable, PoE status, power, PD class and
description.
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Fault Diagnosis
There are two types of fault diagnosis: PoE Power Supply and SFP Port. Select a port in
the panel, click Diagnose, and the diagnosis procedure is displayed as below.

Click History, and the diagnosis history is displayed.
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Select a port in the panel, click Deep Diagnose, and click Diagnose in the PoE Diagnosis
page.

Normal diagnosis: The Cloud server delivers CLI commands to collect the switch
information, and the diagnosis occurs on the Cloud server.
Deep diagnosis: The diagnosis occurs on the switch, and the results are reported to the
Cloud server.

5.4 Gateway

The Gateway screen displays a list of gateways managed by the Ruijie cloud.

Add Gateway
Click Add, enter the SN, Alias and Password, and click OK to add a gateway to the
network.
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* Note:
A network can have only one gateway.

Web CLI
Select one device in the Gateway List, and click Web CLI. The Web CLI dialog box is
displayed, and device information can be queried via the menus in this dialog box. The
menus vary with the products.

Reyee Gateway Web CLI
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General > Version：Click to displays the version of Gateway.
General > Log：Click to displays the syslog of Gateway.
General > Current Mode：
General > Current Time: Click to displays the current system time of Gateway.

Connectivity > Interface IP：Click to display the interface IP address of Gateway.
Connectivity > Interface status：Click to display the interface status of Gateway.
Connectivity > ARP：Click to display the ARP table of Gateway.
Connectivity > DNS：Click to display the DNS of Gateway.
Connectivity > Route：Click to display the route of Gateway.
Connectivity > Ping Tool：Click to do the ping test.

Running Status > Memory：Click to display the interface status of Gateway.
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Client > Associated Client: Click to display the connected wireless users of Gateway.
Client > Client IP(DHCP Server)：Click to display the client IP allocated by DHCP server of
Gateway.
Client > Client IP(DHCP Snooping)：Click to display the client IP allocated by DHCP
server after gateway enables the DHCP Snooping function.
* Note:
Only EG105GW which supports WiFi protocol has this section.

WLAN > MBSSID：Click to displays the bssid of each VLAN.
* Note:
Only EG105GW which support WiFi protocol has this section.

Ruijie Gateway Web CLI Function
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General > Version：Click to display the version of Gateway.
General > Running Config：Click to display the running configuration of Gateway.
General > Startup Config：Click to display the startup configuration of Gateway.
General > Log：Click to displays the syslog of Gateway.
General > Current Time：Click to display the current system time of Gateway.

Connectivity > Interface IP：Click to display the interface IP address of Gateway.
Connectivity > Interface status：Click to display the interface status of Gateway.
Connectivity > ARP：Click to display the ARP table of Gateway.
Connectivity > MAC：Click to display the MAC table of Gateway.
Connectivity > DNS：Click to display the DNS of Gateway.
Connectivity > Route：Click to display the route of Gateway.
Connectivity > Ping Tool：Click to do the ping test.
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Running Status > CPU：Click to display the CPU usage of Gateway.
Running Status > Memory：Click to display the memory usage of Gateway.

Client > Client IP(DHCP Server)：Click to display the client IP allocated by DHCP server of
Gateway.
Client > Client IP(DHCP Snooping)：Click to display the client IP allocated by DHCP
server after gateway enables DHCP Snooping function.

Web CLI >Web CLI：Click to displays the interface IP address of Gateway.

In addition, in the command entry box, the Tab key and question mark (?) both can
complete a command.
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eWeb
Click eWeb to open the eWeb system in a new window.

More
Do more functions with Gateway.

Move to
Select one device in the Gateway List, click More > Move to, select the new project and
click OK.
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Reboot
Select one or multiple devices in the Gateway List, and click More > Reboot and click OK.

Delete
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Select one or multiple devices in the Gateway List, click More > Delete and click OK.

Unauthorized Gateway List:
Before a gateway authorized into the network, it is shown under the Unauthorized
Gateway List.
If it failed to authorize, you can click Re-authorize from the Action column to re-enter the
password to re-authenticate the device.

Gateway List：
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The Search function supports fuzzy queries based on SN, alias and description.

Status: Displays the current status of Gateway, online or offline.
S/N: Serial Number of the Gateway.
Config Status: Handshake status between Gateway and cloud services.
MAC : MAC address of Gateway.
Alias: Name of the Gateway.
MGMT IP: The local eWeb IP address of the Gateway.
Egress IP: An IP address on the primary network interface communicating with the cloud
services.
Network: Project name of Gateway.
Firmware Versions: Gateway’s existing firmware version.
Offline Time: Gateway last online time communicated with cloud.
Model: Model type of Gateway.
Description: Click to edit the description of Gateway.
Action: Click the dustbin button to delete and remove the Gateway.

EG details
Click the SN to view the Gateway’s details.

Reyee Gateway details
Click the SN in the Gateway List to open the details page of a single device. The page
displays detailed device information, including the router info, device status, device config,
and log record .

Router Info
Gateway information includes the alias, model, SN and other information. Alias and
Description can be edited.
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Alia: Name of the Gateway.
S/N: Serial Number of the Gateway.
MAC : MAC address of Gateway.
Management IP: The local eWeb IP address of the Gateway.
Type: Model of Gateway.
Sync: Handshake status between Gateway and cloud services.
Hardware Version: Displays hardware batch version of Gateway.
Operation Mode: Displays current mode of the Gateway.
Actual Master Device: Displays the master device in Gateway network.
Firmware Versions: Gateway’s existing firmware version.
Offline Time: Gateway last online time communicated with cloud.
Model: Model type of Gateway.
Description: Click to edit the description of Gateway.
SSID: Displays the SSID Link from the WiFi capable device.
* Note:
The SSID section only displays on WiFi-supported device, such as EG105GW.

Device Status
Device status includes the memory usage, CPU usage and the flash usage.

Connectivity
Connectivity refers to the connectivity (online status) between Gateway and Cloud Service
within a period (24 hours or 7 days).
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Device Config
You can configure certain functions of the device on the cloud.

Web CLI
TheWeb CLI function you can use to query the corresponding device information.

eWeb
To connect into your local Gateway via remote access.

SSH
Click to perform a SSH tunnel to the device with other tools (e.g. PuTTY).

* Note:
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Reyee device can’t support SSH function, only R&D can use this feature for further
troubleshooting.

Tunnel
Click Tunnel to create different types of tunnel such as SSH, eWeb or you can create a
custom tunnel through an intermediary device for access.

You can see the tunnel you created in the Tunnel List.

* Note:
When you create a custom tunnel, the device should be able to access the intermediary
device.

Reboot
Click Reboot to reboot the device.

Cloud Portal Auth
Reyee EG devices support Cloud portal authentication, including one-click, voucher,
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account, SMS (integrated with Twilio) authentications.

Network Topology

Configuration Steps
Enable the Auth, configure the Auth IP/Range, seamless and choose the portal
template.

Auth: After you enable Cloud Portal Auth, it will be synched to the Reyee EG automatically
Portal Escape: The new client can go online without authentication and access the Internet
directly.
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Auth IP/Range: Add the authentication IP range for authentication.If the IP address of the
EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC
address to the MAC address whitelist.
Seamless Online: Users only need to pass authentication once. If they want to go online
again, authentication is not required. After users go online, they do not need to log in again
in the specified period.
User Offline Detection: Detect automatically if the user is offline. This function only
supported on P56 and higher version.

* Note:
1. The cloud portal auth function only supported on P50 and higher versions of Reyee
Gateway.
2. The Voucher/Account portal authentication on gateway does not support speed limit and
flow quota limit that defined on profile.
3. The Voucher/Account portal authentication on gateway does not support flow usage
display.
4. Only One-click/Voucher/Account/SMS authentications are supported on the gateway
(Facebook auth is not supported).

Configuration Verfication
Cloud will sync the configuration to Reyee Gateway

FAQ
What should I do if I fail to pop-up the portal page?

1) Confirm whether the client has obtained the IP address, if not, check whether the
network configuration is correct.
2) Check whether the DNS is correct, try to configure the common DNS: 8.8.8.8.
3) Open the browser, manually enter http://1.1.1.1 to check whether the portal page is
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popped up.
4) Disable pop-up blocking. The browser may be set to block pop-ups so as to save data
and prevent you from seeing any annoying ads when you visit website.

5) If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for
assistance: Ruijie Support

What should I do if I fail to do the voucher authentication?

1) Check whether the EG configuration is delivered successfully.
2) Check the failure prompts. Common failures include incorrect account and password,
account expiration and traffic overdue. You can check the account status on the Ruijie
Cloud.

https://www.ruijienetworks.com/rita
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3) If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for
assistance: Ruijie Support

What can I do if the voucher code has expired but it still can be used?

1) Check whether the voucher has expired.

2) Go to Ruijie cloud and enable the User Offline Detection.

3) Check the EG version, this feature only supported on P56 or higher version.

4) Try to disconnect and reconnect to WiFi and check whether the internet can be
accessed can access or not.

5) If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for
assistance: Ruijie Support

What can I do if the voucher data usage exceeded but it can still be used?

The voucher portal authentication on Reyee EG does not support flow quota limit that
defined on profile.

Why can't I see the Facebook auth option on the authentication page?

Only One-click/Voucher/Account/SMS authentications are supported on the gateway
(Facebook auth is not supported).

Why the speed limit policy configured on voucher does not take effect?

The voucher portal authentication on Reyee EG does not support speed limit that defined
on profile. you need to configure the speed limit policy on EG.

https://www.ruijienetworks.com/rita
https://www.ruijienetworks.com/rita
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Ruijie Cloud various captive portal authentication solutions difference?

Refer to this link:
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=1826

IPTV
IPTV/VLAN
Click IPTV, support configuring the VLAN type of IPTV/IP Phone: the WAN port supports
multiple VLAN tags.

* Note:
You can only select a LAN port (Not supported on the first LAN port).

IPTV/IGMP
Click IGMP to enable IGMP function.

Dynamic DNS
Automatically update your DNS host each time when its public IP address changes. Please
first register an account in either of the DDNS providers: Noip (www.noip.com) and Dyndns
(account.dyn.com).
* Note:

https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=1826
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The Dynamic DNS function only supported configuring on cloud on P56 and higher
versions of Reyee Gateway.

Ruijie DDNS

* Note:
This is a Beta version, and the domain name will take effect in 1-5 minutes.
No-IP

DynDNS
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Speed Summary
Speed summary includes the uplink/downlink speed summary over the past 24 hours or the
past 7days.

Radio List
Radio list includes the information of both radios, including RF type, channel, power,
channel width (MHz) and channel usage.
* Note:
Only EG105GW which support WiFi protocol has this section.

User List
User list includes the information of all users, including IP address, MAC address, SSID
name, RSSI, AP alias, band, traffic (MB), device manufacturer, user online time and offline
time.
* Note:
Only EG105GW which support WiFi protocol has this section.

Configuration Backup List
The backup records include configuration file name, size, time, mode and MD5.
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Select one record, and click Backup to back up the current configuration.
Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Log Record
Log Record > Device Log
The device log records the historical operations, including online/offline, restart, upgrade,
and VLAN change, and supports queries based on log type and time.

Log Record > Config Log
The config log records the historical configuration delivery, and supports queries based on
status and
time.
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Ruijie Gateway details
Click the SN in the Gateway List to open the details page of a single device. The page
displays detailed device information, including the port panel, basic information, overview,
ports, config, PoE and diagnosis.

Port Panel
The port panel imitates the actual gateway panel, displaying the port type, status and
speed.

Basic Info
Gateway information includes the alias, model, SN and other
information. Alias and Description can be edited.
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Overview > CPU & Memory Usage
CPU & Memory Usage includes the CPU usage, memory usage of gateway.

Overview > Device Status
Device Status includes the online status, online clients and sessions.

Overview > Connectivity
Connectivity refers to the connectivity (online status) between Gateway and Cloud Service
within a period (24 hours or 7 days).
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Overview > Speed Summary
Speed summary includes the uplink/downlink speed summary over the past 24 hours
based on the day.

Overview > Client Summary
Client summary includes the client number over the past 24 hours based on the day.

Overview > CPU/Memory Summary
CPU/Memory summary includes the CPU/Memory percentage over the past 24 hours
based on the day.
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Overview > Session Summary
Session summary includes the session number over the past 24 hours based on the day.

Overview > Top 10 Applications by Traffic
Top 10 applications by traffic displays the top 10 applications ranked by traffic.

Overview > Top 10 Users by Traffic
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Top 10 users by Traffic displays the top 10 users ranked by traffic.

Overview > Log Record
Config Log
The device log records the historical operations, including online/offline, restart, upgrade,
and VLAN change, and supports queries based on log type and time.

Port Log
The config log records the historical configuration delivery, and supports queries based on
status and time.

WAN
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The WAN page displays the information of WAN port including Gi0/0 and Gi0/1.

Basic: Displays the basic information of the EG WAN port including its IP address, subnet
mask and descrption.
Speed Summary: Displays the real-time uplink/downlink speed of the EG WAN port.
Port Status: Displays the status of the EG WAN port.

LAN
The LAN page displays the information of LAN port including LAN2 to LAN7.

Switch Port: Displays the switch port information including duplex and speed.
Route Port: Displays the routed port information including IP address, subnet mask of the
main interface, included LAN ports and description.
Subinterface: Displays the IP address and encapsulated VLAN of the subinterface.

Config > Configuration Backup List
The backup records include configuration file name, size, time, mode and MD5.
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Click Current to display the current configuration. Click Backup in the Config
Details page to back up the current configuration.

Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.
Select two records, and click Compare to compare the differences.

Description can be edited. Click Details in the Action column to check the backup
configuration.
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POE
PoE statistics are displayed in PoE Port List, including the port, physical port, PoE-capable,
PoE status, power and PD class.
* Note:
The POE section only displays on the device that support POE function, such as
EG2100-P.

Alarm
Click Alarm to set different alarm rules of threshold/port status/packet loss speed types.

Threshold
You can set the threshold of uplink/downlink bandwidth and how often to send the alarms.

Click to configure alarm settings
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Click to apply the configuration to other devices.

Port Status/Packet Loss Speed
Enable Test, enter an IP address or domain name to do ping test and set how often to send
the alarms.

Tunnel
Click Tunnel to create different types of tunnel such as Telnet, SSH, eWeb or you can
create a custom tunnel through an intermediary device for access.
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You can see the tunnel you created in the Tunnel List..

5.5 Home Router

Select MONITORING > DEVICE to display the devices page, and select a network on the
top to filter devices.
The Home Router List contains all displayed information of home routers on Cloud, which
refreshes every minute and supports clients to enable/disable the auto-refresh function.

Add

Add: It indicates to add new home routers to the device list by clicking the Add.
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Web CLI

Web CLI: Enter the web CLI of the selected device in the Home Router List, the web CLI is
shown as the picture.

SN: Displays the serial number of this device.
General: Displays the common information of this device, including Version, Log, Current
Mode and Current Time.
General > Version: Displays the version information of this device.
General > Log: Displays all log information uploaded from this device on Cloud.
General > Current Mode: It displays some work status information of this device.
General > Current Time: It displays the current time of this device.
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Connectivity: Displays the connection information of this device, including Interface IP,
Interface Status, ARP, DNS, Route and Ping Tool.
Connectivity > Interface IP and Interface Status: Displays the physical interface
information of this device.
Connectivity > ARP: Displays the learned ARP entries on this device.
Connectivity > DNS: Displays the local DNS information on this device.
Connectivity > Route: Displays the learned Route entries on this device.
Connectivity > Ping Tool: It can be used to detect the network connectivity of this device.

Upgrade

Upgrade: Upgrade the selected device in the Home Router List to upgrade its firmware,
here is the upgrade page.

Select Firmware: Click the Select Firmware to select the firmware to be upgraded, the
firmware can be a version that exists on the cloud or manually uploaded by yourself
(Private Firmware).
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After selecting the firmware, and clicking OK, the release information of firmware would be
displayed in the Firmware Details of the upgrade page.

Scheduled Upgrade: It indicates to customize the time to upgrade this firmware.

Max Retry Times: It indicates the times to upgrade to this firmware when the previous
upgrade process failed.
More
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More: Displays other operations for a device in the Home Router List, including Move to,
Delete, Export and Reboot.
More > Move to: Indicates to move the selected devices into another project of this
account on Cloud. Here is the page when after clicking that button.

More > Delete: Indicates to delete this device from Cloud.

More > Export: Indicates to export all contents in Home Router List to a .xls file. The
below picture shows the exported results in this file.
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More > Reboot: Indicates to reboot the selected devices with online status on Cloud.

Home Router List Details

Basic: It indicates to display the basic information of this device including the online/offline
status, SN, MAC, alias, management IP & public IP, offline time, network, model, firmware
version and description.
Online Status: Displays the current status of the device on Cloud, including Online,
Offline and Not online yet.
SN: Displays the serial number of the device.
Sync: Displays the configuration sync status of the device, including Synchronizing,
Synchronized and Synchronize Failed.
Alias: Displays the customized description for this device.
MAC: Displays the mac address of this device.
Management IP: Displays the management IP of this device.
Egress IP: Displays the egress IP of the network this device is on.
Clients: Displays the clients currently connected to this device.
Networks: Displays the network this device is on.
Firmware Version: Displays the current firmware version of this device.
Last Offline: Displays the last time when this device is offline from the cloud, if the device
has never been offline, then it will display ‘-’.
Model: Displays the exact model of this device.
Description: Displays the description for this device.
Action: It indicates to delete this device from Cloud.

RF: It indicates to display the basic information of this device including the online/offline



Ruijie Cloud Cookbook Monitoring Guidance

status, SN, MAC, Alias, Radio Frequency settings and Action.
RF 1 (Channel/Power): Displays radio 1(2.4G) channel and its power.
RF 1 (Channel Usage): Displays the current channel usage of radio 1.
RF 2 (Channel/Power): Displays radio 2(5G) channel and its power.
RF 2 (Channel Usage): Displays the current channel usage of radio 2.
RF 3 (Channel/Power): Displays radio 3(5G) channel and its power.
RF 3 (Channel Usage): Displays the current channel usage of radio 3.

Model: It indicates to display the basic information of this device including the
Online/Offline status, SN, Sync status, Alias, Firmware Version, Model and Action.
Home router device details

Click the SN of a device with online status to check its detailed information, shown in the
below picture.

The device information page includes Router info, Status, Connectivity, Diagnose, IPTV,
Dynamic DNS, Speed Summary, Radio List, User List and Log content.
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Router info

Alias, SN, MAC, Management IP, Type, Sync, Firmware Version and Description indicates
the same meaning of Home Router List Detail.
Hardware version: Indicates the current hardware version of this device, which is the
same as the information in the back of this device.
Operation Mode: Indicates the current work mode of this device, including Router, Access
Point, Wireless Repeater and WISP mode.
Actual Master Device: Indicates the master of Reyee Self-Organizing Network (SON), if
only one router is in the network, then the device is the master.
SSID: Displays the SSID is broadcasted by this device now.

Status

Online: Displays all online clients and the number of clients with a weak signal.
Memory Usage: Displays the current memory usage of this device.
CPU Usage: Displays the current CPU usage of this device.
Alarm: Displays the number of alarms detected by Cloud for this device

Connectivity

Last 24 Hours/Last 7 days: Displays the connectivity status between this device and
Cloud, duration with gray means device offline from Cloud and duration with green means
the device online on Cloud.
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Diagnose

It indicates methods to access this device, including Web CLI, eWeb, SSH and Tunnel.

Web CLI: Enter the web CLI of this device, the web CLI is shown as the picture.

eWeb: Indicates enter the web of this device.
SSH: Indicates to create SSH tunnel to enter device (Reyee devices currently don’t support
this).
Tunnel: Displays all tunnel information to access the device, it supports clients to
create/re-create/disable tunnels in the list, shown in the below picture.

Type: Displays the tunnel types, including SSH, eWeb and undefined. Undefined tunnel
supports to take this device as the host to create a specific tunnel to access local another
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device, shown as the below picture.

Local: Displays all tunnels created on this device.
Global: Displays all tunnels created on this project, shown in the below picture.

Host: Displays the IP address of a host.
Port: Displays the port number of this tunnel.
Destination Device: Displays the destination of the tunnel, local means this device itself.
Expired: Displays the time when this tunnel expired.
Status: Displays the status of the tunnel, including Connecting, Disabled and Abnormal.
Action: Supports to disable/re-create tunnel and access device by a tunnel.

IPTV

It indicates checking and configuring the IPTV feature on this device.
IPTV/VLAN: Displays the port panel and indicates to configure the VLAN of IPTV/IP Phone.
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The WAN port supports multiple VLAN tags (Note: the device version should be ReyeeOS
1.55.xxxx or higher).

The port panel imitates the actual device panel to display the port type and status.

Because IPTV/VLAN is not supported on the first LAN port, it needs to select LAN 2 or Lan
3 port in the port panel to configure the VLAN type (including the Internet, IPTV and IP
Phone).

IPTV/IGMP: indicates to enable the IGMP on this device.

IPTV
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It indicates to configure Dynamic DNS on this device by inputting Service Interface,
Username, Password and Domain. Dynamic DNS supports automatically updating the local
DNS host each time when its public IP address has changed. It currently only supports Noip
and Dyndns these two DDNS providers.

Service interface: It only supports the wan port of a device.
Username and Password: Indicates the username and password of the registered
account of Noip and Dyndns.
Save: Indicates to save all settings for Dynamic DNS.
Reset: Indicates to delete all settings for Dynamic DNS.

Speed Summary

It supports viewing the router speed statistics in the last 24 hours or the last 7 days, and the
green and blue curve represents respectively the uplink and downlink speed data. When
choosing the Last 24 Hours, the point in this diagram represents the average speed every
10 mins.
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When choosing the Last 7 days, the point in this diagram represents the average speed
every day, shown in the below picture.

Radio List

It indicates to display the radios information of this device, including FR type, Channel,
Power, Channel Width and Channel Usage for 2.4G and 5G.

User List

It indicates to display the information of the wireless clients who connect to this device,
including IP address, MAC address, SSID, RSSI, device Alias, Band, Traffic Manufacturer,
Online Time and Offline Time.

Log
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Device Log:The Device Log records the historical device status change information,
including online/offline, reboot, VLAN change, port information change and upgrade
records, and supports queries based on the log type and period.
Type: It includes online/offline, reboot, VLAN change, port information change and upgrade
records.
Updated at: Shows the time when this log appeared.
Content: Displays the detailed content of logs.

Config log

The Config Log records the historical operations for this device, including Operation Type,
the time when this operation starts and ends, Status, Description and Details. It supports
clients to search recent logs and history logs by selecting the time range.

5.6 Bridge

Add
Select MONITORING > DEVICE > Bridge to display the Wireless Bridge List.
Click the Add button to add devices to this project, you can select to add devices to this
project by entering SN in the cloud or by uploading a batch template file.
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Entering SN in the cloud
Click the Add a Device button to add devices to this project:

Fill in the SN and Alias of the devices:
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Add devices by uploading a batch template file.
Click the Download Template button to download batch template file for this project:

Fill in the SN and Alias of the devices and save it.

Click the Upload Template File button to upload batch template file for this project:
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Select the edited template file and click the Import button:

Web CLI
Tick the device and click theWeb CLI button to enter the Web CLI interface：
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General > Version: Click to displays the version of Bridge.
General > Log: Click to displays the syslog of Bridge.
General > Current Mode: Click to displays the current mode of Bridge.
General > Current Time: Click to displays the current system time of Bridge.

Connectivity > Interface IP: Click to displays the interface IP address of Bridge.
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Connectivity > Interface Status: Click to displays the interface status of Bridge.
Connectivity > ARP: Click to displays the ARP table of Bridge.
Connectivity > DNS: Click to displays the DNS of Bridge.
Connectivity > Route: Click to displays the route of Bridge.
Connectivity > Ping Tool: Click to do the ping test.

Running Status > Memory: Click to displays the memory information of Bridge.

Move to
Select one device in the Wireless Bridge List, click More > Move to, select the new
project and click OK.
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Delete
Click DEVICE > Bridge > More > Delete to delete the Bridge.

Export
Click DEVICE > Bridge > More > Export to export Wireless Bridge List

Reboot
Click DEVICE > Bridge > More > Reboot to restart the Bridge.

Device Information
Click the SN to view the Bridge’s Information.

Device Information

Alias: Click to edit the alias of Bridge.
SN: Displays serial number of Bridge.
MAC: Displays MAC address of Bridge.
Management IP: Displays the management IP address of Bridge.
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Type: Displays the model of Bridge.
Sync: Displays whether the configuration is synchronized to the Bridge.
Hardware Version: Displays the hardware version of Bridge.
Firmware Version: Displays the firmware version of Bridge.
Description: Click to edit the description of Bridge.

Connectivity

Last 24 Hours: Displays the connectivity between Bridge and Ruijie cloud in last 24 hours.
Last 7 Days: Displays the connectivity between Bridge and Ruijie cloud in last 7 days.

Diagnose

Web CLI: Click to open the Web CLI.
eWeb: Click to create the eWeb tunnel to Bridge device.
SSH: Click to create the SSH tunnel to Bridge device
Tunnel: Click to create the tunnels.

Neighbor Device List
Click the Neighbor Discovery button to discover other wireless bridges in the same LAN.

Network: Display the network name of the neighbor devices.
Account: Displays the cloud account to which the neighbor devices belong.
Discovered at: Displays the discovered time for the discover to complete.
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Device Log

Type: Displays the type of device log.
Updated at: Displays the time a log was created.
Content: Displays the details of device log.

Config Log
The config log records the historical configuration delivery, and supports queries based on
status and time.

6. Camera

6.1 Cameras Automatic Identification

a) With 30 minutes stable flow data.
b) Switch collect the MAC address info.
c) Cameras connected with ESW or NBS.
6.2 Cameras with NVR Identification

a) Ruijie Cloud HTTP client can access NVR to get related info by tunnel.
b) Device supporting tunnel, and can ping Layer-3 of device/NVR.
c) NVR info: IP address, account and password.
6.3 Topology

The topology provides a visual representation of the cameras and NVR status.
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6.4 Cameras

The cameras list provides a visual representation of the cameras status.

Cameras list
Status：Displays the status of the camera: online or offline.
MAC：Displays the Mac address of camera.
Channel No：Display the camera channel No on NVR.
Channel Name：Display the camera channel No on NVR.
IP：Display the IP address of camera
Switch：Display the switch to which the camera is connected.
Port：Display the switch port to which the camera is connected.
PoE Status：Display the switch port PoE status.
Uplink/Downlink Speed：Display the real-time uplink/downlink speed of the switch port.
Action：Click Delete to delete the camera on the list.
* Note:
The camera identified by traffic will not display IP address on the list; The camera identified
by NVR can display the IP address and channel info.

6.5 NVR

a) The NVR list provides a visual representation of the NVR status.
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NVR list
Status：Displays the status of the NVR: Disconnected or Connected.
IP：Displays the IP address of NVR.
NAME：Display the name of NVR.
Vendor：Display the Vendor of NVR.
Switch：Display the switch to which the NVR is connected.
Port：Display the switch port to which the NVR is connected.
Camera Qty：Display the switch to which the camera is connected.
Update time：Display the update time of latest status.
Action：
a）Click Edit and Delete to edit or delete the NVR on the list.
b）Click Check Connectivity to check the connection to NVR.

c) Click Add NVR to add a new NVR by manual.
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IP：Enter the IP address of NVR.
Vendor：Select the vendor of NVR, including Hikvision, Dahua, Tiandy, Uniview, Huawei.
Username：Enter the username of NVR.
Password：Enter the password of NVR.
Alias：Enter the alias of NVR.
Uplink Switch：Select the model of uplink switch.

7. Client

Network clients are displayed.
Note:
The client list only display the wireless clients.
Online Clients

IP：Displays the local IP address of the client.
MAC：Displays the MAC address of the client.
Alias：Displays the alias of client.
AP SN：Displays the serial number of AP.
SSID：Displays the SSID that client connect with.
AP Alias：Displays the AP alias that client connect with.
Band：Enter the alias of NVR.
Traffic：Displays the total amount of traffic of the client.
Manufacturer：Displays the manufacturer of the client.
Online Time：Displays the client online time.
Offline Time：Displays the client offline time.
History Clients
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Support search the client base on MAC, AP SN and SSID.
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Configuration Guidance

1. Project Management
1.1 Add Project Group

Click Add Project Group to add a new project group. The project group includes many
networks, usually use it to represent the network of a province, a city or a company.

It is supported to add a project group or a project under the project group.

* Note:
Adding devices to a project group is not supported. The project group is used to manage
multiple projects.

1.2 Add Project

Click Add Project to add a new project.
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Step1 Add project

* Note:
The management password must meet the above 4 requirements.
Name：Enter the name for the project. Please enter up to 32 characters, consisting of
letters, numbers or underscore(_).
Scenario：Select the scenario that suits the customer’s real scenario.
Time Zone：Select the scenario where the current customer is located.
Type：Select the type of the project. If there is an AC in the project, need to select the type
of “AC + Fit AP”.
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Bind Location：Enter the location of the project.

Step2 WiFi Settings

SSID：Enter the WLAN name of the project.
Password：Select the SSID encryption method and password.
Hide SSID：Select the hide or broadcast the SSID.
Radio：Select the radio that needs to be turned on.
IP Assignment：Select where the clients obtain the IP address from.
5G-prior Access：Detects clients capable of 5Ghz operation and steers them to that
frequency, while leaving 2.4Ghz available for legacy clients.
Speed limit per Client：Channel width control for each user who connects to this WiFi.
Speed limit by SSID：Channel width control for the total traffic throughput on this SSID.
Step 3 Add Device
Enter the SN and the Alias of device.

Batch Import
Download the template, enter the device SN and alias to the template.
Upload the template file, add the device to Ruijie Cloud.
* Note:
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For the template, up to 500 records can be imported each time.

1.3 Add Sub Project

Click Add Sub Project to add a new sub project.

Step1 Add Sub Project
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Name：Enter the name for the sub project. Please enter up to 32 characters, consisting of
letters, numbers or underscore(_).
Parent Project：Select the project to which the sub project belongs.
Wireless Configuration：Inherit from parent project.
Bind Location：Enter the location of the sub project.

Step2 Add Device

1.4 Project List

1.5 Displays the Project details, it is convenient for customers to check the project status.

Name：Displays the name of project.
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Parent Project：Displays the project to which the sub project belongs.
Type：Displays the type: project or project group.
Devices：Displays the devices on the project, Green No mean the online device, Black No
mean the total device on the project.
Alarms：Inherit from parent project.
Action：Click a button to perform the action: project sharing, hand over, delete and edit.
Advanced：Click a button to get the additional details: Dashboard, Topology, Wireless.

1.6 Project Sharing

Ruijie cloud support share a project to other account. A project can be shared to other
users for check and management. You can set the validity so that the network sharing will
be canceled after the specified time.

Click share with to create the project sharing link.

Permission：Select the permission for the sharing link.
Read & Write: Check and manage the network.
Read-only: Only check the network.
Validity Period after Acception：Select the valid time.
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Copy and share the link to another account.
Click Receive to receive the project.

The receiver can visit the URL and log in to receive the project.

After receive the network, will automatically switch to the received network.

Support rename the project name, it is convenient for receivers to find the project.
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Click Project Sharing to check the project sharing list.

Project Sharing List can show who the project is shared with and can cancel the sharing at
the same time.

Network：Displays the name of project.
Account：Displays who the project is shared with.
Permission：Displays the permission for the sharing project.
Accepted at：Displays the time to receive the project.
Expired at：Displays the project expiration time.
Action：Click a button to perform the action: Edit or cancel sharing.
What can I do i I fail to receive the shared network?

1) There are 2 ways to share network to other accounts: Ruijie Cloud Web and APP.
Web link only can be received by web and APP link only can be received by APP.
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2) Ruijie Cloud includes cloud-as and cloud-eu, the account on cloud-as cannot receive
the sharing code from cloud-eu.

1.7 Hand over network

Click Hand over to hand over the project to others.

Enter the tenant name, if the tenant is not exist, can not hand over.

Access to the Tenant that want to take over the project.
Click Take over Network to hand over the project to others.

Click Take over to receive the project.
Click Refuse to refuse to accept the project.
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* Note:
1) After the network is handed over to another tenant, you can not manage it any more.
2) The project to be handed over should have less than 100 sub projects.

2. Wireless
2.1 Basic

how to create SSID for AP device will be introduced in this section.

SSID Setting
Step1 Choose CONFIGURATION > WIRELESS > Basic in designated device network.

Step2 Click “+” to create a SSID for the devices under this network

Step3 In SSID setting page, user can create an SSID and fill in related parameters based
on customer requirements

WLAN ID: Sequence number to represent SSID ID (Up to 32 SSID is supported, there may
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be differences between diverse models)
Hidden: Choose disable broadcasting SSID or not
SSID:WiFi Name
Forward Mode: NAT mode or bridge mode
NAT mode: AP will work as a router and DHCP pool to provide IP address for terminal
stations.
NAT: All device can be configured with same address pool. Otherwise, the current or
default one will be used, 192.168.23.0/24.
Cloud NAT: In NAT roaming scenario, this mode should be applied. Users cam config a
range for the cloud NAT address pool. Cloud will distribute different address pools to
different devices according to the range.
Bridge mode: AP will work as a switch and passthrough all traffic. It requires the user to fill
in specific VLAN ID for STA.
(If not familiar with existed network design, NAT mode is recommended)
Example：
When configured in bridge mode, the client connecting to the SSID will seek the DHCP
server with vlan 10 in the network to obtain the address.

When configured as NAT mode, need to click "NAT Address Pool Configuration" to enter
the address pool configuration interface

If you do not want to use the default address pool, can customize the address pool
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When there are multiple APs in the network and Layer 3 roaming is enabled, select NAT
Roaming Address Pool Mode.

Encryption Mode:
OPEN: Open SSID and password is not required.
WPA-PSK: Use WPA algorithm to encrypt SSID and password is required.
WPA2-PSK: Use WPA2 algorithm to encrypt SSID and password is required.
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WPA2-Enterprise(802.1x): Dot1x authentication and external radius server is required.

Click on Advanced Settings.
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PPSK: Use PPSK algorithm to encrypt SSOD and password is required.

Radio: generally, Radio 1 represent 2.4Ghz and Radio 2 represent 5Ghz, Radio 3
represent 2.4Ghz and 5Ghz.(supported on partial models)
Wi-Fi6: Choose disable Wi-Fi6 or not
On Reyee APs, Wi-Fi6 can be enabled based on SSID.
On RGOS APs, Wi-Fi6 can only be enabled based on Radio. After enabling, Wi-Fi6 is
applied to the radio corresponding to the SSID.
5G-Prior Access
5G-Prior Access detects clients capable of 5 GHz operation and steers them to that
frequency,while leaving 2.4 GHz available for legacy clients. It is not recommended to
enable this function if most of clients only support 2.4GHZ
Apartment SSID
In SSID setting page, user can enable the Apartment WiFi Mode
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Configure the Apartment SSID password and alias on ap details.
The default password is 88888888, no need to worry about affecting other SSID passwords,
the SSID password here is just the apartment SSID password.

Speed limit per Client: Upload and download speed limitation for each client on this SSID.
Speed limit by SSID: Total throughput (upload & download) on this SSID.
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Example

total-user-limit stands for Speed Limit by SSID
per-user-limit stands for Speed Limit per Client
Captive Portal
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Seamless Online: Users only need to pass authentication once. If they want to go online
again, authentication is not required. After users go online, they do not need to log in again
in the specified period.

External Portal

Portal Server URL: external wifidog portal server URL for user login
Portal IP: Portal server IP address
Portal Port: Port number for landing page redirection.
Gateway ID: Gateway ID value for wifidog
Seamless Online: Seamless auth on STA connected to SSID second time. Authentication
server supports seamless feature is required.
Idle Client Timeout: User will be kicked if low traffic or no traffic passthrough in specific
period.

Radio Setting

Enable DFS: after enabling DFS, the device will automatically change a channel when
detecting radar interference. The function is only supported on RGOS devices
Radio3: supported on partial models
Scan: Radio 3 is used for collecting the RF information around the AP. Client access
service is not available.
Access: Radio 3 is used for wireless coverage. Client access service is available.

Security
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eWeb: The password applies to the devices of the whole network.
Telnet Settings: The password to log in to the AP by telnet.
For project security, please configure the management password first. The management
password will be used for the eWeb systems of all devices in the network.

Client Isolation
Client Isolation is to isolate all traffic (unicast, multicast, broadcast) for each user.
AP-based Client Isolation and AP&SSID-based Client Isolation.

Clients are isolated without affecting their network access to ensure that they cannot
communicate with each other, thereby ensuring client service security. AP-based client
isolation or AP&SSID-based client isolation can be selected. If AP-based client isolation is
enabled, all layer-2 clients associated with the same AP cannot communicate with each
other. If AP&SSID-based client isolation is enabled, clients in the same WLAN on the same
AP cannot communicate with each other.

Wireless Intrusion Detection
Wireless Intrusion Detection can monitor STA behavior and prevent damage to network
caused by anonymous hacker.
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After setting the attack detection method and enabling the dynamic blacklist function, when
the device detects an attack, it will automatically add the attack source to the dynamic
blacklist; after the lifetime expires, the attack source will be automatically deleted from the
blacklist.

DDoS Attack Detection: A DDoS attack occurs when an attacker sends a large number of
attack packets to the target device in a short period of time (including ARP packets, ICMP
packets, and SYN packets), which affects the association of legitimate users to the
attacked device. The device will determine whether attacker packet PPS exceeds the
threshold. The default threshold is 50pps for ARP packets, 100pps for ICMP packets and
50pps for SYN packets. The default interval is 30s.
Flooding Attack Detection: A flooding attack occurs when an attacker sends a large
number of packets of the same type in a short period of time. As a result, the WLAN device
is flooded and cannot process the request. WIDS prevents the flooding attack by
continuously monitoring the traffic of each device. The default threshold is 300 for a single
user and 4800 for multiple users. The default interval is 10s.
AP Spoof Attack Detection: A spoofing attack occurs when an attacker sends fake
packets on behalf of another device. WIDS detects de-authentication and disassociation
broadcast packets. When receiving such packets, WIDS will immediately identify a spoofing
attack and record it in the log. The default threshold is 1 and the default interval is 50s.
Weak IV Attack Detection: Weak IV (Weak Initialization Vector) attack occurs when an
attacker intercepts the shared key and steals the encrypted information by intercepting the
packet with the weak initialization vector during the process of WEP encryption. WIDS
prevents this attack by identifying the IV of each WEP packet. When a packet with a weak
initialization vector is detected, WIDS determines that this is an attack vulnerability and will
immediately record the detection result in the log. The default threshold is 10 and the
default interval is 15s.

AP RF Schedule
If AP RF Scheduling is disabled, AP will broadcast the SSID.
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To specify the time of turning on/off WiFi, enable RF Shutdown Scheduling and configure
the period.

Whitelist
Whitelist: Enter whitelisted websites, and websites that can be accessed directly without
authentication. For Facebook social login, you need check on Facebook Whitelist so that
clients can access Facebook API before authentication.

CLI Command
CLI Command: Enter commands to be pushed to APs. This function allows you to perform
some configurations unsupported via CLI commands.

Device: You can select all devices, or select devices of the same model or devices of
multiple models
Description: Custom description name
Example
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Click save, then test

2.2 Radio

Country code enables you to specify a particular country of operation and it ensures
each radio’s broadcast frequency bands, interfaces, channels, and transmit power levels
are compliant with country-specific regulations. Frequency bandwidth determine how many
non-overlap channels can be used for your AP to reduce RF interference.
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The best practice for user experience is 2.4GHz in 20MHz, 5GHz in 40MHz.

Radio Settings

Country/Region：Click to select the country-code.
RF1(2.4G) Default Channel Width：Click to configure the default channel width of RF1.
RF2(5G) Default Channel Width：Click to configure the default channel width of RF2.
RF3(5G) Default Channel Width：Click to configure the default channel width of RF3.

Manual Planning

SN: Displays the SN of AP.
MAC: Displays the MAC address of AP.
Device Name: Displays the AP name.
Radio Channel: Displays the current channel of radios.
Radio Power: Displays the local power of radios.
Config Details: Choose the AP and configure the channel and power of radios.
Batch Config: Click to do the batch power configuration for APs.

2.3 Wi-Fi Optimization

Wi-Fi Optimization is an intelligent and automatic RF optimization scheme tailored for
complicated scenarios with multiple APs. It is supported on Enterprise APs, most Reyee
APs, and EGs. After Wi-Fi Optimization collects spatial information, including SSID,
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channel, signal strength and client status (transfer rate, delay, packet loss rate etc.), it
analyses information through the intelligent algorithm to provide the optimal network
solution (channel and power planning for each AP), and automatically adjusts the
configuration of APs in the network.

The benefits of Wi-Fi optimization: Imagine that you need to optimize over 100 APs.
However, the roaming effect of auto channel optimization is not satisfactory, and it takes
too much time to manually adjust the channel and power. Or imagine an office with dozens
of APs whose network connection is unstable for some PCs or phones. Clients may
experience web buffering and low speed. Wireless network optimization used to be time
and labor consuming. But now, with Wi-Fi Optimization, you can complete the optimization
of all APs by one click.

Step1 Enable Wi-Fi optimization.

Step2 Click the Optimize Now to start the optimization.

Online Clients：Displays all wireless online clients.
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Estimated Time：Displays the estimated time to complete the optimization.
Optimization Schedule：Supports setting optimization, it is recommended optimizing Wi-Fi
during non-peak hours.

Step3 Once the optimization finished, the browser will display the optimization details.

Last Optimization：Displays the time of the last optimization.
Improved by：Displays improved device percentage.
Optimized APs：Displays the number of optimized devices.
AP SN：Displays the serial number of AP.
Alias：Displays the description of AP.
Optimized：Displays the optimized result.
Band：Displays the optimized wireless band.
Channel Before Optimization：Displays the wireless channel before the optimization.
Channel After Optimization：Displays the wireless channel after the optimization.
Power Before Optimization：Displays the local power before the optimization.
Power after Optimization：Displays the local power after the optimization.
Other：Displays other parameters for Reyee device.
Channel width before：Displays the channel width before optimization.
Channel width after：Displays the channel width after optimization.
Roaming sensitivity before：Displays the roaming sensitivity before optimization.
Roaming sensitivity after：Displays the roaming sensitivity after optimization.
Interference before：Displays the interference before optimization.
Interference after：Displays the interference after optimization.
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2.4 Roaming

Ruijie Cloud roaming function allows STA from AP-1 roaming to AP-2 subnet B seamlessly.
User can turn on the layer 3 roaming and layer 2 roaming on Roaming page.

Click WIRELESS > Roaming to enable the L2 or L3 Roaming

After enable the L3 roaming, you can go to AP’s Web CLI to check the Roaming Group
Neighbor.

L3 Roaming Common Scenario

Scenario

To deploy a network for a new branch, a WiFi network "SSID-FREE" is provided for
external personnel for free. The WLAN for clients on floor 3 is divided into VLAN 10, and



Ruijie Cloud Cookbook Configuration Guidance

the WLAN for clients on floor 4 is divided into VLAN 20. The roaming function is supported,
and the uplink and downlink rates of all clients are limited to 100 Kbps.

Topology

Configuration

Step 1 Add 2 sub-project under the same project.

Step 2 Add the AP1 and AP2 to Building1, add the AP3 and AP4 to Building2.
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Step 3 Enable the roaming.

Step 4 Configure the SSID for Building1, the Forward Mode is Bridge, VLAN ID is 10.

Step 5 Configure the SSID for Building2, the Forward Mode is Bridge, VLAN ID is 20.
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Step 6: APs online.

Gateway Configuration:

Add the AP address pool: 192.168.1.0/24.

Building 1 client address pool: 192.168.10.0/24; gateway: 192.168.10.1; VLAN: 10

Building 2 client address pool: 192.168.20.0/24; gateway: 192.168.20.1; VLAN: 20

PoE Switch Configuration:

On the port through which the PoE switch is connected to the AP, configure a trunk port
with the native ID set to 1 by default, and add VLAN 10 and VLAN 20.

Step 7: Verification.

Connect a mobile phone to the WiFi network properly for Internet access.

Connect a mobile phone with the SSID: Roaming, and go upstairs
from Building1 to Building2. Reconnection and Internet access failure do not occur.

2.5 Bluetooth

BlueTooth is used for the AP which supports iBeacon feature to broadcast iBeacon signal.

Step1 Click WIRELESS > Bluetooth > Add to add the iBeacon parameters to designed
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AP.
Also support to click import for batch configure.

Step2 Fill in AP serial number(needs to be online) and iBeacon parameters which are
provided by iBeacon service provider.

Step3 Verify by using “nRF Master Control Pannel” APP on Android phone.
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2.6 Load Balancing

The load balancing feature ensures that clients are evenly distributed across the member
APs, thereby using the resources efficiently.
Step1 Click WIRELESS > Load Balancing > Add Now to add a load balance group.
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Step2 Select the load balance type and add the AP to the group.

Group Name：Enter the load balance group name.
Type：Select the type of load balancing: client or traffic.
AP member：Select the APs to the group.

Step3 Client Load Balancing
Rule: When an AP is associated with x clients and the difference between the currently
associated client count and client count on the AP with the lightest load reaches Y , clients
can associate only to another AP in the group. After a client association is denied by an AP
for Z times, the client will be allowed to associated to the AP upon the next attempt.
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Step4 Traffic Load Balancing
Rule: When the traffic load on an AP reaches X *100Kbps and the difference between the
current traffic and the traffic on the AP with the lightest load reaches Y *100Kbps, clients
can associated only to another AP in the group. After a client association is denied by an
AP for Z times, the client will be allowed to associated to the AP upon the next attempt.

* Note:
Load balancing can only be enabled on Reyee RAP with P55 or a higher version, and

there must be Reyee EG in the network.

3. Authentication
3.1 Captive Portal
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A captive portal is a web page accessed with a web browser that is displayed to newly con
nected users of a Wi-Fi or wired network before they are granted broader access to networ
k resources. Captive portals are commonly used to present a landing or log-in page which
may require authentication, payment, acceptance of an end-user license agreement, acce
ptable use policy, survey completion, or other valid credentials that both the host and user
agree to adhere by.

On the Captive Portal page, you can edit the portal template. If you enable auth when
configuring SSID and select the Captive Portal option, you can select an existing portal
template.

Captive Portal List

Name：Displays the name of captive portal template.
Applied SSID：Display the EG Network bound to the captive portal template.
Network of Synchronized EG：Displays the name of captive portal template.
Created on：Displays the time a captive portal was created.
Description：Displays the description of captive portal templates.
Click AUTHENTICATION > Captive Portal > Add to add a new captive portal template.
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Edit the captive portal template.

Name：Enter the name of captive portal template.
Description：Enter the description of captive portal templates.
Login Options：Select the option to perform the desired action:
One-click Login: Login without username and password. Support to set the Access
Duration and Access Times Per Day.
Voucher: Login with a random eight-digit password.
Account: Login with the account and password.
Facebook Account: Login with the facebook account.
SMS: Login with phone number and code.
Show Balance Page：Displays available duration, time or data after portal authentication.
Post-login URL：Enter the URL that pop-up after the portal authentication.

Edit the Portal Page > Basic.
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Logo Picture：Upload the logo picture or select the default logo.
Background：Select the background with image or default(select the color).
Background Image：Upload the background image or select the default image.
Language：Select the language of the portal page.
Welcome Message：Select the welcome message with image or text.
Marketing message：Enter the marketing message.
Terms & Conditions：Enter the terms & Conditions.
Copyright：Enter the copyright.

Edit the Portal Page > Basic.



Ruijie Cloud Cookbook Configuration Guidance

Logo Position：Select the logo position(Upper, Middle and lower).
Background Mask Color：Select the background background mask color.The default is
#a2a2a2.
Background Mask Opacity：Select the background background mask opacity(0-100).
Welcome Message Text Color：Select the welcome message text color. The default is
#ffffff.
Welcome Message Text Size：Select the welcome message text size.
Button Color：Select the button color. The default is #0066ff.
Button Text Color：Select the button text color. The default is #ffffff.
Link Color：Select the link color. The default is #ffffff.
Text Color in Box：Select the text color in box. The default is #ffffff.

How many portal templates do one network support?

Considering the performance and design aesthetic of the page, one network support
50 portal templates maximally.

Whether the portal template supports multiple languages?

Yes, the portal template supports multiple languages including Chinese (Simplified);
Chinese (Traditional); English; German; Indonesian; Japanese; Korean; Malay;
Portuguese; Russian; Spanish; Thai; Turkish; Vietnamese.

* Note: The preview image including mobile and desktop format. The actual effects vary with
devices at different resolutions.

Click AUTHENTICATION > Captive Portal > Synchronize to sync the portal template to
EG.
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If there are no EGs in the network, try to add a EG first.

If there are a EG in the network, click OK and bind a captive portal as Template.

Enable the Local Server Auth and Auth Integration with Cloud on the EG eWeb.

Displays the synchronize time on the template.
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Access to the EG eWeb, click Add Policy and preview the cloud template, check whether
same as the template on Ruijie Cloud.

Click Cancel and unbind a captive portal to EG.
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Why can't I see the Facebook auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.

Why can't I see the SMS auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.

Why can't I see the post-login page after successful authentication?

The post-login configured on Ruijie cloud will not be synchronized to EG. So EG local
auth does not support popping up post-login page.

What can I do if the voucher data usage exceeded but it still can be used?

The Data Quota configured on Ruijie cloud will not be synchronized to EG. So EG
local auth does not support data usage limitation.

What can I do if I want to use different portal templates for different SSIDs?

Ruijie Cloud captive portal template only can synchronize one template to EG. If you
need 2 SSIDs with 2 different portal templates, it is recommended that 1 SSID using the
Ruijie Cloud captive portal, while another using EG local portal.

What can I do if I want to enable the seamless based on different SSIDs?

The seamless of EG local authentication is a global configuration, so it cannot be
configured based on different SSIDs.

3.2 PPSK
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Per-user PSK(PPSK) is also called as “One Client, One Password”. It combines the
advantages of PSK and 802.1x. Each terminal device is bound with a unique Wi-Fi
password so that the Wi-Fi will be much more secure.

Click AUTHENTICATION > PPSK > Add to add the PPSK accounts.

Support add account by manual or batch import.
Download template, edit it and upload template file.
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PPSK Account List

Account：Displays the name of PPSK account.
Client MAC：Displays the client mac for this account.
Auto recording: After the first client connect to the AP with the WiFi key, will bind the
client’s mac and displays here.
Manual setting: Manually bind the mac of the client to the WiFi key. If the mac connected
to the AP is incorrect, the connection will fail.
WiFi Key：Randomly generated 8-digit password for PPSK account.
Created at：Displays the time a PPSK account was created.
Action：Click a button to perform the action: Edit, Delete.
Edit the Account to check the PPSK Synchronize Log
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For the PPSK Key, need sync to all the APs in the same network.
Click AP > Web CLI, enter the command “show sumng user all” to check whether the
PPSK WiFi Key sync to the AP or not.

* Note: limitations of PPSK
a. The PPSK function only supports importing 1500 passwords.
b. PPSK is based on MAC address binding of terminals, and multiple devices under the

same user also need to login with different passwords.
c. Each AP can only configure a PPSK authentication SSID.
d. The PPSK password is generated randomly and does not support custom password

format.
e. The AP can support PPSK only after upgrade to B40P2 or later version.
f. There is no validity date for PPSK, which could be used all the time once created.
g. The PPSK could be created manually or by batch import.
h. The AP130(L) does not support PPSK.
i. Only the Sub account user who is assigned with the root group is able to configure

PPSK.

3.3 Voucher

Voucher authentication on Ruijie Cloud allows you to charge users for wireless network
access using access codes. Concurrent users, time period and data quota limit can be
customized and offer to your guests.
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Click AUTHENTICATION > Voucher > Manage Package to configure access policy for
the voucher.

Click Add Package to add the package.

Package Name：Enter the package name.
Description：Enter the description of voucher package.
Price：Enter the price of voucher package.
Concurrent Devices：Select the concurrent devices for 1 voucher.
Bind MAC：Select bind MAC address or not.
Period：Select the maximum valid time of voucher code.
Data Quota：Select the maximum a mount of data transfer.
Download Speed：Select the maximum download speed.
Upload Speed：Select the maximum upload speed.
Voucher list
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Voucher code：Displays the voucher code.
Alias：Displays the description of voucher package.
Package Name：Displays the package name.
Price：Displays the price of voucher package.
Created at：Displays the time a voucher was created.
Activated at：Displays the time a voucher was activated.
Devices：Displays the online device for the voucher.
Bind MAC：Displays bind MAC address or not.
Period：Displays the maximum valid time of voucher code.
Data usage：Displays the maximum a mount of data transfer and current used data.
Download Speed：Displays the maximum download speed.
Upload Speed：Displays the maximum upload speed.
Status：Displays the status for the voucher.

Print voucher

Quantity：Enter the quantity of voucher to print.
Alias：Enter the description of voucher.
Package：Select the package of voucher.
Logo：Select or upload the logo to print the voucher(default is Ruijie Cloud).
Text：Enter the text of voucher.
Print Method：Select the column to print the voucher.
Profile Information on Voucher：Select the parameters for voucher.
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Preview：Preview the print result.
Export the vouchers in .xls format

3.4 Account

Voucher authentication on Ruijie Cloud allows you to charge users for wireless network
access using username/password. Concurrent users, time period and data quota limit can
be customized and offer to your guests.

Click AUTHENTICATION > Account > Manage Profile to configure access policy for the
account.

Click Add Profile to add the profile.
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Package Name：Enter the package name.
Description：Enter the description of account profile.
Concurrent Devices：Select the concurrent devices for 1 account.
Period：Select the maximum valid time of account.
Data Quota：Select the maximum a mount of data transfer.
Download Speed：Select the maximum download speed.
Upload Speed：Select the maximum upload speed.

Account list

Account：Displays the account.
Alias：Enter the description of account.
Password：Displays the password.
Profile Name：Displays the profile of account.
Period：Displays the maximum valid time of account.
Created at：Displays the time a account was created.
Expired at：Displays the time a account was expired.
Devices：Displays the online device for the account.
Data usage：Displays the maximum a mount of data transfer and current used data.
Download Speed：Displays the maximum download speed.
Upload Speed：Displays the maximum upload speed.
Status：Displays the status for the account.
Action：Click a button to perform the action: Edit, Reset, Delete.
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Add Account

Step1 Select the profile.
Step2 Add the accounts.
Support add accounts by manual or batch import.
Download template, edit it and upload template file.
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Export the accounts in .xls format

3.5 Easy Sharing

Vouchers, accounts and PPSK can be shared and managed by Easy Sharing (Share the
link to customers so that they can easily manage accounts).

Click AUTHENTICATION > Easy Sharing > Share to create the sharing link.

Select the type of the sharing link including PPSK, Voucher and Account.
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Copy the link and access another account.
Click Accept.

Check whether the account can manage the authentication type of network or not.
PPSK

Voucher

Account

4. Advanced
4.1 Batch CLI Config

Click ADVANCED > Batch CLI Config > Add to
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Click Export to export the result in .xls format.

Displays the CLI result on the file.

4.2 Customize CLI Set
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Click ADVANCED > Customize CLI Set > Add to customize a CLI demo.

To add a new command set, click Add, enter the set name and commands, and click Save.

If the CLI command is same as another one, you can select the CLI Set and click copy.

* Note:
The function is only supported on RGOS devices.

4.3 AP VLAN

Ruijie Cloud supports configuring the port VLAN of the panel AP.



Ruijie Cloud Cookbook Configuration Guidance

Model：Select the model of AP: RAP1200(F) or RAP1200(P).
Device：Select the device to which the configuration needs to be delivered.
Port Type：Select the port type: access or trunk .
VLAN ID：Enter the VLAN ID for the port.
Selected Port：Click to select the port to which the VLAN ID needs to be delivered.
Apply && Clear：Apply the configuration to device or clear the configuration.
Access to the AP’s eWeb and check the VLAN ID and port VLAN configuration.
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Maintenance Guidance

1. Log
1.1 Operation Log

Operation Log records all operation info.

Time：Displays the time of operation.
Operator：Display the account who do the operation.
Type ： Including All, Login, Device, Network, Diagnose, Radio Plan, Roaming, Load
Balance, Alarm Setting, Config, Upgrade, MTFI Device, SIM, Tunnel, Gateway，Voucher,
PPSK, Easy Sharing.
Description：Displays the detail description of operation.
Result：Displays the result of operation.
Result Description：Displays the result description of operation.
Action：Displays all information of this operation.

1.2 Config Log

Config Log lists down the status of device configuration. If the device stuck on not sync
state, user can check the configuration delivery status by clicking the detail button.
There are two view mode: Action View and Device View.
Action View: Base on the operation Type to list down the Config log.
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+: Displays the device SN and the start time, end time, result.
Operation Type：Including Edit Config, Delete Config, Apply Config, Change Config, Initial
online of the device, Upgrade device, Change network and so on.
Start at：The start time of the configuration.
End at：The end time of the configuration.
Status：Displays the result of configuration, complete or incomplete.
Result：Displays the configuration result, success/failure, In progress/Scheduled/Complete.
Description：Displays all information of this configuration.
Device View: Base on the device SN to list down the Config log.



Ruijie Cloud Cookbook Maintenance Guidance

Device SN：Displays the SN of the device.
Operation Type：Including Edit Config, Delete Config, Apply Config, Change Config, Initial
online of the device, Upgrade device, Change network and so on.
Start at：The start time of the configuration.
End at：The end time of the configuration.
Status：Displays the result of configuration：Executing, Succeeded, Failed, Offline,
Scheduled, Aborted, Never online.
Description：Displays all information of this configuration.
Action：Displays the Config Item and result.

1.3 Upgrade Log

Devices firmware upgrade history will be listed on this page.
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Operator：Displays the account who do upgrading.
Description：Displays the upgrade device information
Target Version：Displays the upgrade version.
Process：Displays the upgrade process.
Time Range：Displays the upgrade time.
Created at：Displays the start time of the upgrading.
Result：Displays the upgrading result, Success/Failure/Aborted.
Action：Detail, Abort, Retry.

2. Upgrade
2.1 Upgrade

Ruijie Cloud support devices firmware online upgrade, and it allows network administrator
to utilize the latest features and security enhancements for their Ruijie devices. Online
upgrade feature allows admin to easily schedule firmware upgrade on their networks, view
firmware releases.
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Top Versions
Displays the top versions of your network devices.

Firmware Version List
Displays the firmware version of your network devices.
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Device List
You can select one or multiple device to upgrade. Click Upgrade All, can upgrade all
device at the same time.

* Note:
If you select up to two devices to do upgrade, need choose same type device.
And only one project devices can be upgraded at the same time.

If there are new firmware, will show the recommend firmware here.

You can click Upgrade > Start Upgrade to upgrade to latest firmware.
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2.2 Firmware

Version Details
On this page showing all your device models on your account, if there is recommend
version you can click

Go To Upgrade to upgrade that model deivces.
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Private Frimware
When there is private firmware you want to upgrade for a device, you can upload the
firmware here first, then upgrade it.
Click Firmware > Private Firmware > Upload Firmware

* Note:
Upload .bin file for RGOS devices and tar.gz for Reyee devices.
Then Click Upgrade to upgrade for device.
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Click Select Firmware > Private Firmware, Choose the firmware, click OK, finally click
Start Upgrade.



Ruijie Cloud Cookbook Maintenance Guidance



Ruijie Cloud Cookbook Typical Scenario

Typical Scenario

1. Requirement collection
1.1 Wired requirements

Device Feature Description

Gateway Load balance /

/ DHCP server /

// Band width /

Switch VLAN configuration /

/ PoE /

/ ACL /

1.2 Wireless requirements

Device Feature Number

AP Total wireless clients 1200

SSID Provides different SSIDs to different
users 3

Coverage 10 meters with 1/2 walls /

Roaming L2 Roaming /

1.3 Authentication requirements

Type Feature /

Voucher Provides voucher code to end-users 1100

WPA2-PSK Provides to staff 90

Account Provides to manager 10

1.4 Environment information

Site Number Description

Building 2 /

Floor 8 /

Room 14 /
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Top Time 7:00PM-11:00PM /

2. Network design
2.1 Topology

2.2 Network Layout

Network layout Details

IP address EG WAN interface: ISP provide

VLAN AP, switch: vlan1

User1: vlan10

User2: vlan20

DHCP pool Device pool(AP and switch): 172.16.1.x/24

User pool1: 192.168.1.x/24

User pool2: 192.168.2.x/24

ISP

Management DataUser Traffic

Security Gateway

Access Switches

Wall/Ceiling Access Points

Core Switch

S19/NBS

S5700

EG3250

AP

Auth Flow
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SSID Voucher SSID:

WAP2-PSK SSID:

Account SSID:

2.3 Devices list

Type Model Number

Gateway EG3250 1

Core Switch RG5750 1

Access switch XS-S1920-26GT2SFP-P-E 8

AP AP820-L 64

3. Site Survey Planning(Heat Map)
3.1 Survey Planning

Step1 Access to https://survey.ruijienetworks.com.
Step2 Import the building layout to the project.
Step3 Draw the obstacle.

Step4 Add the APs to the layout and adjust the APs’ channel and local power.
Display the simulation with signal strength:

https://survey.ruijienetworks.com
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Display the simulation with speed:

Display the simulation with channel interference:
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3.2 Survey report

Step 1 Export the report
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Step 2 Displays the survey report
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For more details for SSP, please refer to the link:
https://www.ruijienetworks.com/resources/preview/76230

4. Device setup
4.1 Project Setup

Step 1: Add a Project named Building1.

Step 2: Add a 8 Sub-Project under the Building1.
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Step 3: Add a EG to Building1.

Step 4: Before the EG can access to internet, the EG will be shown on unauthorized
gateway list.

Step 5: Click the Sub-project(Floor) and add the APs with the template file.
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Step 6: Before the APs can access to internet, the status are Not Online Yet.

Step 7: Click the Sub-project(Floor) and add the access switch.
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Step 8: Before the switch can access to internet, the status are Not Online Yet.

4.2 EG setup

Step 1 Access to EG’s eWeb.

Step 2 Click the WAN and configure the WAN to connect to the uplink ISP.

Step 3 After the WAN obtain the IP address, try to test the internet connection.
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Step 4: Enable the Central management.

Step 5: Input the URL for EG to connect to Ruijie Cloud.
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Step 6:Wait the EG online on Ruijie Cloud.

Step 7: Configure the LAN interface of EG gateway.
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Step 8: Configure the LAN interface DHCP pool of EG gateway.
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4.3 Switch setup

Step 1: Connect the switch to the EG gateway LAN.

Step 2: After the switch obtain the IP address, try to test the internet connection.

Step 3: Configure the CWMP URL to connect to Ruijie Cloud.
Swithch#config
Switch(config)#cwmp
Switch(config-cwmp)# acs url http://devicereg.ruijienetworks.com/service/tr069servlet

Step 4:Wait the switches online on Ruijie Cloud

4.4 AP setup

Step 1: Connect the APs to the access switch

Step 2: The APs will online on the Ruijie Cloud automatically

5. Configuration

5.1 EG configuration

WAN load balance
Refer to this Link:
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2552&highlight=loa
d%2Bbalance

5.2 Switch configuration

http://devicereg.ruijienetworks.com/service/tr069servlet
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Step 1 : Access to Ruijie Cloud and go to switch’s details
Step 2: Configure All the LAN interfaces to trunk, native Id is 1, and allow Vlan 1, 10, 20

Step 3: Configure uplink interfaces to trunk, native Id is 1, and allow Vlan 1, 10, 20

5.3 AP configuration

Step 1: Configure the Voucher SSID and set the VLAN ID to 10.
* Note: If the use the EG local authentication, need to disable the Auth feature on the SSID
settings.
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Step 2: Configure the Staff SSID and set the VLAN ID to 20, the Encryption Mode is
WPA/WPA2-PSK.

Step 3: Configure the account SSID and set the VLAN ID to 20, enable the Auth feature
and select the portal template.
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Step 4: Display the SSID settings.

5.4 Authentication configuration

Step 1: Create 2 captive portal templates, 1 for voucher, 1 for account.

Step 2: Click Captive Portal > Synchronize to sync the portal to EG.

Step 3: Go to EG eWEB, and enable the Local Server Auth and Auth Integration with
Cloud.
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Step 4: Create the voucher package.

Step 5: Create the vouchers.
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Step 6: Create the account profile.

Step 7: Create the accounts.

Step 8: Go to EG eWEB, check whether the vouchers and accounts are same as the
Cloud.



Ruijie Cloud Cookbook Typical Scenario

Step 9: Create 2 sub-interfaces, Vlan10 interface and Vlan20 interface.

Step 10: Create 2 DHCP pools for Vlan10 and Vlan 20.
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Step 11: Check whether the portal template is synced to the EG.

Step 12: Create the authentication policy.

Step 13: Create the advanced settings.
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6. Project delivery
6.1 Internet Test

Step 1 Connect to SSID “Staff”. Then try to surf the internet and use some APPs.

Step 2 Try to use the Speedtest to test the throughput of the network.

6.2 Authentication Test

Step 1 Connect the SSID “Voucher”. after the voucher authentication, check the voucher

user’s status on EG eWeb and Ruijie cloud.
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Step 2 Try to disconnect the SSID, then connect again, check whether the login page

appear again.

6.3 Roaming Test

Connect a mobile phone with the SSID, and go upstairs from Building1 to Building2.

Reconnection and Internet access failure do not occur.

6.4 Delivery report

Step 1 Click MONITORING > Topology > Refresh to display the actual topology of the

project

Step 2 Click the Report to export the report of the project.
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7. Troubleshooting
7.1 What should I do if EG can not show the portal template?

(1) If the version is not the latest one, you need to upgrade it to the latest version.

(2) Check whether the feature is enabled on EG.

(3) Check whether the related configurations are correct on Ruijie Cloud.

(4) Confirm the synchronization time on Ruijie Cloud.
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7.2 What should I do if the vouchers and accounts are not synchronized to EG?

(1) If the version is not the latest one, you need to upgrade it to the latest version.

(2) Check whether the feature is enabled on EG.

(3) Check whether the related configurations are correct on Ruijie Cloud.

(4) Check the account status on Ruijie Cloud. If the account is expired, the vouchers

and accounts will not be synchronized to EG.

7.3 What should I do if I fail to pop-up the portal page?

(1) Confirm whether the client has obtained the IP address, if not, check whether the

network configuration is correct.

(2) Check whether the DNS is correct, try to configure the common DNS: 8.8.8.8.

(3) Open the browser, manually enter http://1.1.1.1 to check whether the portal page is

popped up.

(4) Disable pop-up blocking. The browser may be set to block pop-ups so as to save

data and prevent you from seeing any annoying ads when you visit website.

http://1.1.1.1
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7.4 What should I do if I fail to do the voucher authentication?

(1) If the version is not the latest one, you need to upgrade it to the latest version.

(2) Check the failure prompts. Common failures include incorrect account and

password, account expiration and traffic overdue. You can check the account status

on the Ruijie Cloud.

(3) Try to unbind the MAC for voucher and connect them once again.

7.5 What should I do if I fail to do the seamless?

(1) If the version is not the latest one, you need to upgrade it to the latest version.

(2) Check whether the user has enabled the private MAC feature.

(3) Check whether the MAC on the Ruijie Cloud is correct.

(4) Check whether the MAC on EG is correct.
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7.6 What should I do if I want to pop up the portal page by visiting the https website?

(1) Access to EG Eweb.

(2) Go to User > Local Auth > Advanced Settings and enable the HTTPS
Redirection.

7.7 What should I do if I want the voucher code be used by another wireless client?

(1) Unbind the voucher code on Ruijie Cloud.

(2) Unbind the voucher code on EG.
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(3) When a new wireless client access the internet with voucher, then EG and Ruijie

Cloud will bind the voucher and MAC IP address automatically.

7.8 What should I do if I want to create the policy but the AP and users are in the
same IP range?

It is recommended that the user's IP network segments is separated with the AP's

network segments. If can not change the IP range, you can add the APs to the whitelist.



Ruijie Cloud Cookbook FAQ

FAQ

8.1 Why can't I see the Facebook auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.

8.2 Why can't I see the SMS auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.

8.3 Why can't I see the post-login page after successful authentication?

The post-login configured on Ruijie cloud will not be synchronized to EG. So EG
local auth does not support popping up post-login page.

8.4 What can I do if the voucher data usage exceeded but it still can be used?

The Data Quota configured on Ruijie cloud will not be synchronized to EG. So EG
local auth does not support data usage limitation.

8.5 What can I do if I want to use different portal templates for different SSIDs?

Ruijie Cloud captive portal template only can synchronize one template to EG. If you
need 2 SSIDs with 2 different portal templates, it is recommended that 1 SSID using
the Ruijie Cloud captive portal, while another using EG local portal.

8.6 What can I do if I want to enable the seamless based on different SSIDs?

The seamless of EG local authentication is a global configuration, so it cannot be
configured based on different SSIDs.

8.7 What should I do if I want to change the vouchers and accounts on the EG?

You can't edit the vouchers or accounts on the EG, but you can change it by editing
on Ruijie Cloud.

8.8 How many seamless MACs do one voucher support?

One voucher supports 30 MAC maximally. The number of MAC address can be
remembered by each account. But the MAC address beyond the limitation will not
be authenticated.

8.9 Why the wireless clients do not need to re-authenticate without the seamless
when they reconnect to the WiFi?

When the clients disconnect to the WiFi, the EG will keep the user’s authentication
status for 5 minutes. If the clients reconnect to the WiFi within 5 minutes, it do not
need to re-authenticate.

Summary
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Max Online
Users

Solution Status Remark

<150
AP (NAS) + SW + Cloud or

EG2100-P (NAS) + AP +
SW + Cloud

Ready
Recommend to use
EG2100-P local auth

150 - 300
EG2100-P (NAS) + AP +

SW + Cloud
Ready

Voucher management on
Cloud, auto sync to EG

300 - 800
EG3230 (NAS) + AP + SW

+ Cloud
Ready

Voucher management on
Cloud, auto sync to EG

800 - 1500
EG3250 (NAS) + AP + SW

+ Cloud
Ready

Voucher management on
Cloud, auto sync to EG

>1500
EGXXX (NAS) + AP + SW

+ Cloud
Based on
Project

Based on Project
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