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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

e The official website of Ruijie: https://www.ruijienetworks.com/

Conventions

1. GUI Symbols

Interface
Description Example
symbol
1. Button names
1. Click OK.
2. Window names, tab name, field
Boldface . 2. Select Configure Wizard.
name and menu items
3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.
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Product Introduction

1. Ruijie Cloud Service Overview

+ PPSK Staff ﬁ\L.'H‘T('!FE:'.ICE]liOF‘;
+ Portal Authentication (Social Login)

+ Unified Device Management &
+ Flexible Group Configuration

Cloud Analytics
+ Automated WiFi Optimization
+ WiFi Experience Analysis

+ Seamless Provisioning
+ Mobile Monitoring & Alert
Notifications

Small Office Boutigue Hotel Retait Chain

Z Ay = /,_' L)

P

Ruijie Cloud Solution Highlights

Ruijie Cloud Service is Ruijie's easy and efficient cloud solutions for chain stores, small and
medium-sized businesses and boutique hotels. The solutions include equipment
deployment, monitoring, network optimization and operational life cycle management;
enabling customers with simple plug and play deployment and operation and maintenance.
Meeting the needs for automatic cloud RF planning and user experience monitoring, it also
supports mobile monitoring and alert, and fast provisioning by QR-Code scanning. At the
same time, it provides flexible wireless user access control features, including high security
“One person, one machine and one password” PPSK, built-in cloud Portal and Facebook
certification.

2. Key Features

a) Unified Device Management

b) Fast Provisioning by Mobile APP

c) Secure PPSK Authentication for Staff

d) Captive Portal & Social Authentication for Guest
e) Mobile APP Monitoring & Alert

3. Ruijie Cloud Service Feature List
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Deployment

- Seamless Provisioning with Mobile APP
- Startup Wizard Guide for Initial Setup

- Batch Import for Device Activation

- Device Activation by QR-Code Scanning
- Flexible Device Group Architecture

Optimization

- Auto RF Planning (Power & Channel Optimization)
- Band Steering

Authentication

- Hotspot WiFi Portal (1-Click Authentication)
- Facebook Login
- PPSK Authentication for Staff

Monitoring
- Global Google Map Dashboard
- Network/Site Overview (Network total user, total traffic)
- Device Real-time Monitoring and Alert
- User Experience & Summary Report
- Mobile Network Monitoring and Alert (Mobile APP)

Troubleshooting
- Web-Cli Remote Debugging Tool

Advanced Features
- Load Balancing
- Wireless L2&L3 Roaming
- Multi-level Account Management
- Firmware Auto Upgrade
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Quick Start

1. How to Register a new Ruijie Cloud Account
1.1 Ruijie Cloud account registration

Step 1 Visit https://cloud.ruijienetworks.com.

Ruijie Cloud Service

Step 2 Click Sign up to open the Register page.


https://cloud.ruijienetworks.com.
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Register
€

[y T

Step 3 Select your country and region.

J0)Asia'Hong_Kong

| 2

Ruijie (_‘)

Register

@ China Hong Kong

[

Honduras

China Hong Kong

Hungary

Iceland

India

" l )_Kong

ement and Privacy Policy

Already

have an account?

Quick Start
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* Note: The Server Hosting is determined by country. Please choose your country correctly,
or the device may fail to go online. When the selected country or region does not match the
current server, the page will automatically refresh without affecting the registration.

Step 4 Select your time zone.

Rugie >
Register
@ China Hong Kong

@ (GMT+8:00)Asia/Hong_Kong

( J

(GMT+8:00)Asia/Harbin

(GMT+8:00)Asia/Hong_Kong
(GMT+8:00)Asiallrkutsk

(GMT+8:00)Asia’Kuala_Lump

(GMT+8:00)Asia/Kuching

(GMT+8:00)Asia/Macau 1 2 OZ /{,? -

| agree to the User License Agreement and Privacy_Policy,

Already have an account?

Step 5 Enter your address and password.

* Note: One email address can be registered once only.

Step 6 Verify and confirm the password you enter including the required information field
and then click Sign up.

* Note: The password should be a combination of two or more items among numbers,
letters and special characters in the length of 5 to 12 characters. Space is not supported.

Step 7: When your information had verify and accept by the system, the registration
succeeded.

Ruijie C

Register

Message

Registration succeeded.

You can log in to Ruijie Cloud now.
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* Note: You are required to activate your account immediately to avoid any inconvenience,
newly registered account can only be used for 30 days without activation.

Ru.rle ) MONITORING CONFIGURATION MAINTENANCE “Your account will expire in 29 days ‘a ® © o
AL v [ search Network Q| (GMT+8:00)Asia/HoNg_Kong  Manage Network | Unbind Device
DASHBOARD
|2 TOPOLOGY | Overview | Registered Device Distribution
b ALARM
g 0 0
f' REPORT . LR | e Pzt
Network
E pevice ntoiaf
Failed to load the map. Please refresh the page
& 0 A 0

Step 8 Click to activate your account.

[ENANC Your account will expire in 29 days

Activate Your Account

Activate Now | Next Time

Step 9: Activate your Ruijie Cloud account with the link.

1.2 Password Reset

If you forget your login password when login to Ruijie Cloud, you could reset your password
by enter your registered email account.

Step1: Visit https://cloud.ruijienetworks.com.
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Ruijie Cloud Service

Step 2: Click Forgot password? and open the Forgot password page.

FRengie
Forgot password?

o=

=
a8
a8

Step 3: Enter your registered email address for retrieving your Ruijie Cloud account, Click
Get Security Code, and enter the security code contained in the email into the Security
Code box.

* Note: The email address is generally the same as the account.

Step 4: Enter and confirm your new password.

* Note: Passwords should contain three of the four character types, do not use all letters or
all numbers and do not use a dictionary word in any language or a permutation. The
password should be a combination of two or more items among numbers, letters and
special characters in the length of 5 to 12 characters. Space is not supported.

Step 5: Click Save. After your information had verified and accepted by the system, you
can use the new password to log in to the system.

2. Ruijie Cloud APP - Quick Provisioning(Ruijie Series)
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Ruijie Cloud App provides a quick start to Create Network and Add Device. You can
follow the steps below to complete the provisioning.

Step 1 Tap Create a Project to add a new project.

& Ruijie Cloud Q, search = =
Speed Test Tech Support Demo

,

Project Type Alarm Creation Time
TestEW
Q Creation Time: 2022-01-28 09:31:08
| Cloud
No device. Only Cloud management is supported.

TestNetwork
Creation Time: 2022-01-21 11:38:00
| Cloud

evice. Only Cloud management is supported

Unnamed Wireless Bri...
El Creation Time: 2022-01-07 181812
| Cloud

Mo device. Only Cloud management is supported.

testQRauth
Creation Time: 2022-01-06 11:48:30
| Cloud
& o
TestAC
@ Creation Time: 2021-12-18 15:20:25
| Cloud

Mo device. Only Cloud management is supported

rbsshome
ﬁ Creation Time: 2021-11-28 20:56:17
— El am od °
oonne ) [+ ] ao -
Product BOM Project Discaver My

Step 2 Select Scan or Enter SN.
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x Create Project @

Have Reyee APs?

No. Yes.
Scan QR-code Connect to Wi-Fi
"||||||1" B
4
= @I et | —

Step 3 Scan the QR-code on the back of Ruijie device.
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% Add Device Phata

o =

Sean to Add hanually Enter

Step 4: Enter your project name together with management password to configure the
WLAN settings: SSID, Password and Country-code.
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L4 Add Project

Add Device: GIMG3US000440

* Type G} Clotd () ac+Fitap

Project Mame *

banagement Password *

Mote: if the device has been configured before, the
management password should be configured the
same with the device password.

551D ¢

open ®

Password *

* Beenario

Step 5: Enter your created project to manage your network.

Quick Start
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< te CL‘:'

Project Status

Online Devices: 1
Offlire Devices: 0
Topalagy

AFTI0:L

Online Client

1]

Uzer Experience

Mo Data

.

Egress Bandwidth

= Upioad Spead == Download Speed

bidimrme

Taol Kit

Step 6: Tap Tool Kit to do more operations.

Quick Start
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< EG2100 Q <
Toal Kit
Too

= & i ©)
Wi-Fi Mgmt Momnitar Optimize Add Device

T
4 ofy & W
Update Share Inspect Reboot

Settings

& G O

Device Frojact Mama Report
Pasgwaord

Advanced

i 1] T3 A

Smart Flow  Alarm OnfOff Intranet Access Radio Settings
Contral

Topology

Display Metwork Camera O

* Note: For S2910 switches and EGs, you need to manually configure the CWMP on the
device (Please refer to the Chapter 3.2.3 Connect Device to Ruijie Cloud).

3. Ruijie Cloud APP - Quick provisioning(Reyee series)

When there are only Reyee devices in the network, Ruijie Cloud App provides the quick
setup and configuration by self-organizing network(SON).

Step1: Tap Create a Project to add a new project.
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1=t

X
focos

Product

¢ "-} Ruijie Cloud Q) search EI [—:
Speed Test Tech Support Demo

© > %

MY(B) Shared (85) + Create a Project
-2
Project Type Alarm Creation Time
TestEW
m Creation Time: 2022-01-28 09:31:08
= | Cloud

Mo device. Only Clowd management is supported.

TestNetwork
Creation Time: 2022-01-21 11:28:00
| Cloud

Mo device. Only Cloud managerment is supported.

Unnamed Wireless Bri...
Creation Time: 2022-01-07 1818012
= | Cloud

No device. Only Cloud managermeant is supported.

testQRauth

Creation Time: 2022-01-06 11:48:30
| Cloud

&o

TestAC

Creation Time: 2021-12-18 15:20:25
| Cloud

Mo device, Only Clowd management

rbsshome
Creation Time: 2021-11-28 20:56117
El am o o
[+ ] ao ]
BOM Project Discover Iy

Step 2: If only Reyee device in the project, select Connect to Wi-Fi.

Quick Start
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X Create Project @

Have Reyee APs?

—

No. Yes.
Scan QR-code Connect to Wi-Fi
ot )
. |
ek L 4
’ e ] ey

Step 3: Please ensure at least 1 router from your network that can assign the IP address.
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4 Create Project

Preparation before Configuration

Please make sure the following preparations are
completed.

WLAN Wireless Bridge

1. Finish cable connection, power on all devices, and wait
for 3 mins.

| o oWaitfor3 mins

2. After the uniform Wi-Fi "@Ruijie-m" is sent out,
SON(Self-Organizing Network) is completed.

\

Step 4: Connect to the SSID starting with “@Ruijie”.

Quick Start
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% [_—I;
WLAN

WLAN [ o]
WLAN assistant >
Available networks O
= @Ruijie-m393E >

= EG2100P_plus I -

= qwert (i) >

=  @Ruijie-s0B36

=  @Ruijie-s1FOA (=

= IT department [z:c/50 >

% PPSKtesttime (z:5/55] >

T test] zacisc >

= L2TP-Client (2:c/55]

Step 5: Return to the App, and Ruijie Cloud will detect your connected devices in the
network automatically via SON ability.
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< Detect Device

Detect 3 devices
The devices that support SON are displayed below.

D

Internet

o
=D

EGI05G-F

] -
RAPIZODIF]  RAFIZ00(E]

Topo is incomplete?

Step 6: Enter your project name and management password, and select the scenario.
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4 Basic Config

L ] o =]
Project Config  Intermnet Config  Wi=Fi Config

Project Mame *

Enter the project name

Management Password *

L3

Maore than B letters and numbers
For project safety, please ensure the password:

(/) has at least 8 characters
/) contains 3 of these character types:
- lowercase letters: abcd...
« uppercase letters: ABCD...
- numbers: 07123...
- special characters: <=>[1l@#$*().
/) can not contain “admin”
(=) can not contain spaces or question marks

Scenario *

MNext

Step 7: Select your Internet connection type.

Quick Start
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<

Basic Config

] o]

Project Config  Intemet Config  Wi=Fi Config

(® Single ISP Link: WANO

Internet Connection of Link 1 {connect to WANO)

PPPoE

DHCP Static IP

MNetwork parameters are automatically
assigned. You don't need to configure.

802.1Q Tag

(O Dual ISP Links: WAND and WAN1

MNext

Quick Start

Step 8: Configure the WLAN settings: SSID, Password and Country-code.
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Narme/SSID *

Enter the Name/55ID

Open

Password * 8 characters at least

Radio Country/Region Code *

China

Tip: Please select your country of region.

4 Basic Config
® [ ] @
Project Config  Internet Config  'Wi-Fi Config

Step 9: Enter the project to manage your network.

Quick Start
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4 Reyeel23 Q o
h Basic cCcTV Smart Flow Contral 1P
Hotal Ervabled Disabled Disabled
i
&
i
EGIOSG-F
@ @
L] -

RAPI20D(F}  RAPI200{E]

Online Client

1
User Experience
Mo Data
Egress Bandwidth Change Bandwidth Threshold 27Mbps
—_ Upload Speed  —(C) Download Speed Baseline
Mbps
25
0
15
10
3
0

g s s N — 5 2 5
12:59 1524 17:55 20:26 22251 0117 0342 06013 08:39 11:09

Tool Kit

Quick Start
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Monitoring Guidance

1. Dashboard
The Dashboard provides the visual representation of your network’s status .

Rugie > MONITORING CONFIGURATION MAINTENANCE

e = a2 3
fen) &l 1
B o Il
= =¥ 2
| miarms
PA—— 13 g 4

1.1 Overview

Overview displays the statistics including of APs, Switches, Gateways and Clients. The
Online number displays the number of online devices, and the in Total numbers displayed
the total number of devices had connected to your cloud account.

| Overview
= .5 & .
38 1
5 14 -
1.2 MAPs

The MAPs displaying the devices distribution by default. Devices are displayed in network,
and the numbers on icon indicates the device number. Click the icon, and the device and
alarm number will be displayed.
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I
| Registered Device Distribution i s IE
Greenland i}
kY
[}
\
Finland
leeland Sweden o
iy
Norway R’ussx ; P
”
United Ea
Kingdom ! ;
Poland v
- -
Bermany kraine e \\_.
France Mongolia }
. ~ ltaly E | @
Spain =y |
Naorth Turkey Ghir 30 Japan | _N art !1
= % 9 South Korea | Pacific
Atlantic fghanistan
BEads Irag ; | DOcean
o ngeria | 3 Egypt Pakistan : .
Libya |
Saudi Arabia India | .
Thailand | 4'
Mali | Niger Sudan .EI o |
Chad 1 =
Migeria Ethiopia |
I N,
| (Em
L Go gle_"_'""'"_ B DR YEES e R iR e ] Map data ©2019 ! Terms of Use

Click & icon to bind the network. In the Unbound Network List, you can drag a device to
the map to bind the location; on map, you can drag a network to change its location, or click
unbind to unbind the location as well.

| Binding Metwork Locatian b iy

YICHUAN ROAD
AD

IDD" RESIDENTIA
5 DISTRICT

Nature_Test

Jack_Test

D © ©

TestMatwork
NORTH

D

|AXINCUN
i (T LADBEIMEN

?
73
841

=

YUYUAN

TSHIDAYICUH

oo

-]

~ DILMAZHA
zoogie

1.3 Alarms

Alarms displays the numbers of uncleared alarms, new alarms today and total alarms
generated this week.

| Alarms

8 0 3

Uncleared

Uncleared: Displays the uncleared alarms.
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Today: Displays the new alarms today.
This Week: Displays total alarms generated in this week.

For the detailed alarm information, you can check on this page:

Ruyle (&b ) MONITORING CONFIGURATION MAINTENANCE
R, abode
ALL © au.00asaono_ong | anage proect | Takeover ewor [ unina bevie
' DASHBOARD
& TOPOLOGY Alarm List Conflict Network
i ALARM
| Alarm List @ o0 e
REPORT
T 0 Selected SN Q| Advanced search
Voucher Network N Level . Cleared , Content Generated at Cleared on Updated at Action
8 DEVICE EG2100 G1MQ3UB00181A Major No 2022-03-15 1026:08 - 2022-03-15 10:26:07 o
e test23 Major No 2022-03-13 20:44:04 - 20220313 204403 ] =
e festi23 CAPCOYLO0E23T Major No 2022-03-13 193722 = 20220313 19:37:21 il 7@
. testi23 CANLGZRO1191 Major No 2022-03-131936:07 - 2022-03-13 19:36:07 ] a
Router RAP HIOHGRLO4578C Major No 2022-03-10 0922:08 = 20220310 09:22:07 W =
Gateway
PPSK Major No 2022-03-07 09:42:57 : 20220307 09:42:57 i}
Home Router
RyeeNetwork1 Major No 2022-02.25 1:36:47 = 2022-02.25 11:36:17 il
Briage
testi23 G1PD391005018 Major No 2022-02-00 1731:17 = 20220209 17:31:16 )
S CAMERA ARTI0 All device offine Major No 2022-01-06 1452:07 X 20220106 1452:06 o
Cameras
F Previo Page [ 1 Joft s La (o< J9intotal
NVR
A CLENT

1.4 2.4G / 5G Clients
The chart display the statistics of clients using 2.4G and 5G.

| 2.4G/5G Clients

W 2.4G
W :G

Click on the chart to view the numbers and percentage of clients for 2.4G or 5G.
2.4G: Clients using 2.4GHz wireless channel.

5G: Clients using 5GHz wireless channel.

Total: Displays the total number of clients.

1.5 Channel Distribution and Usage
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The chart displays the channel statistics.

| Channel Distribution and Usage @

Click a specific channel to display the number of APs and Usage on each specific channel.

The channel usage is graded as Idle, Busy and Overload.

I Channel 36

sage @
Device (1)
e 1
Bus o
B Overioac 0
5G

Idle: 0% to 59%
Busy: 60% to 79%
Overload: 80% to 100%

Real-time: The status update approximately every 2 minutes.

1.6 Network Metrics

WiFi Client Summary
The chart displays the trend of recent clients connection.

Network Metrics Last24 Hours  ~

| WiFi Client Summary
Clients

10
8
6
4
2
0

03-03 22:10:00 03-04 00:00:00 03-04 01:50:00 03-04 02:40:00 03-04 05:30:00 03-04 07:20:00 03-04 09:10:00 03-04 11:00:00 03-04 12:50:00 03-04 14:40:00 03-04 16:30:00 03-04 18:20:00 03-04 20:10:00 03-04 22:00:00

In the chart above, the solid line shows the WiFi client numbers for the specified time period,
and click on a point on the line displays a specific amount of data, the dashed line identifies
the clients numbers at the mouse hover position.
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1.7 Top 10 Networks by Traffic
The table displays the top 10 networks ranked by traffic.

| Top 10 Networks by Traffic

Ranking Network Traffic Clients
9 test123 99.69M _ ;
2 EG2100 77.68M _ 1

Network: Displays the specific network.
Traffic: Displays the total amount of traffic used by clients of the specific network.
Clients: Displays the number of clients of the specific network.

1.8 Top 10 WiFi Clients by Traffic
The chart displays the top 10 clients ranked by traffic.

| Top 10 WiFi Clients by Traffic

W 428d.a305.f26d
2ad0.f500.0bca

Click on the chart to view the specific client and its traffic usage.
Total: Displays the total traffic of all the WiFi clients.

1.9 Top 10 APs by Traffic
The table displays the top 10 APs ranked by traffic.
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| Top 10 APs by Traffic

Ranking AP Traffic Clients

1 G NaCH04s490 o 1

AP: Displays the connected AP SN.
Traffic: Displays the total amount of traffic used by clients connected to the specific AP.
Clients: Displays the number of clients connected to the specific AP.

1.10 Top 10 SSIDs by Traffic
The chart displays the top 10 SSIDs ranked by traffic.

| Top 10 SSIDs by Traffic

W EG2100P

Click on the chart to view the specific SSID and its traffic usage.
Total: Displays the total traffic of the SSID.

2. Topology

Principle of the Network Topology
1) Make sure the devices are online on the Ruijie Cloud and the Web CLI is available.
2) You need a root node device, which can be EG or core Switch.

3) Calculate all connected devices through the root node and update the topology; the
data required are MAC, ARP and Routing, etc.
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The Topology provides a visual representation of the total network status, displays the
network topology and device status, and offers the project report.

V-T"-m EG3250 £7Detect New Device & Management Password Project Sl Oniine Clents Al
LS ] :
i ) ) ) Mot Deliver- 0 0
Creation Time:2021-01-21 11:29:14 Uptime: 0Days
|
| Topology Update Time: 2021-01-21 11°29:24 (Complete) Helils Deviee
\ Search Q ‘ Horizontal mﬁl
To avoid risks, please start the diagnosis
Gateway: 1/1 switch: 111 [F| AP: 11 [ ACI 010 @ WiFi Router: /0[]
Wireless Bridge: 0/0  Instruction
Status

= u Connectivity  19:00  17:00 21:00 1:00 5:00 9:00

100%
» Uplink Downlink
— | d
= (cios) Speed
a2
"
1 0.01Mbps
® EG3250
SN:H1M722K000263
B Excellent [l Good | Poor
a0 Mo
2.1 Data Monitoring
Basic Information - old version

_"T"'-ﬁ: EG2100 e | F':,'-:—:tf!a‘usv on ne(;‘sr:s ;e;vs
m Creation Time: 2022-02-16 20:57:02 Uptime: 1Days AiETogrEss

Management Password: The network management password, ensure the device eWeb
password is same as network management password.

Creation Time: The created time (by default) is the time the file was created on the cloud
database.

Uptime: Time during which a device started in operation.

Online Clients: The Wireless online clients in the network.

Alarms: The real-time alarms of the network.
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Network Topology
The topology displays the devices connection and current status.

| Topology Hpdale Tie 202270010, 20:07:21 (Compleie), Details Device
I — G | || Update Topolooy ‘ || Horzonta m
To avoid risks, please start the diagnosis,
[ cateway: 111 [ switch: 14 [F] APz 14 “ AC: 0/t @ Home Router 0/0 D]\ Wireless Bridge: 0/0  Instruction
Status L

I i

9 Connectity ~ 9:00 13:00 17:00 21:00 1:00 5:00

—— Uplink (- Downlink
(G000 — ;
A— T 0.03Mbps  cpumbmtmone oty s b pser et | &
== +0.00mbps 045
£G2100-p :
i Gin22 (w24 WiFi Experience

52910-24GT4SFP- AT20 AP180

Update Topology: If some devices had added or deleted, however the topology did not
display correctly, click it to perform a connection refresh.

Horizontal&Vertical: Can choose to display the topology horizontally or vertically.
Devices list: Displays the number of devices listed in the topology graph.

Details: Displays the topology status, including network connectivity, network
uplink/downlink speed, Wi-Fi experience.

Basic Information - Return New Version

£G2100 Ii‘

Topology  Advance: d Return to OId Version \ | ERepor Alas: EG2100.P 4 Syne

Model: EG2100-P Management IP- 172.26.5.195
SN: HIPG01K00584A MAC: 300d.9€7F.0086

Status
p Status

o
Port LAN WAN Abnormal

Routing

.

Type:WAN ISP
1P:72.26.5.195 Uplink Bandwidth: 100Mbps
Subnet Mask:255.255.252.0 Doy

nk Bandwidth:100Mbps.
Description:— Reverse Path:Disabled

Routing

Refresh: If some devices had added or deleted, however the topology did not display
correctly, click the Refresh button to perform a connection refresh.
Download: Download the topology in .png format.
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Device details

Alias: EG2100-P # Sync: - e
Modet EG2100-P Nanagement [P 172265.195 o
SN H1PGC MAC: 3004
Status
’Staws
sort L] L |
1our100m ectec
Routing o ANz LANe
i il R
1
L L L R )
Port
[
L
_o'
Gi0/o
asic
T ISP~
Uplink Bandwidth: 100Mbps
Descripti
Routing

Alias: Another specified name.

Model: Displays the model of the device.

Sync: Displays the handshake status of the device.

Management IP: Displays the local IP of the device.

SN: Displays the unique serial number of the device.

MAC: Displays the MAC address of the device.

More: Support create the eWeb of Telnet tunnel of the device.

EG status: Displays the EG port status of device, including port number, negotiated rate,
up/down status.

EG port: Displays the EG WAN/LAN port status.

EG port basic: Displays the EG port type, IP addresses, bandwidth downlink/uplink.
EG routing: Displays the EG routeing list.

Alias: S2010-24GTASFP-UP-H & sync . <
Model 52910-24GT4SFP-UP-H Management IP: 172.26.4.248 o
SN G1F wAC: 7
Status
) Status
Insruct
VLAN
13 5 7 91 1WA B
Port [ T B T T W T T Ff It
L L e L L Ll 2 l.l) mm
Routing 2 4 6 8 10 12 14 16 18 2 2 24 252 27 2
VLAN
| VLAN 1 VLANTO  VLAN28  VLANSS  VLAN189  VLAN231  VLAN 1234
Incluge Port 1PESVI) DHCP Address Pool Description
Gi0/1.9,GiO0/11,Gi0/13-28 Dynamic | 172.26.4.248
Access Port [ Trunk Port O Router Port
13 5 7 9on 1315 w19 2B
ol ol ol ol e ol ol e e ol e
PYPEYYy FYyPyPyEy EEEN
2 4 6 8 10 12 14 16 18 20 2 24 25 2 2 2
Port
Instruction
1 |
% 2 27 2

SW status: Displays the Switch port status of device, including port number, negotiated
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rate, up/down status.
SW VLAN: Displays the Switch VLAN list and the details of VLAN port.

SW routing: Displays the Switch routeing list.

For wireless configuration (SSID configuration), please click here

oo m

AP configuration: Click to do wireless basic configuration.

2.2 Report

To view the network report, hover to Project Status, and click View Report.

ﬁ default € nanagement Password Project Status Online Clients Alarms
Creation Time: Uptime:Days In PFOQTGSS' 0 0

| Topology Update 2020-12-09 02:14:01

View Report
I ‘ Update Topology
. tart the diagnosis. Slart Diagnosis
Gateway: 0/0 Switch: 0/0  [F]| AP: 00 " AC: 0/0 @ WiFi Router: 0/0 @ Add Project
Wireless Bridge: 0/0  Instruction 2019-03-11 12:32:56

Select your prefer language of report.

| Preview Language:  English ~  Edit | Download Report |Back

Ruie | theyec

Perf
Project Report

ol

The project delivery report can be exported into multi-languages.
The system also support edit Title, Cover, Basic information, Configuration, Diagnosis data,
device list.
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default ~ Search Network  QQ

(GMT+0:00)Africa/Abidjan  Manage Network |UnD|nd Device

| Edit ‘ZRefresh | Preview | Download Config File | Download Report | Back
-
defaultReport .#
1. Cover 1. Cover
2. Basic Information
3. Configuration
4. Diagnosis
default
Project Report 5. Device
6. Topology
2. Basic Information
LOGO: 15 recommended to upload the image in the ratio of 43
Only support png, jpa, jpeg and bmp.
The image should not exceed 1M
2.3 Detect a Device(s)
.
MONITORING  CONFIGURATION __ MAINTENANCI Pne®e
x
EG2100 v | sea nage Froject H Take over Network H Unbind Device |
Topology ~ Adval Detectlng_Please Wa|t | Return to Old Version H EReport
i 9 devices are detected and added to the network. Refresh | Download Notas
!  oececet]
[ W |
(GO
¢
AE——
EG2100-P
- — ‘
/G\U/D) Gi/2-2 er\DiZ-J‘/
T T
(Gi023) WAN (WaN)
& A G
I . » s
$2910-24GT4SFP-. A?iﬂ APZE

1 new device of other network is detected

Detection Time: 2022-03-02 14:41:28 Detect again

Unknown network Account Unknown Account

Result: Incorrect password (2022-03-02 14:41:49)

RAP1200(F) SN: G10K

MA

Add to Netwark

yaZ.clba
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When you add a new device to the network, you are required to enter the device password,
if the password is incorrect, system will refuse to insert it to the network.

Ruijie Cloud will refresh the topology by default when a new device added into the network.
In some circumstance, when Ruije Cloud fails to detect the newly added devices, you may
make system to update the topology manually by clicking Detect again to update the
topology.

Detection Result

m Regularly Detect and Add Switch(Only supported on RGOS devices) @
|

| Model MAC P SN Staus

I 1722 ! G1Qk Not Import

1 Joft [ 10. J1intotal

Please fix according to diagnosis result Repair

The new device can be added to the current network.

Diagnosis

You can perform a network diagnosis if you believe something went wrong on the network.
This function diagnoses the network connectivity and link status. Click Start Diagnosis to
start with a new diagnosis.

EG2100 I Search Network ) l

Topology Advanced

Network Diagnosis

To avoid risks, please start the diagnosis.

Network Management Password

Configure Password
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Diagnosing...10%

3¢ Link Status
Port negotiation rate and duplex test... 1/1 devices checked
Port flow monitoring... 1/1 devices checked

3¢ Layer 2 and 3 Connectivity

Address pool and VLAN test _checked. | devices at risk

Minimize |

1 risks to be fixed
You can fix it according io SUQQESUOH.DiBQHOSE again

@ Link Status
Layer 2 and 3 Connectivity

Address pool and VLAN test
VLAMN & DHCP address pool risk is detected.

Minimize
v
Fas

1 devices to be fixed
View More

Link Status: Port flow monitoring, port negotiation rate and duplex test.
Layer2 and 3 Connectivity: IP address pool, default gateway and VLAN test.

Click View More to check the previous diagnosis results.
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| ok | Address pool and VLAN fest

| Devices to be Fixed(1) A

Ittakes about 3 minutes.

SN:H1P601K00384A atRisk  Suggestion A

Details: Failed to find default route P Failed to find route [] for DHCP address pool [192.168.2.1] Failed to
find route [192.168.100.0] for DHCP address pool [192.168.100.1]. for DHCP address pool.There is no stafic
route. Destination nefwork: [192.168.10.1205.255.295.0, 172.26.4.248 230.253.202.0, 192.168.99.1
250.259.260.0, 192.166.199.1 265.255.255.0).

Suggestion: Add a default route P for the nefwork Configure a static foute on the gateway.

Details: Displays the detected network issues in details.
Suggestion: Provides solutions for the detected issues.

2.4 Manual Settings
Click More > Manual Settings

Monitoring Guidance

EG2100 v [ s

Topology ~ Advanced

Manage Project ‘

Take over Network H Unbind Device ‘

| Return to Old Version H BReport

Reffesh | Download | Detect Devm? Iorea

NEW
ual Setting

52910-24GT4SFP- AT20 AP180

Qe
L |
E
EG2100-P £
(@i gﬂf
G023 WAN)
S &3
52010-24GT4SFP- AP Group
Support Edit the Alias of device or add the Downlink Device
@ Network > Manual Setting
Horizontal m Instruction
Configure Virtual Device
1. Point to the virtual device and click Configure Device Type.
)
BSelect Device Type
e GEdit Aliss
Unkooun ©Delste
GEdtAlas
©Ada Dovnlink Device |
2 Sotecs i e VR ok e et svich st S [
Select Device Type x E
1
e A T ot Unmanaged Switch (Non-Reyee) ]
Gibi23 (WAN) W B
— ES056
AP AP e
= s a3
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-
A
EG2100-P
! - = e
(Gior) (Giorz-2) (Gin/z-4)

(Gioiz3) (Uplink... ) (WAN)
GEdit Alias

@Select Device Model

@Delete
52910-24GT4SFP- te

Edit Alias: Rgiving a name of a device.
Select Device Model: Select the model of a device, you may including Reyee ES series

and unmanaged switches (Non-Reyee).
Delete: Remove a device form the network.

2.5 Common Troubleshooting

What can | do if the topology shows™" No Data"?
1) If there is only one AP in the network, the topology cannot be displayed.
2) The egress device is not the Ruijie device and doesn't have a core switch.

3) Try manually refreshing the topology.

What can | do if there is only a EG device on the topology?
1) If the version is not the latest one, you need upgrade it to the latest version.

2) Ifthe Web CLlI is not available, other devices cannot be displayed as well.

What can | do if some devices are missing on the topology?

1) Show mac/show arp/show ip route of the device. The results of these 3 commands
including "S*" will make the device miss.

2) Dynamic routing protocols such as OSPF exist in the topology.

3) The switches in the topology are configured with VSU.

What can | do if the virtual devices are shown on the topology?

1) The device is not on the Ruijie Cloud or is offline.
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2) The device is not the Ruijie device.

3) |If the device is an un-managed switch, it is recommended to edit the name and the
port manually.

* Note: limitations of topology

a. Cannot access the device Web CLI.

b. Thereis a EG in the network but it doesn't support show MAC command or the version
is not latest.

c. Multiple switches (on the same level) + non-Ruijie products serving as egress.

d. Core switch + access switch + AP (core switch runs OSPF and has no static routing
entries, so its routing table is incomplete).

e. Device offline, port change, static route modification, device addition or deletion, etc.
f. Switches form a network by VSU.

g. Switches form a network by VRRP.

h

Only have APs on the network group.

3. Alarm

By default, the Alarm List displays all the alarms not yet cleared. You can filter the alarms
category by selecting alarm type, level and cleared status to perform alarms filtering. Alarm
List supports a search based on AP serial number, alarm type, alarm source
(network/device), and alarm generation time.

J?IJ.I}'EEC_) MONITORING  CONFIGURATION — MAINTENANGE

1 DASHBOARD
f TOPOLOGY Pfiict Nebaork

i 32

E REPORT

5N Type 5 Lavet . eared , ‘Coment

& pevice

AR CLIENT Lecationt

3.1 Alarm List
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I 2+ uijie Q MONITORING CONFIGURATION MAINTENANCE
a v
ALL Q IT10:00)Asia/l long_Kong | Manage Project H Take over Network H Unbind Device
1 DASHBOARD
s TOPOLOGY Alarm List Conflict Network
B ALARM
| Alarm List @ O 1.2
REPORT
Network lunore Alarm | O Selected SN Q | Advanced Search -~
Voucher
Netwaork sN Type . Level ,  Cieared , Content Generated at Cleared on Updated at Action
5 DEVICE PPSKtest Device offiine alarm Major No 2022 02 17 16:50:10 2022 02 17 16:50:09 mw @
AP test123 Device offlinc alarm Major No 20220200 17:21:47 - 20220200 17:31:16 w €
AC esT All dovice offline Major No 2022-02-00 17:20:00 > 20220200 17:20:08 m
Switch EST Device offline alarm Maior No 2022-02-09 17:29:09 = 20220209 17:29:08 m
Gateway Cloud Auth Test Al device offline Maior No 2022-01-27 16:15:43 - 202201-27 16:15:13 m
Cloud_Auth_Test Device offline alarm Major No 2022:01-27 16:15:13 5 2022-01-27 16:15:13 w
Home Router
Cloud_Auth_Test Device offline alarm Major No 2022.01-24 18:43:09 - 2022-01-24 18:43:08 w
Bridge
AP0 All device offiine. Major No 20220106 14:52:07 - 2022-01-06 14:52:06 W
S CAMERA RyeeNetwork1 All device offiine Major No 2021-12-31 140711 R 2021:12-31 140711 m
Cameras
First Previous. 1 of 1 ex a 10 9 in total
NVR
4R CLIENT

@ : |tindicates that historical data is retained for 90 days.

““: Zoom In/Out, it protrudes the page of Alarm List , shown as the below picture.

| Alarm List @ S 2
Ignore Alarm | O Selected SN Q| Advanced Search
1
Network SN Type J Level i Cleared , Content Generated at Cleared on Updated at Action
¢ PPSKtest Device offline alarm Major No 20220217 16:50:10 = 20220217 16:50:09 oW
| test123 Device offiine alarm Major No 20220209 17:31:17 s 20220209 17:31:16 )
! EST Al device offline Major No 20220209 17:29:09 = 20220209 17:29:08 oW
EST Device offline alarm Major No 2022-02-09 17:29:09 - 2022-02-09 17:29:08 mw
Cloud_Auth_Test Al device offline Major No 20220127 16:15:13 - 20220127 16:15:13 o
Cloud_Auth_Test Device offline alarm Major No 20220127 16:15:13 = 20220127 16:15:13 oW E
i Cloud_Auth_Test Device offline alarm Major No 20220124 18:43:09 = 20220124 18:43:08 oW 2
AP710 Al device offline Major No 2022.01-06 14:52:07 e 2022-01-08 14:52:06 ] ,}
RyeeNetwork1 All device offline Major No 2021-12-31 14:07:11 - 2021-12-31 14:07:11 W N

9in total

: Filter Column, it indicates to choose entries to display in the Alarm List.
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MONITORING CONFIGURATION
A v
ALL v
) DASHBOARD
&% TOPOLOGY Alarm List Conflict Network
B ALARM
| Alarm List @

REPORT

Network Ignore Alarm | O Selected

Yodehey Network SN
8 DEVICE PPSKtest

AP test123

AC EST

Switch =l

Gy Cloud_Auth_Test

BmeFing Cloud_Auth_Test

jome Router

Cloud_Auth_Test
Bridge
APT10

A CAMERS RyeeNetwork1

Cameras

NVR
R CLIENT

Type
Device offine alarm
Device offine alam
Al device offline
Device offine alarm
Al device offline
Device offine alarm
Device offine alarm
Al device offline

All device offline

Level
Major
Major
Major
Major
Major
Major
Major
Major

Major

Cleared

No

No

No

No

No

No

No

No

No

(GMT

Content
4

+8:00)Asia/Hong_Kong

Manage Project

[ Take over Network ][ Unbind Device

R

Generated at

2022-02-17 16:50:10

20220209 17:31:17

2022-02-09 17:29:09

2022-02-09 17:29:09

20220127 16:15:13

20220127 16:15:13

2022-01-24 18:43:09

20220106 14:52:07

2021-12-31 14:07-11

Cleared on

o 2
Network B
= =
=
Type stion
| Level il @
Cleared i Q
Content E
]
Generated at | _
g ]
Cleared on
W
Updated at
Luzzurzr oD TS i}
2022.01-24 18:43:08 m
2022-01-06 14:52:06 m
2021-12-31 14:07:11 m

9in total

“ . Export, it indicates to export all contents in Alarm List as .xIs file.

MONITORING CONFIGURATION

2
ALL v Q
) DASHBOARD
& TOPOLOGY Alarm List Conflict Network
B ALARM
| Alarm List @
REPORT
Voucher Network o~
8 DEVIcE PPSKiest
AP test123
AC EST
Switch EST
Gateway Cloud_Auth_Test
Cloud_Auth_Test
Home Router
Cloud Auth Test
Bridge
APT10
A Canga RyeeNetwork1
Cameras
NVR

AlarmList.xls ~

MAINTENANCE

Type
Device offine alarm
Device offline alarm
All device offline
Device offine alarm
All device offline
Device offline alarm
Device offine alarm
All device offline

Al device offine

Level
Major
Major
Major
Major
Major
Major
Major
Major

Major

Cleared

No

No

No

No

No

No

No

No

No

®n e © o

(GMT+8:00)Asia/Hong_Kong [ Manage Project

Content
4

Take over Network H Unbind Device ]

SN

Generated at
2022-02-17 16:50:10
2022-02-09 17:31:17
2022-02-09 17:29:09
2022-02-09 17:29:09
2022-01-27 16:15:13
2022-01-27 16:15:13
2022-01-24 18:43:09
2022-01-06 14:52:07

2021-12-31 14:07:11

Cleared on

., KA
T e%

Q | Advanced Search v

=
Updated at Action @

2022-02-17 16:50:09 m @
2022-02-09 17:31:16 oW
2022-02-09 17:29:08 oW
2022-02-09 17:29:08 o
2022-01-27 16:15:13 @
2022-01-27 16:15:13 @
2022-01-24 18:43:08 m
2022-01-06 14:52:06 @
2021-12-31 14:07:11 @

2BETR x

The below picture shows the exported results in this file.

1

2 | PPSKiest H1QHBRL045754 Device offline alarm Major No - 2022-02-17 16:50:10 - 2022-02-17 16:50:09
3| test123 G1PD391005918 Device offline alarm Major No - 2022-02-09 17:31:17 = 2022-02-09 17:31:16
4 EST - Al device offline Major No - 2022-02-09 17:29:09 2 2022-02-09 17:29:08
5 EST CAP91AS015076 Device offline alarm Major No - 2022-02-09 17:29:09 - 2022-02-09 17:29:08
[} Cloud_Auth_Test - All device offline Major No - 2022-01-27 16:15:13 - 2022-01-27 16:15:13
7| Cloud_Auth_Test H1PTATC001746 Device offline alarm Major No - 2022-01-27 16:15:13 - 2022-01-27 16:15:13
8 Cloud_Auth_Test G1QH16Q05197B Device offine alarm Major No - 2022-01-24 18:43:09 2 2022-01-24 18:43:08
9 APT10 - Al device offline Major No - 2022-01-06 14:52:07 = 2022-01-06 14:52:06
10 RyeeNetwork1 - All device offline Major No - 2021-12-31 14:07:11 - 2021-12-31 14:07:11
1]

12

13

<= : Refresh, it indicates to refresh the Alarm List page.
Ignore Alarm: it indicates to ignore the selected alarm entries in Alarm List.
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MONITORING ~ CONFIGURATION  MAINTENANCE
a v
ALL v Q (GMT+8:00)Asia/Hong_Kong | Manage Project || Take over Network [ Unbind Device
) DASHBOARD
& TOPOLOGY Alarm List Conflict Network
B ALARM
Alarm List @ Q 2 .2
= -t Ll
REPORT
Network Ignore Alarm | 3 Selected SN Q| Advanced Search
Voucher . =
Network SN Type . Level , Cleared , Content Generated at Cleared on Updated at Action
& DEVICE PPSKest Device offiine alarm Major No 2022-02-17 16:50:10 2022-02-17 16:50:09 mw E
AP test123 U - Device offline alarm Major No 2022-02-09 17:31:47 2022-02-09 17:31:16 i} @
AG EST Al device offine Major No 2022-02-09 17:29:09 2022-02-09 17:20:08 juf
Switch EST Device offiine alarm Major No 2022-02-09 17:29:09 2022-02-09 17:29:08 I}
Cloud_Auth_Test Al device offine Major No 2022-01-27 16:15:13 2022-01-27 16:15:13 m
Gateway
Cloud_Auth_Test Device offline alarm Major No 2022-01-27 16:15:13 2022-01-27 16:15:13 i}
Home Router
Gloud_Auth_Test Device offiine alarm Major No 2022-01-24 18:43:09 2022-01-24 18:43:08 I}
Bridge
APT10 Al device offine Major No 2022-01-06 14:52:07 2022-01-06 14:52:06 W
@ CAMERA RyeeNetwork1 Al device offine Major No 2021-12-31 14:07:11 2021-12-31 14:07:11 W
Cameras .
Firs Previous Page | 1 of 1 ex as (0. Jointotal
NVR
SR CLIENT

A : Search, it indicates to search the alarm related with specific SN.

&% TOPOLOGY

LARM

=]
>

bol

REPORT
Network
Voucher

& DEVICE

& CAMERA
Cameras
NVR

MR CLIENT

 DASHBOARD

MONITORING

CONFIGURATION

MAINTENANCE

ALL
Alarm List Conflict Network
| Alarm List @
Ignore Alam | O Selected
Network SN Type i Level
test123 G1PD38: Device offine alarm Major

Cleared

Mo

Content

Kong

| GIPDII e ! Advanced Search

Generated at

2022.02-09 173117

Manage Project ‘ Take over Netwark H Unbind Device

T2 B H

) L
Cleared on Updated at Action
2022.02-00 173116 ] z
0. | 1intotal

Advanced Search: it indicates to search the alarm related to specific SN within a period of

time.
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Ruisie (> MONITORING ~ CONFIGURATION ~ MAINTENANCE
A
ALL
@ DASHBOARD
& TOPOLOGY Alarm List Conflict Network
B ALARM
| Alarm List @
REPORT
- ‘ lanore Alamn | O Selected
Voucher
= DEVICE SN | G1PD38" Generated at| 2022-02-01 00:00
Network SN Typ Level Cleared
123 PD391 D offln larm May N
Home Router
&y CAMERA
NVR
SR CLIENT

o r BN

‘ A o | ‘ Advanced Search [

Updated at| 2022.02.22 00:00 ‘ et | | Bt |

D

, Content Generate d at Cleared on Updated at Action

2022-02-09 17:31:17 2022-02-09 17:31:16 oW

0. Jtintotal

Networks: it indicates the network which occurs the alarm.
SN: it indicates the device SN which occurs the alarm.

Type: it indicates the type of alarms.

The following table describes the conditions for generating alarms.

Type Condition

Device goes offline An AP goes offline.

The online/offline change
times of an AP exceeds
the default threshold within
two hours.

Device goes online
and offline continually

All APs in a network
go offline.

All devices are offline

High channel usage @ The RF channel

on AP utilization  exceeds 80%.
System The CPU or memory
usage(CPU/memory | usage of

usage) AP/switch/gateway exce
above threshold eds the threshold.

Description

The AP is disconnected from

the Cloud Service, or the AP is
powered off.

The connection between the

AP and the system is unstable or
the AP has a firmware or hardware
fault.

N/A

RF channel utilization is high and
interference is strong. Itis
recommended to change the
channel.

For AP, the default threshold for
CPU usage is 85% and for memory
usage is 85%.

For switch, the default threshold
for CPU usage is 50% and for

memory usage is 65%.
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witch RLDP

Abnormal network
access on gateway

High packet loss rate
on gateway

Uplink rate above
threshold on gateway

Downlink rate above
threshold on gateway

SIM card traffic
exceeds limit
GPS signal is not
found

CPU usage is high

Memory usage is
high

A loop occurs on the
switch.

The gateway port fails to
ping the specified
domain or IP for several
times.

The packet loss rate of
gateway exceeds the
threshold.

The uplink rate exceeds
the specified percentage
of threshold for several

times.

The downlink rate exceeds
the specified percentage
of threshold for several
times.

SIM card traffic exceeds
a default threshold.

GPS signal is not found.

CPU usage exceeds a
default threshold.
Memory usage exceeds
a default threshold.

Monitoring Guidance

For gateway, the

default threshold for CPU usage
is 50% and for memory usage is
65%.

Custom values are not supported.

N/A

When the Ping test failed for

the specified times, the alarm is
sent. The times and domain/IP
address can be configured
manually.

When the packet loss

rate exceeds the specified
percentage of threshold for several
times in 5 minutes, the alarm s
sent. The times and threshold can
be configured manually.

When the uplink rate exceeds the
specified percentage of threshold
for several times, the alarm is

sent. The threshold, times and
percentage can be configured
manually.

When the downlink rate

exceeds the specified
percentage of threshold for several
times, the alarm is sent. The
threshold, times and percentage
can be configured manually.

Only MTFi devices
alarm.

support this

Only MTFi devices support
this alarm.
Only MTFi devices support
this alarm.
Only MTFi devices support
this alarm.
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Disk space usage is | Disk space usage exceeds @ Only MTFi devices support
high a default threshold. this alarm.
Flash usage is high Flash usage exceeds a Only MTFi devices support
default threshold. this alarm.
CPU temperature is | CPU temperature exceeds | Only MTFi devices support
high a default threshold. this alarm.
Cleared: including yes and no, it indicates whether the alarm was cleared.
Content: it indicates the detailed content of alarms.
Generated at: it indicates the date when this alarm occurred.
Cleared on: it indicates the date when this alarm was cleared.

Updated at: it indicates the latest time when this prompt is updated.

3.2 Network Conflict

Ruijgie > MONITORING ~ CONFIGURATION  MAINTENANCE

ALL x \ A iamgn Projant Conflict Network ” ske over Network Unbind Device
Y DASHBOARD

& TOPOLOGY Alarm List Conflict Netwark

| Conflict Network @

®@ REPORT

& DEVICE

DT

& CAMERA

A CLIENT

@ . |t indicates a network conflict will occur when a device added to a network is moved to
another network. Please click the button in the Action column to confirm.

¥ 1 It indicates detecting a new device, the following picture will appear after clicking it.
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Loading...Please wait.

DD 8

3.3 Alarm settings

Select one project in this account and click E1 at the upper right corner to click the Alarm
Settings. The Alarm Settings page is displayed for alarm parameter configuration.

MONITORING CONFIGURATION MAINTENANGCE

| Alarm Settings
ALL v ‘ Search Network Q0 GMT+8:00)AsialHong_Kong | Manage Project H — Unbind Device j
Unbind Device
| Top Versions | Firmware Version List [ Activate Client @3 |

Firmware Version Devices

Alarm settings are configured by the network. When no alarm has configured, the global
settings are adopted. Using the Alarm Settings page, you can specify whether to enable or
disable alarms and how they should be received.

Type: It indicates the type of alarms.

Status: When the Status is enabled, alarm information is displayed on the alarm page.
Alarm Threshold: It indicates the alarm information will be displayed on the alarm page.
Email Alarm: It indicates alarms will be pushed via email to the contacts in the ‘Contact List
of the network when the Email Alarm and Status is enabled.

DHCP pool alam

AP(4G) link switch
AC detected Fit AP offline

Smart community client offine -«

| [Contact Group List

o

3.4 Contact

Click the Contact at the top right to access into the Contact page List.
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MAINTENANCE Poese

__ Alarm Settings

o | (GMT+8:00)AsiarHon | Manage Pro H m Unbind Dev |

Unbind Device

| Registered Device Distribution Activate Client

o

Contact List
On the Contact list page, you can add contact and contact groups that will receive the alarm
emails.

| Contact List

zzzzzzzzz

Name: displays the customized name of contacts.

Mobile: displays the mobile number of contacts.

Email: displays the email address of contacts.

Description: displays some words to describe the contact.

Action: including Edit and Delete, indicates the operation for this contact.

After click the Edit, it will display a window to edit the contact information, shown as the
below picture.

Add: it indicates to add a new contact into the contact list.

Contact Group
Add a group and move the contacts to the group.

| Contact Group

1 1

alarmtestgroup For Ruije interal

Group: displays the customized name of the group.

Description: displays some words to describe the contact group.

Action: including Edit and Delete, indicates the operation for this contact group.

After clicking the Edit, it will display a window to edit the contact group information, shown
in the below picture.

Add: it indicates to add a new contact group into the contact group list.
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Edit Contact Group

Mame 1

Description 1

Contact Group
[

<< Add to Group

Detete from Group >>

Add to Group: Add the selected contacts in the All Contacts into the contact group.

Edit Contact Group

Contact Grou All Contacts

<< Add 10 Group

Delete from Group >>

Delete from Group: Delete the selected contacts from Contact Group.
4. Report

4.1 Summary
WiFi Traffic Summary

The uplink/downlink traffic summarized of the selected network during the specific period.

beta,
Summary Device Client Last 24 Hours v|i® p=d CIMonthly Report

| WiFi Traffic Summary

Uplink Downlink
Traffic (MB)
3,000
2,500
2,000
1,500
1,000
500

0 T ? ; ¥ ¥ ¥ T T
03-07 01:10:00 03-07 02:40:00 03-07 06:10:00 03-07 08:40:00 03-07 11:10:00 03-07 13:40:00 03-07 16:10:00 03-07 18:40:00 03-07 21:10:00 03-07 23:40:00

In the chart above, the solid line shows the network traffic for the specified time period of
time, and click on a point on the line displays a specific amount of data, the dashed line
identifies the traffics when the mouse hover position.
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Summary Device Client

| WiFi Traffic Summary

Traffic (MB)
3,000
2,500
2,000
1,500

0 T T
03-07 01:10:00 03-07 03:40:00 03-07 06:10:00 03-07 08:4(

uplink

03-07 08:40:00
® Uplink : 108.698
@ Downlink : 974.261

I
Last 24 Hours viig || = CIMonthly Report
Downlink
03-07 13:40:00  03-0716:10:00  03-07 18:40:00  03-07 21:10:00  03-07 23:40:00

Uplink: Displays the traffic directed from internal network to external network.
Downlink: Displays the traffic directed from external network to internal network.

Select the period according to your preference for which way you want it to display the

statistics.

Summary Device Client

| WiFi Traffic Summary

Traffic (MB)
120,000
100,000

80,000
60,000
40,000
20,000
0+

Uplink

beta
Last 7 Days v B = CIMonthly Report

(O Last 24 Hours
@ Last 7 Days
O Last 30 Days

Downlink -
() Custom (Remember for 30 Days)

(oo (o]

[\:

o> 58
o>

L 00 ' iy
o> o

Channel Distribution and Usage

The channel distribution and usage of the selected network.

| Channel Distribution and Usage @ (Real-time )
24G [ S| em—" a—]
5G

Current channel usage is indicated by the color of the square icon.

Color Status Usage
[ Idle 0%-59%
Busy 60%-79%
u Overload 80%-100%

Click into a specific channel to display the numbers of APs and Usage on each specific

channel.
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Channel 149 |
| Channel Distriby fim

Device (88)

24G =

[X]

2] 0

5G

Real-time: Update interval approximately 2 minutes.

SSIDs by Client or Traffic

The SSIDs ranked by Traffic or ranked by Client number of the selected network during the
specific period.

| SSIDs by Client | SSIDs by Traffic
Ranking SsiD Clients Traffic Ranking SsiD Traffic Clients
1 @Ruijie-s1TFOA 23 | 12.21M 1 PPSKtesttime 322.28M 1"
2 PPSKtesttime 1 | 322.28M 2 @Ruijie-s1TFOA 1221M | 23
3 TestNAT 9 64.33K 3 TestNAT 64.33K 9
4 L2TP-Client 5 40.62K 4 L2TP-Client 40.62K 5
5 IT department 4 25.22K 5 IT department 25.22K 4
6 test1 3 24 27K 6 test1 2427TK 3

Clients: Displays the number of clients connected to the specific SSID.
Traffic: Displays the total amount of traffic used by clients connected to the specific SSID.

RSSI Statistics
The wireless signal strength of the selected network during the specific period.
The signal intensity is defined as below:

Color Strength RSSI
] Strong RSSI > -70dB
Medium -80dB < RSSI =
Weak -”I‘?ASnSIs -80dB

Strength: Display RSSI strength.

Clients: Displays the number of clients where RSSI is the corresponding strength.
Proportion: Displays the number of clients with RSSI at that strength as a percentage of
the total.
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| RSSI Statistics @

Strength Clients Proportion
9 5 | Strong 58 61%
Medium 20 21%
m Weak 17 18%

A pie chart displaying the total number of users and RSSI intensity distribution.
Click on the chart to view the numbers and percentage of clients for each RSSI strength.

| RSSI Statistics @

Strength Clients Proportion
m Strong 58 61%
Strong
Total : 58 (61.05%) Medium 20 21%
m Weak 17 18%

A list displays a comprehensive breakdown of the clients by RSSI.
Real-time: Update interval approximately 2 minutes.

4.2 Device
Device Summary

The online status of devices of the selected network during the specific period.

| Device Summary
Not Online

A Device Total Online Offline Yet

6 m AP 1 1 0 0

Switch 4 1 0 3

m Gateway 1 1 0 0

® Home Router 0 0 0 0

W Bridge 0 1] 0 0

H AC 0 0 0 0

Device: Display the type of device.
Total: Display the total number of devices of the type.
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Online: Display the total number of online devices.

Offline: Display the total number of offline devices.

Not Online Yet: Display the total number of never online devices.
Real-time: Update interval approximately 2 minutes.

AP Activity

The AP activities of the selected network during the specific period. The chart does not
support searching data in the past 24 hours.

| AP Activity @

2022-03-02 2022-03-04 2022-03-06 2022-03-08

AP activities is evaluated based on the numbers of active clients accessing the AP in a day.
APs not associated with any clients will not be calculated.

The AP activities is defined as below:

Color Activity Active Clients
Inactive < 5 active clients
| Medium 5-9 active clients
Active 2 10 active clients

Click on Inactive, Medium and Active to select the number of APs that need to be
displayed that are at the corresponding AP activities.

When the font to the right of the square icons is in Black: indicates that the number of APs
at that activity will be displayed:
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AP

70~
60 -

40 -
30 -
20 -
10 -
0

Inactive| ) Medium [} Active

59----=_=-

2022-03-02 2022-03-04

2022-03-06 2022-03-08

When the font to the right of the square icon is Grey: indicates that the number of APs at

that activity will not be displayed:

:- Medium (i) Active
AP

25
20
15

10
5

0
2022-03-02 2022-03-04 2022-03-06 2022-03-08

Clicking on any of the bars in the bar chart will display the distribution of AP activity for the

corresponding date:

| AP Activity ®

Inactive (i) Medium [l Active

® Inactive : 37

T T
3 ( 2022-03-06 2022-03-08
Medium : 10

2022-03-02

Active : 11

Top 10 APs by Client or Traffic

The top 10 APs ranked by Traffic or Client number of the selected network during the

specific period.
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| Top 10 APs by Client | Top 10 APs by Traffic
Ranking AP Alias Clients Traffic Ranking AP Alias Traffic Clients
1 GIQHBWX000534 RAP2260(E) 2 61.08M 1 G1QHEWX000534 RAP2260(E)  ©61.08M [ 2
2 HIPH745118402  EG105GW > 12.43M 2 HIPH745119402 EG106GW  1243M [ 2

Clients: Displays the number of clients connected to the specific AP.
Traffic: Displays the total amount of traffic used by clients connected to the specific AP.

Firmware Version

A pie chart representing the proportion of firmware versions for the selected network in a
given period.

| Firmware Version (Real-time

M AP_RGOS 11.1(9)B1P21 ...
73 AP_RGOS 11.9(6)B1 Rel...
M S19_RGOS 11.4(1)B42P17
W EG_RGOS 11.9(1)B11S3 ..

Click the chart for the proportion of per specified firmware version.
| Firmware Version

W AP_RGOS 11.1(9)B1P21 ...

AP RGOS 11.1(9)B1P21 Release(06211815)
Total : 61 (83.56%)

Real-time: Update interval approximately 2 minutes.

Hardware Version

A pie chart representing the proportion of hardware versions for the selected network in a
given period.
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| Hardware Version

W AP720-L2.00
AP820-L(v2) 1.10

W AP720-L1.22

W AP720-L2.10

W EG3250 1.20

B X5-51960-24GT4SFP-UP-H...

1 XS-S1960-24GT4SFP-H 1.30

o

Click the chart for the proportion of per specified hardware version.
| Hardware Version

W AP720-L 2.00
XS-S1960-24GTASFP-UP-H 341 (GRS

W EG3250 1.20
W XS-S1960-24GT4SFP-UP-H...
W XS-51960-24GT4SFP-H 1.30

Real-time: Update interval approximately 2 minutes.

4.3 Client
WiFi Client Summary

A line chart displays the client summary of the selected network during the specific period.

beta
Summary Device Client Last 24 Hours W (3] = CIMonthly Report

| WiFi Client Summary

Clients
40

30
20
10

0 T T T T
03-08 10:40:00 03-08 13:10:00 03-08 15:40:00 03-08 18:10:00 03-08 20:40:00 03-08 23:10:00 03-09 01:40:00 03-09 04:10:00 03-09 06:40:00 03-09 09:10:00

Click the point on the line to display the number of clients at a specific time.

| WiFi Client Summary

Clients
40

2 W
20

10

‘ J B 0303 17:20:00 : : : : . ‘
03-08 10:40:00 03-08 13:10:00 03-08 15:40:00 ERY  (lients; 31  UEARSG] 03-08 23:10:00 03-09 01:40:00 03-09 04:10:00 03-09 06:40:00 03-09 09:10:00
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WiFi Client Activity

A bar chart displays the client activity of the selected network during the specific period.
The chart does not support data searching data in the past 24 hours.

| WiFi Client Activity @

Minimal Low ([l Medium (il High [l Extreme

Users
50
40
30
. p—
10
04 . ;

2022-03-02 2022-03-03 2022-03-04 2022-03-05 2022-03-06 2022-03-07 2022-03-08

Client activity is evaluated based on online duration and traffic volume.
The WiFi Client Activity is defined as below:

Color Activity Duration and traffic
Minimal > 100KB
Low = 1h/day and 2
| Medium m;lé;/day and = 2MB
[ High 2 4h/day and = 5MB
[ Extreme = 8h/day and =

Clicking on any of the bars in the bar chart will display the distribution of WiFi client activity
for the corresponding date:

| WiFi Client Activity @ 2022-03-03
® Minimal : 10

L) Low‘: 2 nimal Low ([l Medium (i} Hich (i) Extreme

Users Medium : 8

50 High:7
40 Extreme : 13
30
. —

10

2022-03-02 2022-03-03 2022-03-04 2022-03-05 2022-03-06 ’ 2022-03-07 2022-03-08

2.4G / 5G Clients

A pie chart displaying the proportion of STAs using the selected network for 2.4G/5G in a
specific period.
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| 2.4G/5G Clients

W 24G
W 5G

Click the chart for the proportion of a specified radio.

| 2.4G/5G Clients

R

il 2 4G : 27 (93.1%)

29 \ ! W 24G

Top 10 WiFi Clients by Traffic

A list displaying the top 10 clients ranked by traffic to the selected network for during the
specific period.

| Top 10 WiFi Clients by Traffic
Ranking MAC Alias Traffic Uptime
1 p035.9f27.58d0 EMP2341 996.77M . 3h 7m 41s
2 dOab.d5a4.096b EMP0013 841.14M 2h 19m 20s
3 48e7.dac6.a3d5 - 798.39M . 2h 38m 40s
- d8f3.bc2e.cf3f EMP3067 744 70M . 2h 56m 34s
<) 48e7.da2a.ef25 EMPO004 734.83M . 2h 3m 41s
6 4ceb.bd11.11f9 - 607.84M . 2h 37m 47s
T 4ceb.bd25.7885 - 501.57M ' 2h 38m 57s

Traffic: Displays the total amount of traffic used by a specific client.
Uptime: Displays the amount of time a specific client has been connected to the WiFi.
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Captive Portal

The proportion of authentication types of the selected network during the specific period.

| Captive Portal

Type Total Proportion
B One-click 8 89%
Voucher 1 11%
H Account 0 0%
B Facebook 0 0%

A pie chart displaying the total number of clients and the distribution of authentication types.
Click on the chart to view the number and proportion of clients for each authentication type.

| Captive Portal

Type Total Proportion
m One-click 8 89%
)
One-click e ! e
S o,
Total : 8 (88.89%) W Account 0 0%
m Facebook 0 0%

A list displays a comprehensive breakdown of clients by type of authentication.

Experience

A bar chart displays the experience status during the specified time and collects data
approximately every 5 minutes. You can switch between 2.4GHz and 5 GHz.

I Experience @ Al 24G 5G 2022-03-16
B 5cellent @ Good Poor Inactive () Experience
Number Scor
e e
15 60
10 40
5 20
0
00:05 00:35 01:05 01:35 02:05 02:35 03:05 03:35 04:05 04:35 05:05 05:35 06:05 06:35 07:05 07:35 08:05 08:35 09:05
Client MAC Reported at Band AP MAC Experience Type Reason Channel Usage Noise Floor Pkt Loss Speed Delay
3480 b3bf 639a 2022-03-16 00:00:54 5G c0b8 e608 02fd Excellent 23% -102 0 28
26922837 0cd2 2022-03-16 00:01:43 5G c0b8.e608.00ct Excellent 12% -101 0 104
44d7 913a fof7 2022-03-16 00:01:43 5G c0b8.e608.00ct Excellent 12% -101 0 66.5
4cbc e9dd 4ead 2022-03-16 00:01:43 5G c0b8.e608.00ct Excellent 12% -101 0 03
5686.6bd3.8b89 2022-03-16 00:01:43 5G €0b8.e608.00c1 Excellent 12% -101 0 498
044d6.2a55.9891 2022-03-16 00:03:59 246G ¢0b8.e608.00c9 Good 14% -109 0 01
1245.7281.c097 2022-03-16 00:03:59 246G ¢0b8.e608.00c3 Good 14% -109 162 01
1e0c.8a3a bc62 2022-03-16 00:03:59 246G ¢0b8.e608.00c3 Excellent 14% -109 0 02
5694 1add ce2a 2022-03-16 00:03:59 24G €0b8.e608.00c3 Good 14% -109 0 02
6854.5a3c 977¢c. 2022-03-16 00:03:59 5G €0b8.e608.00c9 Excellent 14% -101 0 195
1 of 207 Next Last 104 2069 in total

The experience type is defined as below:
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Color Experience Experience
Type
Excellent HDV and internet game are available.
[ Good Communication application, Web page and VolIP are
Poor Go offline frequently or hard to go online.
Inactive Check whether a client is inactive according to the
traffic and nower 1icana

Experience: As a reference, the parameters are client delay, packet loss, signal strength,
etc., and the SVM algorithm is used to calculate the score, 100.

A solid line displays the client experience score, and a click on a point displays scores and
the number of clients for different experience types at a specific time.

| Experience @ Al 24G 5G| 2022-03-16

2022-03-16 02:15:00
© Excellent: 13

# Inactive : 0

Experience : 93.38718

A list displaying detailed information about the client experience:

Client MAC Reported at Band AP MAC Experience Type Reason Channel Usage Noise Floor Pkt Loss Speed Delay
3480.0301.639a 2022-03-16 00:00:54 5G C0b8.e608.02fd Excellent i 23% -102 0 28
2692 2837 0cd2 2022-03-16 00:01:43 5G C0b8 e608.00c1 Excelient b 12% -101 0 104
44d7 913a.f017 2022-03-16 00:01:43 5G c0b8 608 .00c1 Excellent = 12% -101 0 66.5
4che e9dd 4eas 2022-03-16 00:01:43 5G c0b8 e608.00c1 Excellent = 12% -101 0 03
5686 6bd3 8D89 2022-03-16 00:01:43 5G C0b8 e608.00c1 Excellent i 12% -101 0 496
04d6 aa55 9891 2022-03-16 00:03:59 24G c0b8.e608.00c9 Good b 14% -109 0 01
1245 7281.¢097 2022-03-16 00:03:59 24G c0b8.e608.00c9 Good ~ 14% -109 162 01
1e0c 8a3a bc62 2022-03-16 00:03:59 24G c0b8.e608.00c9 Excelient = 14% -109 0 03
5694 1add ce2a 2022-03-16 00:03:59 24G c0b8.e608.00c9 Good i 14% -109 0 03
6854 5a3¢c 977c 2022-03-16 00:03:59 5G c0b8.e608.00c9 Excelient - 14% -101 0 195

el 1 3 Next Last 104 3302 in total

Client MAC: Displays client's MAC address.

Reported at: Displays time of data upload to Cloud.

Band: Displays radio connected by the customer: 2.4G or 5G.

AP MAC: Displays MAC address of the AP to which the client is connected
Experience Type: Displays the client’s experience: Excellent, Good, Poor, Inactive.
Reason: Displays the reason why the experience is poor.

Channel Usage: Displays the utilization of the wireless channel to which the user is
connected.

Noise Floor: Displays the noise floor of the client.

Pkt Loss Speed: Displays the packets loss proportion of client.

Delay: Displays the average delay of client.
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Note: This chart will available when the project type is
network are Ruijie devices.
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Cloud+AP and the devices in the

Type

Gy )
o r‘ 09 & + AP AC + Fit AP
B
4.4 Report

Ruijie Cloud supports reports export to local or email,

and also support monthly report

export, monthly report only export previous month. Meantime, schedule export also

supported.

Exporting report to local
Support export to CSV format or PDF format.

Ruijie (> MONITORING ~ CONFIGURATION  MAINTENANCE
1123 | Take
@ DASHBOARD
e

E ALARM Expart o CSV

| WiFi Client Summary Export to PDF
@ REPORT

Clients
w0,
B DEVICE
o =
=3

| WiFi Client Activity @

£ CAMERA
[’ w [ Medium () High ([ Ex
Users
£ I
' 2022-03-09 2022-03-10 2022-C 2 22-03-1 2022+ 122-03-
| 2.4G/5G Clients | Top 10 WiFi Clients by Traffic
Ranking 0 MAC Alias Traffic Uptime I

After selected the file type of export, your browser will begin the file download:
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. () .
Ru.yTeQ MONITORING ~ CONFIGURATION ~ MAINTENANCE ads o a 2

0 DASHBOARD

e
A& TOPOLOGY Summary Device Client ke il s

B ALARM
| WiFi Client Summary
@ REPORT
cle
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| 24G/5G Clients | Top 10 WiFi Clients by Traffic

Ranking maC Mlias Traffic Uptime I

Exporting report to email
Click the Email button, select CSV or PDF as export type and fill in your email recipient, the
report will be sent to designated email address as an attachment.

RU.yTe&) MONITORING  CONFIGURATION  MAINIENAN
: Send Email

Sendas

ummar
B

L]
=
2]

Activity @

- [ S
| I
nts | Top1 1t T

Exporting monthly report
The monthly report displays the network monitoring data, including user and flow
summaries.
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RU.yTea) MONITORING  CONFIGURATION  MAINTENANCE

0 DASHBOARD

(SRR ooy Report

& TOPOLOGY Summary Device Client Last 7 Daye
B ALARM
| WiFi Client Summary
@ REPORT
Clients
40
J
B pevice ) il
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2022-03-09 2022-03-10 2022-03-11 2022-03-12 2022-03-13 2022-03-14 2022-03-13
| 24G 156G Clients | Top 10 WiFi Clients by Traffic

Clicking on Monthly report will display the monthly report for this month.

Rugie MONITORING ~ CONFIGURATION  MAINTENANCE

tesn23 aarch Netar -8 0asashangnas | manage project || rake oer ieswons || Untina Deves |
1 DASHBOARD
& TOPOLOGY | Monthly Network Report (Reports are retained fof one year) 202 ~|[ 18 v @ | =

E ALARM

B REPORT

& DEVICE
Monthly
etwork Report
sridge
&, CAMERA
A CLENT

D8

Monthly report will be kept for one year and you can select the month you need to export

the monthly report.
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RU.yTea) MONITORING  CONFIGURATION  MAINTENANCE

testiza ‘ orch Hebrack
0 DASHBOARD
& TOPOLOGY | Monthly Network Report (Reports are retained for one yea
B ALARM
@ REPORT
B pevice

Monthly =
etwork Report (%)

€ CAMERA

NVR

MR CLIENT

Email report can be sent in the format of PDF or CSV to your designed emails. You can
select to send the report immediately to the email recipient, or enable "Scheduled Report".
The email report will be schedule and send to the designated email recipient on every 15t of
the calendar month (beta function for partial users).

RU.yTea) MONITORING  CONFIGURATION  MAINIEN

Send Report

Note: The report of he last

th e sent befor
| Monthly Network Report e of SendReportto |IES'FaH@\=stm"' o 2022 ~|| 03 v| B

Send type par =
B REPOR Scheduled Report «

Monthly =3
etwork Report (2]

4.5 Voucher Report

The Voucher Report saved a records of sales whenever voucher had distributed.

| Voucher Report Last1Day Last7Days Last30Days Custom | 12

No. Package Name Description Price aty Activated Accounts Total Price
1 k] = z 0 1 =
Total 0 4 0.00
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Click “ to download the Voucher Report in PDF format.

Qty: Displays number of vouchers generated by each package in the specified period.
Activated Accounts: Displays number of vouchers activated by each package in the
specified period.

Total Price: Displays the total price of vouchers activated by each package in the specified
period.

Total: Displays number of vouchers generated by all packages, number of vouchers
activated by all packages and total amount of vouchers activated by all packages.

5. Device
51 AP

The AP screen displays a list of APs managed by the Ruijie cloud.

ADD
Click DEVICE > AP > ADD, enter the SN, Alias, and click OK to add a gateway to the

network.

ALL test214 Search Netwo %
| AP List
| Add || Web CLI | | More « | 0 Selected
Status d SN Config Status g MAC Alias
Web CLI

Click DEVICE > AP > Web CLI to enable the web CLI.
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ALL test214 Search Netwo N

| AP List New firmware available for 3 devices

; . ;) :
| Add | Web CLI || Maore - | 1 Selected

Status P SN Config Status MAC A

Ruijie AP
Web CLI
SNz 5
Version Please select the target o
Connectivity > Running Config

Running Status >  Startup Config

Client - Log

WLAN o Current Mode

Current Time
wireless Secu... = :

Web CLI >

General > Version: Click to display the version of AP.

General > Running Config: Click to display the running configuration of AP.
General > Startup Config: Click to display the startup configuration of AP.
General > Log: Click to displays the syslog of AP.

General > Current Mode: Click to display the current mode of AP.

General > Current Time: Click to display the current system time of AP.
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Web CLI

SM:1zZ

wl

General = Iinterface IFP Please select the tarc

Interface Status

Running Status =  ARP
Client = rMAC
WVWLAN - DNS
Wilireless Secu... = PO
Ping Tool

Web CLI =

Connectivity > Interface IP: Click to display the interface IP address of AP.
Connectivity > Interface status: Click to display the interface status of AP.
Connectivity > ARP: Click to display the ARP table of AP.

Connectivity > MAC: Click to display the MAC table of AP.

Connectivity > DNS: Click to display the DNS of AP.

Connectivity > Route: Click to display the route of AP.

Connectivity > Ping Tool: Click to do the ping test.
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Web CLI
SN2
General = CPU Please select the tar
Connectivity = Memory
Client =
WLAN >
Wireless Secu... =
Web CLI =

Running Status > CPU: Click to displays the CPU status information of AP.

Running Status > Memory: Click to displays the memory information of AP.

Wwelb CLI
SiZ1 =]
Senceral =] Associated Client Please select the targ
Connectivilty = Client IP{(DHCF Server
Running Status == Client IF{DHCPF Snooping)
;%,EE:EE.. Kick off Client
AL T .  Biackiist

S Trafmc Usage
Wriireless Secil. . == =

WViret L =

Client > Associated Client: Click to display the associated client of AP.
Client > Client IP(DHCP Server): Click to display the Client obtains IP information of AP.
Client > Client IP(DHCP Snooping): Click to display the Client IP for DHCP Snooping.
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Client > Kick off Client: Enter the Client's MAC to kick it out of the current network.
Client > Blacklist: Enter the Client's MAC so that it cannot access the Internet.
Client > Traffic Usage: Click to displays the Customer's traffic usage.

Web CLI
SN:1 IS5
General > MBSSID Please select the targe
Connectivity > WLAN Details

Running Status > Roaming Group Neighbor

Client

Wireless Secu... >

Web CLI >

WLAN > MBSSID: Click to displays the SSID and BSSID of the WLAN of AP.
WLAN > WLAN Details: Enter WLAN ID to displays the details of AP.
WLAN > Roaming Group Neighbor: Click to displays the Roaming Group Neighbor of AP.

Web CLI
SN )
Attack Detection Please select the target
Connectivity ynamic Blacklist

Running Status =

Client

WLAN

Web CLI
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Wireless Security > Attack Detection: Click to displays the Statistics list of AP.
Wireless Security > Dynamic Blacklist: Click to displays the Dynamic Blacklist list of AP.

Web CLI

7]

N:12 15
SiDela > Web CLI Please select the t:
Connectivity
Running Status =
Client

WLAN

Wireless Secu... =

Web CLI > Web CLI: Configure the AP with commands.

Reyee AP
Web CLI
SN:G1 4
Version Please select the t
Connectivity = Log
Running Status > Curent Mode
Client . Current Time
WLAN
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General > Version: Click to display the version of AP.
General > Log: Click to display the syslog of AP.
General > Current Mode: Click to display the current mode of AP.

General > Current Time: Click to display the current system time of AP.

Web CLI

i
=
0]
P

General > |Interface IP Please select the targ

Interface Status

Running Status > ARP

Client =1 DNS

WLAN Route
Ping Tool

Connectivity > Interface IP: Click to displays the interface IP address of AP.
Connectivity > Interface status: Click to display the interface status of AP.
Connectivity > ARP: Click to display the ARP table of AP.

Connectivity > MAC: Click to display the MAC table of AP.

Connectivity > DNS: Click to display the DNS of AP.

Connectivity > Route: Click to display the route of AP.

Connectivity > Ping Tool: Click to do the ping test.



Ruijie Cloud Cookbook Monitoring Guidance

Web CLI

)]
<
1y

General > Memory Please select the targ
Connectivity =
Client >
WLAN =

Running Status > Memory: Click to display the memory information of AP.

Web CLI
SN:G 4
General > Associated Client
Connectivity > Client IP{DHCP Server)
Running Status > Client IP(DHCP Snooping)
WLAN

Client > Associated Client: Click to display the associated client of AP.
Client > Client IP(DHCP Server): Click to display the Client obtains IP information of AP.
Client > Client IP(DHCP Snooping): Click to display the Client IP for DHCP Snooping.
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Web CLI

SN:G 1

General = MBSSID

W

Connectivity

Running Status >

Client >

WLAN > MBSSID: Click to display the SSID and BSSID of the WLAN of AP.

Delete
Click DEVICE > AP > More > Delete to delete the AP.

ALL test214 | sarch Network Q0 |

| AP List

|' Add H Web CLI ‘m 0 Selected

Move to

Config Status 4 MAC  Aliag
I Delete

Reboot

Edit Apartment S5ID

Reboot
Click DEVICE > AP > More > Reboot to restart the AP.
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ALL test214 Search Networl

| AP List

| Add || Web CLI || Maore - | 0 Selected
VION 1
Move o Config Status 4 MAC
Delete
Reboot
Edit Apartment 3SID

AP List
| AP List Auto Refresh: @ ) & ¢ 31 - ©

‘ Add H Web CLI || Mors = ‘ 0 Selected

4

Status SN Config Status i MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model Descri

@ Oniine c 4 Syn 78 e 7 RAP22G60(E) 192168111200 1203511195 = test123 / customer group  ReyeeOS 1752429 = RAP2260(E) Empty

8 | 1 1.

ption Action

11 intotal

Status: Displays the current status of AP, online or offline.

SN: Displays serial number of AP.

Config Status: Displays the handshake status between AP and Ruijie Cloud.
MAC: Displays MAC address of AP.

Alias: Displays alias of AP.
MGMT IP: Displays the local IP address of AP.

Egress IP: Displays the egress IP address of AP that communicate with Ruijie Cloud.

Client: Displays the number of Clients currently connected to the AP.

Network: Displays the project name of AP.

Firmware Versions: Displays the AP’s version.
Offline Time: Displays the latest offline time of AP.
Model: Displays the model of AP.

Description: Clicks and edit the description of AP.
Action: Clicks a button to delete the AP.

AP details

Click the SN to view the AP’s details.




Ruijie Cloud Cookbook

Monitoring Guidance

| AP List Auto Refresh: @) © 2 5%~
" aaa || wevcu || wmore+ | 0Selected a
Status i SN Config Status 4 MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model Description Action
@ Online e " RAP2OBOE) 102168111200 12035.11.195 testi23 /customer group  ReyeeOS 1.75.2420 RAP22G0(E)  Empty W
1 | 10a. ]1intotal
Device Details
| AP Info
Alias RAF - 4 SN: G1QH1E MAC : c470.
MGMT IP: 192.168.110.39 Model : RAP Config Status - Synchronized
Hardware Version: 1.10 Mode: AP Actual Master Device: H1PT 3
Firmware Version: ReyeeOS 1
Description : #
SSID TestRAF Interna Test TES® ? Gue!

Alias: Click to edit the alias of AP.

SN: Displays the serial number of AP.
MGMT IP: Display the local IP address of AP.
MAC: Displays MAC address of AP.

Model: Displays the model of AP.

Config Status: Displays whether the configuration is synchronized to the AP.

Hardware Version: Displays the hardware version of AP.

Mode: Displays the mode of AP(only reyee AP support).

Actual Master Device: Displays the master device of AP(only reyee AP support).

Firmware Version: Displays the firmware version of AP.

Description: Clicks to edit the description of AP.
SSID: Displays the current SSIDs of AP.

Status

| Status

Online
® Online Clients: 0

@ Clients with Weak Signal - 0

Memory Usage

CPU Usage

Alarms - 0

Online status: Displays the online status of AP.

Online Clients: Displays current online clients number of AP.

Clients with Weak Signal: Display how many clients with weak signal.

Memory: Displays the memory usage of AP(last 5 minutes).
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CPU: Displays the CPU usage of AP(last 5 minutes).
Alarms: Displays the current alarms of AP.

Connectivity
I Connectivity Last 24 Hours  Last 7 Days
15:00 19:00 23:00 3:00 7:00 11:00
I Connectivity Last 24 Hours  Last7 Days
3-08 3-09 3-10 311 3-12 313 3-14

Last 24 Hours: Displays the connectivity between AP and Ruijie cloud in past 24 hours.

Last 7 Days: Displays the connectivity between AP and Ruijie cloud in past 7 days.

Diagnose

| Diagnose

| Web CLI |

eWeb || S&8H H Tunnel |

Web CLI: Click to open the Web CLI.
eWeb: Click to create the eWeb tunnel to AP device(Only reyee AP).
SSH: Click to create the SSH tunnel to AP device(Only reyee AP).

Tunnel: Click to create the tunnels.

Traffic Summary

I Traffic Summary @ Last 24 Hours  Last7 Days

Uplink Downlink
Avg Speed (Mbps)

0.08

0.05
0.04
0.03 2022-03-14 20:10:00
0.02 1 @ Downlink : 0.002
0014 @ Uplink : 0.003
04 — : - ‘ .
2022-03-14 15:30:00 2022-03-14 19:30:00 2022-03-14 23:30:00 2022-03-15 03:30:00 2022-03-15 07:30:00 2022-03-15 11:30:00

Avg Speed: On the graph, the green line displays the uplink average connected speed
during the selected time period; the blue line displays the downlink average speed during
the selected time period.

Last 24 Hours: Displays the downlink and uplink average speed in past 24 hours.
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Last 7 days: Displays the downlink and uplink average speed in past 24 hours.

Radio List

| Radio List O .
RF Type Channel Power Channel Width (MHz) Channel Usage
5G 161 100% 80 32%
24G 6 100% 20 26%

RF Type: Displays the radio transmit type: 5GHz and 2.4GHz.
Channel: Displays the current usage of radios wave channel.
Power: Displays the radios wave transmit powers distribution.
Channel Width: Displays the channel width of radios.

Channel Usage: Displays the current radio channel usage on the environment.

Client List

| Client List L

IP MAC SSID RSSI AP Alias Band  Traffic(MB) Manufacturer Online Time Offline Time
192.168.2 3cfa.42 -7 24G 4391 HUAWEI 2022-03-1512:26.04
192.168.3 ] 26eb W -61 ;: 24G 6.955 - 2022-03-15 13:50:45

IP: IP address of connected client.

MAC: MAC address of the connected client.

RSSI: SSID of client connected.

RSSI: Signal strength of the connected client.

AP Alias: AP alias name that client connect with. (if you had configured the name of AP
Alias)

Band: Client connected the radio of type.

Traffic: total usage of bandwidth.

Manufacturer: Type of brand the connected client.
Online Time: Displays the client connected time.
Offline Time: Displays the client last online time.

Adjacent RF Signal(only ruijie AP support)

| Adjacent RF Signal
Start Time: 2022-03-15 15:52:17 Expected Completion Time: 2022-03-15 16:12:17 Status: Initialization LS+
BSSID Radio d Adjacent SSID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at
1e2d4 Radio2(5G) 157 -24 G1h 0624 2022-03-15 16:06:05
1a Radio2(5G) i 720 157 -24 Gili 0624, 2022-03-15 16:06:05
06z Radio2(5G) work 157 -25 G1K° 0624 .4 2022-03-15 16:06:05
Oa.. Radio2(5G) t 1 157 25 G 0624.4. . 2022-03-15 16:06:05

Scan Adjacent RF: Initiate the scan of environment neighbor WiFi channel.
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Start Time: The last started time initiate a scan.

Expected completion Time: The expected time for the scan toward completion.

BSSID: Neighbor AP MAC address.

Radio: Neighbor radio wave channel.

Adjacent SSID: SSID from surround environment.

Adjacent Channel: Radio wave channel currently occupied by surrounded.
RSSI: Radio strength between this AP to neighbor AP.

Adjacent S/N: AP serial number from neighbor. (Only supported)
Adjacent MAC: MAC address from neighbor. (Only supported)

Uploaded at: Last scan completed.

Device Log

| Device Log

)
)

=

Type g Updated at Content
Online/Offline 2022-03-14 21:50:45 Device online
Online/Offline 2022-03-14 21:48:07 Device offline. The final time when it sends packets to Cloud is: 2022-03-14 21:38:07(It is an estimated value. The deviation is 1 minute )
Online/Offline 2022-03-14 16:14:01 Device online
Online/Offline 2022-03-14 16:13:07 Device offline. The final time when it sends packets to Cloud is- 2022-03-14 16:04:07(It is an estimated value. The deviation is 1 minute )

Reboot 2022-03-11 13:33:115 Device restart

Type: Displays the type of device log.
Updated at: Displays the time a log was created.

Content: Displays the details of device log.

5.2 AC
The AC screen displays a list of ACs managed by the Ruijie cloud.

When add a new AC to Ruijie Cloud, need to add a project with “AC + Fit AP” mode.

Click PROJECT > Add Project to add a new AC project.
Step1 Add in a project by select the type of project with “AC + Fit AP”.

Add Project

Scenario

1

LEL
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Step2 Enter the SN and Alias of AC.

Monitoring Guidance

Wireless Bridge

Added Equipment

Add Device Add Device
AC Gateway Switch Home Router
75N | | Aiias [
2SN ‘ ‘ Alias ‘

AC 0
‘ [} Gateway 0
] m + Switch 0
Home Router 0
Wireless Bridge (0]

View Details

=

Step3 And now Project successfully created.

Finish ——=+Finish
Succeeded!
AC: 0, Switch: 0, Gateway: 0 , Wireless Router: 0 , Wireless Bridge: 0

Add AC
Click DEVICE > AC > Add to add an AC to network.

ALL v A~ ‘ Search Network O

| AC List (Click "SN" to view details)

[ Add ‘ | Web CLI | | eWWeb | | Upgrade | More ~ 0 Selected
* Note:

UP to 1 AC can be added to an AC network.

Web CLI

Click DEVICE > AC > Web CLI to enable the web CLI.
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Connectivity

Running Status

Client

Web CLI

Wy

ALL AC -
| AC List
| Add 'eb CLI | | e\Web | | Upgrade | More ~ | 0 Selected
Web CLI
SN:G1
Version Please select the target operation on the left

Running Config

Startup Config

Log

Current Time

General > Version: Click to displays the version of AC.

General > Running Config: Click to displays the running configuration of AC.

General > Startup Config: Click to displays the startup configuration of AC.

General > Log: Click to displays the syslog of AC.

General > Current Time: Click to displays the current system time of AC.
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Web CLI

5N:G1P21J000427C

"

General Interface IP Please select the target operation on the left

Interface Status

Running Status > ARF

Client -~ MAC

Web CLI R
Route
Fing Tool

Connectivity > Interface IP: Click to display the interface IP address of AC.
Connectivity > Interface status: Click to display the interface status of AC.
Connectivity > ARP: Click to display the ARP table of AC.

Connectivity > MAC: Click to display the MAC table of AC.

Connectivity > DNS: Click to display the DNS of AC.

Connectivity > Route: Click to display the route of AC.

Connectivity > Ping Tool: Click to do the ping test.

Web CLI

SN:G1P21J000427C

General > CPU Please select the target operation on the left
Connectivity = Memory
Client =

Web CLI

")
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Running Status > CPU: Click to display the CPU using rate information of AC.

Running Status >Memory: Click to display the system memory used details of AC.

Web CLI

SN:G1P21J000427C

General = Client IP(DHCP Server) Please select the target operation on the left

Client IP(DHCPF Snooping)

Running Status =

Web CLI >

Client > Client IP(DHCP Server): Click to display the client IP list of AC.
Client > Client IP(DHCP Snooping): Click to display the DHCP Snooping bindings of AC.

Web CLI
SN:G1P21J000427C Background color: |l 1 ||
General = eb C Please select the target operation on the left

Connectivity

Running Status >

Chent

Command: | Send |

Web CLI: Enter the command to display AC’s information.

eWeb
Click DEVICE > AC > eWeb to access the AC eWeb.
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ALL v AC v [ Search Network O ]

| AC List (Click "SN" to view details)

{ Add ][ Web CLI ][ eWWeb ][ Upgrade ][ Mare ~ ] 0 Selected

Create the eWeb tunnel.

Tip X

() Succeeded to create the tunnel. eWeb
system is connected.

[f the browser can not access the eWeb system:

1. please allow the browser to pop up
windows.

2. please check if the proxy is turned on.

3. If the web configuration page does not
open automatically, please select either of the
following ways:

Open with Domain {(Recommended}

[ Open with IP ]

Wireless Controller

Wireless Control, Communication Everywhere

2 Please enter the username

‘ {5y Please enter the password

Forgot your password? Ehl g
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Upgrade
Click DEVICE > AC > Upgrade to upgrade the AC version.

ALL AC

| AC List (Click "SN" to view details)

‘ Add H Web CLI H eWWeb ‘ Upgrade H More = ‘ 0 Selected
Upgrade
(o]
Model: WS 3 Hardware Version: 122  Current Version: AC_RGOS X

| Select Firmware

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings v

- |

More
Click DEVICE > AC > Upgrade to perform the action: Reboot, Export, Delete.

ALL AC

| ACList (Click "SN" to view details)

(] (e ) o ] [oroms J[ e~ J| 13
Reboot
Status F SN
@ Online G1P21 Export 7
Delete

AC List
ALL v Q GMT+8.00)Asia/Hong_Kong | Manage Project ” Take over Network H Unbind Device
| ACList (Glick "SN" Auto Refresh a8 oRsR
‘ Add | Web CLI ‘ elWeb ‘ [ Upgrade More ~ | 0 Selected
Status . SN MAC Alias APISTA Management URL Egress IP Offline Time  Network  Model Firmware Version Description  Action
@ Online G1P21J000427C 300d.9¢77.6c04 Ac APISTA List 172.26.7.97 120.35.11.195 - AC WS6008  AC_RGOS 11.9(5)B1, Release(06240613) | Lates! Add i}
1 0. |1intotal

Status: Displays the current status of AC, online or offline.
S/N: Serial Number of the AC
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MAC: MAC address of AC.

Alias: Name of the AC.

AP/STA: Click to check the connected AP/STA list.
Management URL:The local eWeb IP address of the AC.
Egress IP: An IP address on the primary network interface communicating with the cloud
services.

Offline Time: AC last online time communicated with cloud.
Network: Project name of AC.

Model: Model type of AC.

Firmware Versions: AC existing firmware version.
Description: Click to edit the description of AC.

Action: Click the dustbin button to delete and remove the AC.

AC Details
Click the SN to view the AC’s details.

ALL ~ AC

| AC List (Click "SN" to view details)

‘ Add ‘ ‘ Web CLI ‘ ‘ eWWeb ‘ ‘ Upgrade ‘ More ~ ‘ 0 Selected
Status d SN MAC Alias APISTA
@ Online G1P2 ; 300d.5 ACTT APISTA List
Port Panel
‘ Web CLI H eWWeb H Telnet | More ~
i L ® & O @& *
Connected Disconnected Disabled PPPoE StaticlP DHCP PoE Power Error Copper SFP
1IMGNIT 2 3 4 5 5 7 g F aF

Displays the AC port type and status.
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Type: PPPoE, Static IP, DHCP, PoE, Power Error, Copper, SFP.
Status: Connect, Disconnect, Disabled.

Basic
Basic
Alias: ACT1 4
Model: WSs6008
SN: G1P2
MAC: 300d.¢
Firmware Version: AC_RGOS 11.9(5)B1, Release(06240613)
MGMT IP: 172.26.7.97
Description: '

Alias: Click the Pen to edit the alias of AC.

Model: Model of AC.

S/N: Serial Number of the AC

MAC : MAC address of AC.

MGMT IP: The local eWeb IP address of the AC.
Firmware Versions: AC existing firmware version.
Description: Click to edit the description of AC.

Overview
Overview Port Config Tunnel Description £
| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days

Online

e~ & S 1
0

Today~

Percentage (%) CPU

60 T
46~‘
20
)
0

Memory

]
~
-
3
2
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Last 24 Hours  Last7 Days
Client Summary Clients
20
15
10
&

04 . . T T T T ? G
24 25 26 27 28 [} 02 03 04

Log Record

Device Log Config Log

T - RS

Type Updated at Content

Ne Data

CPU & Memory Usage: Displays the last 5Smins of CPU and Memory usage.

Device Status: Display the model of AC.

Connectivity: Display the connection status between AC and ruijie cloud.

CPU/Memory Summary: The line of graph displays the CPU and memory usage within a
period of time. Frequency of time can be change.

Client Summary: The line of graph, displays the number of clients connected within a
period of time.

Log Record: Displays an activity log of the AC.

Device Log: Separated the operation log of the device.

Config Log: Separated the configure log of the device.

Port

Overview Port Config Tunnel Description £
| Speed Summary e o
Avg Speed(Mbps) Uplink Downlink
O.DS-|
0,04
O.Di—l
0.02+4
0.014
0- ¥ ; : v
11:36:3 3:21:43  15:06: 56 6:52:08 7:2) 20:22 22:074 23:52:58 8: 03:23:23  05:08:35 06:53:49 08:39:01  10:24:13
| Port
Port Name Admin Status 4 Status Duplex Mode Port Type VLAN PoE Status
Native Id: 1
o (100 ¥
Gi0M Enabled Connected(100M) Full-duplex Trunk Allowed Vian: 1-4094 Unsupported
Gi0i2 Enabled Disconnected Disconnected Access 1 Unsupported
Gi0r3 Enabled Disconnected Disconnacted Access 1 Unsupported
Gi0r4 Enabled Disconnected Disconnected Access 1 Unsupported

Gi0/5s Enabled Disconnected Disconnacted Access 1 Unsupported
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Speed Summary: Blue line displays average downlink speed; Green line displays average
uplink speed at a period of time.

Port Name: Indicate as the port interface number.

Admin Status: Displays the port settings: enabled or disabled.

Port Status: Port connection status: connected or disconnected.

Duplex Mode: Mode of the port interface.

Port Type : Displays the port type: trunk or access.

VLAN: Displays the VLAN ID of the port.

PoE Status: Displays the PoE status of the port.

Config
AC and AP backup file.

Overview  Port Config Tunnel Description: d
| Backup List
AC AP
‘ Download | ‘ Delete | | Compare ‘ o -
File Name File Size Time Mode MD5 Description Action
G1P21J000427C_1646267824662.txt 247 2022-03-03 08:37:04 Auto 33ce4f4296039bd6aa870fab7165d102 Add Detail
G1P21.J000427C_1646267823721 txt 6911 2022-03-03 08:37:01 Auto 99d6c67%f4ed41a739ac5e6646b94d07 Add Detail:
G1P21.J000427C_1646253424565 txt 247 2022-03-03 04:37:04 Auto 33ce4f4296039bd6aad70fab7 165d102 Add Detail:
G1P21.J000427C_1646253423693 txt 6911 2022-03-03 04:37:01 Auto 99d6c67%f4ed41a73%ac5e6646b94d07 Add Detail:
G1P21J000427C_1645239028152 ixt 247 2022-03-03 00:37:08 Auto 33cedf4296039bd6aad70fab7 165d102 Add Detail:
Overview Port Config Tunnel Hessipiean £
| Create Tunnel
Type[ Telnet v| ‘ Create Tunnel
| Tunnel List Local = Globa
If the tunnel is unavailable, please close the tunnel and re-create it. If the re-created tunnel is still unavailable, please contact us for
support.
£ 5
Type Host Port Destination Device Destination Port Expired at Status Action
eWeb 35186 B 18880 Local 80 2022-03-03 13:22 Connecting Disable Go
eWeb 35.18 1 Local 80 2022-02-14 17:45 Disabled Re-create
eWeb 35.186.. 3 1 Local 80 2022-02-14 14:11 Disabled Re-create

Tunnel Type: Select the tunnel type: Telnet or eWeb.

Host: Displays the tunnel IP address.

Port: Displays the tunnel port.

Expired at: Displays the tunnel expiration date and time.

Status: Displays the tunnel current status: connecting, creating, disabled.
Action: Re-perform an action to the tunnel : Disable, Go, Re-create.

5.3 Switch
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The Switch screen displays a list of switches managed by the Ruijie cloud.
ADD

Click DEVICE > Switch > ADD, enter the SN, Alias, and click OK to add a switch to the
network.

ALL testex | Search Networl
| Switch List
| Add || Web CLI H More = ‘ 0 Selected
Status g SN MAC Alias MGMT IP Egre:
Web CLI
Click DEVICE > Switch > Web CLI to enable the web CLI.
ALL testex | Search Networl 2 |
| Switch List
|. Add | | Maore = | 0 Selected
Status SN MAC Alias MGMT IP

Fl

Ruijie switch

Web CLI
SN
Connectivity = Running Config

Running Status = Startup Config
Web CLI . Log

Current Time

General > Version: Click to displays the version of switch.
General > Running Config: Click to displays the running configuration of switch.

General > Startup Config: Click to displays the startup configuration of switch.
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General > Log: Click to displays the syslog of switch.

General > Current Time: Click to displays the current system time of switch.

Web CLI

SN:G1

General > Interface IP Please select the target

Running Status > ARP
Web CLI - MAC
DNS

Route

Ping Tool

Connectivity > Interface IP: Click to displays the interface IP address of switch.
Connectivity > Interface status: Click to displays the interface status of switch.
Connectivity > ARP: Click to displays the ARP table of switch.

Connectivity > MAC: Click to displays the MAC table of switch.

Connectivity > DNS: Click to displays the DNS of switch.

Connectivity > Route: Click to displays the route of switch.

Connectivity > Ping Tool: Click to do the ping test.

Wehb CLI
SNl
CPU Please select the t:
Connectivity = Memory

Web CLI

Running Status > CPU: Click to displays the CPU status information of switch.

Running Status > Memory: Click to displays the memory information of switch.
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Web CLI
SN:G1
General = E Please select the 1
Connectivity =

Running Status >

Web CLI > Web CLI: Configure the AP with commands.
Reyee switch

Web CLI
SN:G1

= Version Please select the tarc
Connectivity > Log

Running Status >  Current Mode

Current Time

General > Version: Click to display the version of switch.
General > Log: Click to display the syslog of switch.
General > Current Mode: Click to display the current system information of switch.

General > Current Time: Click to display the current system time of switch.

Web CLI

SN:G1

Interface IP

Interface Status

Running Status > ARP

DNS
Route

Ping Tool
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Connectivity > Interface IP: Click to display the interface IP address of switch.
Connectivity > Interface status: Click to display the interface status of switch.
Connectivity > ARP: Click to display the ARP table of switch.

Connectivity > MAC: Click to display the MAC table of switch.

Connectivity > DNS: Click to display the DNS of switch.

Connectivity > Route: Click to display the route of switch.

Connectivity > Ping Tool: Click to do the ping test.

Web CLI
SN:C
Connectivity >

Running Status > Memory: Click to display the memory information of AP.

Delete
Click DEVICE > AP > More > Delete to delete the switch.
ALL testex ‘ Search Network ‘
| Switch List
‘ Add | ‘ Web CLI ‘ ‘ More - | 0 Selected
Move to
7 SN MAC Alias
Reboot
Reboot

Click DEVICE > AP > More > Reboot to restart the switch.



Ruijie Cloud Cookbook Monitoring Guidance

ALL testex Search Network &)
| Switch List
| Add | ‘ Web CLI || Maore = | 0 Selected
Move to
” SN MAC
Delete
Reboot

Switch List

ALL ‘ Search Networ 2 ‘ SMT+8:00)AsiaHong_Kong | Manage Project H Take over Network H Unbind Device

| Switch List AutoRefresh: @) & ¢ - ¥

‘ Add | ‘ Web CLI H More = ‘ 1 Selected [©]
Status g SN MAC Alias MGMT IP Egress IP Offline Time Network Model Firmware Version Description Action|
© Online CAPCO 7 ool 209G 1921681103 1203511195  2022-03-13 07:00:25  fer ES209GC-P ESW_1.0( SMN15)  Empty i
© Online G1PH % 30 12910-24G1 JP-H 172264248 172264248 2022-03-19 065807 11111 S2910-24GT4SFP-UP-H 529 RGOS 11.4(1)B70P1 111 0]

Status: Displays the current status of Switch, online or offline.

S/N: Serial Number of the Switch

Config Status: Handshake status between Switch and cloud services.
MAC : MAC address of Switch.

Alias: Name of the Switch.

MGMT IP: The local eWeb IP address of the Switch.

Egress IP : An IP address on the primary network interface communicating with the cloud
services.

Offline Time: The Switch last online time communicated with cloud.
Network: Project name of Switch.

Model: Model type of Switch.

Firmware Versions: Switch’s existing firmware version.

Description: Click to edit the description of Switch.

Action: Click the dustbin button to delete and remove the Switch.

Switch details
Click the SN to view the switch’s details.
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| Switch List AutoRefresh: @) & 2 31~ ¥
‘ Add H Web CLI H More + ‘OSelemed . N Q
Status Alias MGMT IP Egress IP Offline Time Network Model Firmware Version Description Actio
@ Oniine 7 2P 192.166.1103  120.35.11.195  2022-03-19 07:00:25  test123 E P 07200415)  Emoty
Switch Info
Switch Info
Alias: S291 -
Model: S2¢
SN: ¢
MAC: 300

Firmware Version: 529 RGOS 11.4(1)B70P1
MGMT IP: 172.26.4.248

Description: 111 #

Alias: Name of the Switch.

Model: Model type of Switch.

S/N: Serial Number of the Switch

MAC : MAC address of Switch.

Firmware Versions: Switch’s existing firmware version.
MGMT IP: The local eWeb IP address of the Switch.
Description: Click to edit the description of Switch.

Overview

| CPU & Memoary Usage | Connectivity

Last 1 Day Last 7 Days

CPU Memory

10:00 14:00 18:00 22:00 2:00 6:00

CPU : Displays the last 5Smins of CPU usage of the Switch.
Memory: Displays the last 5mins of memory usage of the Switch.

Connectivity:
Last 24 Hours: Displays the connectivity between switch and Ruijie cloud in past 24 hours.

Last 7 Days: Displays the connectivity between switch and Ruijie cloud in past 7 days.

Uplink & Speed Summary

| Uplink | Speed Summary ‘ G023 .,‘ oo
Port GioR3 S =
Avg Speed(Mbps) Uplink Downlink

Speed 1000M 2

15
Duplex Half-duplex ;
Uplink/Downlink Speed@ 12.47Kbps 88.31Kbps 05
UplinkDownlink Traffic@ 467 66KB4 3 23MB 11:00:30 13:20:31 1540:31 18:0031 20:2032 22:40:33 0100:34 03:20:37 054037 08:00:39 10:20:42
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Port: Indicate as port interface number.

Speed: Interface negotiation of the port speed.

Duplex: Interface negotiation of the port mode.

Uplink/Downlink Speed: Displays the uplink/downlink session bandwidth over the past 5
mins.

Uplink/Downlink Traffic: Displays the uplink/downlink total usage of bandwidth over the
past 5 mins.

Avg Speed: On the graph, Green line displays the uplink average connected speed; blue
line displays the downlink average connected speed.

Device Log

| Log Record

Device Log Configlog Portlog

T o v

Type 4 Updated at Content

Reboot 2022-03-19 17:14:11 Device restart
Online/Offline 2022-03-19 17:14:11 Device online
Online/Offline 2022-03-19 07:07:07 Device offline. The final time when it sends packets to Cloud is: 2022-03-19 06:56:07(It is an estimated value. The deviation is 1 minute.)
VLAN Change 2022-03-18 20:56:45 VLAN 40 is added to the device

Type: Displays the type of device log.
Updated at: Displays the time a log was created.

Content: Displays the details of device log.

Config Log

| Log Record

Device Log Config Log PortLog

9| Recent Log VH |—| | o N

Operation Type Started at Ended at Status Description Details

No Data

Operation Type: Displays the type of device log.
Start at: Displays the time which a log was started.
Ended at: Displays the time which a log was ended.
Status: Displays the status.

Description: Displays the description of log.

Details: Displays the details of device log

Port Log
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| Log Record

Device Log Configlog PortlLog

Porf

|| 2022-03-21 | O

Port Gi0/16: Port status is changed frem Down to Up;

Port Updated at Content

inf 03

LA 220 The system detects a change in the port information, and history update may be delayed
Gil/16 2022-03-21 10:50:03 Port Gi0/16: Port status is changed from Up to Down

Gi0i16 2022-03-21 10:47:03 Port Gi0/16: Port status is changed frem Down to Up

Port: Displays the port of device log.
Updated at: Displays the time a log was created.

Content: Displays the details of port log.

Port Settings

Overview Ports Config PoE Diagnose

| Port Settings
Admin Status Enabled hd Routed Port
Duplex Mode Auto-negotiation v Type
Speed .A;:tc V. VLAN ID
Description
PoE-Capable On v
Media Type Unsupported
| Save |

Description: 111 .#

Access v

1

Admin Status: Clicks to select the admin status.
Routed Port: Clicks to enable or disable the routed port.

Duplex Mode: Clicks to select the duplex mode of the port.

Type: Clicks to select the type of port: trunk or access.
Speed: Clicks to select the speed of the port.

VLAN ID: Enter the VLAN ID of the port.

Description: Click to edit the description of the port.
PoE-Capable: Clicks to enable or disable the PoE.
Media Type: Displays the media type of the port.

Port list
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| Port List
o
Port Admin Status P Status Duplex Mode Port Type u VLAN ID PoE Status 4 Action
GioH Enabled Disconnectad Disconnacted Access 1 Off
Gi0r2 Enabled Disconnected Disconnected Access 1 Off
Gi0/3 Enabled Disconnectad Disconnacted Access 1 Off
Gi0/4 Enabled Disconnected Discennected Access 1 Off
Gid/5 Disabled Disconnected Disconnected Access 1 Off
Gi0/6 Disabled Disconnected Disconnected Access 1 Off
Gi/7 Enabled Connected(1000M) Full-duplex Access 1 off
Gi0/g Enabled Discennected Disconnected Access 1 Off
Gi0/9 Enabled Disconnected Disconnected Trunk Al\ov.‘:daz‘vLZE :-4094 off
Gi0Mo Enabled Disconnected Disconnected Access 99 Off

Port: Indicate as port interface number.

Admin Status: Displays the port settings: enabled or disabled.
Port Status: Port connection status: connected or disconnected.
Duplex Mode: Status and Mode of the port interface.

Port Type: Displays the port type: trunk or access.

VLAN ID: Displays the VLAN ID of the port.

PoE Status: Displays the PoE status of the port.

VLAN List
VLAN list includes the VLAN ID and the correspondingly ports. You can add VLAN ID or
remove VLAN ID here.

Overview  Ports  Config  PoE  Diagnose e T

| VLAN List

| Add | < -

VLAN ID Port Action

1 Gi0N-9, Gi0/1, Gi0r13-28
6 Gi0/9, Gi/23
7 Gi0/9, Gi0i23
10 Gi0/9, Gi0/23 i
20 Gi0/9, GiD/23
28 Gi0/9, Gi0/23 m
30 Gi0/9, Gi0/23 i
a0 Gi0/9, Gi/23
99 Gi0/9-10, Gi0/23
199 Gi0/9, GiD/12, Gi0r23

SVI & DHCP
SVI & DHCP information includes VLAN ID, SVI and DHCP pool name. You can edit or
delete the SVI or DHCP configuration.



Ruijie Cloud Cookbook Monitoring Guidance

| SVI&DHCP

Please add the corresponding VLAN before adding the SVI port

| s | &
VLANID svI DHCP Pool Name Action
1 & Edit
199 192.168.199.1 VLan199 Edit Delete SVI Delete DHCP
DHCP Snooping

Enable DHCP Snooping Status, select ports and click Save. The uplink port is selected by
default if it is not the routed port. If the port connecting to the DHCP server is not an uplink
port, please select it manually.

| DHCP Snooping

DHCP Snooping Staus @)

Trust the selected ports (the uplink port is selected by default)

Selected Unselected Non-configurable Uplink Copper SFP

13 57 91 131517 1921 23

2 4 6 8 1012 14 16 18 20 22 24 25 26 27 28

‘ Select All H Deselect H Refresh |

| Save ‘ Please click Save after configuration

RLDP

Enable RLDP Status, select one or multiple ports, choose the troubleshooting method for a
loop, and click Save. The troubleshooting methods include Detection Disabled, Warning,
Block, Shutdown-port and Shutdown-SVI. If Warning is chosen, the Switch Loop alarm
should be enabled in the Alarm Settings page.

Type Status. m Thaeshol Emad Alarm.

[ ‘ ‘
= .

-« «
o -« -«
Dt - -
Sy [ [

| P -« ’1

Click Auto Config to enable the default configuration.
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| Loop Prevention (RLDP)
Loop Prevention Status [ ¢
- ] ]
| Auto Config ‘ Warmning Warning and Block Waming and Shutdown Shutdown $V| Unavailable Detection Disabled = Uplink Copper SFP
1 3 5 7 9FW 13 1517 19 21 23
(T T T T VT W TTTT]
FEVEEE RN NNNN
2 4 6 8 1012 14 16 18 20 22 24 25 26 27 28
priderinse e K . Select All | | Deselect | | Refresh |
Config Port:
Type: | Loop Detection v Troubleshooting: Shutdown-port v
‘ Save ‘

Configuration Backup List

The backup records include configuration file name, size, time, mode and MD5. Click
Current to display the current configuration. Click Backup to back up the current
configuration. Click Download to download the backup configuration. Click Restore to
restore the configuration. Click Delete to remove the backup configuration.

| Configuration Backup List

I Current ‘ ‘ Back up | ‘ Download ‘ | Restore | | Delete Compare | LS B

File Name File Size Time Mode MD5 Description Action
G1PH50H000338_ 1647684434222 453K 2022-03-19 18:07:00 Auto 250d9c3ffabb569d44f1b66a6 1ed62ed Empty, Details
G1PH50H000338_1647630586145 469K 2022-03-19 03:07-00 Auto 9c8f6f282ac19c9effid4761e0e31a36 Empty Details
G1PH50H000338_ 1647360544610 429K 2022-03-16 00:07-00 Auto 5daal4db2edd6928dabb1dbbabSc2709 Empty. Details
G1PH50H000338_1646885336391 411K 2022-03-10 12:07:00 Auta 9ac9cTacadib131e7albafdecb1034a2 Empty. Details
G1PH50H000338 1646856451708 413K 2022-03-10 04:07:00 Auto cf1d562b1aa5d3412f64b7143be6305a Empty, Details
G1PH50H000338_1646842022819 411K 2022-03-10 00:07:00 Auto 9ac9cTacadfb131e7a06afdech1034a2 Empty. Details
G1PH50H0D00338_1646827650083 404K 2022-03-09 20:07:01 Auto 42142ad26edc9c41798Tebca7aBd51ee Empty. Details
G1PH50H000338_1646813323355 401K 2022-03-09 16:07:00 Auto 7bc3abe3fed13f660e06e58474390422 Empty. Details
G1PH50H000338_1646798845608 3.97K 2022-03-09 12:07:00 Auto 9fc5e92d7bb0dd481524bbe57c745d34 Empty Detalls
G1PH50H000338 1646755658116 3.99K 2022-03-09 00:07-00 Auto 31c180408605b9dfabadfd98adfealcs Empty, Details

PoE Port List

PoE statistics are displayed above PoE Port List, including the total power, current power
and time.

PoE configuration includes the port, PoE-capable, PoE status, power, PD class and
description.
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Overview Ports Config PoE Diagnose Ebacreton St
| PoE Port List
Total Power:370.0 W, Current Power:0.0 W, Time-2022-03-21 11:18:50 o
Port PoE-capable PoE Status P Power PD class Description o
Gio/ Enable off oow NA
Gi0i2 Enable Off oow MNA
Gior3 Enable off oow NA
Gior4 Enable off oow NA
Giois Enable of oow NA
Giore Enable off oow NA
Gio? Enable of oow NA
Giore Enable off oow NA
Gio/s Enable Off oow NA
Gio/10 Enable off oow NA
1 of 3 Next Last 10~ |24intotal

Fault Diagnosis
There are two types of fault diagnosis: POE Power Supply and SFP Port. Select a port in
the panel, click Diagnose, and the diagnosis procedure is displayed as below.

Overview Ports Config PoE Diagnose Dezomiion mss

| Fault Diagnosis

Type POE Power Supply v |
Port
] [

Disabled Enabled Abnormal Mot Supporied Uplink Copper SFP
1 3 5 7 9 1 13 15 17 |8 21 23
T T 1T 1rrerrrrio-l
FWFFEE PRwEEw
2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

|[ Diagnose ]| ‘ Deep Diagnosis

Procedure History>>

13:25:38 Diagnosing...
13:25:32 Diagnosing

13:25:32 Port Gi0/19 Starting...

Click History, and the diagnosis history is displayed.

Overview Ports Config PoE Diagnose B it .~

| Fault Diagnosis

Type PoE Power Supply v |

Port

L] & =
Disabled Enabled Abnormal Not Supported Uplink Copper SFP

O
-4 EEE%ZZ 24 25 26 27 28

[ oi=anoc=e | | Deep Diagnosis l

Procedure History=>

13:25:49 Failed to get the procedure.
13:25:43 Diagnosing
=l 13:25:38 Diagnosing
13:25:22 Diagnosing...
13:25:32 Port Gi0/19 Starting
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Select a port in the panel, click Deep Diagnose, and click Diagnose in the PoE Diagnosis
page.

Normal diagnosis: The Cloud server delivers CLI commands to collect the switch
information, and the diagnosis occurs on the Cloud server.

Deep diagnosis: The diagnosis occurs on the switch, and the results are reported to the
Cloud server.

PoE Diagnosis

| Select Downfink Ports ‘ ‘ Dezelect | FINTWare Version. SZI_RGUS TT A T]BT0FT

MGMT IF: 172.26.6.90

Overview Ports  Config PoE  Diagnose Desciplion 4

| Fault Diagnosis

Type PoE Power Supply v |

Port

] &

Disabled Enabled Abnormal Mot Supported Uplink Copper SFP
135 7 91 13 15 17 19421 33
T T T T 71 ...d¥
2 4 6 8 1012 1416 18 20 22 24 25 26 27 28

| Diagnose | |[ Deep Diagnosis ]

5.4 Gateway

The Gateway screen displays a list of gateways managed by the Ruijie cloud.

Add Gateway
Click Add, enter the SN, Alias and Password, and click OK to add a gateway to the
network.
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ALL ~ | Search Metwork X
| Gateway List HNew firmware available for 2 devices
I Add I | Web CLI | | eWeb | | More - 0 Selected
Add >
=i Alias
Password
Ok || Close
* Note:

A network can have only one gateway.

Web CLI
Select one device in the Gateway List, and click Web CLI. The Web CLI dialog box is

displayed, and device information can be queried via the menus in this dialog box. The
menus vary with the products.

| Gateway List MNew firmware available for 2 devices

‘ Add ‘ | Web CLI I ‘ eWeb ‘ ‘ Mare - ‘ 0 Selected

Reyee Gateway Web CLI
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Web CLI

Version Please select the target operation on the left
Connectivity > Log
Running Status >  Current Mode
Current Time

Client kS

WLAN >

General > Version: Click to displays the version of Gateway.

General > Log: Click to displays the syslog of Gateway.

General > Current Mode:

General > Current Time: Click to displays the current system time of Gateway.

Web CLI

SN s

General > Interface IP Please select the target operation on the left
Interface Status

Running Status > ARP

Client - DNS

WLAN . Route

Ping Tool

Connectivity > Interface IP: Click to display the interface IP address of Gateway.
Connectivity > Interface status: Click to display the interface status of Gateway.
Connectivity > ARP: Click to display the ARP table of Gateway.

Connectivity > DNS: Click to display the DNS of Gateway.

Connectivity > Route: Click to display the route of Gateway.

Connectivity > Ping Tool: Click to do the ping test.

Web CLI

SN, T
General > Memory Please select the target operation on the left

Connectivity

Client

WLAN

Running Status > Memory: Click to display the interface status of Gateway.
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Web CLI

SN T ranenn

General > Associated Client Please select the target operation on the left
Connectivity = Client IP(DHCP Server)

Running Status >

WLAN

Client > Associated Client: Click to display the connected wireless users of Gateway.
Client > Client IP(DHCP Server): Click to display the client IP allocated by DHCP server of
Gateway.

Client > Client IP(DHCP Snooping): Click to display the client IP allocated by DHCP

server after gateway enables the DHCP Snooping function.
* Note:
Only EG105GW which supports WiFi protocol has this section.

Web CLI

SN:H1PH745119402

General = MBSS Please select the target operation on the left
Connectivity =
Running Status =

Client =

WLAN > MBSSID: Click to displays the bssid of each VLAN.
* Note:
Only EG105GW which support WiFi protocol has this section.

Ruijie Gateway Web CLI Function
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Web CLI

SN nmm e

Version Please select the target operation on the left
Connecivity > Running Coniig
Running Status >  Starlup Config
Client > Log

Web CLI 2 Current Time

General > Version: Click to display the version of Gateway.

General > Running Config: Click to display the running configuration of Gateway.
General > Startup Config: Click to display the startup configuration of Gateway.
General > Log: Click to displays the syslog of Gateway.

General > Current Time: Click to display the current system time of Gateway.

Web CLI

g

General > Interface P Please select the target operation on the left
Interface Status

Rumning Status > ARP

O3

Client b

ooy s !

Fing Toal

Connectivity > Interface IP: Click to display the interface IP address of Gateway.
Connectivity > Interface status: Click to display the interface status of Gateway.
Connectivity > ARP: Click to display the ARP table of Gateway.

Connectivity > MAC: Click to display the MAC table of Gateway.

Connectivity > DNS: Click to display the DNS of Gateway.

Connectivity > Route: Click to display the route of Gateway.

Connectivity > Ping Tool: Click to do the ping test.
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Web CLI
= CPU Please select the target operation on the left
Connectivity = Memory
Client -
Web CLI =

Running Status > CPU: Click to display the CPU usage of Gateway.

Running Status > Memory: Click to display the memory usage of Gateway.

Web CLI

SN

General = Client IP(DHCP Server) Please select the target operation on the left
Connectivity > Client IP(DHCF Snooping}

Running Status >

Web CLI >

Client > Client IP(DHCP Server): Click to display the client IP allocated by DHCP server of
Gateway.

Client > Client IP(DHCP Snooping): Click to display the client IP allocated by DHCP
server after gateway enables DHCP Snooping function.

Web CLI

General > WebCL Please select the target operation on the left

Connectivity

Running Status >

Client

Web CLI > Web CLI: Click to displays the interface IP address of Gateway.

In addition, in the command entry box, the Tab key and question mark (?) both can
complete a command.
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eWeb

Click eWeb to open the eWeb system in a new window.

| Gateway List Mew firmware available for 2 devices

aao | [(wevcw |[om

eb ‘ Mare = ‘ 0 Selected

More

Do more functions with Gateway.

Move to

Monitoring Guidance

Select one device in the Gateway List, click More > Move to, select the new project and

click OK.

| Gateway List New firmware available for 2 devices

| Ada || webcu || ewep \m 0 Selected
Move to
status ::L (el
g Reboot
@ online H1P601 0P 1722
& Online wipHz  Delete cw 1921
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Select Project X
| Q]
fa]
= @ Root

g M1111111111111

& 1111111111

g AC_Group

e RyeeNetwork1_Auto
g hrhdfgf

e aedfdfd

g test214

Training

g VPNtest

3]

T3]

e luo
gy PPSKtest_Auto
g Cloud_Auth_Test Auto2
g test123_Auto3
# h testbackup

W
o | I

Reboot
Select one or multiple devices in the Gateway List, and click More > Reboot and click OK.

| Gateway List New firmware available for 2 devices

‘ Add H Web CL| H eWeb H More = | O Selected
Move to
status : s MGM1
Reboot
@ Oniine stml Li 172.26 4
@ Oniine HipH7: Lelete GW 192168,

Message x

Are you sure you want to reboot the device?

- Ea

Delete
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Select one or multiple devices in the Gateway List, click More > Delete and click OK.

| Gateway List New firmware available for 2 devices

‘ Add | Web CLI | | eWeb ‘ More ~ | O Selected
Move to
Status 4 1 5 MGRH
@ online H1PB01 Reboot 0-P 1722
& online HipHz| Delete GW 19216
Message x

Are you sure you want to delete?

Unauthorized Gateway List:

Before a gateway authorized into the network, it is shown under the Unauthorized
Gateway List.

If it failed to authorize, you can click Re-authorize from the Action column to re-enter the
password to re-authenticate the device.

| Unauthorized Gateway List Q52
Note: The gateway is displayed in the Unauthorized Gateway List when it has not gone online en Cloud yet or the password authentication fails.

SN Alias Status Network Added at Action

HIQHBRLO45754 testEG No password. Please enter the password. ap_oniine 2022-03-06 2155:11 Re-authorize D

e[ 1 o 5 : == Mntota\n

Message *

Enter the password of admin account of eWeb
system

KB - |

Gateway List:
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The Search function supports fuzzy queries based on SN, alias and description.

| Gateway List New firmware available for 2 devices Auto Refresh: @) O

‘ Add H wen LI ‘ ‘ ewen ‘ ‘ ore = ‘ 0 Selected ‘ Q
satis sn Alias MGHT IP MAC Egress 1P Network Firmware Version Offine Time Model Description  Action
@ online =l EG2100-P 172.265.195 3000.9¢710c86 1203511105 EG2100 EG_RGOS 119(1)B1183, Release(07242723 2022-012114:4107 EG2100P  Emply 1]
@ oniine s EG1056W 192.188.111.1 3000 9ee7 2915 1203511195 festi23 Reyee0S 155.1915 20220302 04:53.07 EGI0SGW  Empt 0]
@ online BEAGLOISTE RigeEG 172.265.128 £C09.7017.393¢ 1203511195 RouterRAP Reyee0S 1.55.1914 - EGI05G-P  Empty 1]

Status: Displays the current status of Gateway, online or offline.

S/N: Serial Number of the Gateway.

Config Status: Handshake status between Gateway and cloud services.
MAC : MAC address of Gateway.

Alias: Name of the Gateway.

MGMT IP: The local eWeb IP address of the Gateway.

Egress IP: An IP address on the primary network interface communicating with the cloud
services.

Network: Project name of Gateway.

Firmware Versions: Gateway’s existing firmware version.

Offline Time: Gateway last online time communicated with cloud.
Model: Model type of Gateway.

Description: Click to edit the description of Gateway.

Action: Click the dustbin button to delete and remove the Gateway.

EG details
Click the SN to view the Gateway’s details.

Reyee Gateway details

Click the SN in the Gateway List to open the details page of a single device. The page
displays detailed device information, including the router info, device status, device config,
and log record .

| Gateway List New firmware available for 2 devices Auto Refresh: @ ) & 2 51~
‘ Add ‘ | Web CLI ‘ ‘ eweh | ‘ More ~ ‘ 0 Selected Q
Status SN Alias MGMTIP MAC Egress IP Network Firmware Version Offline Time Model  Description Action
@ oniine BT, EG2100-P 172265195  3000.9e710c86  120.35.11.195 EG2100 EG_RGOS 11.9(1)B1153. Release(07242723) 2022-03-1113:112:37  EG2100-P  Empty i}
@ Online 5GW 172265237  3000.9ee7.€915  120.35.11.195 festi23 ReyeeOS 1.55.1915 2022-03-0204:6307  EG105GW  Emply i}
@ online 172265253  c0bB.e635283c  120.35.11.195 Cloud_Auth_Test  ReyeeOS 1.56.1325 2022-01-27 16:06:07  EG105G-P  Empty T
@ offiine St ruijieEG 172264253  300d.9e7e.fda7 1121116098 111 EG_RGOS 11.9(1)B1183 Release(07242723) 2021-09-08 19:0107  EG2100-P  Emply i)
) Offline _iTutTicdsTen  ReyeeEG 172265128 ecb97017.393e 1203511185  Rouler RAP ReyeeOS 1.56.1325 2022-03-10 09:13:07  EG105G-P  Emply i}

1

10« |5 in total

Router Info
Gateway information includes the alias, model, SN and other information. Alias and
Description can be edited.
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| Router Info

Alias: EG105GW # SN:  H1PH745119402 MAC: 300d.9ee7.e915
Management IP:  192.168.111.1 Type: EG105GW Sync:  Synchronized
Hardware Version: 1.10 Operation Mode: Route Actual Master Device: H1PH745119402

Firmware Version: Reyee0S 1.55.1915

Description: ¢

SSID RAP22, PPSKiesttime, TestNAT, test!, [T department, L2TP-Client

Alia: Name of the Gateway.

S/N: Serial Number of the Gateway.

MAC : MAC address of Gateway.

Management IP: The local eWeb IP address of the Gateway.

Type: Model of Gateway.

Sync: Handshake status between Gateway and cloud services.
Hardware Version: Displays hardware batch version of Gateway.
Operation Mode: Displays current mode of the Gateway.

Actual Master Device: Displays the master device in Gateway network.
Firmware Versions: Gateway’s existing firmware version.

Offline Time: Gateway last online time communicated with cloud.
Model: Model type of Gateway.

Description: Click to edit the description of Gateway.

SSID: Displays the SSID Link from the WiFi capable device.

* Note:

The SSID section only displays on WiFi-supported device, such as EG105GW.

Device Status
Device status includes the memory usage, CPU usage and the flash usage.

| Device Status

Memory Usage CPU Usage Flash Usage

Connectivity

Connectivity refers to the connectivity (online status) between Gateway and Cloud Service
within a period (24 hours or 7 days).
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11:00 15:00 19:00 23:00 3:00 7:00

Device Config
You can configure certain functions of the device on the cloud.

Web CLI
The Web CLI function you can use to query the corresponding device information.
| Device Config
| Web CLI I I eWeb J l SSH I | Tunnel J [ Reboot J { Cloud Portal Auth .
eWeb
To connect into your local Gateway via remote access.
| Device Config
l Web CLI ]l eWeb | \ SSH l[ Tunnel J| Reboot |l Cloud Portal Auth .
SSH

Click to perform a SSH tunnel to the device with other tools (e.g. PuTTY).

| Device Config

‘ Web CLI J{ eWeb | I SSH |[ Tunnel || Reboot || Cloud Portal Auth

Message x

() Creation succeeded. Please log in
with other tools (e.g. PuTTY).

Host: 35.186.146.18
Port: 10136
Expired at: 2022-03-11 14:39

If the tunnel cannot be used, please retry
it.

* Note:
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Reyee device can’'t support SSH function, only R&D can use this feature for further
troubleshooting.

Tunnel
Click Tunnel to create different types of tunnel such as SSH, eWeb or you can create a
custom tunnel through an intermediary device for access.

| Device Config

| Web CLI || eWeb | | S5H || Tunnel |‘ Reboot H Cloud Portal Auth

Tunnel (SN: HIPH745119402)

| Create Tunnel

Type| Custom v| Dest. Device: *  Dest Port:| 80 0‘ Create Tunnel |

You can see the tunnel you created in the Tunnel List.

'5. Global |

| Tunnel List < 8-

Type Host Port Destination Device Destination Port Expired at status Action

ssH 35186 146 18 10136 Local = 2022-03-11 14:39 Connecting Disable Go
eweb 35186146 18 10281 Local 80 2022-03-10 22:58 Disabled Re-create
eweb 35186.146 18 10280 Local 80 2022-03-10 13:32 Disabled Re-create
eweb 35186146 18 10340 Local 80 2022-03-10 04:10 Disabled Re-create
eweb 35186146 18 10394 Local 80 2022-03-10 0025 Disabled Re-create
eweb 35186146 18 10396 Local 80 2022-03-09 22°42 Disabled Re-create
eweb 35186.146 18 10267 Local 80 2022-03-00 1246 Disabled Re-create
eweb 35186146 18 10304 Local 80 2022-03-08 2316 Disabled Re-create
eweb 35186146 18 10296 Local 80 2022-03-08 1812 Disabled Re-create
eWeb 35186146 18 10174 Local 20 2022-03-08 1510 Disabled Re-create

. ey ot (10~ )37tintotal

* Note:
When you create a custom tunnel, the device should be able to access the intermediary
device.

Reboot
Click Reboot to reboot the device.

| Device Config

Web CLI |‘ eWeb | | SSH || Tunnel |I Reboot || Cloud Portal Auth

Cloud Portal Auth
Reyee EG devices support Cloud portal authentication, including one-click, voucher,
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account, SMS (integrated with Twilio) authentications.

| Device Config

| Web CLI H eWeb ‘ | SSH || Tunnel H Reboot ‘IC\Oud Portal Auth

Network Topology

Rtiijie Cloud

Reyee gateway

POE switch

Configuration Steps
Enable the Auth, configure the Auth IP/Range, seamless and choose the portal
template.

| Cloud Portal Auth {_Only supported on P50 and higher versions | -

Note
1. The Voucher/Account portal authentication on gateway does not support speed limit and flow quota limit that defined on profile
2. The Voucher/Account portal authentication on gateway does not support flow usage display.

3. Only One-click/Voucher/Account/SMS authentications are supported on the gateway (Facebook auth is not supported)
Auth @K After you enable Cloud Portal Auth, it will be synced to the Reyee EG automatically
Portal Escape @ @
Auth IP/Range 192.168.110.250 +

Seamless Online @

User Offline Detection {_ only supported on P56 and higher versions |

Please select a portal or add a new portal

test 645

© Voucher Login

Access Code

Auth: After you enable Cloud Portal Auth, it will be synched to the Reyee EG automatically
Portal Escape: The new client can go online without authentication and access the Internet
directly.
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Auth IP/Range: Add the authentication IP range for authentication.If the IP address of the
EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC
address to the MAC address whitelist.

Seamless Online: Users only need to pass authentication once. If they want to go online
again, authentication is not required. After users go online, they do not need to log in again
in the specified period.

User Offline Detection: Detect automatically if the user is offline. This function only
supported on P56 and higher version.

* Note:

1. The cloud portal auth function only supported on P50 and higher versions of Reyee
Gateway.

2. The Voucher/Account portal authentication on gateway does not support speed limit and
flow quota limit that defined on profile.

3. The Voucher/Account portal authentication on gateway does not support flow usage
display.

4. Only One-click/Voucher/Account/SMS authentications are supported on the gateway
(Facebook auth is not supported).

Configuration Verfication
Cloud will sync the configuration to Reyee Gateway

Ruijie | Rcycc ‘ test123 > EG105GW [Viaster English v QRuijie Cloud &gDownload App 4 Network Setup @ Network Check piWamn [SLog Ot

Hostname: EG105GW SN: HIPH745119402 IP: 172.265.237
B O Reboot
@ Online Clients ©EG105GW MAC: 30:0D:9E:E7:E9:15

Cloud Auth Whitelist Online Users

Ruijie Cloud supports voucher authentication, local account authentication, SMS authentication and one-click authentication. Please log into Ruijie Cloud to enable authentication. View @

22 Network If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC address whitelist.
Authentication @D
* Server Type Cloud Integration
* Auth Server URL | portal.ruijienetworks.com

Client Escape Enable

* IP/IP Range 192.168.110.250

What should | do if | fail to pop-up the portal page?

1) Confirm whether the client has obtained the IP address, if not, check whether the
network configuration is correct.

2) Check whether the DNS is correct, try to configure the common DNS: 8.8.8.8.

3) Open the browser, manually enter http://1.1.1.1 to check whether the portal page is
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popped up.
4) Disable pop-up blocking. The browser may be set to block pop-ups so as to save data
and prevent you from seeing any annoying ads when you visit website.

{ Settings Safari

SEARLUM

Search Engine Baidu
Search Engine Suggestions \ |
Safari Suggestions L
Quick Website Search On

Preload Top Hit )

About Safari Search & Privacy.

GENERAL

AutoFill

Frequently Visited Sites @,

Favorites Favorites

Block Pop-ups

Downloads iCloud Drive

TABS

Show Tab Bar ¥
_—

Show Icons in Tabs ,; )

Open Links n New Tab

5) If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for
assistance: Ruijie Support

What should | do if | fail to do the voucher authentication?

1) Check whether the EG configuration is delivered successfully.

2) Check the failure prompts. Common failures include incorrect account and password,
account expiration and traffic overdue. You can check the account status on the Ruijie
Cloud.


https://www.ruijienetworks.com/rita
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3) If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for
assistance: Ruijie Support

What can | do if the voucher code has expired but it still can be used?
1) Check whether the voucher has expired.

2) Go to Ruijie cloud and enable the User Offline Detection.

| Cloud Portal Auth ¢ Only supported on P50 and higher versions
Mote
1 ucher/Ac a 1 On gate - and floy 3 t define ile

e ucher/Ac a e 1 Oon ga I age dis

1 e 1er/A mnvs = authe (= e gate F e auth is not sup o

&
6 146-192 +
Seamless Online @ [ ¢ v
jser Offiine Detection E Jnly supported on P56 and higher versions

3) Check the EG version, this feature only supported on P56 or higher version.

4) Try to disconnect and reconnect to WiFi and check whether the internet can be
accessed can access or not.

5) If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for
assistance: Ruijie Support

What can | do if the voucher data usage exceeded but it can still be used?

The voucher portal authentication on Reyee EG does not support flow quota limit that
defined on profile.

Why can't | see the Facebook auth option on the authentication page?

Only One-click/Voucher/Account/SMS authentications are supported on the gateway
(Facebook auth is not supported).

Why the speed limit policy configured on voucher does not take effect?

The voucher portal authentication on Reyee EG does not support speed limit that defined
on profile. you need to configure the speed limit policy on EG.


https://www.ruijienetworks.com/rita
https://www.ruijienetworks.com/rita
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Ruijie Cloud various captive portal authentication solutions difference?

Refer to this link:
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=1826

IPTV

IPTV/VLAN

Click IPTV, support configuring the VLAN type of IPTV/IP Phone: the WAN port supports
multiple VLAN tags.

| 1PTV

IPTV/VLAN IPTV/IGMP

& & & ;
WAN LAN Disconnected Disabled PPPoE Stalic IP DHCP Copper SFP

LaNZ LANIWENT

LAND Lan AN

LAN2

VLAN Type IPTV v

VLAN ID

‘ Save ‘

* Note:
You can only select a LAN port (Not supported on the first LAN port).

IPTV/IIGMP
Click IGMP to enable IGMP function.

| 1PTV

IPTV/VLAN IPTV/IIGMP

IGMP Enable [ ¢

Dynamic DNS

Automatically update your DNS host each time when its public IP address changes. Please
first register an account in either of the DDNS providers: Noip (www.noip.com) and Dyndns
(account.dyn.com).

* Note:



https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=1826
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The Dynamic DNS function only supported configuring on cloud on P56 and higher
versions of Reyee Gateway.

Ruijie DDNS

Ruijie DDNS | No-IP DynDNS
Service Interface | wan0 v|*
Username | H
Password | e | ®
Domain | *
‘ Save ‘ ‘ Reset ‘
* Note:

This is a Beta version, and the domain name will take effect in 1-5 minutes.
No-IP

| Dynamic DNS @

Ruijie DONS ™| No-IP | DynDNS

Service Interface ‘ wan0 v ‘ =

Username ‘

Password ‘ -

Domain ‘ ‘

\ Save | I Reset |

DynDNS

Ruijie DDNS =2 No-iP [ DynDNs

Service Interface ‘ wan0 v

Username ‘

Password ‘ e

Domain ‘

‘ Save ‘ ‘ Reset ‘
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Speed Summary
Speed summary includes the uplink/downlink speed summary over the past 24 hours or the

past 7days.

Last 7 days

| Speed Summary @

Uplink Downlink
Avg Speed (Mbps)

0.8

2022-03-10 11:30:00 2022-03-10 15:30:00 2022-03-10 19:30:00 2022-03-10 23:30:00 2022-03-11 03:30:00 2022-03-11 07:30:00

Radio List

Radio list includes the information of both radios, including RF type, channel, power,
channel width (MHz) and channel usage.

* Note:

Only EG105GW which support WiFi protocol has this section.

| Radio List o B
RF Type Channel Power Channel Width (MHz) Channel Usage
5G 40 1% 80 7%
24G 1 1% 20 65%
User List

User list includes the information of all users, including IP address, MAC address, SSID
name, RSSI, AP alias, band, traffic (MB), device manufacturer, user online time and offline
time.

* Note:

Only EG105GW which support WiFi protocol has this section.

| User List O om.
IP MAC §SID RSS! AP Alias Band Traffic(MB) Manufacturer Online Time Offline Time
No Data
o B i 3 [ 10. |Dintotal

Configuration Backup List
The backup records include configuration file name, size, time, mode and MD5.
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| Configuration Backup List < B3
‘ Back up ‘ ‘ Download | | Restore ‘ Delete ‘ 0 Selected

File Name File Size Time Mode MDS Description Action
H1PTATCO01746_1646987464446 tar 50.72K 2022-03-11 16:31:02 Auto 367e822682517ee747d39e9d70ed51e07 Empty Details
H1PTATCO01746_1646843464991 tar 9.14K 2022-03-10 00:31:.02 Auto c1dfeb2b5a0dd165354190ba3fide21e Empty Details
H1PTATCO01746_1646742667705 tar 89.48K 2022-03-08 20:31:02 Auto 028bea7a923b2eb312ac63be370fhad2 Empty Details
H1PTATCO01746_1646497868355 tar 46.49K 2022-03-06 00:31:03 Auto 17220b761fa09beb868baf29chd6dds4 Empty Details
H1PTATCO01746 1646483465682 far 5.04K 2022-03-05 20:31:03 Auto b8b30ecdad56a684foeffice039689ab Empty Details
H1PTATC001746 1643193124881 tar 63 44K 2022-01-26 18:32:01 Auto 881114 1b661a328a4767dd4a5334aeas Empty Details
H1PTATCO01746_1643020326040 tar 21.50K 2022-01-24 18:32:03 Auto €0875e61c2b37c4413c862d14d613cha Empty Details
H1PTATCO01746_1642689124379 tar 59.76K 2022-01-20 22:32:02 Auto aed70071e8daddc70ead9a1922401124 Empty Details
H1PTATCO01746_1642645923274 tar 17.39K 2022-01-20 10:32:02 Auto 1397b71494432154d6777d8d1b2137ca Empty Details
H1PTATCO01746_1642602737178 tar 146.46K 2022-01-19 22:32:12 Auto a20196e2a4622ce991af3cc0eedll3fe Empty Details

1 [Blor3 Next Last [ 10- |27intotal

Select one record, and click Backup to back up the current configuration.
Select one record, and click Download to download the configuration file.
Select one record, and click Restore to restore the current configuration.
Select one or multiple records, and click Delete to delete the backup record.

Log Record

Log Record > Device Log

The device log records the historical operations, including online/offline, restart, upgrade,
and VLAN change, and supports queries based on log type and time.

Log Record

10 «

Al ¥ | o -
Type i Updated at Content .
Upgrade 2022-03-05 20:43:44 Device version from ReyeeOS 1.56.1306 to version ReyeeOS 1.56 1325
Reboot 2022-03-05 20:43:43 Device restart
Online/Offline: 2022-03-05 19:20:34 Device online

_\ 3 in fotal

Log Record > Config Log

The config log records the historical configuration delivery, and supports queries based on
status
time.

and



Ruijie Cloud Cookbook

Monitoring Guidance

Log Record

Device Log | Config Log

q Recent Log

v||

)| -

Operation Type Started at Ended at Status
+ Update EasyNetwork wireless config 2022-03-10 09:19  2022-03-10 09:19  Succeeded
+ Update EasyNetwork wireless config 2022-03-1009:18  2022-03-1009:19  Succeeded
4+ Delete wireless blacklistwhitelist based on SSID  2022-03-00 21:41  2022-03-0021:42  Succeeded

<

Description Details
Config: Cloud_Auth_Test Auto Generated: ...
Config: Cloud Auth_Test Auto Generated; ...
Group: Cloud_Auth_TestDelete the blacklist/..
>

Last 10« | 3 in total

Ruijie Gateway details

Click the SN in the Gateway List to open the details page of a single device. The page

displays detailed device information, including the
ports, config, POE and diagnosis.

port panel, basic information, overview,

Search Network QU l

| Gateway List New firmare available for 2 devices

=

veu || e H liore + | 0 Selected

00)AsiaHong_Kang

Take over Network ‘

Manage Project Unbind Device l

AutoRefresh: @) © 2

EXTYTT T

Status . SN Alias MGMT IP MAC Egress [P Network Firmware Viersion Offline Time Model Description  Action
@ online H1PIS s on | EG2100-F 172.26.5.195 3000.9e7.0c86 1203611195 EG2100 EG_RGOS 11.9(1)B1133, Release(07242723 2022-01-21 14:41:07 EG2100-P  Emply ]
@ online Hi EGA056W 192.168.1111 300d 9se7 8815 1203541195  fest23 Reyee0S 1551915 2022-03-02 04:53:07 EG1056W  Emply ]
@ online Hi g~ RyseEG 172265128 echa 7017393 1203511195  Rouer RAP Reyee05 1551914 EG105G-P  Emply o

Port Panel
The port panel imitates the actual
speed.

gateway panel, displaying the

port type, status and

& & ]
WAN LAN Disconnected Disabled

D & %
PPPoE Static IP DHCP PoE Abnormal Copper SFP

LANZ

-

LANS

-

LANS

=

@%

z
:

LANZ

Basic Info
Gateway information the
information. Alias and Description can be edited.

includes

alias,

model, SN and other
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Basic

Alias: EG2100-P #
Model: EG2100-P

SN R o g
MAC: 300d 9e71.0c86

Firmware Version: EG RGOS 11.9(1)B1153, Release(0724

5723)
MGMT IP: 172 26.5 195
Description: d

Overview > CPU & Memory Usage
CPU & Memory Usage includes the CPU usage, memory usage of gateway.

| CPU & Memory Usage

Overview > Device Status
Device Status includes the online status, online clients and sessions.

| Device Status

Stiatus Online

Overview > Connectivity
Connectivity refers to the connectivity (online status) between Gateway and Cloud Service
within a period (24 hours or 7 days).
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| Connectivity Last 24 Hours  Last 7 Days

21:00 1:00 5:00 9:00 13:00 17:00

Overview > Speed Summary

Speed summary includes the uplink/downlink speed summary over the past 24 hours
based on the day.

2022-03-11 Speed Summary

. (- Uplink ~()- Downlink
Maximum Speed(Mbps)

015+

014

“d |ttt ﬂ
i A H ““ﬁ:a] {

T
0 2 4 6 8 10 12 14— 16 18 20 22

Hour

Overview > Client Summary

Client summary includes the client number over the past 24 hours based on the day.
2022-03-11 Client Summary

Clients
8-

Hour

Overview > CPU/Memory Summary

CPU/Memory summary includes the CPU/Memory percentage over the past 24 hours
based on the day.
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202 J/Me Summary
CPU Memory
Percentage (%)
90+
60
204
N
0 T ‘ T T ; ‘ y T He
0 2 4 6 8 0 12 14 16 18 20 22

Overview > Session Summary
Session summary includes the session number over the past 24 hours based on the day.

Session
40 4

304

20 44

Hour

Overview > Top 10 Applications by Traffic
Top 10 applications by traffic displays the top 10 applications ranked by traffic.

| Top 10 Applications by Traffic
No. Application Traffic
1 HTTP-BROWSE 380.00 bps + /248.00 bps
2 CAPWAP 139.00 bps + /1.04 Kbps
3 UDP-COMMUTE 54.00 bps + /54.00 bps
4 SYN_ACK 41.00 bps + /78.00 bps
5 DNS 38.00 bps + /21.00 bps
6 OTHER-UDP 2700 bps + /25.00 bps
7 HTTPS 0.00 bps + /0.00 bps
8 TencentGame 0.00 bps + /0.00 bps

Overview > Top 10 Users by Traffic
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Top 10 users by Traffic displays the top 10 users ranked by traffic.

| Top 10 Users by Traffic

Na Usermame Traffic
1 10.10.1.2 487.00 bps + /373.00 bps
2 10.10.1.85 139.00 bps + /1.04 Kbps
3 10.10.1.18 27.00 bps + /25.00 bps
4 10.10.1.9 27.00 bps + /29.00 bps

Overview > Log Record

Config Log

The device log records the historical operations, including online/offline, restart, upgrade,
and VLAN change, and supports queries based on log type and time.

Log Record

T - R

Type 4 Updated at Content
Online/Cifling 2022-03-11 13:14:24 Device online
Online/Offline 2022-03-11 13:14:07 Device offline. The final time when it sends packets to Cloud is: 2022-03-11 13:12:37(It is an estimated value. The deviation is 1 minute.)
Onling/Cfline 2022-03-11 10:43:42 Device First connect to Cloud or Cloud address change
Qnling/Cifline 2022-03-11 10:41.51 Device First conneci fo Cloud or Cloud address change

Online/Offline 2022-03-11 10:34:57 Device First connect to Cloud or Cloud address change

Reboot 2022-03-10 14:26:34 Device restart
Reboot 2022-02-28 10:02:17 Device restart
Reboot 2022-02-21 21:34:01 Device restart

1 of 1 e | as [ 0. 8 in total

Port Log
The config log records the historical configuration delivery, and supports queries based on
status and time.

Log Record

Device Log  Config Log

0: Recent Log v:‘ ‘ | I l RE L S

Operation Type Started at Ended at Status Description Details

Mo Data

0 et as 10. |0intotal

WAN
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The WAN page displays the information of WAN port including Gi0/0 and Gi0/1.

Speed Summary

Basic: Displays the basic information of the EG WAN port including its IP address, subnet

mask and descrption.
Speed Summary: Displays the real-time uplink/downlink speed of the EG WAN port.

Port Status: Displays the status of the EG WAN port.

LAN
The LAN page displays the information of LAN port including LAN2 to LANY.

| Port LANZ  ~ | (T
Switch Port (LAN 2) Subinterface (Gi0/2)
Duplex ki Name P VLAN
Speed: 1000M Giorz.1 10.10.10.1 10
] Gi0/2 11 192.168.11.1 19
Routed Port (Gi0/2)
i i G214 192,168,114 14
GiD/2.20 192.168.20.1 20
Supnet Mask: 255 255 2550 ‘
_— LAN 2 LAN 3 LAN GI0/2.30 192.168.30.1 0
4LANB.LAN 8.LAN T Gio26 192.168.6.1 g
DESCI’IDUOHZ == g
0« |6intotal

Switch Port: Displays the switch port information including duplex and speed.

Route Port: Displays the routed port information including IP address, subnet mask of the
main interface, included LAN ports and description.

Subinterface: Displays the IP address and encapsulated VLAN of the subinterface.

Config > Configuration Backup List
The backup records include configuration file name, size, time, mode and MD5.
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| Configuration Backup List

| Back up || Download H Restore

‘ | Delete | | Compare ‘
File Name File Size Time
H1P601K00584A 1646456536379 45.61K 2022-03-05 13:02:00
H1PB01K00584A 1646382725813 44 30K 2022-03-04 16:32:00
H1PE01KO0584A 1646216767665 44 23K 2022-03-02 18:26:01
H1PE01KO0584A_ 1646119266249 43.25K 2022-03-01 15:20:02
H1PE01KO0584A_1646116029916 43 29K 2022-03-01 14:27:01
H1P601K00584A_ 1646052197392 43.07K 2022-02-26 20:43:09
H1P601K00584A 1646031119560 43.06K 2022-02-28 14:51:50
H1PB01K00584A 1646013907448 44 39K 2022-02-28 10:04:00
H1PE01KO0584A 1645866606067 46 79K 2022-02-26 17:10:02
H1PE01KOD584A_ 1645609687944 46.76K 2022-02-23 17:48:00

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Next

MD5

a5e430121307496047e5513756895502

529c0d8af0a540d9aibei836r5146a9¢c

bb241¢72880aad9a79212e2e12131451

bEedb7d98e552c443d48ambE2e118fe8

1279014c348a2b1978cd23a519267b1

f3add9cal475i81de163556b69503b24

€73d0c81731630b1be28442e034e91b8

€69bbdc0aaef0429be30e4cio0625d8a

8b37008d6ffafc 5256Taea806dccEf6a

b&1a6dc2bccb8e663509ad16e4ddbice

Last

Description Action

Details
Details
Details
Details
Details
Details
Details
Details
Details

Details

10 |30in total

Click Current to display the current configuration. Click Backup in the Config
Details page to back up the current configuration.

Config Details

Building configuration_
Current configuration: 47933 bytes

hostname EG2100-P

I

wilan-config 1 RJ_D0584A
ssid-code utf-8

tunnel local

I

ap-group default
interface-mapping 1 1 ap-wlan-id 1
!

ap-config all

version EG_RGOS 11.9(1)B1153, Release(07242723)

v
4

==

Select one record, and click Download to download the configuration file.

Select one record, and click Restore to restore the current configuration.

Select one or multiple records, and click Delete to delete the backup record.

Select two records, and click Compare to compare the differences.

Compare

H1P601KO0584A_1646382725813.txt

H1P601K00584A_1646456536379.txt

Description can be edited. Click

configuration.

Details in the Action column to check the backup
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Description
| 1 - KN

afb8f83815146a0c Details

POE

PoE statistics are displayed in PoE Port List, including the port, physical port, PoE-capable,
PoE status, power and PD class.

* Note:

The POE section only displays on the device that support POE function, such as
EG2100-P.

Port Physical Port PoE-capable PoE Status Power PD class
porto GiD/o Disable off 00w Unknown
port1 LAN 1 Enable off 00w Unknown
port2 LAN 2 Enable on aow 3
port3 LAN 3 Enable oft 0.0W Unknown
port4 LAN 4 Enable on 35w 3
ports LAN 5 Enable ort 00w Unknown
porté LAN B Enable on 32w 3
port7 LANT Enable on 32w 3
1 [&]or Las [ 10. |8intotal
Alarm

Click Alarm to set different alarm rules of threshold/port status/packet loss speed types.

Threshold
You can set the threshold of uplink/downlink bandwidth and how often to send the alarms.

| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here
Type Rule
Threshold @ Egress Channel Width

REMOTE_CONF_1 Uplink Channel Width 1000 ' M Downlink Channel Width 1000 M
REMOTE_CONF_11 Uplink Channel Width 1000 ' M Downlink Channel Width 1000 M

If the bandwidth exceeds 80 % of threshold for 5 times, the alarm is sent

Click click here. to configure alarm settings
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| Alarm Settings

Device offline alarm
Device goes online/offline frequently

All device offiine

Channel utiization

Device configuration changes

System indicator (CPU, memory usage, etc.) beyond threshold
Switch loop

Switch port status.

Switch PoE exception

Switch Port uplink/downlink rate beyond threshold

Switch port has no traffic

Switch port traffic beyond threshold

Switch port high packet loss rate

Switch port duplex mode

Switch port rate

Switch PoE is disrupted

IP camera may be offine

Reyee network detected a new device

Network loop occurs.

Status

Alarm Threshold Email Alarm

s @

Click click here. to apply the configuration to other devices.

Batch Application

Copy Configuration

Threshaold Port Status/Packet Loss Speed

Apply to
SN MAC
H1PE0TKO0584A 300d 9e71.0c86
H1PH745110402 300d.9ee7.6915
H1PTATCO01746 c0b8 635 283¢
H1PB01K009418 300d 9e7e f4a7

H1QHERLO4578C ecb9.7017.393e

First Previous Page | 1 [£lof1 Next Last

Alias
EG2100-P
EG105GW
EG105G-P

ruijieEG

ReyeeEG

Q|

Description

[ 10« |5intotal

OK ‘ Cancel |

Port Status/Packet Loss Speed

Enable Test, enter an IP address or domain name to do ping test and set how often to send

the alarms.

Port Status/Packet Loss Speed Test @

Domain or IP Address www.baidu.com
If the Ping test failed for 3 times, the alarm is sent.

% of threshold for 3

Cancel

If the packet loss speed exceeds 50

Save

times in 5 mins, the alarm is sent.

Tunnel

Click Tunnel to create different types of tunnel such as Telnet, SSH, eWeb or you can

create a custom tunnel through an intermediary device for access.
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| Create Tunnel

Type: [ Telnet v| [ Create Tunnel ‘

You can see the tunnel you created in the Tunnel List..

| Tunnel List
Type Host Port
elieb 35.186.146.18 10213
eWeb 35.186.146.18 10343
elfieb 35.186.146.18 10164
eWeb 35.186.146.18 10328
elieb 35.186.146.18 10242
eWeb 35.186.146.18 10178
elieb 35.186.146.18 10265
eWeb 35.186.146.18 10190
elieb 35.186.146.18 10274
eWeb 35.186.146.18 10104

Destination Device

101042

172.26.4.248

Local

Local

172.26.4.248

172.26.4.243

172.26.4.243

172.26.4.248

172.26.4.248

172.26.4.243

Destination Port

80

a0

a0

&0

80

&0

a0

&0

80

&0

MNext

Last

Expired at
2022-03-11 20:48
2022-03-11 17:26
2022-03-11 17:02
2022-03-09 14:41
2022-03-08 13:30
2022-03-07 23:38
2022-03-07 2338
2022-03-07 23:38
2022-03-07 23:38

2022-03-07 23:38

Status

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

0. |366 in total

©

Action
Re-creale

Re-creale

Re-creale

Re-creale

Re-creale

Re-creale

Re-creale

Re-creale

Re-creale

Re-creale

5.5 Home Router

Select MONITORING > DEVICE to display the devices page, and select a network on the

top to filter devices.

The Home Router List contains all displayed information of home routers on Cloud, which

refreshes every minute and supports clients to enable/disable the auto-refresh function.

Add

| Home Router List (Click "SN" to view details)

Add Web CLI ] Upgrade H More ~ ] 0 Selected
e Basic 7 RF 7 Model
Online Slatus‘ SN Sync i Alias
@ online ) Syncec

MAC Management P  EgressIP  Clients

5

1

Network

Firmware Version

ReyeeOS 1.77.1321 | Latest

Auto Refresh: < B

Last Offline

Model Description: m

EW1200G-PRO  Add E%

10 & 1 in total @

Add

Download and fill in the device information in the template.Up to 500 records can be imported each time.

Add: It indicates to add new home routers to the device list by clicking the Add.
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| Home Router List

Auto Refresh: o B~
m Web CLI ‘ Upgrade H More ~ ‘ 1 Selected Q
@ Basic RF Model
Online Status | SN sync Alias MAC ManagementIP  EgressIP  Clients Network Firmware Version Last Offline Model Description Action
Oniine 0 1 ReyeeOS 1.77.1821 EW12006-PRO  Tnisisaceseripion 1
| | 1in total §

Web CLI: Enter the web CLI of the selected device in the Home Router List, the web CLI is

shown as the picture.

Running Status >  Current Mode

Client ~ Current Time

Web CLI
SN. Background color: |l Il (] | Clea |
Version Please select the target operation on the left
Connectivity > Log

SN: Displays the serial number of this device.

General: Displays the common information of this device, including Version, Log, Current

Mode and Current Time.

General > Version: Displays the version information of this device.

General > Log: Displays all log information uploaded from this device on Cloud.
General > Current Mode: It displays some work status information of this device.
General > Current Time: It displays the current time of this device.

Web CLI

SN:§

General = Interface IP
Interface Status
Running Status > ARP

Client >  DNs

Route

Ping Tool

Please select the target operation on the left

Background color: [l [l [
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Connectivity: Displays the connection information of this device, including Interface IP,
Interface Status, ARP, DNS, Route and Ping Tool.

Connectivity > Interface IP and Interface Status: Displays the physical interface
information of this device.

Connectivity > ARP: Displays the learned ARP entries on this device.

Connectivity > DNS: Displays the local DNS information on this device.

Connectivity > Route: Displays the learned Route entries on this device.

Connectivity > Ping Tool: It can be used to detect the network connectivity of this device.

| Home Router List (Click "SN" to view details Auto Refresh S By
m ‘ Web CLI ‘ | More ~ ‘ 0 Selected as a ]
@Basc (ORF (O Model
Online Status 4 SN Sync 4 Alias MAC Management IP Egress IP Clients Network Firmware Version Last Offline Model Description Action
@onine  GIPHST7000360 Synced  ReyeeHomeRouler  cObB.e621.49fd 172265104 1203511195 1 RyeeNetworki Aulo  ReyeeOS 177.1321 | Laies . EW12006-PRO  Tnisisacescrpion 11 g
e - = [ 0. )1intotal &

Upgrade: Upgrade the selected device in the Home Router List to upgrade its firmware,
here is the upgrade page.

Upgrade
Model: Hardware Version: Current Version
Upgrade Version 4 Firmware Details ‘ Select Firmware ‘
Upgrade Device: 1
Scheduled Upgrade
Advanced Settings
Select Firmware
Cloud Firmware Private Firmware
Selected Cloud Firmware: ReyeeOS 1.77.1321,EW_3.0(1)B11P77 Release(09132116) NG G S ‘
Firmware Version File Size (MB) Applicable Model Released at Release Note
@&  ReyeeOs 1771321 9.50 EW1200G-PRO:1.00,EW1200G-PROT.XGE 2022-01-27 19:10:43
1 Las | 10 - | 1 in total
I oK | ‘ Cancel

Select Firmware: Click the Select Firmware to select the firmware to be upgraded, the
firmware can be a version that exists on the cloud or manually uploaded by yourself
(Private Firmware).
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Upgrade x
Start Upgrade [ cancel I
Model: E PRC Hardware Version Current Version: eeC 7 21 o
Upgrade Version: ReyeeOS 1.77 1321 Firmware Details -

[ oocramms |

Released at: 2022-0 2

Release Note

Upgrade Device: 1

Scheduled Upgrade
Advanced Settings

Start Upgrade [ Cancel |

After selecting the firmware, and clicking OK, the release information of firmware would be
displayed in the Firmware Details of the upgrade page.

Upgrade x

o JRE

Model: -PRO Hardware Version Current Version € S 32 x

Upgrade Version: ReyeeOS 1.77.1321 Firmware Details ‘ Select Firmware |

Upgrade Device: 1

Scheduled Upgrade

Begin Date: | 2022/03/03 Time Range to

Advanced Settings -

Max Retry Times

= (]

Scheduled Upgrade: It indicates to customize the time to upgrade this firmware.

Upgrade *

I )

Model: EW1200G-PR Hardware Version Current Version: ReyeeOS 1.7 321 *

Upgrade Version: Reyee0S 177 1321 Firmware Details | Select Firmware J

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings ~

Max Retry Times: |5
.
2
3 —
5]
T
8
9
10

Max Retry Times: It indicates the times to upgrade to this firmware when the previous
upgrade process failed.
More
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| Home Router List (Click "SN" to view details)

[ Web CLI | ‘ Upgrade H More ~ ‘l 1 Selected

Auto Refresh: < n-¥

- - Move to
@Basic (ORF () Model
Delete
Online Status s Export | Alias MAC ManagementIP  EgressIP  Clients Network Firmware Version Last Offiine Model Description Action
@onine  GiPHE7, Reboot ReyeeHomeRouter  c0b8.621.49fd 172265104 1203511195 1  RyeeNetworki Auto  Reyee0S177.1321  Latest - EW1200G-PRO  Thisisadescription [

Page | 1 of 1 ext 10« 1 in total

More: Displays other operations for a device in the Home Router List, including Move to,
Delete, Export and Reboot.

More > Move to: Indicates to move the selected devices into another project of this
account on Cloud. Here is the page when after clicking that button.

J?uq"l—e" MONITORING ~ CONFIGURATION  MAINTENANCE
Select Project

DASHBOARD

| Home Router List = @ Root

E

© REPORT

Network Firmwars Version Last Offiine Model Description Action

EW1200G-PRO

<]
' Be e Fe Be Be B Be B @ Be B Be Be

=] abcdefg@11l.co.xls A

More > Delete: Indicates to delete this device from Cloud.

.R‘uy.le ] D MONITORING CONFIGURATION MAINTENANCE

ALL Secrch M o & DOpAsiaitang_K Hanage Froject || Take over Network || Untind Device
@ DASHBOARD
& TOPOLOGY | Home Router List N 10 viow det Auto Refresh ke
& ALARM n‘ — wore = | 1 Selected
® REFORT Move to

& Basic RE Ieodet

Delete
B e, 4 - T i . I ————

= DpeEVICE B @owne Gicnap Reboot 8 = 1 ReyeeOS 177.1321 1 EW1200G-PRO  Thisisa

1. 1in total

(&

£, CAMERA

A CLIENT

= lLeonxls A smam X

More > Export: Indicates to export all contents in Home Router List to a .xIs file. The
below picture shows the exported results in this file.
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I e T EE—— B — ——
More > Reboot: Indicates to reboot the selected devices with online status on Cloud.
. .
Home Router List Details
| Home Router List K "SN ew details Auto Refresh o 8 o3
m‘ Web CLI H Upgrade H More ~ | 0 Selected € Q
@ Basic RF Mode!
Online Status d SN Sync 4 Alias MAC ManagememvP EgrassJP Clients Network Firmware Version Last Offline Model DES:FIPIJO]’\ Action
@ online 2 3 i 3 1 Reyee0S 1.77.1321 | Latest = EW1200G-PRO  This is a description (U |
= ]
7 [ 10« J1intetal {
i

Basic: It indicates to display the basic information of this device including the online/offline
status, SN, MAC, alias, management IP & public IP, offline time, network, model, firmware
version and description.

Online Status: Displays the current status of the device on Cloud, including Online,
Offline and Not online yet.

SN: Displays the serial number of the device.

Sync: Displays the configuration sync status of the device, including Synchronizing,
Synchronized and Synchronize Failed.

Alias: Displays the customized description for this device.

MAC: Displays the mac address of this device.

Management IP: Displays the management IP of this device.

Egress IP: Displays the egress IP of the network this device is on.

Clients: Displays the clients currently connected to this device.

Networks: Displays the network this device is on.

Firmware Version: Displays the current firmware version of this device.

Last Offline: Displays the last time when this device is offline from the cloud, if the device
has never been offline, then it will display *-'.

Model: Displays the exact model of this device.

Description: Displays the description for this device.

Action: It indicates to delete this device from Cloud.

| Home Router List (Click "SN" to view details Auto Refresh RS LR

m‘ Web CLI H Upgrade || More ~ ‘ 0 Selected &

Basic @RF Model

Online status SN syne Alias RF1(Channel/Power) ~ RF 1(Channel Usage)  RF 2(Channel/Power)  RF 2 (Channel Usage) ~ RF 3(ChannelPower)  RF 3 (Channel Usage) Action

@ oniine 1 7/100 @) 157/100 (19) E (I

_ —]
] t [ 10- Jtintotal (=t

o
RF: It indicates to display the basic information of this device including the online/offline




Ruijie Cloud Cookbook Monitoring Guidance

status, SN, MAC, Alias, Radio Frequency settings and Action.

RF 1 (Channel/Power): Displays radio 1(2.4G) channel and its power.
RF 1 (Channel Usage): Displays the current channel usage of radio 1.
RF 2 (Channel/Power): Displays radio 2(5G) channel and its power.
RF 2 (Channel Usage): Displays the current channel usage of radio 2.
RF 3 (Channel/Power): Displays radio 3(5G) channel and its power.
RF 3 (Channel Usage): Displays the current channel usage of radio 3.

| Home Router List (Click "SN" to view details Auto Refresh < B-¥
| Web CLI || Upgrade || More ~ ‘ 0 Selected SN, alias and descri (&)
Basic RF @ Model
Online Status 4 SN Syne 4 Alias Firmware Version Mode! Action
@ onine Syncer ReyeeOS 1.77.1321 | Latest EW12006-PRO 0
ge | 1 0 e [ 10 Jtintotal [;*j

Model: It indicates to display the basic information of this device including the
Online/Offline status, SN, Sync status, Alias, Firmware Version, Model and Action.
Home router device details

| Home Router List (Click "SN" to view details Auto Refresh o monz
‘ Web CLI H Upgrade || More ~ | 1 Selected 3 as and descripion Q.
® Basic RF Mode!
Online Status i SN Sync 4 Alias MAC Management IP Egress IP Clients Network Firmware Version Last Offline Model Description Action
@onine  [GiEHE7 i ReyeeHomeRouter 1 Reyee0S 177.1321  Lates - EW12006-PRO  Inissadescripion [ g
1 of [ 10~ Jtintotal [;_:

Click the SN of a device with online status to check its detailed information, shown in the
below picture.

MONITORING ~ GONFIGLIE

=
=
-]

0
Oﬁ
-]

14:00 18:00 FrEg 00 600 10:00
| Dioge

The device information page includes Router info, Status, Connectivity, Diagnose, IPTV,
Dynamic DNS, Speed Summary, Radio List, User List and Log content.
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Router info

| Router Info
Alias: ReyeeHomeRouter # SN: MAC
Management |P: e Type: EW1200G-PRO Sync: Synchronized

Hardware Version: 1.00 Operation Mode: Route Actual Master Device
Firmware Version: Reyee0$8 1.77.1321
Description: This is a description #

SSID qwert

Alias, SN, MAC, Management IP, Type, Sync, Firmware Version and Description indicates
the same meaning of Home Router List Detail.

Hardware version: Indicates the current hardware version of this device, which is the
same as the information in the back of this device.

Operation Mode: Indicates the current work mode of this device, including Router, Access
Point, Wireless Repeater and WISP mode.

Actual Master Device: Indicates the master of Reyee Self-Organizing Network (SON), if
only one router is in the network, then the device is the master.

SSID: Displays the SSID is broadcasted by this device now.

Status

| Status

& Online Memory Usage CPU Usage Alarm: 0
@ Online Clients: 0
@ Weak Signal Clients: 0 ° e

Online: Displays all online clients and the number of clients with a weak signal.
Memory Usage: Displays the current memory usage of this device.

CPU Usage: Displays the current CPU usage of this device.

Alarm: Displays the number of alarms detected by Cloud for this device

Connectivity

| Connectivity Last 24 Hours [IES S AT

2-24 2-25 2-26 2-27 2-28 3-01 3-02

Last 24 Hours/Last 7 days: Displays the connectivity status between this device and
Cloud, duration with gray means device offline from Cloud and duration with green means
the device online on Cloud.
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Diagnose

| Diagnose

It indicates methods to access this device, including Web CLI, eWeb, SSH and Tunnel.

Web CLI: Enter the web CLI of this device, the web CLI is shown as the picture.

Web CLI
SN Background color: [l Il [ \ Clear
Version Please select the target operation on the left
Connectivity > Log

Running Status >  Current Mode

Client Current Time:

eWeb: Indicates enter the web of this device.

SSH: Indicates to create SSH tunnel to enter device (Reyee devices currently don’t support
this).

Tunnel: Displays all tunnel information to access the device, it supports clients to
create/re-create/disable tunnels in the list, shown in the below picture.

Tunnel (sN

| Create Tunnel

o =

Type Host Port Destination Device Destination Port Expired at status Action
SsH 10379 Local - 2022-03-03 1624 Connecting
eweb 10398 Local 80 Connecting
eweb 10344 Local 80 Disabled
eWeb 10350 Local 80 2022-03-02 22:39 Disabled
eweb 10302 Local 80 2022-03-02 17:50 Disabled
eweb 10385 Local 80 2022-02-28 12:36 Disabled
eWeb 10333 Local 80 2022-02-28 12:35 Abnormal
eweb 10107 Local 80 2022-02-26 18:39 Disabled
eweb 10209 Local 80 2022.02-24 01:30 Disabled
eweb 10302 Local 80 20220223 21:19 Disabled

1 Next Last 10 - | 114 in total

Type: Displays the tunnel types, including SSH, eWeb and undefined. Undefined tunnel
supports to take this device as the host to create a specific tunnel to access local another
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| Create Tunnel

Type:l undefined

vJ Dest. Device:

P v | Dest. Port:

80

@ | Create Tunnel

Local: Displays all tunnels created on this device.
Global: Displays all tunnels created on this project, shown in the below picture.

| Tunnel List

SN

Service

Web

SSH

Web

Web

Web

Web

Web

Web

Web

Web

Host

Port

10166

10379

10398

10349

10344

10299

10226

10223

10218

10122

Destination Device

192 168.10 87

Local

Local

192 168.10 87

Local

Local

Local

Local

Local

10.10.1.106

1

Destination Port Expired

80 2022-03-03 19:15

2022-03-03 18:24
80 2022-03-03 17:53
80 2022-03-03 16:13
80 2022-03-03 16:01
80 2022-03-03 14:59
80 2022-03-03 13:22
80 2022-03-03 13:05
80 2022-03-03 13:03
80 2022-03-03 01:46

Next Last

Status o
Connecting
Connecting
Connecting
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

10«

@

L8

Action

Disable

‘(D ‘G:
ol

Disable

Disable

‘G)
o

Re-create

Re-create

Re-create
Re-create

Re-create

Re-create

Re-create

| 1803 in total

Host: Displays the IP address of a host.
Port: Displays the port number of this tunnel.
Destination Device: Displays the destination of the tunnel, local means this device itself.

Expired: Displays the time when this tunnel expired.
Status: Displays the status of the tunnel, including Connecting, Disabled and Abnormal.
Action: Supports to disable/re-create tunnel and access device by a tunnel.

IPTV

| IPTV

IPTVVLAN  IPTVIIGMP

WAN LAN Disconnected Disabled

P &
PPPoE  Stati

i} ()]

O ¥
ic|IP DHCP PoE Abnormal Copper SFP

WaN 2 2 1

LAN3

VLAN Type

‘ Save |

Internet

It indicates checking and configuring the IPTV feature on this device.

IPTV/VLAN: Displays the port panel and indicates to configure the VLAN of IPTV/IP Phone.
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The WAN port supports multiple VLAN tags (Note: the device version should be ReyeeOS
1.55.xxxx or higher).

E & D & *

&k & [ ] P :
oE Static|IP DHCP PoE Abnormal Copper SFP

WAN LAN Disconnected Disabled PP
WAN 3 2 1

The port panel imitates the actual device panel to display the port type and status.

IPTVIVLAN IPTV/IIGMP

& & ] f [ ¥ %
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnommal Copper SFP
WAN 3 2 t
LAN2
VLAN Type Internet v
IPTV
| Save | IP Phone
IPTV/VLAN IPTV/IGMP
& & P 3 D & %
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP

ok

O Please select a LAN port (Not supported on the
first LAN port).

| Dynamic DNS @

Because IPTV/VLAN is not supported on the first LAN port, it needs to select LAN 2 or Lan
3 port in the port panel to configure the VLAN type (including the Internet, IPTV and IP
Phone).

| IPTV

IPTV/VLAN IPTV/IGMP

IGMP Enable «

@ Succeeded to apply

IPTV/IGMP: indicates to enable the IGMP on this device.

IPTV
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Automatically update your DNS
host each time when its public IP
address changes. Please first
register an account in either of the
DDNS providers: Noip

(www.noip.com) and Dyndns
(account.dyn.com).

| Dynamic DNS @

No-IP DynDNS

Service Interface wan0 ~ |
Username

Password |
Domain

Save Reset ‘

It indicates to configure Dynamic DNS on this device by inputting Service Interface,
Username, Password and Domain. Dynamic DNS supports automatically updating the local
DNS host each time when its public IP address has changed. It currently only supports Noip
and Dyndns these two DDNS providers.

Service interface: It only supports the wan port of a device.

Username and Password: Indicates the username and password of the registered
account of Noip and Dyndns.

Save: Indicates to save all settings for Dynamic DNS.

Reset: Indicates to delete all settings for Dynamic DNS.

Speed Summary

Last 24 Hours: The point represents the
average speed every 10 mins.
I Speed Summary a ast 7 Days: The point represents the Last 24 B HELT e

average speed every day.

Avg Speed (Mbps)

003 I
0.02
0.01 4
0 . . .
2022-03-02 21:20:00 2022-03-03 01:20:00 2022-03-03 05:20:00 2022-03-03 09:20:00 2022-03-03 13:20:00 2022-03-03 17:20:00

It supports viewing the router speed statistics in the last 24 hours or the last 7 days, and the
green and blue curve represents respectively the uplink and downlink speed data. When
choosing the Last 24 Hours, the point in this diagram represents the average speed every
10 mins.
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Avg Speed (Mbps)
0.08
0.07
0.06
0.05
0.04
0.03
0.02 4o
0.01 <{
04

2022-03-02 21:20:00

Uplink

Downlink

2022-03-03 01:20:00

2022-03-03 05:20:00

g
2022-03-03 09:20:00

Last 24 Hours Last 7 days

)00

2022-03-03 17:20:00

When choosing the Last 7 days, the point in this diagram represents the average speed

every day, shown in the below picture.

| Traffic Summary @ Last 24 Hours m
- Uplink Traffic Downlink Traffic
Traffic {MB)
400,
-
300 h‘“*—*{-‘.;.‘__
e B N——
e —_— e e 2 >
200 ot
2022-03-04 e
100 @ Downlink Traffic : 249.567 f,f’gf
@ Uplink Traffic : 7.794 = — 1
2022-03-01 2022-03-02 2022-03-03 2022-03-04 2022-03-05 2022-03-06 2022-03-07
Radio List
| Radio List o .
RF Type Channel Power Channel Width (MHz) Channel Usage
56 157 100% 80 16%
246 7 100% 40 15%

It indicates to display the radios information of this device, including FR type, Channel,

Power, Channel Width and Channel Usage for 2.4G and 5G.

User List

| User List

P MAC

192 168.110.147

SSID
testssid

testssid

RSSI

=71

-50

AP Alias
ReyeeHomeRouter

ReyesHomeRouter

1

Band
5G

5G

Traffic(MB)
0.000

0.317

Manufacturer

Online Time Offline Time
2022-03-08 14:32:58
2022-03-08 14:28:23

[ 10 |2 intotal

It indicates to display the information of the wireless clients who connect to this device,

including IP address, MAC address, SSID, RSSI, device Alias, Band, Traffic Manufacturer,
Online Time and Offline Time.

Log
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Device Log Config Log

T o

Type i Updated at Content
Online/Offline 2022-02-25 11:36:17 Device goes online for the first time
Online/Offline 2022-02-25 11:19:09 Device online
Online/Offline 2022-02-23 22:49:07 Device offline. The final time when it sends packets to Cloud is: 2022-02-23 19:40:07(lt is an estimated value. The deviation is 1 minute.)
Online/Offline 2022-02-14 11:22:23 Device goes online for the first time

Upgrade 2022-02-02 11:17:23 Device version from ReyeeOS 1.55.1915 to version ReyeeOS 1.77 1321

Reboot 2022-02-02 11:17:23 Device restart

1 of1 [ 10« ]6intotal

Device Log:The Device Log records the historical device status change information,
including online/offline, reboot, VLAN change, port information change and upgrade
records, and supports queries based on the log type and period.

Type: It includes online/offline, reboot, VLAN change, port information change and upgrade
records.

Updated at: Shows the time when this log appeared.

Content: Displays the detailed content of logs.

Config log

Device Log Config Log

G){ History Log vl I 2022/03/02 14:28 3 ‘ \ 2022/03/08 14:28:51 @ ‘m o 0~

Operation Type Started at Ended at Status i Description Details

4+  Update EasyNetwork wireless config  2022-03-08 14:28  2022-03-03 1428 Succeeded  Config: RyeeNetwork1_Auto_Auto Generated;...

1 of =t [ 10« |tintotal

The Config Log records the historical operations for this device, including Operation Type,
the time when this operation starts and ends, Status, Description and Details. It supports
clients to search recent logs and history logs by selecting the time range.

Device Log Config Log

q History Log v|| 2022/03/02 14:28 & | 2022/03/08 14:28:51 ; |m o -

Ended  R€CENt Log

Operation Type Started at Description Details

4
4  Update EasyNetwork wireless config  2022-03-08 14:28  2022-03-08 14:28  Succeeded  Config- RyeeNetwork1_Auto_Auto Generated;...

5.6 Bridge

Add

Select MONITORING > DEVICE > Bridge to display the Wireless Bridge List.

Click the Add button to add devices to this project, you can select to add devices to this
project by entering SN in the cloud or by uploading a batch template file.
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MONITORING C

‘ONFIGURATION

Downioad and fill in the device information in the template Up to 500 records can be imported each time
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& Davie Clos [;
(%)
Entering SN in the cloud
Click the Add a Device button to add devices to this project:
Add X

Add a Device

Upload Template File l Download Template

Download and fill in the device information in the template Up to 500 records can be imported each time.

Close

Fill in the SN and Alias

of the devices:
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Add

sy

2SN|

38N|

Batch Import

A!iasl EST310 ID
A]ias| | ]
Alias | | i +

| Wireless Bridge List (Click "SN" to view details)

Oniine Status SN sync

Alias
4

© Oniine

EST310

MAC

3000.9246.d3a6

Management IP

192.168.110.41

Egress IP

120.35.11.195

Network

EST

Firmware Version

AP_3.0(1)B2P28 Release(07220919) | Lafest

Page | 1

Last Offline

Model

EST310

Description ~ Action

Adg o

10 1in total

Add devices by uploading a batch template file.
Click the Download Template button to download batch template file for this project:

Ruiie £

MONITORING

CONFIGURATION MAINIENAN

Downioad

and fill in the device information
sl

in the template Up to 500 records can be imported each time

Fill in the SN and Alias of the devices and save it.

A | B

i
THOES ESTi
B e EST?

2
3
4 |

c

D

Click the Upload Template File button to upload batch template file for this project:
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Add

Download and fill in the device information in the template Up to 500 records can be imported each time.

Upload Template File

Download Template

Add a Device

Close

Select the edited template file and click the Import button:

Add

Download and fill in the device information in the template Up to 500 records can be imported each time.

EST 79941 template.xls

Import
Add a Device Close
| Wireless Bridge List (Click "SN" to view details) Auto Refresh: @ & 3%
WebCLI || Upgrade || More ~ ] 0 Selected
Online Status 4 SN sync i Alias MAC Management IP Egress IP Network Firmware Version Last Offline Model Description  Action
@ oniine EST1  3004.9ed6.d3a6 192.168.110.41 120.35.11.195  EST AP_3.0(1)B2P235 Release(07220919) ' Latest EST310  Add ]
@ Never Online EST2 EST Add m
Page| 1 10~ J2intotal

Tick the device and click the Web CLI button to enter the Web CLI interface:



Ruijie Cloud Cookbook Monitoring Guidance

Web CLI
SN
Version Please select the target operation on the left
Connectivity > Log
Running Status >  Curent Moce

Current Time

General > Version: Click to displays the version of Bridge.

General > Log: Click to displays the syslog of Bridge.

General > Current Mode: Click to displays the current mode of Bridge.
General > Current Time: Click to displays the current system time of Bridge.

Web CLI

SN

General > Interface IP Please select the target operation on the left
Interface Status

Running Status > ARP
DNS
Route
Ping Too

Connectivity > Interface IP: Click to displays the interface IP address of Bridge.
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Connectivity > Interface Status: Click to displays the interface status of Bridge.
Connectivity > ARP: Click to displays the ARP table of Bridge.

Connectivity > DNS: Click to displays the DNS of Bridge.

Connectivity > Route: Click to displays the route of Bridge.

Connectivity > Ping Tool: Click to do the ping test.

Web CLI
SN
General > Memary Please select the target operation on the left
Connectivity >

Running Status > Memory: Click to displays the memory information of Bridge.

Move to
Select one device in the Wireless Bridge List, click More > Move to, select the new
project and click OK.

| Wireless Bridge List : AutoRefresh: @ & 32~
n [ wevou || uporace | [ moraw | 1 Selected
, ,
Online Status P Sync i Alias MAC Managemen! it 1P Egress IP Network Firmware Version Last Offline Model Description  Action
& online Delete TETD 300d.9ed6.d3a6 182.168.110 41 120.35.11.195 EST AP_3.0(1)B2P28 Release(07220019)  Lates EST310  Add ]
Never Onii Export Waitng EST2 EST Add 0}
Reboot
1 0. ]2intotal

Select Project

= @ Root
5ia tE51123 1
- gf Testhotel
B gf testex
s 1111111111111
1111111111
s AC_Group
s RyeeNetwork1_Auto
@ g hrhdfgf
53 aedfdfd
o test214
= Training
s VPNiest
st luo
s PPSKiest Auto
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Delete

Export
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Click DEVICE > Bridge > More > Delete to delete the Bridge.

Click DEVICE > Bridge > More > Export to export Wireless Bridge List

| Wireless Bridge List (Ciick "sn AutoRefresh: @ O @
-I Neb CLI H Upgrace H More = | 0 Selected l N al Q
Move to = =
Online Status Sync Alias MAC Management IP Egress IP Network Firmware Version Last Offline Model Description  Action
@ oOniine Delele IETD 300d.9ed6.d3a6 192.168.110.41 120.35.11.195 EST AP_3.0(1)B2P28 Release(07220919)  Latest EST310  Add o
Reboot
[ 10« J2intotal
Status I SN MAC [ Aias | MGMTIP [ PubliclP [ LastSeenon | Group [ Model Firmware Version T |
Online C 300d.! T TETD  192.168.110.41 1200 ~ W & ] 1/EST EST310  AP_3.0(1) N i
Not Online Yet « EST2 w1/ EST

Reboot
Click DEVICE > Bridge

> More > Reboot to restart the Bridge.

| Wireless Bridge List (¢

m‘ Web CLI H Upgrade H More ‘ 1 Selected

Auto Refresh

o ®-x

Q

Online Status Moyeitg Sync 4 Alias MAC Management IP Egress IP Network Firmware Version Last Offline Model Description Action
@ oniine Dekete, IETD 300d Sed6 d3ab 162.168.110.41 12035.11.185 EST AP_3 0(1)B2P28 Release(07220919)  Latest EST310  Add [}
€ Never Online Expoet Waiting EST2 EST Add 1}
—
[ ] 2 in total
Device Information
Click the SN to view the Bridge’s Information
| Wireless Bridge List (¢ AutoRefresh: @ © 21+
m‘ web CLI H Upgrade H More. ‘DSE\Ecled a
Online Status 4 SN Sync i Alias MAC Management IP Egress IP Network Firmware Version Last Offline Model Description ~ Action
@ Online i Synce IETD 300d.9ed6.d3a6 192.168.110.41 120.35.11.195 EST AP_3.0{1)B2P28,Release(07220919) ' Lalest EST310 Add i
@ Never Oniine faiting EST2 EST Add o
( ]2 in total
Device Information
| Device Information
Alias: TETD # SN: CA MAC: 300d.

Management IP:  192.168.110.41

Hardware Version: 1.00

Firmware Version: AP_3.0(1

Description:  #

Type: EST310

Sync:  Synchronized

Alias: Click to edit the alias of Bridge.
SN: Displays serial number of Bridge.
MAC: Displays MAC address of Bridge.
Management IP: Displays the management IP address of Bridge.
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Type: Displays the model of Bridge.

Sync: Displays whether the configuration is synchronized to the Bridge.
Hardware Version: Displays the hardware version of Bridge.
Firmware Version: Displays the firmware version of Bridge.
Description: Click to edit the description of Bridge.

Connectivity

| Connectivity Last 7 days
20:00 0:00 4:00 8:00 12:00 16:00

| Connectivity Last 24 Hours

3-08 3-10 31 312 313 314 315

Last 24 Hours: Displays the connectivity between Bridge and Ruijie cloud in last 24 hours.
Last 7 Days: Displays the connectivity between Bridge and Ruijie cloud in last 7 days.

Diagnose

| Diagnose

[ Web CL ‘

eWeb H SSH H Tunne ‘

Web CLI: Click to open the Web CLI.

eWeb: Click to create the eWeb tunnel to Bridge device.
SSH: Click to create the SSH tunnel to Bridge device
Tunnel: Click to create the tunnels.

Neighbor Device List
Click the Neighbor Discovery button to discover other wireless bridges in the same LAN.

| Neighbor Device List

9}

Neighbor Discovery

Network Account Discovered at Action

Mo Data

Network: Display the network name of the neighbor devices.
Account: Displays the cloud account to which the neighbor devices belong.
Discovered at: Displays the discovered time for the discover to complete.
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Device Log

evice Log  Contig Log

.........

Type: Displays the type of device log.
Updated at: Displays the time a log was created.
Content: Displays the details of device log.

Config Log
The config log records the historical configuration delivery, and supports queries based on
status and time.

Device Log  Config Log
0. Recent Log v.| | | ‘ 5 ‘ oo
Operation Type Started at Ended at Status » Description Details
+ Update CWMP period  2022-03-16 19:55 2022-03-16 19:55 Succeeded CWMP period:180
4 Device name changes  2022-03-16 1924 2022-03-16 1924  Not supported or the device is configured  Report the SN of device with config change: C
+ Device first online 2022-03-1619:23  2022-03-16 19:23 Succeeded Device: CAP21AS015076
+ Configure device name  2022-03-16 19:23  2022-03-16 19:23 Not needed Device name is set to [TETD]
+ Device first online 2022-03-16 19:22  2022-03-16 19:22 Succeeded Device: CAPS1AS015078
+ Device first online 2022-03-16 19:21  2022-03-16 19:22 Aborted Device: CAPS1AS015076
1 of 10-_|6intotal
6. Camera

6.1 Cameras Automatic Identification

a) With 30 minutes stable flow data.

b) Switch collect the MAC address info.
c) Cameras connected with ESW or NBS.
6.2 Cameras with NVR Identification

a) Ruijie Cloud HTTP client can access NVR to get related info by tunnel.
b) Device supporting tunnel, and can ping Layer-3 of device/NVR.

c) NVR info: IP address, account and password.

6.3 Topology

The topology provides a visual representation of the cameras and NVR status.
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6.4 Cameras

The cameras list provides a visual representation of the cameras status.

| & Camera o -
Gamera Détacied | Dstect ‘ ‘ Camera IP ‘ | More = | Update Time: 2021-09-02 09:45:11) | All Swilches v H Q
Status MAC Channel No. Channel Name P Switch Port PoE Status Uplink/iDownlink Speed Action

5 @ online = 5 & Git1 Enabled 845.95Kbps/26 69Kbps Delete

@ Online e = A Gi12 Enabled 2.65Mbps/28 88Kbps Delete
@ Online - S - Gi13 Enabied 2 65Mbps/27 85Kbps
Add NVR @ Online ¥ = = 2 Git4 Enabled 1.46Mbps/26.22Kbps
© Online 5 - = Gi15 Enabled 1.66Mbps/26 21Kbps
@ Online . = - Gi16 Enabled 2 19Mbps/26 58Kbps
@ Online = = # Gi7 Enabled 2.65Mbps/27 68Kbps
@ Online - - 5 cis Enabled 1.19Mbps/26 87Kbps
@ Online = 2] & Gig Enabled 1.81Mbps/26.18Kbps

@ Online - 5 = Git0 Enabled 1.29Mbps/26 68Kbps Delete

Cameras list

Status: Displays the status of the camera: online or offline.
MAC: Displays the Mac address of camera.

Channel No: Display the camera channel No on NVR.
Channel Name: Display the camera channel No on NVR.

IP: Display the IP address of camera

Switch: Display the switch to which the camera is connected.
Port: Display the switch port to which the camera is connected.
PoE Status: Display the switch port PoE status.
Uplink/Downlink Speed: Display the real-time uplink/downlink speed of the switch port.
Action: Click Delete to delete the camera on the list.

* Note:

The camera identified by traffic will not display IP address on the list; The camera identified
by NVR can display the IP address and channel info.

6.5 NVR

a) The NVR list provides a visual representation of the NVR status.
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| NVR List a

NVR list

Status: Displays the status of the NVR: Disconnected or Connected.

IP: Displays the IP address of NVR.

NAME: Display the name of NVR.

Vendor: Display the Vendor of NVR.

Switch: Display the switch to which the NVR is connected.

Port: Display the switch port to which the NVR is connected.

Camera Qty: Display the switch to which the camera is connected.

Update time: Display the update time of latest status.

Action:

a) Click Edit and Delete to edit or delete the NVR on the list.

b) Click Check Connectivity to check the connection to NVR.
Lo Checking...

[/

c) Click Add NVR to add a new NVR by manual.

Add NVR

User Agreement  Usage Guide

1. The user shall have the administrative and using rights to the target computer system. It is prohibited
to use Ruijie Cloud to leg in to unauthorized devices, and Ruijie does not assume any responsibility for
this.

2. When the user provides the required credentials to log in to a target computer system, the user
authorizes Ruijie to log in to the target system through such credentials and authorize Ruijie to obtain,
transmit, and store information about the system’s hardware features and network status.

3. The system may have higher security risks after connecting to the Ruijie Cloud. Ruijie is committed to
ensuring the security and integrity of the information transmission and use of the system, but the
relevant content is only reference to equipment operation and maintenance. Ruijie does not guarantee
the completeness and accuracy of the information

4. Ruijie reserves the right to terminate this service if the user infringes the copyright of a third party and
Ruijie is notified by the copyright owner or the copyright owner's legal agent

5. The service may be adjusted or suspended due to technical developments and other external factors,

and Ruijie does not assume any responsibility for loss caused by the discontinuation of service

| agree with the User Agreement

P

Vendor | Hikvision v|*
Username
Password
Alias

Uplink Switch Managed switch (including smart CCTV switch v | *
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IP: Enter the IP address of NVR.

Vendor: Select the vendor of NVR, including Hikvision, Dahua, Tiandy, Uniview, Huawei.
Username: Enter the username of NVR.

Password: Enter the password of NVR.

Alias: Enter the alias of NVR.

Uplink Switch: Select the model of uplink switch.

7. Client

Network clients are displayed.

Note:

The client list only display the wireless clients.
Online Clients

| Client List @ O o2 |2

P mAC Alias AP SN ssiD AP Alias Band Traffic (MB) Manufacturer Online Time Offline Time.
172 d -] = @ s 246 2434 = 2022-03-04 02:48:05
172 . - € 246 243.057 Xiaomi Communications Co Ltd 2022-03-04 05:04:59

G 56 202,366 Samsun: a 2022-03-04 04:57:13

\\\\\\

IP: Displays the local IP address of the client.

MAC: Displays the MAC address of the client.

Alias: Displays the alias of client.

AP SN: Displays the serial number of AP.

SSID: Displays the SSID that client connect with.

AP Alias: Displays the AP alias that client connect with.
Band: Enter the alias of NVR.

Traffic: Displays the total amount of traffic of the client.
Manufacturer: Displays the manufacturer of the client.

Online Time: Displays the client online time.

Offline Time: Displays the client offline time.

History Clients
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| Client List @ O e M.
l History Clients v‘ l 2022-03-14 ‘ Avaiiosd SaaiEn
MAG | APsn| aPsn j ssip| ssiD | l Reset |
P MAC Alias AP SN SSID AP Alias Band Traffic (MB) Manufacturer Online Time Offline Time
101 e G1 24G 0.002 2022-03-14 16: 1 2022-03-14 16 33
at G 246G 0.000 on 2022-03-14 16:40° 2 2022-03-14 16 9
10 G 5G 4121 2022-03-14 1t 2 2022-03-14 1€ 25

Support search the client base on MAC, AP SN and SSID.
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Configuration Guidance

1. Project Management
1.1 Add Project Group

Click Add Project Group to add a new project group. The project group includes many
networks, usually use it to represent the network of a province, a city or a company.

| Project Management How to Use?

< | Project Info

‘ = @ Root
= Root
s PPSKtest _ .
Project group includes m 1etworks. You can use it to represent the network of a province, a city or a company

55 32"

2 PPSK * —_—————
5 | Add Project Group Add Project
s EST

s test123 *
55 Cloud_Auth_Test *
55 RyeeNetwork1 * | Project List

Add Project Group X

| Project Management How to Use?

Name test ‘

Q ‘o
T
I Project Inig Project Group

‘ = @ Root - :
PE—— ® Roo
s PPSKtest
- - s h

Q -
v o T BN
8 ciies

=+ PPSK ‘ 3

Add Project Gra R

| Save ‘ Close |

S —oT

It is supported to add a project group or a project under the project group.

| Project Management How to Use?

s GTAC_Reyee *
s Cloud_Auth_Test_Auto

& AP710 1 @ 2
| = @1 Project group includes many networks You can use it to repr

&1
Add Project

5:',; zZwT7281127 ‘ Add Project Group

| Project Info

wei zhang
s test100

* Note:
Adding devices to a project group is not supported. The project group is used to manage
multiple projects.

1.2 Add Project

Click Add Project to add a new project.
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| Project Management How to Use?

Q

| - @ Root

s PPSKtest
32

& PPSK*
s EST

| Project Info

Root

‘ Add Project Group | Add Project

Step1 Add project

Add Project

| Basic

.

Basic Information

| Basic
Name

Management Password @

devices in the network.

The management password must
1. have 8 to 31 characters

* lowercase letters: abed....

» uppercase letters: ABCD

* numbers: 0123

3. not contain the word "admin”

2. contain 3 of the these character types:

« special characters: <=>[||@#8*()...

4. not contain spaces and question marks

£ Note: For project security, please configure the
management password first. The management
password will be used for the eWeb systems of all

* Note:

The management password must meet the above 4 requirements.

Name: Enter the name for the project. Please enter up to 32 characters, consisting of
letters, numbers or underscore(_).

Scenario: Select the scenario that suits the customer’s real scenario.

Time Zone: Select the scenario where the current customer is located.

Type: Select the type of the project. If there is an AC in the project, need to select the type

of “AC + Fit AP”.
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Bind Location: Enter the location of the project.

Step2 WiFi Settings

| WIFi Settings

SSID: Enter the WLAN name of the project.

Password: Select the SSID encryption method and password.
Hide SSID: Select the hide or broadcast the SSID.

Radio: Select the radio that needs to be turned on.

IP Assignment: Select where the clients obtain the |IP address from.

Configuration Guidance

5G-prior Access : Detects clients capable of 5Ghz operation and steers them to that

frequency, while leaving 2.4Ghz available for legacy clients.

Speed limit per Client: Channel width control for each user who connects to this WiFi.
Speed limit by SSID: Channel width control for the total traffic throughput on this SSID.

Step 3 Add Device

Enter the SN and the Alias of device.

Add Device ———*Add Device

AP Switch Gateway Home Router Wireless Bridge

‘ Batch Import ‘

Added Equipment

AP

o o o o o

Batch Import

Download the template, enter the device SN and alias to the template.

Upload the template file, add the device to Ruijie Cloud.

* Note:
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For the template, up to 500 records can be imported each time.

Add Device ———* Add Device x
AP Switch Gateway Home Router Wireless Bridge Added Equipment
AP (4]
Download and fill in the device information in the template.Up to 500 records can be imported each time
Gateway 0
Switch (3]
Home Router o
Wireless Bridge Q

View Details

Upload Template File [ Download Template

Add Manually e | Save & Next

Finish —————#Finish

Succeeded!

AP: 0 , Switch: 0 , Gateway: 0 , Wireless Router: 0 , Wireless Bridge: 0

AP Switch Unauthorized Gateway Gateway Home Router Wireless Bridge
No SN Alias Action
No Data
F Pre Page | 0 of 0 Next Last [ 10 = | 0 in total

=

1.3 Add Sub Project
Click Add Sub Project to add a new sub project.

| Project Management Hou to Use?

| Project Info

aedfdfd < & @ 2

&, testShop

& testsnool

| Project List

Name Parsnt Project Type Devices

E No Data

Step1 Add Sub Project

Add Sub Project « Add Sub P

| Basic

Wireless Configuration

8ind Loca
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Name: Enter the name for the sub project. Please enter up to 32 characters, consisting of
letters, numbers or underscore(_).
Parent Project: Select the project to which the sub project belongs.

Wireless Configuration: Inherit from parent project.

Bind Location: Enter the location of the sub project.

Step2 Add Device

Add Devic

Added Equipment

ﬁﬁﬁﬁﬁ

AAAAA

Finish

Succeeded!

1.4 Project List

1.5 Displays the Project details, it is convenient for customers to check the project status.

| Project List

Name Parent Project Type Devices  Alarms Action Advanced

PPSKtest ROOT &%, Project 0/1 0 @ 2 {Dashboard  &»Topology.

32 ROOT &% Project 0/0 Q < & @ 2 {0 Dashboard &2 Topology.

PPSK ROOT &% Project 112 1] < & @ 2 {Dashboard  &sTopology = Wireless
EST ROOT &% Project 111 i} = 4 @ 2 {}Dashboard &2 Topology = Wireless
test123 ROOT 5%, Project 519 0 @ & {0 Dashboard  s5Topology = Wireless
Cloud_Auth_Test ROOT &% Project 0/3 [} <5 £ m Z Y Dashboard  &»Topology.
RyeeNetwork1 ROOT &% Project 0/1 2 < & @ 2 {0 Dashboard &2 Topology = Wireless
EG2100 ROOT 5% Project 519 Q @ 2 Y Dashboard &2 Topology. Wireless
GTAC_Reyee ROOT &% Project i 1) @ 2 {}Dashboard &2 Topology = Wireless
Cloud_Auth_Test_Auto ROOT &% Project 0/0 [1] < & @ 2 {YDashboard s Topalogy.

APT10 ROOT 5% Project 041 1] < & @ 2 {}Dashboard & Topology

ik ROOT o0/0 1] b &

Location1 ROOT 0/0 0 mw &

11111 ROOT &% Project 0/0 ] < & m 2 {DDashboard S Topology = Wireless

Name: Displays the name of project.
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Parent Project: Displays the project to which the sub project belongs.

Type: Displays the type: project or project group.

Devices: Displays the devices on the project, Green No mean the online device, Black No
mean the total device on the project.

Alarms: Inherit from parent project.

Action: Click a button to perform the action: project sharing, hand over, delete and edit.
Advanced: Click a button to get the additional details: Dashboard, Topology, Wireless.

1.6 Project Sharing

Ruijie cloud support share a project to other account. A project can be shared to other
users for check and management. You can set the validity so that the network sharing will
be canceled after the specified time.

Click share with to create the project sharing link.

| Project Management How to Use?

| Project Info

‘ = ® Root
s PPSKtest Root

W32

% PPSK * _—
L ‘ Add Project Group ‘ Add Project
& EST —

i test123 *

s Cloud_Auth_Test *
s& RyeeNetwork1 * | Project List
s EG2100

Name Parent Project Type Devices  Alarms Action Advanced
s& GTAC_Reyee *
% PPSKiest ROOT &% Project 0/1 0 g m 2 {2 Dashboart
s Cloud_Auth_Test_Auto
& APT10 32 ROOT & Project 070 0 < 2| 2 QD e
o
= @1 PPSK ROOT & Project 112 i < £ @ 2 [ oart o loss
& EST ROOT & Project 11 0 = & @ 2 D Dashb
s ZwW7281127 test123 ROOT & Project 519 0 < 2 Mm 2 () Dashboard  s%Topolagy = Wireless
BB weizhang
Share with

Read & Write

@ Read-only

ter Acceptiol 1 Month v

Valid to 2022-03-24 23:59:59

| ok || cancal |

Permission: Select the permission for the sharing link.
Read & Write: Check and manage the network.
Read-only: Only check the network.

Validity Period after Acception: Select the valid time.
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Message X

Please copy and share the following link. The link will be invalid after bound with an account.

https://cloud-as.ruijienetworks.com/admin3/config/shareCodelmportNet?code=95AT977TETF1749C4BC” ‘

Copy

Copy and share the link to another account.
Click Receive to receive the project.

Message X

There is a network to be received. Are you sure you want to receive the network?

Network PPSKtest
Sharer ab™*fg@111.com
Tenant abcdefg@111.com Edit

It is recommended to enter the name easy to remember and distinguish

=)

The receiver can visit the URL and log in to receive the project.

Message >

Succeeded to receive the network "F st
You can switch the tenant to check the network.

S, ren-testas-001

o Search

2, TesterB &£ o~

@ 1653454930@qq.com £

A, ren-testas-001@yop... & ~

MaCc1621567971139

Secen_eg32_msw_05

A testas-003

ks

-~

A, CustomerA

\Y

~

A, Willi@ruijienetworks .. & -~

A, allen lu@deepadapti... £ ~

After receive the network, will automatically switch to the received network.

Ruigie (> MONITORING ~ CONFIGURATION ~ MAINTENANCE

A | abcdefg@111.com A
PPSKtest v Search Network Q.
o searn |

A mo Z ~ || Overview

58@qg.com

@8 z
n wescnarion 2 ~ B 0
A abcdefg@111.com 2~

— AP 0'in Total Switch

Support rename the project name, it is convenient for receivers to find the project.
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Ruijie 5 MONITORING
£, abcdefg@111.co
PPSKtest - I“Bea
Q Search
A testdemo 2 ~ || Overview

Please enter the tenant name.
g
AP

Click Project Sharing to check the project sharing list.

= Project Sharing

| Project Info

Project group includes many networks. You can use it to represent the network of a province, a city or a compan
‘ Add Project Group } Add Project

Project Sharing List can show who the project is shared with and can cancel the sharing at
the same time.

Project Sharing x
| Project Sharing List Q
Q
Network Account Permission Accepted at Expired at Action
TEST123 testdemo Read and Write 2021-11-19 14:26:04 Permanent Z &P
PPSKtest 80 8@qgq.com Read-only 2022-02-24 11:58:17 2022-03-24 23:59:59 & P
PPSKtest 1651 330@qq.com Read-only 2021-03-05 12:32:28 Permanent £ &

Network: Displays the name of project.

Account: Displays who the project is shared with.

Permission: Displays the permission for the sharing project.
Accepted at: Displays the time to receive the project.

Expired at: Displays the project expiration time.

Action: Click a button to perform the action: Edit or cancel sharing.
What can | do i | fail to receive the shared network?

1) There are 2 ways to share network to other accounts: Ruijie Cloud Web and APP.
Web link only can be received by web and APP link only can be received by APP.
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2) Ruijie Cloud includes cloud-as and cloud-eu, the account on cloud-as cannot receive
the sharing code from cloud-eu.

1.7 Hand over network

Click Hand over to hand over the project to others.

| Project info

Root

es ma ou can use it to represent the network of a province, a city or a company
‘ Add Project Group Add Project
| Project List
Name Parent Project Type Devices  Alarms Action Advanced
PPSKtest ROOT & Project 0/1 2 = & M 2 @ Dashboard  s2Topology = Wireless
32 ROOT &% Project 0/0 0 L m 2 {tDashboard &% Topology. = Wireless
PPSK ROOT &% Project 112 Q = & @ £ YDashboard sz Topology. = Wireless
CoT nanT 9 Deiocs o 2 R o g =

Enter the tenant name, if the tenant is not exist, can not hand over.

Hand over Network X

Tip: After the network is handed over to another tenant, you can not manage it any more.

Hand over to Current Tenant @ Other Tenant

Tenant | ruijiede a ‘

Search ‘

| ruijied jemo@16: V‘

=

Cancel

Access to the Tenant that want to take over the project.
Click Take over Network to hand over the project to others.

(GMT+8:00)Asia/Shanghai | Manage Project |l Take over Network H Unbind Device ‘

Click Take over to receive the project.
Click Refuse to refuse to accept the project.

Take over Network X
Network Owner Action
Cloud_Auth_Test_Auto test test Take over| Refuse
Branch Completed
Test D8 Completed
Page | 1 of 1 ex La 10 = 3in total




Ruijie Cloud Cookbook Configuration Guidance

* Note:
1) After the network is handed over to another tenant, you can not manage it any more.
2) The project to be handed over should have less than 100 sub projects.

2. Wireless
2.1 Basic

how to create SSID for AP device will be introduced in this section.

SSID Setting
Step1 Choose CONFIGURATION > WIRELESS > Basic in designated device network.

RUIJ-}E_ i ) MONITORING CONFIGURATION MAINTENANCE

& PROJECT
F WIRELESS | T ‘ e
2
Layor | Wireless Configuration
Radi ssiD ©
Wi-Fi Optirr ._-_--_‘-.]:3 WLAN ID SSID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
Roamir 1 1000 Qpen No Biidge 1.2 Auth Disabled
2 10001 PPSK No Bridge 1.2 Auth Disabled L4

Step2 Click “+” to create a SSID for the devices under this network

& PROJECT
* WIRELESS = N
Ba
La I Wireless Configuration
ssfgl e
WLAN ID Ssio Encryption Mode Hidden Forward Mode Radio Auth Mode Action
ni 1 1000 Open No Bridge 12 Auth Disabled 7
tooth 2 10001 PPSK No Bridge 1.2 Auth Disabled 7

Step3 In SSID setting page, user can create an SSID and fill in related parameters based
on customer requirements

SsID

WLAN ID ‘ 10 Hidden No
ssiD ‘ Test_Ruijie Forward Mode @ Bridge
Encryption Mode ‘ Open VLAN ID 1

Radic 8 Radio1(2.4GHz) 8 Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Speed Limit per Client
Speed Limit by SSID

Auth

Cancel |

WLAN ID: Sequence number to represent SSID ID (Up to 32 SSID is supported, there may
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be differences between diverse models)

Hidden: Choose disable broadcasting SSID or not

SSID: WiFi Name

Forward Mode: NAT mode or bridge mode

NAT mode: AP will work as a router and DHCP pool to provide IP address for terminal
stations.

NAT: All device can be configured with same address pool. Otherwise, the current or
default one will be used, 192.168.23.0/24.

Cloud NAT: In NAT roaming scenario, this mode should be applied. Users cam config a
range for the cloud NAT address pool. Cloud will distribute different address pools to
different devices according to the range.

Bridge mode: AP will work as a switch and passthrough all traffic. It requires the user to fill
in specific VLAN ID for STA.

(If not familiar with existed network design, NAT mode is recommended)

Example:

When configured in bridge mode, the client connecting to the SSID will seek the DHCP
server with vlan 10 in the network to obtain the address.

WLANID | 10 Hidden | No “I

ssiD | Test_Ruijie Forward Mode @ | Bridge ‘|
Encryption Mode | Open v VLAN ID 10 |

Radio Radio1(2.4GHz) ® Radic2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

When configured as NAT mode, need to click "NAT Address Pool Configuration" to enter
the address pool configuration interface

More~

WLAN 1D | 10 v Hidden | No v ‘

SsID | Test_Ruijie Forward Mode @ NAT ™ ‘

| "NAT Address Pool Configuration” ‘

If you do not want to use the default address pool, can customize the address pool
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NAT Address Pool Configuration

@ Common Address Pool Configuration (Recommended)

Use the current address pool or the default address pool (192.168.23.0/24)| Click here to configure the address pool.

NAT Roaming Address Pool Configuration (Cloud will allocate different address pools for different APs. The AP must support L3 roaming. Please select this option when all APs in

the network are dual-radio APs. )
By default, it is auto allocated by server, (Range: 10.233.0.0/24-10.254.254.0/24),

NAT Address Pool Configuration

@ Common Address Pool Configuration (Recommended)
Use the current address pool or the default address pool (192.168.23.0/24). Apply default configuration ~

Ne k 192.168.1.0

Submask:  255.255.255.0

8.8.8.8

114.114.114,114

When there are multiple APs in the network and Layer 3 roaming is enabled, select NAT
Roaming Address Pool Mode.

NAT Address Pool Configuration

Common Address Pool Configuration (Recommended)

Use the current address pool or the default address pool (192.168.23.0/24). Click here to configure the address pool

@ NAT Roaming Address Pool Configuration (Cloud will allocate different address pools for different APs. The AP must support L3 roaming. Please select this option when all APs in

the network are dual-radio APs. )
By default, it is auto allocated by server. (Range: 10.233.0.0/24-10.254.254.0/24). Apply default configuration ~

-nEF'"E—_" device group
o Worl

StartAdress: 10. 1 | 1 .0

Note: The address pool will take effect on the whole T

iby DNS 114.114.114.114

Encryption Mode:

OPEN: Open SSID and password is not required.

WPA-PSK: Use WPA algorithm to encrypt SSID and password is required.
WPA2-PSK: Use WPA2 algorithm to encrypt SSID and password is required.
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SSID

WLAN ID 10 v Hidden

SSID | Test_Ruijie } Forward Mode @

Encryption Mode WPAMPA2-PSK v VLAN ID
Password I ruijie123 \ Radio

Morew

Radiol(2.4GHz) ) Radio2({5GHz)

Radio3 @ (2.4GHz or 5GHz)

WPA2-Enterprise(802.1x): Dot1x authentication and external radius server is required.

SSiD
Morew
WLANID | 10 | Hidden | No v
SSID [ Test_Ruijie ] Forward Mode @ [ Bridge ~ ‘
Encryption Mode | WPA2-Enlerprise(802.1X) v VLANID | 10 |
Radio Radio(2.4GHz) ® Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)
( i
Primary Server | --Select a server-- "l ® [
Jitter Prevention
Advanced Settings Advanced
SsiD Radius Server X
Server Name : radius_1 Morew
WLAN ID ‘ 10 Server IP : | 192.168.1.1 No Vl
ssiD | Test Ruije Authentication Port : [ 1812 — v]
— Accounting Port : 1813
Encryption Mode { WPAZ-Enterprise(802.1 [ 10 ]
= Key: ruijie
|8 Radio1(2.4GHz) 8 Radio2(5GHz)
Save Cancel Radio3 @ (2.4GHz or 5GHz)
Primary Server —-Select a server-— o L

Click on Advanced Settings.
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SSID 802.1x Server Group Configuration X

Mare
—~ | Common Configuration

WLAN ID - : ¥|
NAS IP

SSID ) y |
& Accounting Update Interval 5 Min

Encryption Mode 3 |

Update

Radio2(5GHz)

; Ir 5GHz
| Server List )
Primary; Servel ‘ Server Name Server |P Authentication Port Accoun ting Port Key Action
Standby Server ( radius_1 192.168.1.1 1812 1813 nuie &
1 T
Jitter Prevention 0~ | 1 in total

Advanced Settings  Aussmessmesmmes

PPSK: Use PPSK algorithm to encrypt SSOD and password is required.

SSID

Morew
WLANID | 10 vl Hidden | No vl
SSID | Test Ruilie | Forward Mode @ | Bridge
Encryption Mode | PPSK | VLAN ID | 10

Radio Radio1(2.4GHz) M Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Radio: generally, Radio 1 represent 2.4Ghz and Radio 2 represent 5Ghz, Radio 3
represent 2.4Ghz and 5Ghz.(supported on partial models)

Wi-Fi6: Choose disable Wi-Fi6 or not

On Reyee APs, Wi-Fi6 can be enabled based on SSID.

On RGOS APs, Wi-Fi6 can only be enabled based on Radio. After enabling, Wi-Fi6 is
applied to the radio corresponding to the SSID.

5G-Prior Access

5G-Prior Access detects clients capable of 5 GHz operation and steers them to that
frequency,while leaving 2.4 GHz available for legacy clients. It is not recommended to
enable this function if most of clients only support 2.4GHZ

Apartment SSID
In SSID setting page, user can enable the Apartment WiFi Mode
SSID
WLAN ID | 10 ™ Hidden [ No :

Enable Apartment WiFi ‘

SSID | Test_Ruijie Forward Mode @ Bridge
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SSID x
1C7 Enable Apartment WiFi to configure APs' SSIDs and passwords differently from each other in batch.
1t Each AP's SSID will be in the pattern of “SSID Prefix” + “AP Alias". For example, if the SSID prefix is “GroupSSID-", AP1 alias is “testAP1" and AP2 alias is “testAP2", then
AP1 SSID at users end is "GroupSSID-testAP 1", and AP2 SSID is "GroupSSID-testAP2". WiFi passwords can be configured differently as well.
1C7 Both SSID and password can be configured when importing APs in batch or adding an AP manually.
iC7 Note: To add an AP to this group after enabling Apartment WiFi, please click £} in the SSID list to apply the configuration
WLANID | § v Hidden | No .
SSID Prefix Ruijie Forward Mode @ | Bridge v
Radio Radio(2.4GHz) ® Radio2(5GHz) VLAN ID | 10
Radio3 @ (2.4GHz or 5GHz)
Wi-Fié @ [
5G-Prior Access @
Tip: There are Reyee devices in the network. The "Speed Limit per Client”, "Speed Limit by SSID", "Auth” functions can only be enabled on Ruijie Enterprise devices
Speed Limit per Client
Speed Limit by SSID
OK ‘ | Cancel
| Wireless Configuration A
SSID &
WLAN ID ssiD Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 1000 Open No Bridge 1.2 Auth Disabled i
2 10001 PPSK No Bridge 1,2 Auth Disabled 4
5 Ruijie_ {Apartment SSID Prafix) wpa2-psk No Bridge 1.2 Auth Disabled 7 I El

Configure the Apartment SSID password and alias on ap details.

The default password is 88888888, no need to worry about affecting other SSID passwords,
the SSID password here is just the apartment SSID password.

Device Details

| AP Info
Alias: # SN: vl MAG : e=lld.
MGMT IP: 10.10.1.108 Model : AP710

Config Status : Synchronized

Hardware Version: 1.15

Firmware Version : AP_RGOS 11.1(9)B1P21, Release(06211815)

Description : #

SSID Password :| 88888888 # ©

Speed limit per Client: Upload and download speed limitation for each client on this SSID.
Speed limit by SSID: Total throughput (upload & download) on this SSID.
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Speed Limit per Client L ¢

Tip: There are Reyee devices in the network. The "Speed Limit per Client”, "Speed Limit by SSID", "Auth” functiong can only be enabled on Ruijie Enterprise devices

/

Uplink Mbps Downlink { Mbps
Speed Limit by SSID &
Uplink ‘ Mbps Downlink { Mbps
Example
™
LAN 1D o ~
! ; o [ o
) NiD
Giz)

Web Cli

Gonsole Output

I D

Command o Il o

total-user-limit stands for Speed Limit by SSID
per-user-limit stands for Speed Limit per Client
Captive Portal

Auth -«

Mode | Captive Portal

Seamless Online @ & | 10y

Please select a portal or add a new porial

test111 1

voucher
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Seamless Online: Users only need to pass authentication once. If they want to go online
again, authentication is not required. After users go online, they do not need to log in again
in the specified period.

External Portal

Auth &
Mode External Portal v

Portal Server URL @

Portal IP @
Portal Port
Gateway ID
Seamless Online Enable(Available only when Auth server supports the function)
Idle Client Timeout Inactive Client Auto Offline (Optional)~

In minutes, client with traffic cost less than ‘ | will be kicked off.

Portal Server URL: external wifidog portal server URL for user login

Portal IP: Portal server IP address

Portal Port: Port number for landing page redirection.

Gateway ID: Gateway ID value for wifidog

Seamless Online: Seamless auth on STA connected to SSID second time. Authentication
server supports seamless feature is required.

Idle Client Timeout: User will be kicked if low traffic or no traffic passthrough in specific
period.

Radio Setting

Radio
Radio1(2.4GHz) Radio2(5GHz) Radio3 @ (2.4GHz or 5GHz) @ Scan [ Access
ONJ/OFF « ON/OFF « ON/OFF
Max Clients Max Clients Max Clients
Enable DFS@ Enable DFS@ Enable DFS@

Enable DFS: after enabling DFS, the device will automatically change a channel when
detecting radar interference. The function is only supported on RGOS devices

Radio3: supported on partial models

Scan: Radio 3 is used for collecting the RF information around the AP. Client access
service is not available.

Access: Radio 3 is used for wireless coverage. Client access service is available.

Security
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ENape Orow ENape Orow
@ PROJECT

= WIRELESS .
| Security

eWeb @
eweb @l

v Password | ssessssess w | [Configure Password

Telnet Settings @
Telnet @

Password | sssssssss [ ‘

@ AUTHENTICATION

eWeb: The password applies to the devices of the whole network.

Telnet Settings: The password to log in to the AP by telnet.

For project security, please configure the management password first. The management
password will be used for the eWeb systems of all devices in the network.

Client Isolation
Client Isolation is to isolate all traffic (unicast, multicast, broadcast) for each user.
AP-based Client Isolation and AP&SSID-based Client Isolation.

I@ Password I ruijie123 ©
PROJECT

= WIRELESS . )
Client Isolation

S AP-based Client Isolation (Clients on the same AP are isolated) @

AP&SSID-based Client Isolation (Clients on the same AP with the same SSID are isolated) @

Clients are isolated without affecting their network access to ensure that they cannot
communicate with each other, thereby ensuring client service security. AP-based client
isolation or AP&SSID-based client isolation can be selected. If AP-based client isolation is
enabled, all layer-2 clients associated with the same AP cannot communicate with each
other. If AP&SSID-based client isolation is enabled, clients in the same WLAN on the same
AP cannot communicate with each other.

Wireless Intrusion Detection
Wireless Intrusion Detection can monitor STA behavior and prevent damage to network
caused by anonymous hacker.
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Wireless Intrusion Detection @i

DDOS Attack Detection
Flooding Attack Detection
AP Spoof Attack Detection

Weak IV Attack Detection

Clients will be in the blacklist for | | seconds(Optional. Range:60-86400| Default: 300)

After setting the attack detection method and enabling the dynamic blacklist function, when
the device detects an attack, it will automatically add the attack source to the dynamic
blacklist; after the lifetime expires, the attack source will be automatically deleted from the
blacklist.

DDoS Attack Detection: A DDoS attack occurs when an attacker sends a large number of
attack packets to the target device in a short period of time (including ARP packets, ICMP
packets, and SYN packets), which affects the association of legitimate users to the
attacked device. The device will determine whether attacker packet PPS exceeds the
threshold. The default threshold is 50pps for ARP packets, 100pps for ICMP packets and
50pps for SYN packets. The default interval is 30s.

Flooding Attack Detection: A flooding attack occurs when an attacker sends a large
number of packets of the same type in a short period of time. As a result, the WLAN device
is flooded and cannot process the request. WIDS prevents the flooding attack by
continuously monitoring the traffic of each device. The default threshold is 300 for a single
user and 4800 for multiple users. The default interval is 10s.

AP Spoof Attack Detection: A spoofing attack occurs when an attacker sends fake
packets on behalf of another device. WIDS detects de-authentication and disassociation
broadcast packets. When receiving such packets, WIDS will immediately identify a spoofing
attack and record it in the log. The default threshold is 1 and the default interval is 50s.
Weak IV Attack Detection: Weak IV (Weak Initialization Vector) attack occurs when an
attacker intercepts the shared key and steals the encrypted information by intercepting the
packet with the weak initialization vector during the process of WEP encryption. WIDS
prevents this attack by identifying the IV of each WEP packet. When a packet with a weak
initialization vector is detected, WIDS determines that this is an attack vulnerability and will
immediately record the detection result in the log. The default threshold is 10 and the
default interval is 15s.

AP RF Schedule
If AP RF Scheduling is disabled, AP will broadcast the SSID.
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To specify the time of turning on/off WiFi, enable RF Shutdown Scheduling and configure
the period.

AP RF Schedule
RF Shutdown Schedule @
Period
Start Time This day 23 00
End Time Next day 8
Whitelist

Whitelist: Enter whitelisted websites, and websites that can be accessed directly without
authentication. For Facebook social login, you need check on Facebook Whitelist so that
clients can access Facebook API before authentication.

Whitelist @
Address
* facebock.net
“facebook.com
* fbedn.net

*.akamaihd net

staticxx.facebook.com

The domain name is mandatary for Facebook authentication
The domain name is mandatery for Facebook authentication
The domain name is mandatory for Facebook authentication
The domain name is mandatory for Facebook authentication

The domain name is mandatory for Facebook authentication

Facebook

Description Action

CLI Command
CLI Command: Enter commands to be pushed to APs. This function allows you to perform
some configurations unsupported via CLI commands.

CLI Command
Model Description Action
No Data

Command
Device

AP180
Command AP710

AP720-L

Device: You can select all devices, or select devices of the same model or devices of
multiple models

Description: Custom description name

Example
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Command b
Device *ALL
Description power radio2/0
Command
conf ter
imterface dot11radio 2/0
power local 99
end
write
oK ancel
Click save, then test
MONITORING CONFIGURATION MAINTENANCE ,9 e o
Search Network Q ‘ (GMT+8:00)AsiafHong_Kong ‘ Manage Project Canflict Network Take aver Network ( Unbind Device |
| Wireless Configuration ~
SSID©

l_\l Settings

Web Cli

Aonitor

Upgrade
Console Output:
Restart

antenna receive J
: antenna transmit 3
Logging
sta-limit 10

Detection Tools no ampdu-rts

rate-set lla mandatory 6 12 24
Web Cli T
rate-set lla support 9 18 36 48 54
System Mode rate-set lln mes-support 15

rate-set llac mecs—support 19

Ilacsupport enable

power local 99

channel 149
chan-width 20

APT10(config)#

2.2 Radio

Country code enables you to specify a particular country of operation and it ensures
each radio’s broadcast frequency bands, interfaces, channels, and transmit power levels
are compliant with country-specific regulations. Frequency bandwidth determine how many
non-overlap channels can be used for your AP to reduce RF interference.
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The best practice for user experience is 2.4GHz in 20MHz, 5GHz in 40MHz.

Radio Settings

| Radio Settings
Country/Region Indonesia(lD) ~
RF1(2.4G) Default Channel Width 20MHz v
RF2(5G) Default Channel Width 40MHz v
RF3(5G) Default Channel Width 40MHz v

Country/Region: Click to select the country-code.

RF1(2.4G) Default Channel Width: Click to configure the default channel width of RF1.
RF2(5G) Default Channel Width: Click to configure the default channel width of RF2.
RF3(5G) Default Channel Width: Click to configure the default channel width of RF3.

Manual Planning

| Manual Planning

Radio 1(2.46) Radio 2(56) Radio 3(56) )
SN mac Device Name LR
Channel  Power  Chanmel  Power Channel Power

Q 1234942512345 8005.88aa 004d APT10 6 100 149 99 165 Not Configured SN 1234942512345

Country China(CN)

Radio 1(2.4GHz)

Channel
E *]
TX Power
| 100 % |

G1L9199001308 8005.88aa.0045 AP720-L 1 99 60 99 Not Configured Not Configured

1 [ 10« |2intotal

Radio 2(5GHz)

TX Power

SN: Displays the SN of AP.

MAC: Displays the MAC address of AP.

Device Name: Displays the AP name.

Radio Channel: Displays the current channel of radios.

Radio Power: Displays the local power of radios.

Config Details: Choose the AP and configure the channel and power of radios.
Batch Config: Click to do the batch power configuration for APs.

2.3 Wi-Fi Optimization

Wi-Fi Optimization is an intelligent and automatic RF optimization scheme tailored for
complicated scenarios with multiple APs. It is supported on Enterprise APs, most Reyee
APs, and EGs. After Wi-Fi Optimization collects spatial information, including SSID,
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channel, signal strength and client status (transfer rate, delay, packet loss rate etc.), it
analyses information through the intelligent algorithm to provide the optimal network
solution (channel and power planning for each AP), and automatically adjusts the
configuration of APs in the network.

The benefits of Wi-Fi optimization: Imagine that you need to optimize over 100 APs.
However, the roaming effect of auto channel optimization is not satisfactory, and it takes
too much time to manually adjust the channel and power. Or imagine an office with dozens
of APs whose network connection is unstable for some PCs or phones. Clients may
experience web buffering and low speed. Wireless network optimization used to be time
and labor consuming. But now, with Wi-Fi Optimization, you can complete the optimization
of all APs by one click.

Step1 Enable Wi-Fi optimization.

| Wi Optimization (12 Whats W

Wi-Fi Optimization

Step2 Click the Optimize Now to start the optimization.

& PROJECT

T WIRELESS | Wi-Fi Optimization (3? What's Wi-Fi Optimization?

Wi-Fi Optimization Settings

Itis recommended optimizing Wi-Fi during non-peak hours. (Current country code:CN, Change country code.)

. .
1 15min Optimize Now
Online Clients Estimated Time
.

-

Optimization Schedule

| Wi-Fi Optimization (% What's Wi-Fi Optimization?

Wi-Fi Optimization Settings

is recommeanded optimizing Wi-Fi during non-peak hours. (Current country code'CN, Change country code )

:
1 15min

Online Clients: Displays all wireless online clients.
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Estimated Time: Displays the estimated time to complete the optimization.
Optimization Schedule: Supports setting optimization, it is recommended optimizing Wi-Fi
during non-peak hours.

Step3 Once the optimization finished, the browser will display the optimization details.

? Optimized APs
2022.0307 100037 ™oveddy 60 7 3

Wi-Fi Optimization Record

1234942512345 APT710 246G 6 6 100 100

1234942512345 AP710 Yes 5G 149 149 100 99

AT

G1L919900130B APT720-L Yes 246G 9. 1

G1L919900130B APT720-L 5G 60 60 99 99

G1MQ3UB00181A A720 Yes 246G 6 "

G1MQ3UB00181A AT20 5G 157 157 99 99

CANLC2R001191 ReyeeAP1 246

i nsitivity after: 0; interference before: 0, interference after: 0

CANLCZR001191 ReyeeAP1 5G 36 36 100 100 Other parameters: c.

Last Optimization: Displays the time of the last optimization.

Improved by: Displays improved device percentage.

Optimized APs: Displays the number of optimized devices.

AP SN: Displays the serial number of AP.

Alias: Displays the description of AP.

Optimized: Displays the optimized result.

Band: Displays the optimized wireless band.

Channel Before Optimization: Displays the wireless channel before the optimization.
Channel After Optimization: Displays the wireless channel after the optimization.
Power Before Optimization: Displays the local power before the optimization.
Power after Optimization: Displays the local power after the optimization.

Other: Displays other parameters for Reyee device.

Channel width before: Displays the channel width before optimization.

Channel width after: Displays the channel width after optimization.

Roaming sensitivity before: Displays the roaming sensitivity before optimization.
Roaming sensitivity after: Displays the roaming sensitivity after optimization.
Interference before: Displays the interference before optimization.

Interference after: Displays the interference after optimization.
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2.4 Roaming

Ruijie Cloud roaming function allows STA from AP-1 roaming to AP-2 subnet B seamlessly.
User can turn on the layer 3 roaming and layer 2 roaming on Roaming page.

Click WIRELESS > Roaming to enable the L2 or L3 Roaming

| Router RAP Roaming Settings

L3 Roaming

A= - A - .
W\ ‘i o ‘
\ C‘SL;‘:, "\\\i‘gg:
== Floor 1, VLAN 1 == Fi L

My_HOME

woou BUIAF

= \ —|
After enable the L3 roaming, you can go to AP’'s Web CLI to check the Roaming Group
Neighbor.

Web CLI
SN:1234042512345 Background colg
General = MBSSID Please select the target operation on the left
Connectivity = WLAN Details

Running Status =

Please wait...
Client > . .
Roaming Group Neighbor:
BSSID AP MAC VLAN FWD  IP Address
_ _ 0605.88 '7 8005.8 451 Bridge 192.168.1
IR EEE SRR 0605.88 8 8005.8¢ 51 Bridge 192.168.1
0605 'f 8005.882 1 Bridge 10.10.1.18
Web CLI = 0605.8¢ )8005.88a =d 1 Bridge 10.10.1.18

L3 Roaming Common Scenario

Scenario

To deploy a network for a new branch, a WiFi network "SSID-FREE" is provided for
external personnel for free. The WLAN for clients on floor 3 is divided into VLAN 10, and
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the WLAN for clients on floor 4 is divided into VLAN 20. The roaming function is supported,
and the uplink and downlink rates of all clients are limited to 100 Kbps.

Topology

Ruijie Cloud

=

DHCP SERVER has three address pools on the
egress galeway.

Gateway A.192.168.1.0/24 in VLAN 1 for the AP
B. 192.168.10.0/24 in VLAN 10 for clients on floor 3

192 168.1.1 | C. 192 168.20.0/24 in VLAN 20 for clients on floor 4
|
P
J'-.
/—-‘-‘J
= { ‘“\_
= e
192.168.1.2 = -
/-/f \\\
= . 192 168.1.3 19210814 N 192.168.15
e TV (i *-'\\
W ! &
AP1 AP2 V
AP3 AP4
Floor 3 (VLAN 10)
Floor 4 (VLAN 20)

Configuration

Step 1 Add 2 sub-project under the same project.

| Project Management How to Use?

| Project Info
= ® Root

% RyeeNetwork1_Auto

s hrhdfgf
| Project List

<Project Sharing

g Testhotel* <% & @ £
% Testhotel . -
Project represents one real network deployment. It is the same with project on Ruijie Cloud App
58 testex The project name followed by * indicates that there are sub projects
& M1 11111
& 1111111111 Add Sub Project
5% AC_Group

& aedfdfd
& test214 Name Parent Project Type Devices  Alarms Action Advanced
= [ Training Building 1 ROOT ( Testhotel [l sub Project 0o [ m 2 DDashboard  #aTopology_
% REYEE
Building2 ROOT / Testhotel Fll Sub Project 0ro [ @ @¥Dashboard  £aTopology. =
& VPNieat

Step 2 Add the AP1 and AP2 to Building1, add the AP3 and AP4 to Building2.
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AL S — R I S e (GMT+00)AsiaMong Kong | Manage Project [ Take overNewiork || Untind Device |
| AP List AutoRefresh: @ ) & & 81~ 2
‘ Add I Wb CLI || More = ‘ 0 Selected SN, Alias, Description Q
Status LN Config Status , MAC Al MGMTIP Egress IP Clients Network Firmware Version Offline Time Model Deseription Action
No Data
0 of 0 B La [ 10~ |Ointotal
ALL v Testhotel - |Bui\d|ng2 \ | [ Search Network QU GMT+8:00)Asia/Mong_Kong | Manage Project H Take over Network H Unbind Device
| AP List AutoRefresh @ ) O 2~ 5
[ s || weoo || wore - | 0selected SN, Alias, Descripion QU
Status LN Config Status L MAC  Alas  MGMTIP Egress P Clients Network Firmware Version Offline Time Model Description Action
No Data
0 |ofo g . 0= Jointotal

Step 3 Enable the roaming.

Testhotel ‘ Search Network

| Testhotel Roaming Settings

Step 4 Configure the SSID for Building1, the Forward Mode is Bridge, VLAN ID is 10.

Testhotel Building1 ‘ Seal vor o ‘ (GMT+8:00)Asia/Hong_Kong ‘ Manage Project

[ Take over Network H Unbind Device I

e )
The sub project inherits configuration from the project Testhotel . To configure sub project Building1

SsSID

More~
WLAN ID [ 2 v ‘ Hidden [ No VI
SSID [ Roaming ‘ Forward Mode @ \ Bridge VI
Encryption Mode [ Open vw VLAN ID \ 10 | I

Radio Radio1(2 4GHz) ® Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Wi-Fig @ [
5G-Prior Access @
Speed Limit per Client

Speed Limit by SSID

Auth

=]

Step 5 Configure the SSID for Building2, the Forward Mode is Bridge, VLAN ID is 20.
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Testhotel Building2 | Search Network ~ Q GMT+8:00)Asia 't‘;|_<c'g| Manage Project H Take over Network ” Unbind Device ‘

The sub project inherits configuration from the project Testhotel . To configure sub project Building2 c\ic

SsiD X
Morew
WLAN ID I 2 vl Hidden | No Vl
SSID I Roaming I Forward Mode @ | Bridge Vl
Encryption Mode | Open v| | VLAN ID | 20 | |

Radio Radio1(2 4GHz) Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Wi-Fi6 @ [
5G-Prior Access @
Speed Limit per Client
Speed Limit by SSID

Auth

Step 6: APs online.

Gateway Configuration:

Add the AP address pool: 192.168.1.0/24.

Building 1 client address pool: 192.168.10.0/24; gateway: 192.168.10.1; VLAN: 10
Building 2 client address pool: 192.168.20.0/24; gateway: 192.168.20.1; VLAN: 20
PoE Switch Configuration:

On the port through which the PoE switch is connected to the AP, configure a trunk port
with the native ID set to 1 by default, and add VLAN 10 and VLAN 20.

Step 7: Verification.
Connect a mobile phone to the WiFi network properly for Internet access.

Connect a mobile phone with the SSID: Roaming, and go upstairs
from Building1 to Building2. Reconnection and Internet access failure do not occur.

2.5 Bluetooth

BlueTooth is used for the AP which supports iBeacon feature to broadcast iBeacon signal.

Step1 Click WIRELESS > Bluetooth > Add to add the iBeacon parameters to designed
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Also support to click import for batch configure.
£ | abedefg@111.com Vv [——————
aedfdfd l Search Network s ‘ GMT+8:00)Asia/Hong_Kong | Manage Project ” Conflict Network H Take over Network H Unbind Device
® PROJECT
% WIRELESS | Device Info S n-2
o | I ER -
Device SN Status uuiD Major Minor Network AP Alias Action

[ 10a JOintotal

Step2 Fill in AP serial number(needs to be online) and iBeacon parameters which are
provided by iBeacon service provider.

Bluetooth X
Device SN | |
Status
UuID | | "
Major | |
Minar I | :

| Save H Close I

Step3 Verify by using “nRF Master Control Pannel” APP on Android phone.
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SCAN

Devices

SCANNER BONDED ADVERTISER

Manufacturer data (Bluetooth Core 4.1):
Company: Apple, Inc. <0x004C=> 0x10020B00

CLONE RAW MORE

OPEN TAB

iBeacon (iBeacon)
88:C2:55.07:4B:78
NOT BONDED

Type: BLE only
Flags: GeneralDiscoverable,
BrEdrMotSupported
Beacon data:
Company: Apple, Inc. <0x004C=>
Type: Beacon <0x02>
Length of data: 21 bytes
UUID: fda50693-ade2-4fb1-afcf-cheb0764782
Major: 10002
Minor; 41805
at Tm: - Bm

Complete Local Name: iBeacon

slave Connection Interval Range: 100.00ms -
1000.00ms
Tx Power Level: 0 dBm

CLONE RAW MORE

ot
CONNECT :
D4:B7:A1:A8:A1:63 *

2

2.6 Load Balancing

The load balancing feature ensures that clients are evenly distributed across the member

APs, thereby using the resources efficiently.

Step1 Click WIRELESS > Load Balancing > Add Now to add a load balance group.

Configuration Guidance

| Load Balancing { Load balancing can only be enabled on Reyse RAP with P55 or & higher version

and there must be Reyee EG in

the nef

twork. |

A B

The AP load is unbalanced as the numbers of clients in Room A and
Room B are different, which will affect user experience.

A 8
b =
® 2 2 2 7 7
® © o o O o
4 & & 4 4k &

‘When load balancing is enabled, the clients will be evenly distributed
across APs to achieve optimal utilization.

+Add Now
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Step2 Select the load balance type and add the AP to the group.

AP Load Balancing Group

Group Name

Type Client Load Balancing Traffic Load Balancing

Rule When an AP is associated with 5 @ clients and the difference between the currently associated client count and client
count on the AP with the lightest load reaches 3 , clients can associate only to another AP in the group. Aftere a client

association is denied by an AP for 10 times, the client will be allowed to associated to the AP upon the next attempt.

AP Member

Q Only display un-grouped APs
Alias SN Group Name
ReyeeAP1 CAN!
ReyeeAP2 G1Qt

1 10/page Goto 1

“ CanCEi

Group Name: Enter the load balance group name.
Type: Select the type of load balancing: client or traffic.

AP member: Select the APs to the group.

Step3 Client Load Balancing

Rule: When an AP is associated with x clients and the difference between the currently
associated client count and client count on the AP with the lightest load reaches Y , clients
can associate only to another AP in the group. After a client association is denied by an AP
for Z times, the client will be allowed to associated to the AP upon the next attempt.

AP Load Balancing Group

Group Name | fest!

LITCI  Client Load Balancing Traffic Lozd Balancing

Rule When an AP is assocated with 3 @ clien's and the difference between the currently associated clent count and client

count on the AF with the lightest Ioad reaches 3 clients can associate only to another AP in the group. Aftere a client
association is denizd by anAPfor | 10 | times, the client will be allowed to associated to the AP upon the next attempt.
AP Member
Q Only display un-grouped APs
Alias SN Group Name
ReyeeAP1 CAN test
ReyeeAP2 G1 test
1 10/page Gotlo 1

“ feaeel
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| Load Balancing { Load balancing can nly be enabled on Reyee RAP with P55 or a higher version, and there must be Reyee EG in the network
Traffic Load Balancing Delete  Edit
test Rule threshold: § * 100Kbps Traffic Difference: § *100Kbps Max Denial Count: 10
AP Member CANLC G1QH!

Step4 Traffic Load Balancing

Rule: When the traffic load on an AP reaches X *100Kbps and the difference between the
current traffic and the traffic on the AP with the lightest load reaches Y *100Kbps, clients
can associated only to another AP in the group. After a client association is denied by an
AP for Z times, the client will be allowed to associated to the AP upon the next attempt.

AP Load Balancing Group

Group Name

Type Client Load Balancing Traffic Load Balancing

Rule When the traffic load on an AP reaches 5 *100Kbps and the difference between the current traffic and the traffic on the
AP with the lightest load reaches 5 *100Kbps, clients can associated only to another AP in the group. After a client
association is denied by an AP for 10 times, the client will be allowed to associated to the AP upon the next attempt.
AP Member
Q Only display un-grouped APs
Alias SN Group Name
ReyeeAP1 CAN
ReyeeAP2 G1C
1 10/page Goto, 1
| Load Balancing { Load balancing can only be enabled on Reyes RAP with P55 or a higher version, and there must be Reyee EG in the network

+Add

test Rule

Client Count Difference: 3 Max Denial Count: 10

G1C

Delete Edit

* Note:

Load balancing can only be enabled on Reyee RAP with P55 or a higher version, and
there must be Reyee EG in the network.

3. Authentication
3.1 Captive Portal
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A captive portal is a web page accessed with a web browser that is displayed to newly con
nected users of a Wi-Fi or wired network before they are granted broader access to networ
k resources. Captive portals are commonly used to present a landing or log-in page which
may require authentication, payment, acceptance of an end-user license agreement, acce
ptable use policy, survey completion, or other valid credentials that both the host and user
agree to adhere by.

On the Captive Portal page, you can edit the portal template. If you enable auth when
configuring SSID and select the Captive Portal option, you can select an existing portal
template.

Captive Portal List

42 | Search Network 5 |

| Captive Portal
)

[z m [E]

$SS 12

32 b Not associated with SSID

32 Mot synchronized to EG

l 2021-03-11 17:32:04 8 2020-09-23 17:44:49

ssssf 12

Name: Displays the name of captive portal template.

Applied SSID: Display the EG Network bound to the captive portal template.

Network of Synchronized EG: Displays the name of captive portal template.

Created on: Displays the time a captive portal was created.

Description: Displays the description of captive portal templates.

Click AUTHENTICATION > Captive Portal > Add to add a new captive portal template.
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Ruifie (O MONITORING ~ CONFIGURATION ~ MAINTENANCE
. 32 ‘ ‘
® PRoJECT
= WIRELESS | Captive Portal

Basic ‘ Add H Synchronize
Layout
Radio Plan

6w

588

B 32
@ AUTHENTICATION

By 2021-03-1117:32:04

ssssf

Edit the captive portal template.

| Captive Portal » Add

Name ‘

Description \

Login Options One-click Login Voucher Account Facebook Account SMS

Show Balance Page @

Post-login URL @ \ ttps:/iwww ruijienetworks.com ‘

Name: Enter the name of captive portal template.

Description: Enter the description of captive portal templates.

Login Options: Select the option to perform the desired action:

One-click Login: Login without username and password. Support to set the Access
Duration and Access Times Per Day.

Voucher: Login with a random eight-digit password.

Account: Login with the account and password.

Facebook Account: Login with the facebook account.

SMS: Login with phone number and code.

Show Balance Page: Displays available duration, time or data after portal authentication.

Post-login URL: Enter the URL that pop-up after the portal authentication.

Edit the Portal Page > Basic.
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Portal Page @
Advanced
P Reset St
re @ Default Logo Upload
@ Image Solid Color
@ Default image Upload
Languages Englist + One click Login
® Text Image @
Text h ters rema g
Marketing Messag C racters remaining
Terms & Condition
Note: This is only a preview image. The actual effects vary with devices at different resolutions.
Copyright 60 characters remaining

Logo Picture: Upload the logo picture or select the default logo.

Background: Select the background with image or default(select the color).

Background Image: Upload the background image or select the default image.

Language: Select the language of the portal page.

Welcome Message: Select the welcome message with image or text.

Marketing message: Enter the marketing message.

Terms & Conditions: Enter the terms & Conditions.

Copyright: Enter the copyright.

Edit the Portal Page > Basic.

Background Mask Opacity

Portal Page @
Basic Advanced B
Desktop ) Reset Style
Logo Position | Upper
Background Mask Color | #a2a2a?

Welcome Message Text Color

Welcome Message Text Size

Button Color

Button Text Color

Link Color

Text Golor in Box

e
L
(2
(#o0sor |
N
T

[ J

One-click Login

.- \ 2

Naote: This is only a preview image. The actual effects vary with devices at different resolutions

| OK H Cancel J
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Logo Position: Select the logo position(Upper, Middle and lower).

Background Mask Color: Select the background background mask color.The default is
#a2a2a2.

Background Mask Opacity: Select the background background mask opacity(0-100).
Welcome Message Text Color: Select the welcome message text color. The default is
HITFTTT.

Welcome Message Text Size: Select the welcome message text size.

Button Color: Select the button color. The default is #0066ff.

Button Text Color: Select the button text color. The default is #ffffff.

Link Color: Select the link color. The default is #ffffff.

Text Color in Box: Select the text color in box. The default is #ffffff.

How many portal templates do one network support?

Considering the performance and design aesthetic of the page, one network support
50 portal templates maximally.
Whether the portal template supports multiple languages?

Yes, the portal template supports multiple languages including Chinese (Simplified);
Chinese (Traditional); English; German; Indonesian; Japanese; Korean; Malay;
Portuguese; Russian; Spanish; Thai; Turkish; Viethamese.

* Note: The preview image including mobile and desktop format. The actual effects vary with
devices at different resolutions.

Click AUTHENTICATION > Captive Portal > Synchronize to sync the portal template to
EG.

32

| Captive Portal

sSSS 12

32 Not associated with SSID

32 Not synchronized to EG

B 2021-03-11 17:32:04 2020-09-23 17:44:49

12

ssssi
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If there are no EGs in the network, try to add a EG first.

2v |

| Captive Portal » Synchronize

&

Please add a gateway first

If there are a EG in the network, click OK and bind a captive portal as Template.

32 ™

| Captive Portal » Synchronize

=\ EG2100-P
=1 H1P! -y

How to synchronize the portal to EG? @

12

Sync the portal to EG.

Terms of Service and
Acceptable Use Policy

Login

Enable the Local Server Auth and Auth Integration with Cloud on the EG eWeb.

User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info
Web Auth Note: 1. Bridge mode is not supported.

2. Any two among Web authentication, marketing authentication and local server authentication cannot be enabled at the same time.
Local Auth 3. You can cenfigure usermame and password on the User page.

4. You can view AD domain user information en the User page

Block Internet
Access

5. Users who fail single sign-on will be matched with the other policies.

6. Please disable flow control if you want to configure rate limit on cloud accounts for Auth Integration with Cloud. Otherwise, rate limiting may not function accurately.

=+ Add Policy X Delete Selected Local Server Auth: m:lAuth Integration with Cloud: m:l

Displays the synchronize time on the template.
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| Captive Portal - Synchronize

l;_tl EG2100-P
=l

How to synchrenize the portal to EG? @

12

Last synced
2022-02-28 1

Terms of Service and

Acceptable Use Policy

Login

Access to the EG eWeb, click Add Policy and preview the cloud template, check whether
same as the template on Ruijie Cloud.

User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

Web Auth Note: 1. Bridge mode is not supported = Auth Policy X

authenfication, markeling authentication and local server authe.

Local Auth =

i Enable:

4,
Block Internet i 2
Access 2 Portal Template: | Cloud Template v @

6.

Policy Name:
X Delete Selected Local Server Auth mmm Int IPRange: | Example: 1.1.1.1-22.2.2

= Auth Policy

Enable
Portal Template
Policy Name:

IE Range

Terms of Service and

Acceptable Use Policy

Login

Click Cancel and unbind a captive portal to EG.
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| Captive Portal » Synchronize

l‘—_b“ EG2100-P
\ H1PE

How to synchronize the portal to EG? @

Sync the portal to EG.

S e

Why can't | see the Facebook auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.
Why can't | see the SMS auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.
Why can't | see the post-login page after successful authentication?

The post-login configured on Ruijie cloud will not be synchronized to EG. So EG local
auth does not support popping up post-login page.

What can | do if the voucher data usage exceeded but it still can be used?

The Data Quota configured on Ruijie cloud will not be synchronized to EG. So EG
local auth does not support data usage limitation.

What can | do if | want to use different portal templates for different SSIDs?

Ruijie Cloud captive portal template only can synchronize one template to EG. If you
need 2 SSIDs with 2 different portal templates, it is recommended that 1 SSID using the
Ruijie Cloud captive portal, while another using EG local portal.

What can | do if | want to enable the seamless based on different SSIDs?

The seamless of EG local authentication is a global configuration, so it cannot be
configured based on different SSIDs.

3.2 PPSK
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Per-user PSK(PPSK) is also called as “One Client, One Password”. It combines the
advantages of PSK and 802.1x. Each terminal device is bound with a unique Wi-Fi
password so that the Wi-Fi will be much more secure.

Click AUTHENTICATION > PPSK > Add to add the PPSK accounts.

EG2100 Search Network

Tip: Please disable Private MAC when using PPSK on iOS 14,

| PPSK @

Add [ Delste ‘

Support add account by manual or batch import.
Download template, edit it and upload template file.

Add Account

Download and fill in the device information in the template Up to 1500 records can be imported

Upload Template File | Download Templats

pyp— [ooe |
A =

2 T1

3 12

4 13

2 T4

G

T
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Add Account

Add Account

ppskTemplate (1).xls

Download and fill in the device information in the template.Up to 1500 records can be imported

[ceee |

Add Account
Account
Account
Account
Account
‘ Batch Import |

test1

test2

test3

test4

“ ‘ St |

PPSK Account List

Configuration Guidance

| PPsK @
[ peste |
Account

T4
test3
T3
test2
test
test1
T2
123
testd
T

Tip: Please disable Private MAC when using PPSK on iOS 14

Client MAC

bce2 659a 8dbe

1

WiFi Key
2rap8eri
Brx53va
bbvjwp82
d6xif28w
ear76anr
fbrmxky
hghvym
hn59m63s
stdhhxy8

ahkik

o

.
==

Created at

2022-02-28 15:35:22

2022-02-28 15:31:03

2022-02-28 15:35:22

2022-02-28 15:31:03

2021-11-12 20:24:06

2022-02-28 15:31:03

2022-02-28 15:35:22

2021-11-12 20:26:27

2022-02-28 15:31:03

2022-02-28 15:35:22

Action

o O B v O B o v

== = =

] 10in total

Account: Displays the name of PPSK account.

Client MAC: Displays the client mac for this account.

Auto recording: After the first client connect to the AP with the WiFi key, will bind the

client’s mac and displays here.

Manual setting: Manually bind the mac of the client to the WiFi key. If the mac connected
to the AP is incorrect, the connection will fail.

WiFi Key: Randomly generated 8-digit password for PPSK account.

Created at: Displays the time a PPSK account was created.
Action: Click a button to perform the action: Edit, Delete.
Edit the Account to check the PPSK Synchronize Log
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PPSK Synchronize Log

@ Synced: 2 Syncing: 2 Unsupported: 0 @ Failed: 0
SN Status Update Time
1234 SYNCING 2022-02-28 15:50:47
G1l NEVER_ONLINE 2022-02-28 15:35.22
GIMe SYNCED 2022-02-28 15:50.48
(exl] SYNCED 2022-02-28 15:50:47

[ 10~ J4intotal

For the PPSK Key, need sync to all the APs in the same network.
Click AP > Web CLI, enter the command “show sumng user all” to check whether the
PPSK WiFi Key sync to the AP or not.

SN Background color: [l [l []
General =a| ¥ sh sumng user all

Sumng Total User Nu
Connectivity = Sumng Total Sta Num

Running Status > UserName WifiKey Account-Time Mac-Address Reg-Time

Client . t3ghkxjk  Mon Feb 28 15:52:11 2022

stdhhxy8 Mon Feb 28 15:52:11 2022 =

hn59m63s  Mon Feb 28 15:52:11 2022  bce2.659a.8dbe Mon Feb 28 15:52:11 2022
hghvyrr6  Mon Feb 28 15:52:11 2022 -

fgérnxky  Mon Feb 28 15:52:11 2022

ear76anr Mon Feb 28 15:52:11 2022 -

déxff28w  Mon Feb 28 15:52:11 2022

bbvjwp82  Mon Feb 28 15:52:11 2022

8r4x53va Mon Feb 28 15:52:11 2022

2rap88ri Mon Feb 28 15:52:11 2022

WLAN

Wireless Secu...

Ruijie#

* Note: limitations of PPSK

a. The PPSK function only supports importing 1500 passwords.

b. PPSK is based on MAC address binding of terminals, and multiple devices under the
same user also need to login with different passwords.
Each AP can only configure a PPSK authentication SSID.

d. The PPSK password is generated randomly and does not support custom password
format.

e. The AP can support PPSK only after upgrade to B40P2 or later version.

f.  There is no validity date for PPSK, which could be used all the time once created.

g. The PPSK could be created manually or by batch import.

h. The AP130(L) does not support PPSK.

i. Only the Sub account user who is assigned with the root group is able to configure
PPSK.

3.3 Voucher

Voucher authentication on Ruijie Cloud allows you to charge users for wireless network
access using access codes. Concurrent users, time period and data quota limit can be
customized and offer to your guests.
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Click AUTHENTICATION > Voucher > Manage Package to configure access policy for

the voucher.
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32 ‘ Search Networ

| Voucher

‘ Print Voucher

Manage Package @ ‘

‘ More - ‘ » Total Vouchers: 104 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 0

Click Add Package to add the package.

Add Package

Package Name
Description
Price

Concurrent Devices

Bind MAC
Period

Download Speed

Upload Speed

3 -
30 Minutes v‘
100 MB v‘
Unlimited v‘
Unlimited v‘

Data Quota |

— T

Package Name: Enter the package name.

Description: Enter the description of voucher package.

Price: Enter the price of voucher package.

Concurrent Devices: Select the concurrent devices for 1 voucher.
Bind MAC: Select bind MAC address or not.

Period: Select the maximum valid time of voucher code.

Data Quota: Select the maximum a mount of data transfer.
Download Speed: Select the maximum download speed.

Upload Speed: Select the maximum upload speed.

Voucher list

e ‘ Search Network Q. ‘ o | Manage Project H Take over Network H Unbind Device

| Voucher o B-¥E

‘ Print Vsucher ‘ ‘ Manage Packags @ ‘ ‘ More ~ ‘ Total Vouchers 104 @ Activated Vouchers' 0 @ Depleted Vouchers @ - 0 Q| Advanced Search

Voucher Code  Alias  Package Name  Prica Period Created at Activatedat  Expired at  Devices  Bind MAC Data Usage Download Speed  Upload Speed Status .,
videpm = 21 - Unimited 20210603 10:45:50 - - o Yes ©MB/100 MB Unlimited Uniimited Not Activated
fTemap - 21 - Unlimited 2021.06-03 10:45:50 - - o Yes 0MBH100 MB Unlimited Unlimited NotActivated
ndgbpe = 21 - Unimited 2021:06-03 10:45:50 - : o Yes ©MB/100 MB Unlimited Uniimited NotAcivated B
atéxpe . 21 -~ Uniimited 2021.06-03 10:45:50 - - o Yes 0MB100 MB Unlimited Uniimited NotAcivated [
apzezq = o1 -~ Unimited 2021.06-03 10:45:50 - > ot Ves 0MB/100 M8 Unlimited Uniimited Notacivated (]
vzxds 1 1200 2Hours 20210341 173244 - : o Yes 0 MB/1.00GB Unlimited Uniimited Not Activated
pOuiio3 1 1200 2Hours 2001.0341 173244 - . o3 Ves 0MBH1.006GB Unlimited Unlimited Not Activated
dssigp : 1 1200 2Hours 2021:03-11 173244 = : o3 Yes 0 MB/1.00GB Unlimited Uniimited Not Activated
xg8ned 1 12.00 2 Hours 2021-03-11 17:32:44 - - o3 Yes 0 MB/1.00 GB Unlimited Unlimited Not Activated
agpil 1 1200 2Hours 2021.03-11 173244 - - o3 Yes 0ME/1.00GB Unlimited Uniimited Not Activated
1 Next Last [_10a ]104intotal
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Voucher code: Displays the voucher code.

Alias: Displays the description of voucher package.
Package Name: Displays the package name.

Price: Displays the price of voucher package.

Created at: Displays the time a voucher was created.
Activated at: Displays the time a voucher was activated.
Devices: Displays the online device for the voucher.

Bind MAC: Displays bind MAC address or not.

Period: Displays the maximum valid time of voucher code.
Data usage: Displays the maximum a mount of data transfer and current used data.
Download Speed: Displays the maximum download speed.
Upload Speed: Displays the maximum upload speed.

Status: Displays the status for the voucher.

Print voucher

32 ‘ Se etwe & ‘ GMT+8-00)Asia/Hong_Kong | Manage Project H Take
| Voucher > Print Voucher
| Print Configuration | Profile Information on Voucher
Quantity :
Package Name Bind MAC
5 1 Yes
Concurren t Devices Period
Alias 3 2 Hours
Data Quota Download Speed
1.00 GB Unlimited
Upload Speed
Package i 9 Unlimited
1 | Preview
Logo [ Clear —
l?Uyle
Text Voucher Code
Hello World r AXXAXX
Hello World
Print Methed
Print in 2 Columns (A4)

Quantity: Enter the quantity of voucher to print.

Alias: Enter the description of voucher.

Package: Select the package of voucher.

Logo: Select or upload the logo to print the voucher(default is Ruijie Cloud).
Text: Enter the text of voucher.

Print Method: Select the column to print the voucher.

Profile Information on Voucher: Select the parameters for voucher.
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Preview: Preview the print result.

Export the vouchers in .xls format

® Depleted Vouchers @ - 0 ‘

| Alias | Package Name. Price. 1 Period i Created at | Activated at Expired at 1 Devices i Bind MAC I Data Usage

videpm - 421 - Unlimited 20210603 10.45:50 - - 01 Yes 0 MB/100 ME
iTemqp - r 421 - Unlimited 20210603 10:45:50 - - 01 Yes 0 MB/100 ME
ndgbpe = T 421 = Unlimited 20210603 10:45:50 z E 011 Yes 0 MB/100 ME
aTdupk 5 r 421 z Unlimited 20210603 10:45:50 = g 01 Yes 0 MB/100 ME
apzezq - r 421 - Unlimited 20210603 10.45.50 - - (] Yes 0 MB/100 ME
hezxds. - r 1 & 12.00 2 Hours 20210311 17:32:44 = 2 3 Yes 0 MB/1024 M
p3wfo3 = & 1 I 12.00 2 Hours. 20210311 17:32:44 = - 03 Yes 0 MB/1024 M
dbslgp - T 1 r 12.00 2 Hours 20210311 17:32:44 * = 03 Yes 0 MB/1024 M
xgpned - T 1 12.00 2 Hours 2021031 17:32:44 - - 03 Yes 0 MB/1024 M
aqpioi - I 1 12.00 2 Hours 2021031 17:32:44. - - 03 Yes 0 MB/1024 M
njoech - r 1 12.00 2 Hours 2021031 17:32:44. - - 3 Yes 0 MBI1024 M
hpow;3 5 r 1 12,00 2 Hours 20210311 17:32:44 = E 3 Yes 0 MB/1024 M
poBisBa - I 1 T 12.00 2 Hours 20210311 17.32.44 - - [TE] Yes 0 MB/1024 M
I5tqut - It 1 I 12.00 2 Hours 20210341 17.32:44. - - o3 Yes 0 MB/1024 M
safqde = r 1 I 12.00 2 Hours 20210311 17:32:44. = - 3 Yes 0 MB/1024 M
561k34 = 1 I 12.00 2 Hours 20210311 17:32:44 % = 03 Yes 0 MB/1024 M
lak4q3 = i 1 r 12.00 2 Hours. 20210311 17:32:44 # ® 3 Yes 0 MB/1024 M
lunpéx - r 1 12.00 2 Hours 2021031 17:32:44. - - 03 Yes 0 MBV1024 M
3irdix 1 12.00 2 Hours 2021031 17:32:44 - - 3 Yes 0 MB/1024 M
2wejBm Z 1 12.00 2 Hours 2021031 17:32:44. i E 03 Yes 0 MBI1024 M
ity - f 1 T 12.00 2 Hours 2021031 17:32:44 - - 3 Yes 0 MB/1024 M
foupky I 1 T 12.00 2 Hours 20210341 17.32:44 = - ] Yes 0 MB/1024 M
dizyhg K 1 i 12.00 2 Hours 20210341 17.32:44 = - o3 Yes 0 MB/1024 M
cfwvoip I 1 [ 12.00 2 Hours 20210311 17:32:44 * = 03 Yes 0 MB/1024 M
sut23p T 1 T 12.00 2 Hours 20210311 17:32:44 # & 3 Yes 0 MB/1024 M
kwbud4 r 1 12.00 2 Hours. 20210311 17:32:44 = = 3 Yes 0 MB/1024 M
zjix r 1 12.00 2 Hours 2021031 17:32:44 - - 3 Yes 0 MB/1024 M
habiek r 1 12.00 2 Hours 2021031 17:32:44 - - 03 Yes 0 MBI 1024 M
IcBuge I 1 12.00 2 Hours 2021031 17:32:44. - - 3 Yes 0 MBI1024 M
hBpazg f 1 12.00 2 Hours 20210341 17:32:44 - - ] Yes 0 MB/1024 M
DBy r 1 It 12.00 2 Hours 20210341 17.32:44 - - o3 Yes 0 MB/1024 M
Bwwob [E 1 I 12.00 2 Hours 20210311 17:32:44 % = 03 Yes 0 MB/1024 M
zwg3eu |4 1 I 12.00 2 Hours 20210311 17:32:44. — s 03 Yes 0 MB/1024 M
3hpxyr T 1 r 12.00 2 Hours. 2021-03-11 17:32:44 = = 3 Yes 0 MB/1024 M
432 1 1200 Hours 02103111 4 = 5 IV X Q 1B/1024 M

3.4 Account

Voucher authentication on Ruijie Cloud allows you to charge users for wireless network

access using username/password. Concurrent users, time period and data quota limit can

be customized and offer to your guests.

Click AUTHENTICATION > Account > Manage Profile to configure access policy for the

account.

32 ‘

| Account

‘ Add Account | Manage Profile ‘ More ~ ‘ @ Total Accounts: 0 @ Activated Accounts: 0 @ Depleted Accounts @ : 0

Click Add Profile to add the profile.
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Add Profile

Profile Name
Description |

Concurrent Devices | 3 s
Period |

Data Quota | 100 MB ".

Download Speed | Unlimited v.

30 Minutes V‘

Upload Speed | Unlimited v

Em

Package Name: Enter the package name.

Description: Enter the description of account profile.

Concurrent Devices: Select the concurrent devices for 1 account.
Period: Select the maximum valid time of account.

Data Quota: Select the maximum a mount of data transfer.
Download Speed: Select the maximum download speed.

Upload Speed: Select the maximum upload speed.

Account list

2 ‘ Search Netwo Q ‘ GMT+8:00)AsiaHong_Kong | Manage Project H Take ov

twork H Unbind Devi

| Account S 2 -

‘ Add Account H Manage Profile H More = ‘ Total Accounts: 1 @ Activated Accounts: 0 @ Depleted Accounts @ : 0

Accoun: t  Alias Password Profile Name Period Created at Expired at Devices Data Usage Download Speed Upload Speed Status 3 Action

test test AR gt 13 30 Minutes. 2022-02-28 20:32:17 - 0/3 0 MB/100 MB Unlimited Unlimited Not Activated

Account: Displays the account.

Alias: Enter the description of account.

Password: Displays the password.

Profile Name: Displays the profile of account.

Period: Displays the maximum valid time of account.
Created at: Displays the time a account was created.
Expired at: Displays the time a account was expired.
Devices: Displays the online device for the account.

Data usage: Displays the maximum a mount of data transfer and current used data.
Download Speed: Displays the maximum download speed.
Upload Speed: Displays the maximum upload speed.
Status: Displays the status for the account.

Action: Click a button to perform the action: Edit, Reset, Delete.
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Add Account

Add Account

Step1: Select the profile.

Profile 13 v

Step2: Download and fill in the device information in the template.Up to 500 records can be imported each
time

Upload Template File ‘ Download Template

Add an Account Cancel

Step1 Select the profile.

Step2 Add the accounts.

Support add accounts by manual or batch import.
Download template, edit it and upload template file.

Account it [ Password :'nﬁg 1
test? test? 22
test3 test3 r 33
testd testd r 44
Add Account

Account @ ‘ testt

Password @ ‘ test1 |*
Profile l 13 V|
Alas | 11 |
Batch lmpart m Cancel

Configuration Guidance
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Step2: Download and fill in the device information in the template.Up to 500 records can be imported each
time

Message

Succeeded to import 3 accounts

3

Upload Template File Download Template

Cancel

‘ Add an Account ‘

Export the accounts in .xIs format

aJ
[ Accant T Alas | Password | Profle Name] Period I Crealed at [ Expredat | Devices [ DalaUsage | DownloadSpeed | UpioadSpeed Status
testl T # test1 | 30 Minutes 2022-03-01 14.22.48 - 073 0 MB/100 MB Unlimited Unlimited Not Activaled
testd s testd | 30 Minutes 2022-03-01 14:19:43 - 073 0 MB/100 MB Unlimited Unlimited Mot Activated
test3 [ = test3 | 30 Minutes 2022-03-0114:19:43 - 073 0 MB/100 MB Unlimited Unlimited Not Activated
test2 [ 2 test2 [ =3 30 Minutes 2022-03-01 14:19:43 - 073 0 MB/100 MB Unlimited Unlimited Not Activated
test test [ 12356 T 13 30 Minutes 2022-02-28 20 3217 - 073 0 MB/100 MB Unlimited Unlimited Not Activated

3.5 Easy Sharing

Vouchers, accounts and PPSK can be shared and managed by Easy Sharing (Share the
link to customers so that they can easily manage accounts).

Click AUTHENTICATION > Easy Sharing > Share to create the sharing link.

32 ‘ Search Network @ ‘ GMT+8:00)AsiaHong_Kong | Manage Project Take over Network Unbind Device
PPSK Voucher Account
| PPSK Sharing List o ¥
Al ~ || Accou |
Network Name Account Status WiFi Keys Action
32 No Account Not Shared 1 1

1 0 @ La | = |1intotal

i
L

Select the type of the sharing link including PPSK, Voucher and Account.

Easy Sharing >

Share the following link to others so that they can manage the PPSK, the voucher, the account
as well.

Type PPSK voucher Account

Link hitp-//cloud-as_ruijienetworks com/admin3/eSharingfconfirm?cod

Copy
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Copy the link and access another account.

Click Accept.

Configuration Guidance

Accept Sharing

Invite you to manage the network authentication!

After acception, you can manage the authentication type of network. Try it nowl

=

Check whether the account can manage the authentication type of network or not.

PPSK

32

@ AUTHENTICATION

Tip: Please disable Private MAC when using PPSK on iOS 14.

@ AUTHENTICATION

PPSK

| Voucher

l Print Voucher JI More ~ J ® Total Vouchers: 104 @ Activated Vouchers: 0 @ Depleted Vouchers ® : 0

ke Q

S e N~

| PPsK@ o |
L [ =
Account Client MAC WiFi Key Created at Action
test1 a25b.3a33.5bcd np8xwIwc 2021-05-20 20:09:11 B o
32

x|

Advanced Search

Voucher Code Alias Package Name Price Period Created at Activated at Expired at Devices Bind MAC Data Usage Download Speed Upload Speed Status
videpm - 421 Unlimited 2021-06-03 10:45:50 - - on Yes 0 MB/100 MB Unlimited Unlimited Not Activated
j7emgp - a1 Unlimited 2021-06-03 10:45:50 - - on Yes 0 MB/100 MB Unlimited Unlimited Not Activated
n4gbpe = 421 Unlimited 2021-06-03 10:45:50 = = o Yes 0 MB/100 MB Unlimited Unlimited NotActivated
aldxpk - 421 Unlimited 2021-06-03 10:45:50 - - o Yes 0 MB/100 MB Unlimited Unlimited Not Activated

A abe PEe
2 l
@ AUTHENTICATION
| Account O 2 ;-
[ Add Account ‘ [ Manage Profite I ‘ More + | @ Total Accounts: 5 @ Activated Accounts: 0 @ Depleted Accounts @ -0
Account  Alias Password Profile Name Period Created at Expired at Devices Data Usage Download Speed Upload Speed Status 4 Action

testl 11 mes ~ 13 30 Minutes 2022-03-0114:22.48 - 03 0 MB/100 MB Unlimited Unlimited Not Activated “ N m
test4 4 e ~ 13 30 Minutes 2022-03-0114:19:43 % 03 0 MB/100 MB Unlimited Unlimited Not Activated “ o m
test3 33 e - 13 30 Minutes 2022-03-01 14:19:43 2 o3 0 MB/100 MB Uniimited Unlimited Not Activated & i

4. Advanced
4.1 Batch CLI Config

Click ADVANCED > Batch CLI Config > Add to
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Note: The function is only supported on RGOS devices.

| Batch CLI Config Status How to batch configure GLI commands?

Add

Configuration Guidance

| Batch CLI Config

- nr
R
o) (e = (= =3
AC
Status Network Description SN Switch rmware Version Model
@ Online 32 HiP¢ EG_RGOS 11.9(1)B1153, Release(07242723) EG2100-P
Batch Customize CLI Commands x
4
Copy CLI Set
Oshow O sho_interface
Ea
Save as New Set ‘ Clear 1
Note: The function is only supported on RGOS devices.
| Batch CLI Config Status How to batch configure CLI commands? B3
Add
Time Quantity Success Failure Command Action
2022-03-02 11:10:00 1 1 0 Check Result Stop
| Batch GLI Config Result .~ 52
(=]
Network Description SN Firmware Version Model Status
32 H1P. EG_RGOS 11.9(1)B1153, Release(07242723) EG2100-P Succeeded
Page | 1 [ 10« 1in total
3 B € D E F G Gl T 7 [3 T M [ 3 qQ 3 S T U v W X v Z
[Group NarS Remark Model  Software Echo result
32 H1PBOLKOC EC2100-P BC_RCOS luserfisho ip in blnterface IP-Address (Pri)

IP-Address (Sec)

Status Protocol GigabitEthernet 0/0 172.26.5.195/22

Displays the CLI result on the file.

4.2 Customize CLI Set




Ruijie Cloud Cookbook Configuration Guidance

Click ADVANCED > Customize CLI Set > Add to customize a CL| demo.

Note: The function is only supported on RGOS devices

| Customize CLI Set How to batch configure CLI commands?

show

sho run

+ Add

(% Edit T Delete

To add a new command set, click Add, enter the set name and commands, and click Save.

x

Add

sho_interface

shoipinb

sho interface

Copy CLI Set

ﬁ show

Copy ‘

‘ o |

If the CLI command is same as another one, you can select the CLI Set and click copy.

* Note:
The function is only supported on RGOS devices.

4.3 AP VLAN
Ruijie Cloud supports configuring the port VLAN of the panel AP.
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Training REYEE GMT+8:00)Asia/Hong_Kong ‘ Manage Project
| AP Port VLAN
Note: The LAN port configuration is only supported on panel EAP/RAP in AP mode with P32 or a higher vesion
Model:  |RAP1200(F)
Device:
QL (1 Selected) Display Never Configured Devices
Alias SN 1P Model Last Configuration Time
RAP1200F G1Qf 192.168.110.205 RAP1200(F) Not Configured
Configuration
Port Type Access vI
VLAN ID 50
Selected Ports LAN
] L]
Selected Not Selected
LN
=
| AP Port VLAN
Model:  RAP1200(F) ¥
Device
Q | (1 Selected) re
= Model Last Configuration Time
@ Configuration succeeded
RA RAP1200(F) 2022-03-02 15:19:30
Configuration
Port Type Access b
VLAN ID 50
Selected Ports LAN
i ]
Selected Not Selected

Model: Select the model of AP: RAP1200(F) or RAP1200(P).
Device: Select the device to which the configuration needs to be delivered.

Port Type: Select the port type: access or trunk .

VLAN ID: Enter the VLAN ID for the port.

Selected Port: Click to select the port to which the VLAN ID needs to be delivered.
Apply && Clear: Apply the configuration to device or clear the configuration.
Access to the AP’s eWeb and check the VLAN ID and port VLAN configuration.
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Overview  Basics Wireless Advanced Diagnostics System
LAN Settings Port VLAN

o LAN Settings
Port VLAN @)
| LAN Settings + Add T Delete Selected

Upto 4 entries can be added.

VLAN ID Remark Action
50 Edit Delete
Overview  Basics Wireless ™ Advanced >  Diagnostics ™ System

LAM Settings Port WVLAN

Port VLAN
o Please choose LAN Settings to create a VLAN first and configure port settings based on the VLAN.

| Port VLAN

Crannecrtad Micrmmn -
il | Connectad Disconnected

Port 1

VLAN 1(WAN) Mot Joi

VLAN 50 UMNTAG
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Maintenance Guidance

1. Log
1.1 Operation Log

Operation Log records all operation info.

Ruijie C‘) MONITORING CONFIGURATION MAINTENANCE

Time: Displays the time of operation.

Operator: Display the account who do the operation.

Type : Including All, Login, Device, Network, Diagnose, Radio Plan, Roaming, Load
Balance, Alarm Setting, Config, Upgrade, MTFI Device, SIM, Tunnel, Gateway, Voucher,
PPSK, Easy Sharing.

Description: Displays the detail description of operation.

Result: Displays the result of operation.

Result Description: Displays the result description of operation.

Action: Displays all information of this operation.

1.2 Config Log

Config Log lists down the status of device configuration. If the device stuck on not sync
state, user can check the configuration delivery status by clicking the detail button.

There are two view mode: Action View and Device View.

Action View: Base on the operation Type to list down the Config log.
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ijl(? } B § MONITORING CONFIGURATION MAINTENANCE
| Configlog @
B Lo
R - Cevice View
&Y UPGRADE
| Action View o - 52
o meceniiog |
Oparation Type N Stastod at Ended at status Davices Resuit Description
= SuccessiFabure: 110 =z
S c 03 2 -1 mplets VOMmineN, Yet: 1704 1PBO1 i
+ wich device group 2022-03-15 225236 2022-03-15 225254 Compiete TotalOMneiot Online Yet: 100 (W00 B e cenpiate ooy 0 HIPB1KO05844; Group
ce name 0315 22 631 : ; i o are: 10
+ Configura device name 0220315225238 H@2-03-15 225240 Compiste TotalOMineiot Online Yet: 100 e ioeromtar (A
. in gy : e e " - )
+ Updste RLDP coafig 20220315 224756 2022-03-15 224537 Comeiete TotalOffine/Not Cnline Yet: 1/0/0 uiedCompiete: (v D28 [G1PHSOHD00338), giobial
- 2 12 1 . i : A s o g ity
+ Condgure SVI 2022-03-152231:24 22035223490 Complete TotalOffine/Not Onlina Yet: 1000 | © ulediCompiele G D268 [GTPHSOHO00339). deiete ¢
L s u e = Succes: ' : 3 =
+  Add device group on EasyNetwork 20220014 10.20.04 incomplete TolabOfioatict Onling Vet 000 (K500 8 o compiete: (g 1 iR proun test
s . = F - SuccessiFabure: 00 - .
+  Add device group on Easyetwork 2022-03-14 05.29.04 incomplete  TotabOMMine/Not Online Yet. 0/ . usaCempate gy YW 06ViCR proup: 333333 =
5 2022-03-10 135 t ._. b u an S T ——
+  Update EasyNetwork wroless conflg 2022-63-10 135309 Incomgiste TotalOfioaitict Onliea Vet 71173 TR0 uedCompiete: 0vg o9 EG_suth_test_Auto Gemer =P
= Succes: £
il -03-10 1. i OffineNot On Yot V15 g G_ausr <!
+ Baich update apartment SSiDs 2022-03-10 132557 Incomplete. TotakOfine/Not Onling Yet: 7113 i Rk G Config name: [EG_auth_lest_Auto @
Succes: L]
Jodat 5y Nt ek onf -03-10 1. 5 r 13k ol Yet: THF 2 uth_ A
+  Update EasyNetwork wreless confg 2022-03-10 132557 incomplets  TotaVOMneMiot Onine Vet Tr1/a uiedCompiets: prvp GO EO_aulh_test_Auso Gener
" 1 " 10 1 ¥ r 0 st _A
+ Baich update apartment SSils 2022-03-10 132535 Incompiete TotaOMineiot Oniima Yt Tit3. (L R OOt OV ‘Config name: [EG_auth_test_Auto
Hoxt Last 42 in total
| Action View o =
o= =
Operation Type - Stared at Ended at Statay . Devices Rt Descrigtion
El:pda'e EavyNatuors, wiakis confry 2022-03-19 21.06:58 Incomplete TetalOMinaiiot Qeling Yat 4110 Contigr Cloud_Aun_Test_Autn G =
* =
: () Search
SN Started at Resuit 4 Config Action
oG 1978 2022-00-19 210658 coeaded ]
a1 3844 202 0658 Succended B
i Ottire B
Hi 1746 022-00-19 210658 010 21 07.02 Succeaded ]
4o
5 £

+: Displays the device SN and the start time, end time, result.

Operation Type: Including Edit Config, Delete Config, Apply Config, Change Config, Initial
online of the device, Upgrade device, Change network and so on.

Start at: The start time of the configuration.

End at: The end time of the configuration.

Status: Displays the result of configuration, complete or incomplete.

Result: Displays the configuration result, success/failure, In progress/Scheduled/Complete.
Description: Displays all information of this configuration.

Device View: Base on the device SN to list down the Config log.
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Ruiie (> MONITORING  CONFIGURATION  MAINTENANCE

| Config Log &

o=
Al

Action View Davice View

| Dewvice View

Suscesnss

Device SN: Displays the SN of the device.

Operation Type: Including Edit Config, Delete Config, Apply Config, Change Config, Initial
online of the device, Upgrade device, Change network and so on.

Start at: The start time of the configuration.

End at: The end time of the configuration.

Status: Displays the result of configuration: Executing, Succeeded, Failed, Offline,

Scheduled, Aborted, Never online.
Description: Displays all information of this configuration.

Action: Displays the Config Item and result.

Config Execution List

- | =3
Config ltem Started at Ended at Status " Message
SSID Settings.(Apply All} 2022-03-19 21.06:58 2022-03-19 21:07.00 Succeeded Success

> ( 10 = ] 1 in total

1.3 Upgrade Log

Devices firmware upgrade history will be listed on this page.
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Ruire (> MONITORING ~ CONFIGURATION  MAINTENANCE
A
| Upgrade Log o =L
Operator Description Target Version Process Time Range Created at Result (Success/Failure/Aborted) Action
Upgrade 1 selected device(s) Reyee0S 1.56.1325 | 00:00-2350 20 3858 1/0/0 B E
= Upgrade 1 selected device(s) Reyee0S 1561325 O i/ 00:00-23:50 200 1551 1/0/0 B E
47 UPGRADE
Upgrade 1 selected device(s) Reyee0S 177.1321 I 00:00-23:50 20 531 1/0:0 B
Upgrade *
P Upgrade 1 selected device(s) Reyee0S 1752429 L} 00:00-23:50 20 2111 1010 B
Fimware
! Ungrade 1 selected device(s) Reyee0S 1.56.1306 E— 00:0023:50 20 14:43 0/1r0 B
Upgrade 1 selected device(s) Reyee0S 177.1321 O / 00:00-23:50 20 0:25 1/0/0 =]
Upgrade 1 selected device(s) Reyee0S 1.77.1321 L] 00:00-23:50 20 2:05 1/0:0 B
Upagrade 1 selected device(s) Reyee0S 156.1306 N 1/ 00:00-23:50 20f i1:19 1/010 B
Upgrade 1 selected device(s) ReyeeOS 1.75.2429 O 00:0023:50 2 14:05 1/010 B
Upgrade 1 selected device(s) AC_RGOS 11.9(5)B1, Releasa(06240613) O / 00:0023:50 200 946 1/0/0 B B o
ge | 1 of2 Next Last ( 10a |19intotal

Operator: Displays the account who do upgrading.
Description: Displays the upgrade device information

Target Version: Displays the upgrade version.

Process: Displays the upgrade process.

Time Range: Displays the upgrade time.

Created at: Displays the start time of the upgrading.

Result: Displays the upgrading result, Success/Failure/Aborted.
Action: Detail, Abort, Retry.

2. Upgrade
2.1 Upgrade

Ruijie Cloud support devices firmware online upgrade, and it allows network administrator
to utilize the latest features and security enhancements for their Ruijie devices. Online
upgrade feature allows admin to easily schedule firmware upgrade on their networks, view
firmware releases.
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MONITORING CONFIGURATION

A | aboteig@iit com v

Sea

ALL v

B oG

| Top Versions

Operation Log
Coniig Log

Upgrade Log

Fimware

| Device List
0 Selected
Status. N Network
© Onine GIPE 747 testi3
® oniine G1ak 534 testi23
© onine HIF B4A MIIIITINN
@ onine cal 5076 EST
@ oniine 61 %  EG2100
© Onine [ 7C AC
® oniine 1 45 RouterRAP
© onine 6 B RouterRAP
® onine Hi 2 testiz3
® oniine 61 360 RyeeNetworki_Auto

MAINTENANCE
I

(B £G_RGOS 11.9(1)81153.
(B Reyec0S 1.61.1915
SWITCH_3.0()B11P31....
B AP_RGOS 11.9(6)81. Re..
(B Reye<0S 1.75.2429

- other
Alias Model
NBS3100 NBS3100-24GT4SFP-P

AP RAP2260(E)
EG2100-P EG2100-P
EsT1 EST310
Ruije AP180
Act WS6008
APT10 APT10
APT20-L APT20-L
EG1056W EG1056W
ReyeeHomeRouter EW12006-PRO

Hardware Version

Maintenance Guidance

(GMT+8:00)Asia/Hong_Kong | Manage Project

| Firmware Version List

Firmware Version
UNKNOWN

AP_RGOS 11.1(9)B1P21. Release(06211815)

S5700H_RGOS 11.4(1)B70P1

$29_RGOS 11.4(1)B70P1

of5

Next

Current Version Recommended Version

SWITCH_3.0(1)B11P31,Release(02130616) Reyes0S 1722130
Reyes0S 1752428 Reyee0S 175.1318
EG_RGOS 11.9(1)B1153, Release(07242723) EG_RGOS 11.9(1)B1153, Release(08230300)
AP_3.0(1)B2P28 Release(07220919)

AP_RGOS 11.9(4)B1, Release(06242719)

AC_RGOS 11.9(5)B1, Release(05240613)
AP_RGOS 111(9)B1P21, Release(06211315)
AP_RGOS 11.1(9)B1P21, Release(06211815)

Reyes0S 1551915

Reyee0S 177.1321

]

Q | Advanced s

Description

This is a description

Devices

[Dlm ®

earch

Action
Upgrade
Upgrade
Ungrade
Upgrade
Ungrade
Upgrade
Ungrade
Ungrade
Ungrade

Upgrade

Top Versions

Displays the top versions of your network devices.

ALL v Search Ne

| Top Versions

B EG RGOS 11.9(1)B1153...
) Reyes0S 1.61.1915

SWITCH_2.0(1)B11P31,..
B AP_RGOS 11.9(5)B1, Re...
B Reyes=0S 1.75.2429

B cther

Firmware Version List

Displays the firmware version of your network devices.
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| Firmware Version List e nware Version Q
Firmware Version Devices
Reyee(S 1.75.1320 2
Reyee(sS 1561325 2
EG_RGOS 11.9(1)B1183, Release(07242723) 2
Reyee(S 1.75.2420 1
Previous Page | 2 of 5 Next

D {1

Device List
You can select one or multiple device to upgrade. Click Upgrade All, can upgrade all
device at the same time.

| Device List o Bn-3 =
MU Selected [ SN, Alias, Descrip Q | Advanced Search ,ﬁ
Status i SN Network Alias Model Hardware Version Current Version Recommended Version Description Action
@ Online GI1F 747 test123 NBS3100 NBS3100-24GT4SFP-P 1.01 SWITCH_3.0(1)B11P31 Release(08130616) ReyeeOS 1.72.2130
@ oniine G1C 20534 test123 AP1 RAP2260(E) 1.00 Reyee0s 1.75.2429 Reyee0s 1.75.1318 Upgrade
@ oniine HIF 3B4A ARERIRERERRRRNN] EG2100-P EG2100-P 320 EG_RGOS 11.9(1)B1153, Release(07242723) EG_RGOS 11.8(1)B11S3, Release(08230300) Uporade
@ Online CAF 5076 EST ESTY EST310 1.00 AP_3.0{1)B2P28 Release(07220919) <5 Unpgrade
@ Online GIN 8490 EG2100 Ruijie AP180 2.00 AP_RGOS 11.9(4)B1, Release(06242719) Upgrade
@ oniine GIF 27C AC AC11 WS6008 122 AC_RGOS 11.9(5)B1, Release(06240613) - Upgrade
@ Online 122 345 Router RAP APT10 AP710 1.15 AP_RGOS 11.1(9)B1P21, Release(06211815) , Unpgrade
@ Oniine Gl 308 Router RAP APT20-L APT20-L 1.15 AP_RGOS 11.1(9)B1P21, Release(06211815) s Unorade
@ Oniine HIF 402 test123 EG1056W EG1056W 1.10 ReyeeOS 1.55.1015 Unorade
@ Online G1C 1978 Cloud_Auth_Test RAP2200F RAP2200(F) 110 Reyee0S 1.75.1320 = Upgrade
1 of Next Last | 10a |32intotal
* Not
ote:
If you select up to two devices to do upgrade, need choose same type device.
And only one project devices can be upgraded at the same time.
& Only one type of device (Switch AP) can be
upgraded at a time.
€ Only one project can be upgraded at a time.
If there are new firmware, will show the recommend firmware here.
| Device List o m.u
l Upgrade l Upgrade AIl | 1 Selected SN, Alias, Desc Q| Advanced Search
Status 4 SN Network Alias Model Hardware Version Current Version ‘Recommended Version Description Action
@ oniine G1PHCAAD47747 test123 NBS3100 NBS3100-24GT4SFP-P 101 SWITCH_3.0{1)B11P31,Release(08130616) Reyee0S 1.72.2130 Upgrade

You can click Upgrade > Start Upgrade to upgrade to latest firmware.
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Upgrade 3

Start Upgrade Cancel

Model:

Hardware Version: 1.0 Current Version:

I 1 2ase(( G X
Firmware Details Select Firmware

Upgrade Version® 2e

e0S 1.72.21

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

Start Upgrade Cancel

2.2 Firmware

Version Details

On this page showing all your device models on your account, if there is recommend
version you can click

Go To Upgrade to upgrade that model deivces.

Ruy’:é (&b} MONITORING CONFIGURATION MAINTENANCE

e
a o
Prvate Fimare
B oG
Operation Log T s
Search
Upgrade Log
Model Current Version Hardware Version Devices. Recommended Version Action
£ URERADE EG2100-7 EG_RGOS 1 9(1)81153, Release(07242723) 320 2 EG_RGOS 11.9(1)81153, Release(08230300) GoTo Upgrade
Upgrade RAP2260(E) Reyee0S 1752429 100 1 Reyee0S 175.1318 GoTo Upgrade
RAPG260(G) Reyee0S 1611915 1.00 1 Reyee0S 175.1318 GoTo Upgrade
APBS0(CD) AP_RGOS 11.9(6)81, Release(07222918) 110 1 AP_RGOS 11.9(4)82, Release(06242719) GoTo Upgrade
$2910-24GT4SFP-UPH $20_RGOS 11.4(1)B70P1 390 2 GoTo Upgrade =
wss008 AC_RGOS 11.9(5)B1, Release(06240613) 122 1 GoTo Upgrade g
E£61056-P Reyee0S 155 1325 130 1 GoTo Upgrade 5
S5750C-28SFPAXSH S5700H_RGOS 11 4(1)B70P1 170 1 G0 To Upgrade —1
EGI05G-P Reyee0S 156 1325 141 1 GoTo Upgrade
S5750C-286T4XSH S5700H_RGOS 11 4(1)B74PT 1.00 1 GoTo Upgrade
Fi Pre, 1 Jor3 Nest Last [(f0s Josintotal

| Device List

0 Selected

Key ‘ Moue\l EG2100-P Current Version | EG_RGOS 11.9(1)B1183, ] m Search l
status y SN Network Alias Model Hardware Version Current Version Recommended Version Description Action
@ oniine H1PB01K0D584A T EG2100-F EG2100-P 320 EG_RGOS 11.9(1)B1133, Release(07242723) EG_RGOS 11.9(1)811S3, Release(08230300)

@ Offine H1P601K009418 m TuiieEG EG2100-P 320 EG_RGOS 11.9(1)B1183, Release(07242723) EG_RGOS 11.9(1)B11S3, Release(08230300) Unpgrade

1 Jof1 Ne) La: 0. J2intotal
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Upgrade

Start Upgrade Cancel

Model EG2100-P  Hardware Version: 3 20 Current Version: EG_ RGOS 11

1)B1153, Release(0724272 X
Upgrade Version: EG_RGOS 11.9(1)B1153, Release(08230300) Firmware Details Select Firmware

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

!

Start Upgrade Cancel

Private Frimware

When there is private firmware you want to upgrade for a device, you can upload the
firmware here first, then upgrade it.

Click Firmware > Private Firmware > Upload Firmware

Ru.;’lé{b MONITORING ~ CONFIGURATION ~ MAINIENANC
Upload Firmware

* Note:
Upload .bin file for RGOS devices and tar.gz for Reyee devices.
Then Click Upgrade to upgrade for device.



Ruijie Cloud Cookbook

Maintenance Guidance

MONITORING CONFIGURATION MAINTENANCE
A | avcderg@itt.com v
AL v (GMT+g:00)AsiaHo Mange proect [ Takeove et | unvina pevee
B oG
Operation Log ] Top Versions | Firmware Version List
Config L
Config:Log Firmware Version Devices
Upgrade Log Loading...Please wait
5 No Version Info
£7 UPGRADE -
8 EG_RGOS 11.9(1)81153.
Reyee0S 1.61.1915
Firmware AP_RGOS 119(681, Re..
B ReyecOs 1752428
- other
=
| Device List
0 Selected
saus N Network Alias Model Hardware Version Current Version Recommended Version Description  Action
@ Onine G1QHGEWX000534  test123 aP1 RAP2260(E) 100 Reyee0S 1752420 Reyee0s 1.75.1312 Uporade
© onine HIPBOTKOOSB4A 11111 £62100F EG2100-P 320 EG_RGOS 11.9(1)B1153, Release(07242723) EG_RGOS 119(1)81153, Release(08230300)
@ onine GAP9IASOIS0T6  EST EST1 EST310 100 AP_3.0(1)B2P28 Release(07220919) -
& onine GINQC44042490 EG2100 Ruijie AP180 200 AP_RGOS 11.9(4)B1, Release(06242719) -
@ onine GIPHCAAMTIAT  testi23 NBS3100 NES3100-24GT4SFP-P 101 Reyee0s 1722130 =
© onine GIP21J000427C  AC acn w8008 12 AC_RGOS 11.9(5)B1, Release(06240613) =
@ onine 1234042512345 Router RAP APTI0 APTI0 115 AP_RGOS 11.1(9)B1P21, Release(06211315) =
@ onine G1L9199001208  Router RAP APT20L APT20L 115 AP_RGOS 11.1(9)B1P21, Release(06211315) -
& onine H1PH745119402 test23 EG105GW EG1056W 110 Reyee0S 1.56.1915 -
© oniine G1QH16Q051978  Cloud_Auth_Test RAP2200F RAP2200(F) 110 Reyee0s 175.1320 = Ungrade

Click Select Firmware > Private Firmware, Choose the firmware, click OK, finally click

Start Upgrade.

Upgrade

IModel: Hardware Version: 1.15

Current Version: Al
Upgrade Version: Please select a firmware version

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

Start Upgrade

Start Upgrade

Select Firmware

Cloud Firmware Private Firmware

Selected Private Firmware: AP_RGOS 11.1(9)B1P21, Release(06211815)

Firmware Version File Size (MB)

° jP_RGOS 11.1(9)B1F21, Release(06211815) 2204 AP-V230::1.21,AFT1

Applicable Model

D0,APT10:1.11L,APT ..

eleased at

Description

2019-09-18 15:51:51

10 .- 1in total
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Upgrade

Model: AP L Hardware Version: 1.15

Upgrade Version: AP_RGOS 11.1(9)B1P21,

Upgrade Device: 1

Scheduled Upgrade
Advanced Settings ~

Current Version: AP

6211815)

Firmware Defails

x
Select Firmware

e
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Typical Scenario

1. Requirement collection

1.1 Wired requirements

Typical Scenario

Device Feature Description
Gateway Load balance /
/ DHCP server /
/I Band width /
Switch VLAN configuration /
/ PoE /
/ ACL /
1.2 Wireless requirements
Device Feature Number
AP Total wireless clients 1200
ssID Provides different SSIDs to different 3
users
Coverage 10 meters with 1/2 walls /
Roaming L2 Roaming /
1.3 Authentication requirements
Type Feature /
Voucher Provides voucher code to end-users 1100
WPA2-PSK Provides to staff 90
Account Provides to manager 10
1.4 Environment information
Site Number Description
Building 2 /
Floor 8 /
Room 14 /
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Typical Scenario

Top Time 7:00PM-11:00PM

/

2. Network design
2.1 Topology

1R_uijie C)

Powered by maCC]

User Traffic
<

4 n n n n n n n

Management Data

EG3250

Security Gateway

@-ﬁ-né S5700

Core Switch

= S19/NBS

Auth Flow

2.2 Network Layout

Network layout Details
IP address EG WAN interface: ISP provide
VLAN AP, switch: vian1

User1: vlan10

User2: vlan20

DHCP pool Device pool(AP and switch): 172.16.1.x/24

User pool1: 192.168.1.x/24

User pool2: 192.168.2.x/24
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Typical Scenario

SSID

Voucher SSID:

WAP2-PSK SSID:

Account SSID:

2.3 Devices list

Type Model Number
Gateway EG3250 1
Core Switch RG5750 1
Access switch XS-S1920-26GT2SFP-P-E 8
AP AP820-L 64

3. Site Survey Planning(Heat Map)

3.1 Survey Planning

Step1 Access to https://survey.ruijienetworks.com.

Step2 Import the building layout to the project.

Step3 Draw the obstacle.

71t =

00
. _—_

Step4 Add the APs to the layout and adjust the APs’ channel and local power.

Display the simulation with signal strength:



https://survey.ruijienetworks.com
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Display the simulation with channel interference:



Ruijie Cloud Cookbook Typical Scenario

@ - ) -
RSS Filter Simulation Type

Signal Strength(2 4GHZ)
Signal Strength(SGHZ)

Speed(24GHZ)

Speed(SGHZ)

Channel Interference(5GHZ)

--,L:;c i q‘«::-i' aos |t

Loc Moo
.

i i i i&iiiiééf_‘!’:&-iﬁ |  WAEERR TR |
1 = & 4 & 2 (= )

3.2 Survey report
Step 1 Export the report

B, abcdefg@111.com

O B TestSSP10

GL B Building1

Q
)

r .
L Jd

Floor1

Floor2

Floor3
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Settings Content

=[] TestsSSP10

=[Z] Buildingl
Floorl
Floorz
Floor3s

Range

Ck nel
Export Heat |S|gna=5t'e"gth[2.dGsz: | Speed(2.4GHz) | | i e MR |
Map of ZECEEITRk, .
" Ck nel
| Signal Strength(SGHz) | Speed(SGHZ) | | Wterfe:ﬂ"c;mHZ., |

e Display L,:i; on Heat

Export Report

Current Percentage

100%

Finished Floors / Total Floors
3/3

Operation Log

HDATMAF_FLOOR -
HOATMAP _FLOOR

CREATE_REPORT
CREATE_REPORT
CREATE_REPORT
ATE REPORT

tep 2 Displays the survey report
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Typical Scenario

-2-Device-List-for-Wireless-Network-Construction<

3
Survey-
. Ruijie-Networks-Co, .- Ltd:
Organization-
|Contac
Surve
t- Mem
Team-Leader: y- 2022-03-17 1.com
1 Inform ber:
. Time
m ation
Survey Result (Device Statistics)
Deploy
ment- Quan Quan Quan
Building+| Floor: Area AP-Model- : Antenna-Model : Feeder-Model s
Schem tity- tity- tity-
e
Building1+| Floor1+ RG-APE20-L- ¢
Building1+| Floor2: RG-AP&20-L- ¢
Building1+| Floor3: RG-AP820-L- ¢
Building1+| Floor4- RG-AP&20-L- §¢
Building1+| Floord: RG-APE20-L- ¢
Building1<| Floor6: RG-AP820-L- 8
Building1<| Floor7+ RG-AP820-L- 8
Building1+| Floor& RG-AP820-L+ 8
Total (Device List)
Quan
Device-Model: Description- tity Remarks:
RG-AP820-L fi4-

For more details for SSP, please refer to the link:
https://www.ruijienetworks.com/resources/preview/76230

4. Device setup
4.1 Project Setup

Step 1: Add a Project named Building1.

Add Project-

= H

] R
vy

' i

Step 2: Add a 8 Sub-Project under the Building1.
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Typical Scenario

| Project Management How io Use?

Q | Project Info

= @ Root T
% - = Building1 * < £
s Building3 y
& Building2 = i

55 Building1 *
s FOR-TEST
s FOR-TEST_plus

ment 1 ame witn

‘ The project name followed by * indicates that there are sub projects.

&1
&2
i | Project List
& B camp Name Parent Project Type Devices Alarms Action
w12 Floor1 ROOT / Building1 [ sub Project 0/0 0 0 Dashboard
@ 11 Floor2 ROOT / Building1 Bl sub Project 0/0 0 m 2 ¥ Dashboard
sk lin_Auto
2 i Floor3 ROOT / Building1 [l sub Project 0/0 1] z {0 Dashboard
s default_Auto Floord ROOT / Building1 [l sub Project 0/0 0 @ 2 {3 Dashboard
s admin Floor5 ROOT / Building1 Bl Sub Project 010 ] 2 {0 Dashbeard
i lin Floors ROOT / Building1 Bl sub Project 0/0 0 o 2 () Dashboard
sia default Floor? ROOT/ Building1 Bl sub Project 0/0 0 @ ¢ (Dashboard
Fioor8 ROOT/ Building1 Bl sub Project 0/0 2 o 2 @ Dashboard
Step 3: Add a EG to Building1.

MONITORING CONFIGURATION

Status SN

4
Password [_l %

| Close

Step 4: Before the EG can access to internet, the EG will be shown on unauthorized

gateway list.

ALL Building1 | ork

| Unauthorized Gateway List

Note: The gateway is displayed in the Unauthorized Gateway List when it has not gone online on Cloud yet or the password authentication fails.

SN Alias Status Network

HIPTATC Gateway Building!

@
2

Added at

2022-03-18 04:04:35

(GMT+2:00,

Manage Project H Take over Network H Unbind Device

Alias

Action

Re-authorize Delete

Search

Step 5: Click the Sub-project(Floor) and add the APs with the template file.
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MONITORING CONFIGURATION MAINTENANC

Add x
ALL Buildingt ~ Floort
Download and fill in the device information in the template Up to 500 records can be imported each time.
| AP List
| Add ‘ | Web CLI | | More ~ ‘ 0 Selected Ty
Status , SN Cd T ‘

Upload Template File | Download Template

ey

G1K24562 2 Roomf
G1K245F i Room3

:
2 |

3 |

4 | GIK245¢ . Room3
5

G

T

8

| G1K245¢ ' Room7

G1K2456- . Roomd
| G1K2456< . Room11
| G1K24564 Room13
9 | G1K24564 T Meeting
10 |

Step 6: Before the APs can access to internet, the status are Not Online Yet.
ALL v Building1 Floor1 v tGMT-ZGG,Eng[ Manage Project ” Take over Network H Unbind Device

| AP List

0 Selected

Status i SN Config Status L, Mac Alias. MGMTIP  Egress P Clients Network Firmware Version Offine Time ~ Model ~ Description  Action
@ Not Online Yet G1K245645: Synchronizing Room1 = Building1 / Fioor o

@ Not Online Yet G1K245¢ e Synchronizing Room3. - Building1 / Fioor o

© Not Online Yet G1K2456% Synchronizing Room5. - Building1 / Floor ]

& Not Online Yet G1K2456s 70t Synchronizing Room7 - Building1 / Floor o

@ Not Online Yet G1KE at Synchronizing Room9 - Building1 / Floor1 - o ]
@ Not Online Yet G1K245 Synehronizing Room1 = Building / Fioor1 T ]
© Not Online Yet G1K2456 Synehronizing Room13 - Building1 / Floor1 T
€ Not Online Yet G1K245 Synchronizing Meeting - Building1 / Fioer i}

Step 7: Click the Sub-project(Floor) and add the access switch.
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Typical Scenario

MONITORING CONFIGURATION MAINTENA
Add x

ALL Building1 Floor1 | Search

i} SN| GINW1C } AJias| Floor1-Switch } ]
| Switch List

2SN| ‘ Aiias| ‘D
| Add H Web CLI H More + | 0 Selected

i i SSN[ ‘ Aiias[ ‘u +
Status SN
4

Step 8: Before the switch can access to internet, the status are Not Online Yet.

ALL ~ Building1 Floort v/
| switch List
Add WebCLl || More~ | 0 Selected
status . SN MAC Alias MGMT IP
€ Not Online Vet GINW Floor1-Switch

Egress IP

Offline Time Network

Building1 / Floor1

(GMT+2:00)Egypl [ Manage Project H Take over Network H Unbind Device
AutoRefresh: @ © 2 51+ I

Model Firmware Version Description Action

o

4.2 EG setup
Step 1 Access to EG’s eWeb.

Step 2 Click the WAN and configure the WAN to connect to the uplink ISP.

Interface Basic Settings Multi-PPPoE Aggregate Port Access Mode

SUPER-VLAN

Route/load
o o, ol o
DNS Settings
OMGMT 1 2 3 4

NAT/Port
Mapping

DHCP

Line Escape

7 (Di1) Setting

sername:

Password: |ssssssss

IP Address: £
O Advanced Settings

Save Clear

Reconnect

Interface Conversion Link Detection

5 & T

Note: Click the corresponding interface to edit configuration. For copper and fiber port details, please view Help . The DHCP interface doss not support line escape or link detection

BF(SFP|SFP+) OF(SFP)

AnylP: A successful gateway spoofing (ARP spoofing) attack allows an sttacker to alter routing on a network, effectively allowing for a man-in-the-middle attack. Device with any [P address or gateway can access the network directlyl

Step 3 After the WAN obtain the IP address, try to test the internet connection.
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Ru’ji-é EG Scenario: G

System Ping Detection Tracert Detection Egress Interface Detection

rade
Dest IP/Domain Name: | cloud ruijienetworks.com =

Administrator
Repetition Times (1-10): |5

Translating “cloud.ruijienctworks.con”... [0K]Sending 5, 100-byte ICMP Echoes to 34.87.32. 36, timeout is 2 seconds: < press Ctrl4C to break ccess rate is 100
percent (5/5), round-trip min/avg/max = 88/96/102 ns.

Issue Collection

Connectivity
Detection

Schedule

Central
Management

System Log

Policy /
Report
Step 4: Enable the Central management.
Scenario: S&M Enterprise @ R Config Wizard @ Detect New Network & Online Service Hi, admin|

Dashboard Service

Service

Note: You can disable uncammon functions here. The disabled funcions will nat run in backend or run at starup.

Er e STt Tip: Enabling or disabling Some funclions requires device restart
Function Name Status Description Action

Provide resource cache, App cache, floating ADS and other functions. Note: The device wil be restarted

Gace Deiked Menu: [Cache > App Cache] [Cache > Resource Cache] [User > Floating AD]
Central Management Disabled SUEpoft FAG SNG cential penagement
Menu: [Advanced > Ceniral Management]
Provide server log for SNC server and ELOG server
Server Log Disabled

Menu: [Advanced > System Log > Server Log]

Step 5: Input the URL for EG to connect to Ruijie Cloud.
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Ruijie EG

P
L System
Home

@ Upgrade

Commeon
Administrator

lssue Collection

Connectivity
Detection

Schedule

Central
Management

System Log

Log Policy

Report

WLAN

©

ihdvancec

Typical Scenario

Central Management

Central Management: Enable @

Management Type: | Ruijie Cloud W

Server URL~ 1 |http://cwmpb-eu.ruijienetwor

Step 6: Wait the EG online on Ruijie Cloud.

| Gateway List New fimware available for 1 devices

="

Status 9 st

@ onine H GATEWAY

Alias

MGMT IP MAC Egress [P Network Firmware Version Offline Time

AutoRefresh: @) © 2 %

Model

EG RGOS 11.9(1)B1153, Release(07242600) 15:07 EG3250  Emply W

Step 7: Configure the LAN interface of EG gateway.
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Basic Settings Multi-PPPoE Aggregate Port Access Mode Interface Conversion Link Detection

Note: Click the corresponding interface to edit configuration. For copper and fiber port details, please view Help . The DHCP interface does not support line esca

AnylP: A successful gateway spoofing (ARP spoofing) attack allows an attacker to alter routing on a netwark, effectively allowing for a man-in-the-middle attack.

.o, M.ox

IMGMT 1 2 3 4 7 6 7

1 (Gi0/1) Setting
IP Address: |172.16.1.1

Submask: | 2552552550 E

B Advanced Settings

Save Clear

Step 8: Configure the LAN interface DHCP pool of EG gateway.

— Add DHCP X
Pool Name: |device pool .
Subnet: |[172.16.1.0 * Format: 192.1681.0
Mask: |255.255.255.0 *Format: 255.255.255.0
Default Gateway. |172.16.1.1 * Format: 192.168.1.1
Lease Time: ) Permanent @ Lease Time -1 d G hio min *
Preferred DNS Server. 8888 * Format: 114.114.114.114

Secondary DNS Server:

Onfion 43 (7] h
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4.3 Switch setup
Step 1: Connect the switch to the EG gateway LAN.

Step 2: After the switch obtain the IP address, try to test the internet connection.

S ®ping 8.8.8.8
Sending 5, 100-byte ICMP Echoes to 8.8.8.8, timeout is 2 seconds:
press Ctrl+C to break
‘‘‘‘‘
#ping |[devicereg. rui jienetworks. com
Translating “devicereg. ruijienetworks. com ... [OK
Sending 5, 100-byte ICMP Echoes to 47.1 timeout is 2 seconds:
press Ctrl+C to break
.....
Success rate is 100 percent (5/5), round-trip min/avg/max 36/36/37 ms.

Step 3: Configure the CWMP URL to connect to Ruijie Cloud.

Swithch#config
Switch(config)y#cwmp

Switch(config-cwmp)# acs url http://devicereq.ruijienetworks.com/service/tr069serviet

Step 4: Wait the switches online on Ruijie Cloud

@ oniine [} 172.16. 20 Xs-s1920 10 Em
© Oniine G 17216 2¢ XS-51920-2 FP-P-E 815 Er
@ onine g 17216 XS-51920-2 FE 518
@ Online 3 172.16 2 $5750C-28 S5

4.4 AP setup

Step 1: Connect the APs to the access switch

Step 2: The APs will online on the Ruijie Cloud automatically

| AP List Auto Refresh: @ ) & 2
‘ Add ‘ | Web CLI I | More « ‘ 0 Selected
Status 4 SN Config Status 4 MAC Alias MGMT IP Egress IP Clients Network Firmware Versi Offline Time Model
© onine € 30 AP_RGOS 11 9(6)B1, Release(07201411) APB20-L(V2)
® onine G chronized 38 AP_RGOS 11 9(6)B1, Release(07201411) APB20-L(V2)
@ onine G AP_RGOS 11 9(6)B1, Release(07201411) APB20L(VZ) Empty

5. Configuration
5.1 EG configuration

WAN load balance
Refer to this Link:

https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2552&highlight=loa

d%2Bbalance

5.2 Switch configuration



http://devicereg.ruijienetworks.com/service/tr069servlet

Ruijie Cloud Cookbook Typical Scenario

Step 1 : Access to Ruijie Cloud and go to switch’s details
Step 2: Configure All the LAN interfaces to trunk, native Id is 1, and allow Vlan 1, 10, 20

Overview Ports Config PoE  Diagnose De-capiion: 'Y

Port Settings Port (GI0A, GI0/2, G0/3, GiO/4, GI0/5, Gi0/6)

Admin Status | Enabled v Type | Trunk v|
Duplex Mode | Auto-negotiation v| Native ID K |
Speed | Auto v| Allowed VLAN | 1,10.20 |
Description | Custom V| | |

PoE-Capable | On v|

Media Type Unsupported

‘ Save |

Step 3: Configure uplink interfaces to trunk, native Id is 1, and allow Vlan 1, 10, 20

Overview Ports  Config PoE  Diagnose 2 EEE £
I Port Settings Port: (Gi0i27)
Admin Status Routed Port Unsupported
Duplex Mode Type | Trunk v|
Speed Native ID
Description Allowed VLAN | 1,20,30 |
PoE-Capable Unsupported
Media Type Unsupported

Save |

5.3 AP configuration

Step 1: Configure the Voucher SSID and set the VLAN ID to 10.

* Note: If the use the EG local authentication, need to disable the Auth feature on the SSID
settings.
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SSID

WLAN ID I
| SSID | voucher
Encryption Mode | Open

Wi-Fie @ [ ¢

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

Auth

Hidden I No vl

Forward Mode @ I Bridge vl

| veanio | 10 ] l
Radio Radio1(2 4GHz) B Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Step 2: Configure the Staff SSID and set the VLAN ID to 20, the

WPA/WPA2-PSK.

Encryption Mode is

SSID

WLAN ID [ v

ssID l Staff

Encryption Mode [ WPA/MWPA2-PSK

Password [ 1est123456

Wi-Fis @ [ ¢
5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

Auth

Hidden

Forward Mode @

VLAN 1D

Radio

‘: Mo v
" Bridge v‘
[ 20 ]

Radio1(2.4GHz) Radio2(5GHz)

Radio3 @ (2 4GHz or 5GHz)

Step 3: Configure the account SSID and set the VLAN ID to 20, enable the Auth feature

and select the portal template.

| ssip
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Step 4: Display the SSID settings.

Building1

| Wireless Configuration

ot | Manage Project “ Take over Network || Unbind Device

ssD&
WLAN ID SSID Encryption Mode Hidden Radio Auth Mode Action
1 voucher Open No 12 Auth Disabled = m
2 Staff wpawpa2-psk No 12 Auth Disabled & m
3 account Open No 12 Captive Portal & o
1 [ 0. )3intotal

5.4 Authentication configuration

Step 1: Create 2 captive portal templates, 1 for voucher, 1 for account.

| Captive Portal

account
Not associated with SSID

8 Mot synchronized to EG

-18 05:42:24

voucher
Not associated with SSID

Mot synchronized to EG

& NETWORKS

=

= WIRELESS

| Captive Portal | Synchronize

o [=) EG2100-P
ayou = H1PE0 1K005844

@ AUTHENTICATION

How 1o synchronize the portal 1o

& ADWVANCED

EG?

Step 2: Click Captive Portal > Synchronize to sync the portal to EG.

Step 3: Go to EG eWEB, and enable the Local Server Auth and Auth Integration with

Cloud.
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Ruijie EG

A\
J

Home

Package Name

User

Web Auth

Local Auth

Block Internet
Access

Auth Policy Auth Server Advanced Settings Whitelist Settings User Permissio

Note: 1. Bridge mode is not supported.

2. Any two among Web authentication, marketing authentication and local server authentication cannot be enabled at the same time

3. You can configure username and password on the User page
4. You can view AD domain user information on the User page

5. Users who fail single sign-on will be matched with the other policies

6. Please disable flow control if you want to configure rate limit on cloud accounts for Auth Integration with Cloud. Otherwise, rate lin|

-+ Add Policy X Delete Selected Local Server Auth mAuth Integration with Cloud: m

I anage Package

Step 5: Create the vouchers.

| Voucher

* Quantity
500
Alias

* Package

voucher

Logo

Text

Print Voucher

| Print Configuration

Print Method

Print in 2 Columns (A4)

| Profile Information on Voucher

You can select at most 4 parameters for the voucher.

Package Name
voucher

Concurrent Devices
1

Data Quota
100 MB

Upload Speed

£ Manage Package 2.00 Mbps

| Preview

Bind MAC
Yes

Period
30 Days

Download Speed
5.00 Mbps

[ Clear Voucher Code

XXXXXX

0/40
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| Voucher -5
l Print Voucher [ Wanage Package @ [ More ‘ ® Total Vouchers: 500 @ Activated Vouchers: 0 @ Depleted Vouchers @ -0 K Q | Advanced Search
Voucher Code Alias Package Name Price Period Created at Activated at Expired at Devices Bind MAC Data Usage Download Speed Upload Speed Status y

narqté 7 voucher 30.00 30 Days 2022-03-18 14:36:57 x: = 0 Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps. Not Activated

vx3szn - voucher 30.00 30 Days 2022-03-18 14:36:57 - - o Yes 0 MEB/100 MB 5.00 Mbps 2.00 Mbps Not Activated

2treqr 2 voucher 30.00 30 Days 2022-03-18 14:36:57 45 : 01 Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps Not Activated

etogfr % voucher 30.00 30 Days 2022-03-18 14:36:57 = - 0 Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps Not Activated

z2yz3 = voucher 30.00 30 Days 2022-03-18 14:36:57 x: = 0 Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps. Not Activated

dsBwsk - voucher 30.00 30 Days 2022-03-18 14:36:57 - - o Yes 0 MEB/100 ME 5.00 Mbps. 2.00 Mbps Not Activated

wnsbty = voucher 30.00 30 Days 2022-03-18 14:36:57 45 i 0 Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps Not Activated

ub2b7s = voucher 30.00 30 Days 2022-03-18 14:36:57 = - 0 Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps Not Activated

dd3rvs = voucher 30.00 30 Days 2022-03-18 14:36:57 x: = 0 Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps. Not Activated

ammudg - voucher 30.00 30 Days 2022-03-18 14:36:57 - - o Yes 0 MB/100 ME 5.00 Mbps. 2.00 Mbps Not Activated
F 1 Next Last [0~ Jsoointotal

MONITORING CONFIGURATION
Add Profile x
Building1 56
Profile Name [ account l =

| Account »Manage Profile Description [ l
|' Add Profile Concurrent Devices [ 2 vl
Profile Name Descriptl Period [ Unlimited "l
Data Quota [ Unlimited VI
Download Speed [ 5 Mbps vl
Upload Speed [ 2 Mbps VI

Step 7: Create the accounts.

Building? Unbind Device

(GMT+2:00)Eaypt | Manage Project ” Take over Network

| Account Q2 52
‘ Add Account I [ Manage Profle I ‘ More + ‘ @ Total Accounts: 4 @ Activated Accounts: 0 @ Depleted Accounts @ : 0 Q l
Account Alias Password Profile Name Period Created at Expired at Devices Data Usage Download Speed Upload Speed Status i Action
test4 - wn———— account Unlimited 2022-03-18 08:40:35 - 2 0 MB/Unlimited 5.00 Mbps 2.00 Mbps Not Activated 2 m
test3 = R account Unlimited 2022-03-18 08:40:23 = o2 0 MB/Unlimited 5.00 Mbps 2.00 Mbps Not Activated z 2 m
test2 = AN account Unlimited 2022-03-18 08:40:11 = o2 0 MB/Unlimited 5.00 Mbps 2.00 Mbps Not Activated |24 o
test1 = pniends .3 account Unlimited 2022-03-18 08:40:00 = o2 0 MB/Unlimited 5.00 Mbps 2.00 Mbps Not Activated x 2 @

4intotal |

Step 8: Go to EG eWEB, check whether the vouchers and accounts are same as the
Cloud.

jile EG

User Common User Import/Export User Special User

Web Auth User Structure Path: r

Behavis
Local Auth -3 root
2 TestUsers 1
Block Internet = =)
R cloud voucher [

+ 0 cjoud account
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Step 9: Create 2 sub-interfaces, Vlan10 interface and Vlan20 interface.

Basic Settings Multi-PPPoE Aggregate Port Access Mode Interface Conversion Link Detection

Note: Click the corresponding interface to edit configuration. For copper and fiber port details, please view Help . The DHCP i

ace does not support line escape o link detection.

AnylP: A successful gateway spoofing (ARP spoofing) attack allows an attacker to alter routing on a network, effectively allowing for a man-in-the-middle attack. Device with any IP address or gateway can access the network directly.

M 72 Interface Configuration - Sub Interface - Google Chrome - o x

A T2 | 3489.170.164:10187 finterface _pi/int child.html

F(SFPISFP+) OF(SFP)

sub Interface: | Gio v. |10 m m
VLAN ID: 10
IP Address: | 192.168.10.1
1 Submask: | 255.255.255.0 Interface Conversion Secondary IP Sub Interface DHCP Settings

AnylP: CEnable

Reverse Path: CEnable

Basic Settings Multi-PPPoE Aggregate Port Access Mode interface Conversion Link Detection

Note: Click the corresponding interface to edit configuration. For copper and fiber port details, please view Help . The DHCP interface does not support line escape o link detection.

AnylP: A successful gateway spocfing (ARP spoofing) attack allows an attacker to alter routing on a network, effectively allowing

& man-in-the-middle attack. Device with any IP address or gateway can access the network directly.

7R e
| A T2 | 34.89.170.164:10187/interface_pi/int child html
[

BF(SFPISFP+) 9F(SFP)

Sub Interface: | Gi0/1 v. |20 * m
|
VLAN ID: 20 N
IP Address: |192.168.20.1 b
1 Submask: | 255.255.255.0 N Interface Conversion Secondary IP DHCP Settings

AnylP: TEnable

Reverse Path: CEnable

Step 10: Create 2 DHCP pools for Vlan10 and Vlan 20.

= Add DHCP X
Pool Name: |vlan10 y
Subnet: [192.168.10.0 * Format: 192.168.1.0
Mask: |255255.255.0 * Format: 255255 255.0
Default Gateway: 192 168.10.1 * Format: 192.168.1.1
Lease Time: O Permanent @ Lease Time |1 d h min *
Preferred DNS Server. (8.5.8.8 * Format: 114.114.114.114
Secondary DNS Server:
Ontion 43 a £
Bl -
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= Add DHCP

Pool Name: |Vian20

Subnet: |192.168.20.0

Default Gateway. |192 168 20.1

Preferred DNS Server: |8.8.8.8
Secondary DNS Server.

Ontion 43

Mask: |255 255255.0

* Format 192.166.1.0

* Format: 255.255.255.0

* Format: 192.168.1.1

Lease Time: () Permanent @ Lease Time |1 d

h

* Format: 114.114.114.114

m Caneel

Step 11: Check whether the portal template is synced to the EG.

= Auth Policy

Enable:
Portal Template:
Policy Name:

IP Range:

Cloud Templ
Q) Voucher Login
Example: 1.1.

Access Code

X

Step 12: Create the authentication policy.

= Auth Policy

Enable:
Portal Template:
Policy Name:

IP Range:

Cloud Template

voucher

192.168.10.2-192.168.10.254

Step 13: Create the advanced settings.

Typical Scenario
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Ruijie EG

HE_r‘rlﬁF‘ User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

@ Web Auth

: Network Type: @ L2 Network () L3 Network
Common

ocal Auth
Auth Page IP: |Example: 192.168.1.1 | @
Flow gtcocceksslmemet Unauthorized Uptime: | min @
Authorized Uptime: |0 min @

Auto Remember MAC Enable @ / Jsnckie T imac s

MAC Address Limit: |1 @

Seamless with mac

Seamless Period Control: 7] Enable
User Seamless Aging Time: |60 Days @ —=p MAC recording ti me
Fetch MAC Through DHCP Snooping: (] Enable 7]
Idle Timeout Enable @
Cver: |60 (1-65535) minutes, the clients with a rate lower than |0 (0-10)KB/s will be forced offline.
HTTPS Redirection Enable @
Authorization Control: [ Enable @

Terminal Control: (] Enable @

i ame. [ e 0

6. Project delivery
6.1 Internet Test

Step 1 Connect to SSID “Staff’. Then try to surf the internet and use some APPs.

Step 2 Try to use the Speedtest to test the throughput of the network.

6.2 Authentication Test

Step 1 Connect the SSID “Voucher”. after the voucher authentication, check the voucher

user’s status on EG eWeb and Ruijie cloud.

Ruijie EG
N
LJ

Interface Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

g Route/Load Note: If a mobile number is registered for SMS authentication, the mobile number will be displayed as the usemame

Zommon
DNS Settings
d Search by Username  + X Force Offline

[ User Name P
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Print Voucher ‘ Manage Package ¢ I More ~ ‘ @ Total Vouchers: 15 @ Activated Vouchers: 2 @ Depleted Vouchers @ :2 | of 2 | Advanced Search
Voucher Code  Alias  Package Name Price Period Created at Expired at Devices  Bind MAC Data Usage Download Speed Upload Speed Status 4
auSmbm 21a Uniimited 2021-06-03 11:07:12 [T} No 0MB/100 MB Uniimited Unlimited Not Activated
gacpvn 212 Uniimited 2021.06-03 11:07:12 3 No 6MB/100 MB Uniimited Uniimited Activated
uSTcth 21a Uniimited 2021-06-03 11.07.12 b No 37 MBI00 MB Uniimited Unlimited
g62nmx 212 Uniimited 2021-06-03 11:07:12 w3 No 0 MBI100 MB Uniimited Uniimited Not Activated
s 218 Uniimited 2021-06-03 11.07.12 o3 No 0 MB/100 MB Uniimited Uniimited Not Aciivated
yabSbr 3t 30 Minutes 2021-08-02 1:14:41 2021-06-02 15:31.45 o No 0MB/100 MB Uniimiied Unlimited Depleted
0876dm 3 30 Minutes 2021-06-02 11:14:41 ot No 0MB/100 MB Unlimited Uniimited Not Adtivated
fxwnne 31 30 Minutes 2021-06-02 11:14:41 o No 0MBI100 MB Unlimited Uniimited Not Activated
ZBhwrny &} 30 Minutes 2021-06-02 11:14:41 2021-06-02 11:52:46 o No 0MB/100 MB Uniimited Uniimited Depleted
wichey8 31 30 Minutes 2021-06-02 11,1441 ot No 0MB/100 MB Uniimited Unlimited Not Activated
1 Next Last (0. J15intotal

Step 2 Try to disconnect the

appear again.

SSID, then connect again, check whether the login page

Auth Policy

Auth Server Advanced Settings

A complete DN will be displayed for the AD domain

The privileged group members can manage others’ access to Intemet.

Registered User

Privileged Group

User Name

ser goes online, an entry will be generated recording the user as a registered user. You can click Edit to add a MAC address and specify the terminal type for the user.

X Delete Selected

Scenario: General I3 Config W

Whitelist Settings User Permission Online Info

| search by Username

User Type

Local User

MA Re]
3ebc.434a.43d7

6.3 Roaming Test

Connect a mobile phone with the SSID, and go upstairs from Building1 to Building2.

Reconnection and Internet access failure do not occur.

6.4 Delivery report

Step 1 Click MONITORING > Topology > Refresh to display the actual topology of the

project

Topology ~ Advanced

Return to Old Version l ‘ BERepor]

Refresh | Download = Detect Device | More|

P Groue

Unicnawn

) ()
T e

AP Grovp 4P Groun AP Group 4P Grovg

Step 2 Click the Report to export the report of the project.
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Topology ~ Advanced

Retum to Old Version BReport |

Refresh | Download | Detect Device | Morew

7. Troubleshooting
7.1 What should | do if EG can not show the portal template?

(1) If the version is not the latest one, you need to upgrade it to the latest version.

(2) Check whether the feature is enabled on EG.

Ruijie EG

N
H&‘ng User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

ket it Note: 1. Bridge mode is not supparted.

2. Any two among Web marketing and local server cannot be enabled at the same time.

Local Auth 3 You can configure usemame and password on the User page

4 You can view AD domain user information on the User page:
E'(‘;ks lmem e 5. Users who failsingle sign-on wil be matched with the other policies

6. Please disable flow control if you want to configure rate fimit on cloud accounts for Auth Integration with Cioud. Otherwise, rate limiting may net function accurately.

~+Add Policy X Delete Selected Local Serverautn: [ fautn integration witn cious: [ERY |

Scenario: General @

(3) Check whether the related configurations are correct on Ruijie Cloud.

(4) Confirm the synchronization time on Ruijie Cloud.

A | ab m
H D [ Search Networ @ l
& PROJECT
T WIRELESS | Captive Portal > Synchronize
Basic
- =) EG2100-P
Layout < H1P601KDD534A

Radio Planning
Roaming
Bluetooth
s How to synchronize the portal to EG? @
Load Balancing

One-click Login

AUTHENTICATIO

G) Last synced on
Portal 2022-01-11 1737.07

Voucher

Account
Easy Sharing

& ADVANCED (
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7.2 What should | do if the vouchers and accounts are not synchronized to EG?
(1) If the version is not the latest one, you need to upgrade it to the latest version.

(2) Check whether the feature is enabled on EG.

Ru””é EG Scenario: General @

Fas —————
Hﬁ;fw User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

@ Web Auth

Common n. markefing authentication and local server authentication cannot be enabled at the same fime.

Local Auth

Block Intenet
Access
ate limit on cloud accounts for Auth Integration with Cloud. Otherwise, rate limiting may not function accurately

+Add Policy X Delete Selected Local Server Auth: m Auth Integration with Cloud m

(3) Check whether the related configurations are correct on Ruijie Cloud.

(4) Check the account status on Ruijie Cloud. If the account is expired, the vouchers

and accounts will not be synchronized to EG.

7.3 What should I do if | fail to pop-up the portal page?

(1) Confirm whether the client has obtained the IP address, if not, check whether the

network configuration is correct.

(2) Check whether the DNS is correct, try to configure the common DNS: 8.8.8.8.

(3) Open the browser, manually enter http://1.1.1.1 to check whether the portal page is

popped up.

(4) Disable pop-up blocking. The browser may be set to block pop-ups so as to save

data and prevent you from seeing any annoying ads when you visit website.


http://1.1.1.1

Ruijie Cloud Cookbook Typical Scenario

< Settings Safari

SEARLH

Search Engine Baidu
Search Engine Suggestions O
Safari Suggestions C
Quick Website Search On
«

Preload Top Hit
About Safari Search & Privacy.
GENERAL

AutoFill

Frequently Visited Sites C

Favorites Favorites

Block Pop-ups

7.4 What should I do if | fail to do the voucher authentication?
(1) If the version is not the latest one, you need to upgrade it to the latest version.

(2) Check the failure prompts. Common failures include incorrect account and
password, account expiration and traffic overdue. You can check the account status

on the Ruijie Cloud.
(3) Try to unbind the MAC for voucher and connect them once again.
7.5 What should | do if | fail to do the seamless?
(1) If the version is not the latest one, you need to upgrade it to the latest version.
(2) Check whether the user has enabled the private MAC feature.
(3) Check whether the MAC on the Ruijie Cloud is correct.

Bound MAC Address List

MAC Bound at Total Online Time Total Traffic Action

cf 2021-12-27 19:55:08 oM

Page | 1 of 1 ext 10. | 1intotal

(4) Check whether the MAC on EG is correct.



Ruijie Cloud Cookbook

Typical Scenario

Ruijie EG

~
U User Auth Policy Auth Server

Web Auth

A complete DN will be displayed for the AD domain
Local Auth

Block Internet
Access Privileged Group

Registered User
O

(m]

User Name

Advanced Settings

X Delete Selected

Whitelist Settings User Permission

The privileged group members can manage otners’ access to Inemet

Search by Usemame v

Scenario: S&M Enterprise @

Online Info

Note: After the user goes online, an entry will be generated recording the user as a registered user. You can click Edit to add a MAC address and specify the terminal type for the user.

User Type

Local User

[ Config Wizard [ Detect New Network A Online Service

MAC Address (Terminal Type)

04

Action

[ o [

Hi, admin

7.6 What should I do if | want to pop up the portal page by visiting the https website?

(1) Access to EG Eweb.

(2) Go to User > Local Auth > Advanced Settings and enable the HTTPS

Redirection.

User Auth Policy Auth Server
Web Auth
Local Auth

Block Internet

Access Unauthorized Uptime:

MAC Address Limit

Seamless Period Control

User Seamless Aging Time:

Over:

Network Type:

Auth Page IP:

Authorized Uptime:

Auto Remember MAC:

Seamless Auth:

Fetch MAC Through DHCP Snooping:

Idie Timeout:

Advanced Settings Whitel

@ L2 Network (O L3 Network

Example: 192.168.1.1 [ 7]
0 min @

0 min @

Enable @

1 (2]

°
[ Enable
61 Days @
[] Enable @
Enable @

60 (1-65535) minutes, the clients

| HTTPS Redirection:

Enavie @ |

7.7 What should | do if | want the voucher code be used by another wireless client?

(1) Unbind the voucher code on Ruijie Cloud.

Bound MAC Address List x
| Unbind ‘
MAC Bound at Total Online Time Total Traffic Action
087¢e 2021-12-22 21:30:34 138m 0s oM
F Pre page | 1 of 1 " a [ t0a Jtintotal
(2) Unbind the voucher code on EG.
Scenario: S&M Enterprise @ 2 Config Wizard @ Detect New Network & Online Service Hi, admin

User Auth Policy Auth Server

Web Auth

A complete DN will be displayed for the AD domain.

Local Auth

Block Internet
Access

Registered User

(m]

Privileged Group
User Name

(m]

Advanced Settings

XDelete Selected

Whitelist Settings User Permission

“The privileged group members can manage others’ access to Internet,

Search by Usemame v

Online Info

Note: After the user goes online, an entry will be generated recording the user as a registered user. You can click Editto add a MAC address and specify the terminal type for the user.

User Type

Local User

MAC Address (Terminal Type)

Action
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(3) When a new wireless client access the internet with voucher, then EG and Ruijie
Cloud will bind the voucher and MAC IP address automatically.

7.8 What should | do if | want to create the policy but the AP and users are in the
same IP range?

It is recommended that the user's IP network segments is separated with the AP's

network segments. If can not change the IP range, you can add the APs to the whitelist.

Ruijie EG

~ —

HL‘_rfw User Auth Policy Auth Server Advanced Settings Whitelist Settings
=] et Whitelisted User: This user is allowed to access Internet without authentication. No AD will be pushed to
_ommon Whitelisted External IP: All users are allowed to access this external IP address. Up to 50 IP addresses are|
Local Auth Whitelisted URL: Al users are allos is URL. Up to 100U rted. You can configu
Whitelisted MAC: This MAC add: t No AD will be p)

Blacklisted MAC: This MAC a

Block Interet
A

ccess HRe

Temporary Blacklist: Vou can

Tip: Local authentication and Web authentication cannot both be enabled.

Whitelisted User
—+ Add Whitelisted User X Delete Selected
(m] IP Address Valid Time(min)

Show No.: Total Count: 0

‘Whitelisted External IP

~+Add Whitelisted External P X Delete Selected
[m] IP Address Valid Time(min)
Show No.: Total Count:0

Whitelisted URL

—+Add Whitelisted URL X Delete Selected

O Whitelisted URL

Show No.: Total Count:0

Whitelisted MAC

—+Add Whitelisted MAC X Delete Selected
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FAQ

8.1 Why can't | see the Facebook auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.

8.2 Why can't | see the SMS auth option in the authentication page?

EG local authentication only support one-click/ voucher/ account authentication.

8.3 Why can't | see the post-login page after successful authentication?
The post-login configured on Ruijie cloud will not be synchronized to EG. So EG
local auth does not support popping up post-login page.

8.4 What can | do if the voucher data usage exceeded but it still can be used?
The Data Quota configured on Ruijie cloud will not be synchronized to EG. So EG
local auth does not support data usage limitation.

8.5 What can | do if | want to use different portal templates for different SSIDs?

Ruijie Cloud captive portal template only can synchronize one template to EG. If you
need 2 SSIDs with 2 different portal templates, it is recommended that 1 SSID using
the Ruijie Cloud captive portal, while another using EG local portal.

8.6 What can | do if | want to enable the seamless based on different SSIDs?

The seamless of EG local authentication is a global configuration, so it cannot be
configured based on different SSIDs.

8.7 What should | do if | want to change the vouchers and accounts on the EG?

You can't edit the vouchers or accounts on the EG, but you can change it by editing
on Ruijie Cloud.

8.8 How many seamless MACs do one voucher support?
One voucher supports 30 MAC maximally. The number of MAC address can be

remembered by each account. But the MAC address beyond the limitation will not
be authenticated.

8.9 Why the wireless clients do not need to re-authenticate without the seamless
when they reconnect to the WiFi?

When the clients disconnect to the WiFi, the EG will keep the user’s authentication
status for 5 minutes. If the clients reconnect to the WiFi within 5 minutes, it do not
need to re-authenticate.

Summary
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Max Onli
axniine Solution Status Remark
Users
AP (NAS) + SW + Cloud or
<150 Read Recommend to use
EG2100-P (NAS) + AP + Y EG2100-P local auth
SW + Cloud
150 - 300 EG2100-P (NAS) + AP + Read Voucher management on
SW + Cloud y Cloud, auto sync to EG
EG3230 (NAS) + AP + SW Voucher management on
300 - 800 Ready
+ Cloud Cloud, auto sync to EG
EG3250 (NAS) + AP + SW Voucher management on
800 - 1500 (NAS) Ready d
+ Cloud Cloud, auto sync to EG
EGXXX (NAS) + AP + SW Based on .
>1500 , Based on Project
+ Cloud Project
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