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Ruijie Cloud
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Cloud Management

+ Unified Device Management
* Flexible Group Configuration

Simplified Security
+ PPSK Staff Authentication
+ Portal Authentication (Social Login)

Mobile Operation
+ Seamless Provisioning
* Mobile Monitoring & Alert
Notifications

Cloud Analytics

+ Automated WiFi Optimization
+ WiFi Experience Analysis

Small Office Boutique Hotel

7z ol 7L

Ruijie Cloud Solution Highlights

1. annsuusnisaav Ruijie Cloud

usn1saavy RUIJIE Cloud

U3n152a9 RUDJIE Cloud win'ldiianudrauasidullsialssdngan dmsuiudlunia ssAaauiaidnuay
2UANAY warlssusuydin deTlugtudazliuinnsdous nsdiade n1saIuAN qua msuindszd@nannaad
1w3ane uay Ns¥anT9asiiauadalnsal; Maandrlunsldeu dadenullfenisquanuudnag RaIwa
WWauddnAldouleias aausuanusasnislunisvinunay RF wuudaTusid wazdszaunislunisqua sIuée
asquakiuiiada (Wivalnsallaaldnsaunudianslsn asadauaausiA3azng waznsudaiiau) uaas
WenAudalinisauaunsindenasslalsaaidanegy Hulddsanulaansassduge PPSK “uilsau sa
alnsal sasWarIu”, ANANNFINITOLUARIGAY NNTYINWAsITR wavA15Yin Facebook authentication

2. AN GAuAN

a) msﬁmn‘rsqﬂnszﬁmnﬁtﬁm Unified Device Management

b) AsfindeuuunafIawanuuiada

c) anudaaadalunisvin PPSK Authentication aaswiineu

d) wasviansa Captive Portal warn15vin Authentication U Tadaagiviusan

e) MsAmuANLarAIsuAILAauKIuLaniiaia

3. snan1snaaNidaavu’snis Ruijie Cloud
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1. avnsiiiauiiaye Ruijie Cloud atnv1s
1.1 a1savynziiau Ruijie Cloud

Step 1 147 https://cloud.ruijienetworks.com.

Ruijie Cloud Service

Step 2 a&n Sign up wialdivinasneidau


https://cloud.ruijienetworks.com.

Ruijie Cloud

T+B 00MAsia'Hong_Kong

Step 3 RandsznALazrninimg
| &

|

e (_‘)

2ui

~

Register

@ China Hong Kong
[ l
" )_Kong

Honduras
China Hong Kong 1]
The acq
Hungary
Iceland ement and Privacy Policy
India

Already have an account?




Ruijie Cloud

* puneue: sWnafagfvazgaiivualaalssinanilan Tusalandssindlvigneas tWwa
Tilvalnsalduarlunisaaulad  Waldandseinag  wIagiinnanliaseduidisWiastdaiiu
niwggn s n Tulin taelinssnunisasngidau

Step 4 Tdsatdantuaian

rrugie £
Register
@ China Hong Kong

(® (GMT+8:00)Asia/lHong_Kong

( J

(GMT+8:00)Asia/Harbin

(GMT+8:00)Asia’/Hong_Kong
(GMT+8:00)Asiallrkutsk
(GMT+8:00)Asia/Kuala_Lump

(GMT+8:00)Asia/Kuching

(GMT+8:00)Asia/Macau 2 OZM :

| agree to the User License Agreement and Privacy Policy
Sign up

Already have an account?

Step 5 ilaunaguaysian1u.
A r=J o = Qs Q‘l’ -
* vunaie:  uilvdaanunsaasnsiaulansiie

Step 6 anadauuazfudusiarunaailau udedayarinsanludasiayaniniu nasain
flundn Sign up

* uunwuie: saNucaddsznauldale lau Madnws uarmansntAr 31uu 5-12 d)
an®s uasudidaging

Step 7 nsasneifiauazdisasaifiatayaratnagnATIAEALLALAALSUAINTTUL



Ruijie Cloud

Rruigic >
Register
@ China Hong Kong
(® (GMT+8:00)Asia’Hong_Kong

E=84 abcdefg@777.com

Message

Registration succeeded. l .
You can log in to Ruijie Cloud now.

=3 |

* ynenia: Aasadialdoutiyduasaaiuiitiandnidaeanyliszain Ty diaendau
Tnigusalalaias 30 Julaalusagildalavu

Ruijie i) MONITORING ~ CONFIGURATION  MAINTENANCE Your account will expire in 29 days ﬂ 00 © 0
ALL Kong Manage Network | Unbind Device
LOGY erview egistered Device Distribution
. TOPOLOG' Owe Registered Dy Distributi
F. ALARM
&] 0 0
P REPORT ) in Total Switch 010 Total
Network
0 & 0
¥ DEVICE 0 in Total Home Router
O ’9\ O Failed to load the map_Please refresh the page
Wireless Bridge 0in Total Cent

Step 8 adniiialtlalrouiigyduasaeo

NANC Your account will expire in 29 days

X

Activate Your Account

Please activate your account soon, or you may not be able to log in

to Ruijie Cloud after the expiration date

Activate Now | Next Time

Step 9 \flalrouiieyd Ruijie Cloud ara&9da e



Ruijie Cloud

9

1.2 Sidasidn v

mnaadusiarulunisdandu asanisizing Ruijie Cloud aaaunsasidasiariiuleaine
flaudwmanaalaaongidauly,

Step1: i https://cloud.ruijienetworks.com.

Ruijie Cloud Service

Step 2: ndn Forgot password? uasziidaninausdaniiu


https://cloud.ruijienetworks.com.

Ruijie Cloud

FRengie
Forgot password?

Step 3: ilaudwaiamaiauliidanieud Ruijie Cloud, a&n Get Security
Code, uavilauswamnulaaadaiiagluwaluzas Security Code

* ynanuie: Unfuadviagduaasindiautiod

Step 4: nsanuaziufusianIuln

£y, ' o P | Yo A o
* uvunania:  sudrIuasddnuwsaiudedlssinn  luaslaGrdnsiisafitaunuun
uaziiuladdrlunwauiunsulunienle q siarIuaIstiun1sSHANNAIUIEKIIVENRY 62
FAus uardnussitdudons 5 a9 12 drdiull wansizdasine

Step 5: adn Save uAvANAAYAUAIA IASUNITATIAFALIRATELSAIINASTLL AL
3 _ s 1 o (%4 1
fusalasiidriulvimaingssuy

2. uaw Ruijie Cloud - n1séinssuuusiats (aszna Ruijie)

waw Ruijie Cloud App Naun1si5u6uat19sInGEI Create Network way Add Device aeat
Funsavineaudusaueiuatiadage

Step 1 \§an Create a Project uiaiiniasenis



] >

My (9) shared(85)

Project Type Alarm
TestEW
Q Creation Time: 2022-01-28 09:31:08
= | Cloud

No device, Only Cloud manage

TestNetwork
Creation Time: 2022-01-21 11:38:00
| Claud

No device. Only Cloud management

Unnamed Wireless Bri
El Creation Time: 20 -07 1811812
= | Cloud

Mo device. Only Cloud managerne

testQRauth
Creation Time: 2022-01-06 11:48:30
| Cloud
o
TestAC
% Creation Time: 2021-12-18 1
| Claud

Mo device. Dnly Cloud management

& Ruijie Cloud Q, Search [
Speed Test Tech Support Demo

%

Creation Time

is suppo

is supported,

is supported.

is supported

rbsshome
_(\r Creation Time: 2021-11-28 21 17
— El am od °
oonne ) [+ ] ao -
Product BOM Project Discaver My

Step 2 \8an Scan or Enter SN

Ruijie Cloud

10



No.

Scan QR-code

r a |
[
L J .

=

X Create Project

Have Reyee APs?

Yes.

Connect to Wi-Fi

ERmysa

N

Ruijie Cloud

Step 3 aunuMarsianiagravalnsaiuag Ruijie

11



Ruijie Cloud

% Add Device Phata

o =

Sean to Add hanually Enter

Step 4: ilaufialasomswsandusianumMsIan1siiadoan WLAN: SSID, sWasuuay sWa
Ussind

12



L4 Add Project

* Type G} Clotd () ac+Fitap

Project Mame *

banagement Password *

Mote: if the device has been configured before, the
management password should be configured the
same with the device password.

551D ¢

Cpen l[‘\_/

Password *

* Beenario

Ruijie Cloud

Step 5: ilaulasemsiiadanisiaiazinauasne

13



Online Devices: 1
Offlire Devices: 0

Uzer Experience

Egress Bandwidth

bidimrme

Taol Kit

te

Project Status

AFTI0:L

Online Client

1]

Mo Data

= Upioad Spead

Topalogy

.

(= Download Speed

Ruijie Cloud

Step 6: uaz Tool Kit iWasiiuntsuiuéu

14



< EG2100 Q <
Taol Kit

Too

= & o C]

Wi-Fi Mgmt Momnitar Optimize Add Device
T
i) ofy a 53]
Update Share Inspect Reboot

& G O

Device Frojact Mama Report
Pasgwaord
Advanced
il a 8 A
Smart Flow  Alarm OnfOff Intranet Access Radio Settings
Caontral

Topology

Display Metwork Camera O

* punenue: S ususgind 52910 uasinaned aasadnval CWMP uuadnsaiaae
siutay (819d9310 un 3.2.3 msidausiaadnsaidu Ruijie Cloud)
3. uaw Ruijie Cloud - nnsslvAuuLsIALS? (Aszna Reyee)

Wadlinavadnsaiuag Reyee Tutasazne waw Ruijie Cloud App &u1sa
TinaderatvdaLarIaImaauaNld  3atran1sinssdauay

tad(SON)

Ruijie Cloud

Stepl: une Create a Project iiatfinlasansivii

15



Ruijie Cloud

¢ "-} Ruijie Cloud Q) search EI [—:
Speed Test Tech Support Demo
MY(B) Shared (85) + Create a Project
-2
Project Type Alarm Creation Time
TestEW
m Creation Time: 2022-01-28 09:31:08
= | Cloud

Mo device. Only Clowd management is supported.

TestNetwork
Creation Time: 2022-01-21 11:28:00
| Cloud

Mo device. Only Cloud managerment is supported.

Unnamed Wireless Bri...
El Creation Time: 2022-01-07 1818012
= | Cloud

No device. Only Cloud managermeant is supported.

testQRauth
H Creation Time: 2022-01-06 11:48:30
. | Cloud
&o
TestAC
Eh Creation Time: 2021-12-18 15:20:25
| Cloud

Mo device, Only Clowd management

rbsshome
ﬁ Creation Time: 2021-11-28 20:56117
P} B am od® ®
== o oo -
Product BOM Project Discover My

Step 2: ynfitiavainsaiuas Reyee 1ulasynis ldan Connect to Wi-Fi.

16



Ruijie Cloud

X Create Project @

Have Reyee APs?

—

No. Yes.
Scan QR-code Connect to Wi-Fi
ot )
. |
ek L 4
, [P— #Rcysa

Step 3: anasauliwilandineasadioiasvilsfanniaiaziiazatna Aanunsaiuuaiag)
IP e

17



4 Create Project

Preparation before Configuration

Please make sure the following preparations are
completed.

WLAN Wireless Bridge

1. Finish cable connection, power on all devices, and wait
for 3 mins.

| o oWaitfor3 mins

2. After the uniform Wi-Fi "@Ruijie-m" is sent out,
SON(Self-Organizing Network) is completed.

\

Ruijie Cloud

Step 4: \fiausia SSID 7iEususin “@Ruijie”

18



Ruijie Cloud

% [_—I;
WLAN

WLAN [ o]
WLAN assistant >
Available networks O
= @Ruijie-m393E >

= EG2100P_plus I -

= qwert (i) >

=  @Ruijie-s0B36

=  @Ruijie-s1FOA (=

= IT department [z:c/50 >

% PPSKtesttime (z:5/55] >

T test] zacisc >

= L2TP-Client (2:c/55]

Step 5: n&u'luvinan uag Ruijie Cloud asasianuansaiignidiausa
KIuAuRINITauad SON

19



Ruijie Cloud

< Detect Device

Detect 3 devices
The devices that support SON are displayed below.

D

Internet

o
=D

EGI05G-F

] -
RAPIZODIF]  RAFIZ00(E]

Topo is incomplete?

Step 6: N32NATATINTURLIWRIHIUNTIANTUAIAM NAVANTULRanFa1UATTAl

20



4 Basic Config

L ] o =]
Project Config  Intermnet Config  Wi=Fi Config

Praject Mame *

Enter the project name

Management Password *

Maore than B letters and numbers

For project safety, please ensure the password:
(/) has at least 8 characters
/) contains 3 of these character types:
- lowercase letters: abcd...
« uppercase letters: ABCD...
- numbers: 07123...
- special characters: <=>[1l@#$*().
/) can not contain “admin”
(=) can not contain spaces or question marks

Scenario *

MNext

Ruijie Cloud

Step 7: \&anuifian1sitiansataiane

21



Ruijie Cloud

4 Basic Config

[ ] 2] o]
Project Config  Intemet Config  Wi=Fi Config

(® Single ISP Link: WANO

Internet Connection of Link 1 {connect to WANO)

PPPoE DHCP Static IP

Network parameters are automatically
assigned. You don't need to configure.

802.1Q Tag »

(O Dual ISP Links: WAND and WAN1

MNext

Step 8: ¢lod1 WLAN : SSID, sWaeu, uagswadssna
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Narme/SSID *

Enter the Name/55ID

Open

Password * 8 characters at least

Radio Country/Region Code *

China

Tip! Please select your country of region.

4 Basic Config
® [ ] @
Project Config  Internet Config  'Wi-Fi Config

Ruijie Cloud

Step 9: nsanTAsINITLINAIANITLIATAZNLUDIANL
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4 Reyeel23 Q o
h Basic cCcTV Smart Flow Contral 1P
Hotal Ervabled Disabled Disabled
i
&
i
EGIOSG-F
@ @
L] -

RAPI20D(F}  RAPI200{E]

Online Client

1
User Experience
Mo Data
Egress Bandwidth Change Bandwidth Threshold 27Mbps
= Uplosd Speed  —()- Downlosd Speed Baseling
Mbps
25
20
15
10
3
i

g s s N — 5 2 5
12:59 1524 17:55 20:26 22251 0117 0342 06013 08:39 11:09

Tool Kit

Ruijie Cloud
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AauuzinTun1sAILAN Ksans1adau

1. LOAUATH

LAAUATAATULAAIRANULLATAANEUDIAULRTDUANR LT A UIFTY

Rugie C > MONITORING  CONFIGURATION  MAINTENANCE
ALL J <e |
@ DASHBOARD =
& TOPOLOGY | Overview | Registered Device Distribution
B ALARM = =\
] a 3
& REPORT
= &l i)
8 pevice
= a 2
i a | Aams
& cameRa 13 1 4
2.4G / 5G Clients Channel Distribution and Usage @
A CLIENT o ! I o

1.1 Overview Ansu

Overview azugavrayatdvgfsizay adasalnsyanadyanal &3ad thand wazalnsaidaianie 6
wwuluzia Online uaavdvalnsaifiaaulavas wazdiaulu in Total uansdvoinuiunnzadatnsal

Adtansaduiigydnanduasn

| Overview
=l 6 4
P Total Switch 1in Total
3| B 1

1.2 MAPS wiuii

MAPs azuaavliitiunisaszanauavalnsaluuuaadn alnsalazgauandlutaiazng wage
wwavulanauaziivituiualnsal adnnlamnau adnsaluasituirunsuavifiauazugndy
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| Registered Device Distribution e s s G IE
Greenland i}
I \\
%,
\u
Finland
Iceland Sweden 2
; ;
gty s
Morway Ruz 3‘ o i
r
United I i
Kingdom P v
Poland - S
: ~
Y ~
GE'["a"r ML Kazakhstan ¥ >
Erance. : Mongolia |
R © Italy
Spain . |
: : i Narth @
Nerth Jurkey - ciing, NI e | Pacific
Atlantic fighanistan G 2
Ocean Iraq | Ocean
' Algeria Libya Egypt Pakistan |
Saudi Arabia India { .
Thailand |
Mall | Niger Sudan e 1 +
Chad | =
Migeria Ethiopia |
I \
i m
L Go g|6—--—-------— T i ADACE e e ey R e | Map data 2079 ! Terms of Use

adnlamau & agnduia3azne 1u Unbound Network List aauaunsaainansailuuu
wRuagnAUaaUT; LULKUT AalEINIsaaNALA3aznaia SaudauinasTy viandn
unbind Waldanngaudiduiaadu

YUZHADZHAI DISTRICY

IF. Z : r
ENGYICUN m
; - : :
ES AL

| Binding Metwork Locatian

- MUX woe
BACK QINJIA : RESIDENCE SHANGWAXINCUN
.Er Ty W
Mature: | YICHUAMN ROAD i B
& Nate? | 3 i o
= | T
| E
| e e
o Mature_Te ‘ GOUYANGXINCUN i Q =R
: TLAMMU .
ey | [ ZHAPU ROAD
@ | =SIDENTIAL RESIDENT IAL
@ Jack_Te . =
[RICT
¥ |
HE | -
. TestMetur |
mortH| & il |
lupsicun
E=r
® " |
| o
e [AxINCUN
v ®° |
'
i TSHIDAYICUN

1.3 Alarms n1suavtfiaud

Alarms displays the numbers of uncleared alarms, new alarms today and total alarms
generated this week.
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| Alarms

8 0

Uncleared Today

This W

1]

e

Uncleared: uanonisuagifiauiilidaiau
Today: uanunisudatdiaulnsilusut

[ o [
o gl

This Week: uaadituiunisuadtdauriduiionualudla i

sfvsudayanisudaifiau AudunsansaFaLldanun:

MONITORING CONFIGURATION MAINTENANCE

A
ALL
' DASHBOARD
& TOPOLOGY Alarm List Conflict Network
H ALARM
| Alarm List @
REPORT
Network 0 Selected
Youdhes Network N Type . Level . Cleared , Content
& DEVICE EG2100 G1MQ3UB00181A Device offine alarm Major No
AP test123 Al device offine Major No
ac test123 CAPCOYLO0E23T Device offine alarm Major No
- testi23 CANLG2ROD1191 Device ofine alarm Major No
Router RAP HIQHGRLO45TEC Device offine alarm Major No
PPSK Al devic offine Major No
RyeeNetwork1 Al device offine Major No
test123 61PD301005018 Device offine alarm Major No
ARTIO Al device offine Major No
Page [ 1
NVR
A CLENT

Generated at

2022-03-15 10:26:08

2022-03-13 20:44:04

2022-03-13 18:37:22

2022-03-13 19:36:07

2022-03-10 08:22:08

2022-03-07 08:42:57

2022-02.25 11:36:17

2022-02-00 17:31:17

2022-01-06 14:52:07

Manage Project

Unbind Device

Cleared on

o e B

Q| Advanced Search

Updated at Action
2022-03-15 1026:07 o
2022-03-13 20:44:03 o
2022-03-13 19:37:21 o
2022-03-13 19:36:07 o
2022-03-10 09:22:07 o
2022.03-07 09:4257 o
2022-02-25 11:36:47 o
2022-02-09 17:31:16 o
2022-01-06 14:52.06 o
9in total

oam

1.4 2.4G / 5G Clients ainsai 2.4G / 5G

wnupfiuaneadifnadailnsaiiily 2.4G uas 5G
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| 2.4G/5G Clients

W 245G
W 3G

adnunuiiiagduiuuasilasiduuasailnsal 2.4G or 5G
2.4G: alnsailadasdeyananlsane 2.4GHz
5G: ainsailadasdeuaranlsanea 5GHz

Total: ugaviruusiuzavalnsal

1.5 Channel Distribution and Usage 2iaynivn1ssynaznistaiviu

wHunfugavayadafuaItaInIg

| Channel Distribution and Usage @
24 EHE 2 EEEEEEEEEESS

5G ) ) ) ) S
36 44 149 157

M idie gusy [ Overload

AaNAaIMIILHaLEAIFIUIU AP wazA1sldsnuLudaInIgLaniIZnIg

Adasnivnistadviuazgnirnuaseauaiu Idle, Busy way Overload
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| Channel 36

Device (1)
M ide

Idle: 0% &9 59%
Busy: 60% 9 79%
Overload: 80% &v 100%

Real-time: s#auzdniannng 2 U

1.6 Network Metrics wun3nia3azing
WiFi Client Summary 2iayassuadnsal WiFi

wHufiugasidnvnasnIsiiansdavavalnsalagye

Network Metrics
| WiFi Client Summary

Clients
10

: =

03-0322:10:00  03-0400:00:00  03-0401:50:00  03-0203:4000  03-0405:30:00  03-0407:20:00  03-0409:10:00  03-0411:00:00  03-041250:00  03-04 14:40:00  03-0416:30:00  03-0418:20:00  03-0420:10:00  03-04 22:00:00

Last24Hours  ~

wNUfis ULy LWWuunaavdivituIualasal WiFi au 2narfisuasadniyauutdutnausgng
UYWL LRUTTAzsryInaeaI Ul asalfis e a1T

1.7 Top 10 Networks by Traffic 10 susuaaviaiaznaiisinissusvaayaituriuunn

AT ILEAVAV10 duduuasniIsiuRItayauuLATaLNE
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| Top 10 Networks by Traffic

Ranking Network Traffic Clients

9 test123 99.69M _ ;

2 EG2100 77.68M

Network: ugnlasaznaLang
Traffic: uanun1s5uderiayagnladainalnsaluue3aznaamy

Clients: uaaviruiuzavadnaiuuta3azlaanie

1.8 Top 10 WiFi Clients by Traffic 10 suduaavailnsal Wi-Fi isin1ssusvaiaya
ATUIUNNA

wNUTiuamav10 duduuavainsal Wi-Fi niinnssugedayaiiuiuuin

| Top 10 WiFi Clients by Traffic

W 428d.a305.f26d
2ad0.f500.0bco

adnununfitiagalnsalinwizuasdnsnissudetayazavailnsal

Total: usnudvansimssudetayaTaasInuadalnsal WiFi vionua

1.9 Top 10 APs by Traffic 10 dudu AP isin1ssusvaiayaituruunn

ATIUEAIGIaNA10 Fuduuas AP Mfin1ssudetayainuiuuin
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| Top 10 APs by Traffic

Ranking AP Traffic Clients

1 G NaCH04s490 o 1

AP: u&a9snans AP fifinsidiansiauavvinaaudizaa
Traffic: uaavayanINvasdaTINsFuRItayanatnsalfiidausadu AP difuq

Clients: uanvituiualnsaiiidausadyu AP lawzd?

1.10 Top 10 SSIDs by Traffic 10 dusuuas SSID iin1ssusvaiayaiiuruun

wHunfazugastaya10 duduuay SSID Nin1sFudvayainuIuuIn

| Top 10 SSIDs by Traffic

W EG2100P

adnunugfiiiianaya SSID w1y uarAssusItaya

Total: ugavAsIUBRINTFURIUABYAaUaY SSID

2. Topology WMmIn1ad

unanA1sAI NN IREIAFa22

1) amadaubiiulainalnsaifdemvaan'laviatuy Ruijie Cloud uay Web CLI flamalaionu'ls
2) aasavnisalnsallvuagn araxzifluinanguiagindudn

3) dwnaalnsaiddansdafonuarinuTvuamuazdnenninlad; dayadisadnis MAC,

ARP wag Routing, duq
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Topology waavaarustmiaznanenue, Ininwladiniazng uasaausalnsal wagiguasa9u

159113
W EG3250 £7Detect New Device & Management Password Project Status Online Clients G
= e Not Deliver- 0 0
m Creation Time:2021-01-21 11:29:14 Uptime:0Days
| Topology Update Time: 2021-01-21 11:29:24 (Complete) Details Device

\ Search Q Update Topology Horizontal m:ll
To avoid risks. please start the diagnosis

Gateway: 171 [Z switcn: 111 [ AP 11 ] AC10/0 @ WiFi Router: /0[]

Wireless Bridge: 0/0  Instruction

Status
9
s . Connectivity 13:00 17:00 21:00 1:00 5:00 9:00
100%

(O Uplink Downlink
= (cios) Speed w
a2 ; &
L 2 =
1 0.01Mbps ¥ a

® EG3250
SMHTM722K000263
Excellent [} Good j Poor

2.1 Data Monitoring nnsas23sauzaya
Basic Information - old version

= ]
m Creation Time: 2022-02-16 20:57:02 Uptime: 1Days

Management Password: sW&niunisinnisiaazng, enadausianiuadnsal eWeb

Project Status Online Clients Alarms

In Progress~ o] 2

laufusianIuAITIRNITIATaNE
Creation Time: naiasvdu(laaaiandu) Aanaidlwdgadsvuugiutayauuaae

Uptime: waisenitvalnsaliduvinou
Online Clients: ainsallsanafiaaulatiagiuiaazine

Alarms: fyanaifauauiIanazIuadia3azing

32




Ruijie Cloud

Network Topology Tninliadn3sazng

WInlafuanvalnsaiiidausaduaaiugiaaiiu

| Topology Update Time: 2022-02-16 20:57:21 (Complete) Details Device
I e . | ‘ Update Topology ‘ ‘ Horizonta
[ Gateway: 11 [ switch: 14 [F| AP 14 (] AC: 01 @ Home Router: 00 []|i wireless Briage: 0/0  Instruction
Status !
> d
g Connectivity  9:00 13:00 17:00 21:00 1:00 5:00
,J—\_ plind ownlink
(cion-0) et ;
y OO - T 0.03Mbps  cammbet o et Aot e Ao e o it
= 4 0.00mops 0045
EG2100-P -
7t = e e
Gioio) G222 (Giorz-4 WiFi Experience
(si23) WAN (wan)
= = = 50 =
52910-24GT4SFP-. AT20 AP180

Update Topology: ynnainsalunedignuiuvzaay atholsAamuininiadarausaaona'lign
siag Tlsandnsilanisdausa

Horizontal&Vertical: snansaidanuandInTuladuuivauniauwuisole

Devices list: uansiruiusnanisuadalnsaiiiaglunsininiad

Details: waasagauzaadIntwiad sru'lddensidiausataiazng anusidddedaiudeduay
LA3a2N8 wavdseaunisailunisladvu Wi-Fi

Basic Information - Return New Version 2iayaiial - aaulllainasaiulys

E£G2100 I Search Networ G ‘ alHong_Kong [ Manage Project ” Take over Network H Unbind Device
Topology ~ Advanced Alas: EG2100-P # sync: S A
Model EG2100-P Management IP: 172.26.5.195 e
pe SN H1PBOTKODS84A MAGC: 3000.9671.0c86
o
Status
™ p Status
* it} i il
9 PO Lan vt Aonoma 16256106206 10MI100M iscomecied
Routing wano A2 Ana Lane
i i o
L L I B )
E£62100-F Port
(@) (Gi0z-) LAN LAN WAN Not Configured Canfigured
G023 (WaN #
iz @)
P )
$2910-24GT4SFP-. AP Group -
Gio/lo
Basic
Type:WAN 18P
IP:172.26.5.195 Uplink Bandwidii:100Mbps.
Subnet Mask:255.255.252.0 Downlink Bandwidth:100Mbps
Description:-— Reverse Path:Disabled
Routing

Refresh: wnailnsalunefigniinniaay atnglsAmuininiadarauandnalignsas Tuse
AdnTINENTLTaNea

Download: avjuTviaaTnniadlusduuu.png
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Device details 2iayaninsal

Alas: EG2100.P # Sync:
Model: EG2100-P Management IP: 172.26.5.195
SN H1PBL MAC: 3000,

Status
) Status

Bat; LAN WAN Abnormal 1G25G/0GI20G  10M/100M Disconnected
Routing e AN
o o W
L L I
Port
= - | LAN WA Not Coniured. Confgured
[
L

Routing

Alias: faduvissy

Model: uanvsuuavailnsal

Sync: uaasaausasidansauasailnsal

Management IP: u&av IP ﬁaoﬁumaoaﬂnsnﬁ

SN: usavununaRUgBaaLRwIzaadalnsal

MAC: uandtiag MAC uadainsal

More: 5295uN58319 eWeb wavdasng Telnet aavansal

EG status: udavdanuzwasauadtnatlt suldiotaawasn 651715135301 WA UTANIGA
AU

EG port: usavaaruzwasa WAN/LAN aasinael

EG port basic: ugavidszianuaswasauuinad viag IP wuuIngdawavd/a1udva

EG routing: ua&avsnanisiinuatdunivuadnaLlel
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Alias: S2010-24GTASFP-UP-H & sync » .
Model 52910-24GT4SFP-UP-H Management IP: 172.26.4.248 o
SN G1F wAC: 7
Status
) Status
Instruction
VLAN
13 5 7 91 1WA B
Port L o 1T T 1T 1 F 1§t
W WYy yyEyEREgEy .
ROLIfing 2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28
VLAN y
| VLAN 1 VLANTO  VLAN28  VLANSS  VLAN189  VLAN231  VLAN 1234
Incluge Port 1P(SV) DHCP Address Pool Description
GI0/1.9,G10/11,Gi0/13.28 Dynamic | 172.26.4.248
1 Access Port [ Trunk Port [ Router Port
13 5 7 9on 131w o2 H
ol ol ol ol e ol ol e e ol e
PYPEYYy FYPyPyEy EEEN
2 4 6 8 10 12 14 16 18 20 2 24 25 2 27 2
Port
Instruction
13 5 7 901 11U 9B
L L e 1T 1T 1T 131 It
WY WY PEyEREpEg mm
2 4 6 8 10 12 14 16 18 2 2 24 25 2 2 2

SW status: usavaauswasadianduavailnsal srufvdiauuadnasn 805101562529 LAY

gaugnsaw/au

SW VLAN: u&aysnanis VLAN vusianduastayazaswase VLAN

SW routing: u&ndsnanstldauaums

Adias:

For wireless configuration (SSID configuration), please click here

oo m

AP configuration: a&nuiavinnisAivuamRugiuwuylsane

2.2 Report s1av91u

wineasn1sIeuLA3ane 117 Project Status, uaza&n View Report

default & management Password

&2

| Topology

Creation Time: Uptime:Days

Gateway: 0/0
Wireless Bridge: 0/0

Switch: 0/0
Instruction

Update Topology Horizontal I

Bl AP0 (] AC: 010 @ WiFi Router: 0/0

Project Status Online Clients

In Progress~ 0

tart the diagnosis.

Start Diagnesis
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W@anmAnasaIn1s e

| Preview

Language:  English ~  Edit | Download Report |Back

Rufie | HReyee

Perf
Project Report

589 UANTRINAU TATIANTRINNTARVaaN la VRN BN

szuufesasiunisudlada dn dayafiugiu Asitvuadl dayanisidade sranisalnsal

default ~ Search Network  QQ

| Edit

defaultReport #

1. Cover

2. Basic Information

LOGO.  jtis recommended to upload the image in the ratio of 43

Only support png, jpg, jpeg and bmp.

(GMT+0:00)Africa/Abidjan  Manage Network |Uno|nd Device

‘ZRefresh | Preview | Download Config File | Download Report | Back

1. Cover

2. Basic Information
3. Configuration

4. Diagnosis

5. Device

6. Topology

2.3 Detect a Device(s) as233uginsai
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MONITORING

RAP1200(F) SN: G1QK

Topoloy.  Ang Detecting...Please wait.
9 devices are detected and added to the network. Refresh | Download Morew
[ W |
Lj: ‘w‘\r; —L!';
*
1 new device of other network is detected
Detection Time: 2022-03-02 14:41:28 | — ‘
Unknown network Account Unknown Account Add to Network
Result: Incorrect password (2022-03-02 14:41:49)
Ma yaZ.clba

Wanaudinalnsallutiluasazng  aaavsasilausiaruzasalnsal  winswaru'bignsas

seuuazdiasnsigsvadenaniuiaiazne

Ruijie Cloud aggwstininladanuarsusuiiainnsinalnsailvailuiaiazine

v Ruije Cloud aa'linuadnsaldivinivid aasnunsaladszuudlinaininladsiaauiaslng

aén Detect again iadwianIniniad
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Detection Result  Last Detection

Model MAC P

17222

Please fix according to diagnosis result Repair

Regularly Detect and Add Switch(Only supported on RGOS devices) @

SN Staus

G1Qk Not Import

10a 1in total

snsavinalnsalluilydeiadaznadatiule

Diagnosis n153iisda

AaEuNsavinasiiadaiaiangldvnnaaiainfivvatvdadndiluiaiang

AaLENUATIazIlATIiNSIiansalAsaznaLasRa1ULaIA Ldan Start Diagnosis (Wal3usiu

N1t Tn

EG2100 l Search Metwork L

Topology Advanced

Network Diagnosis

To avoid risks, please start the diagnosis.

Network Management Password

Configure Password

Diagnosing...10%

3% Link Status

Port flow monitoring... 1/1 devices checked

3¢ Layer 2 and 3 Connectivity

Address pool and VLAN test _checked. | devices at risk

Minimize |

Port negotiation rate and duplex test... 1/1 devices checked
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1 risks to be fixed [ —

You can fix it according to suggestion. Diagnose again

@ Link Status v
Layer 2 and 3 Connectivity ~
Address pool and VLAN test 1 devices to be fixed
WVLAN & DHCP address pool risk is detected. View More

Link Status: nseasiagaunIsdutiayauaInasTn dAT1NITLATINEATAINATA LATAITNAFDLA
wwanaf
Layer2 and 3 Connectivity: nguviag IP tnauedisusuuasninasgay VLAN

o
o

A&n View More 1fiansagaunanisiddansaan

(o

Address pool and VLAN test

| Devices to be Fixed(1) A

Ittakes about 3 minutes.

SN:H1P601K00384A atRisk  Suggestion A

Details: Failed to find default route P Failed to find route [] for DHCP address pool [192.168.2.1] Failed to
find route [192.168.100.0] for DHCP address pool [192.168.100.1]. for DHCP address pool.There is no stafic
route. Destination nefwork: [192.168.10.1205.255.295.0, 172.26.4.248 230.253.202.0, 192.168.99.1
250.259.260.0, 192.166.199.1 265.255.255.0).

Suggestion: Add a default route P for the nefwork Configure a static foute on the gateway.

Details: uaavzayatlaynnnuluiaiaziig

Suggestion: wuziniinsudluanileymAny

2.4 Manual Settings n1sevA1sILIAULAY

Adn More > Manual Settings
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l

Manage Project ” Take over Network I Unbind Devict

arcnNework @ ]

EG2100

Topology  Advanced

000)
Gi0/0-0)
EG2100-P
(e i0/2-... )
Gi0/23 WAN B
2 @S
$2010-24GT4SFP- AP Group

Return to Old Version H EReport

Refresh | Download | Detect Device”  More a

saviunisun’ly Edit uvhuudvuasainsainia add the Downlink Device.

@ Network = Manual Setting

GEdit Alias

©Add Downlink Device

A

Instruction

Configure Virtual Device
1. Point fo the virtual device and click Configure Device Type.

- GEdit Alias

@iSelect Device Type

noun ©Dzlete

2. Select the device type (only un-managed switch is supported now)

=i

EG2100-P
Select Device Type x
<« Searcn
—1—
por22g Unmanaged Switch (Non-Reyes) ]
(WAN) L
— ES05G
AP Ap o
52910-24GT4SFP-. AT20 AP180
Gi0/2-4
WAN
GEdit Alias

52910-24GT4SFP-

@Select Device Model

@Delete

AT20

Edit Alias: wrdaailnsel
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Select Device Model: §anjuailnsal AsanasIunaE Reyee uasainai lifinnsinnis
(117 Reyee)

Delete: auainsaiaananniaiazine

2.5 Common Troubleshooting n1sualailauinialal

1i1aei1915 WaTnnladusae " No Data" ‘Lisiziaya?
1) winifiviey AP Tute3azng, lugunsandgasininiadle
2) aidnsalunaanlildadnsal Ruijie uazlifiginduan

3) aavatWsuInIwladeraanulag

¥inag191s Waiitnandiiavddenluniazina?
1) winlildnastuilaaiiu aaaisawinsaliilunasiusiga

2)  windu CLI ‘bisnansaladle Waunsauansailnsaiduls

vinae1v'ls Wadluvadnsaivingldannininiadg?

1) u&m9 Show mac/show arp/show ip route aavailnsal wa 3 ddefivisansrn "S*" agvin
p. p )
Tvialnsaivalyd

2) Tstemaanisinuatgunivuuylauiiin iy d OSPF agluininiad

3) &adluinTniadlasunsdiruaaiera VSU

vinatne'ls Wiagnsaiidfiaunaasuuininiab?
1) aidasaila'leatuu Ruijie Cloud wiaaanlau
2) alnsaifliladadnsaiuas Ruijie

3) wnaldasalifluaindlsnsinns wusininvuAdawaswasaslianutag
* Bunaie: AadnAaaadiInniad
Tisunsaldeiu Web CLI aavalnsaile’

a. winfnandluaiatng we'lisassudde show MAC visalilduiastduaae

b. &iaduarud (svduLdiendu) + alnsainlaily Ruijie vinwihdidlumeaan

c. &aduan + &3ad access + aUnsalnszanadyanalsang (8iandvanvinonu OSPF uag'li
fisansasivuaLduUNIoLLLAIT anstdun1eSeliauysal)

41



Ruijie Cloud
d. alnsalaanlay, nsdsuwdasuaswase, AsUFUEswEUM9AIA, ATWiNUSaAL
avnsal, duq
e. dindasaaianaiag VSU
f. &isdasraiaiazneaiaa VRRP

g. filawg AP lunauiaiazing

3. Alarm a1su3lvifiau

Taavh'll  saasasudafaurionuaataaghifany  AaudNsansadvnauynsidiaulae
\Wandsziannisidiau sedu uazdauziiadasiiansasnisifiau Alarm List sae¥umsAumany

vinauadizaauad AP dssiandaanaidau unasdaanadau (1e3azra/alnsal) wagan
fvduanaiau

MONITORING CONFIGURATION MAINTEMANCE

ALL
1 DASHBOARD
ALL
& TOPOLOGY Riflict Nebwork
S
o - O o
E REPORT E
& PPSK - " | Amvanced Search
2 EST L
&y 5H Levet Cheared Con Cleared on Action a2
; =
B pevice sl testiza . e Mo =l
3 tage Mo (&
£ Clowd_uth_Test
Mhagor b
£ RyeeNetwork) L Mgor o
aberwary & EGI100 s ]
ra Mo
2 GT -
£ GTAC_ Rayes = = T
& Cloud_suth_Test_Auto Laer Ma B
FALCANERA Lapor Mo =
& As7i0
- 2 n botat
SR CLENT H Locationt -

3.1 Alarm List, shani1sn1susviéiay
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lUl_l'e Q MONITORING CONFIGURATION MAINTENANCE
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- vinou > 10 ainsalvivinonu

t&an Inactive, Medium uay Active tiialtdanatuiu APs Msiadni1suandAanssuitietiag

a

Wanuudnsnivaruanuadlaraudinlauigisusaay Black: uandindiuiu AP vidanssutiu
azlsngdu:

Inactive| () Medium [} Active

AP
70 -

60 -
so-| [ = N = — e I
40 -
a0 -
20 =

10 -
0

2022-03-02 2022-03-04 2022-03-06 2022-03-08

Wauuudnesnivaiuanuadlanaudnlauinisusaay Grey: ugavindnuiu AP lufanssuiiu
aylidsng:

:- Medium () Active
AP

25
20
15

10
5
0

2022-03-02 2022-03-04 2022-03-06 2022-03-08

Q

nsadnTiuvialag luukunduvivazusnetayatinfinuadfianssy AP & wsusuiiiienas:
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| AP Activity @

inactive (il Medium [l Active

2022-03-03
® Inactive : 37

| Medium: 10
o Active : 11

2022-03-06 ‘2022*03'08

2022-03-02

Top 10 APs by Client or Traffic 10 dusuusnuay AP uanaiuailnsainialsunainig

Tdvu
AP 10 duduusandedusuauizunanisliddayaniaituiualnsaivasaiaznanilaniuig

LVAIAANUR

| Top 10 APs by Client

| Top 10 APs by Traffic

Ranking AP Alias Clients Traffic Ranking AP Alias Traffic Clients
1 G1QHBWX000534 RAP2260(E) 2 Il 61.08M 1 G1QH6WX000534 RAP2260(E) 61.08M N 2
2 H1PH745119402  EG105GW 2 Il 12.43M 2 H1PH745119402  EG105GW 1243M 1 2

Clients: uaavinwualnsaiiiausadu AP 1
Traffic: uaaviTuNsFuRItayaianuaialnsaildidausadu AP taniy

Firmware Version nasaiuilsuwas

wNunidNnauLgavdasdiutasnastuLilsusdinsuiaiainanidanludionaindinus

| Firmware Version (Real-time

M AP_RGOS 11.1(9)B1P21 ...

AP_RGOS 11.9(6)B1 Rel...
M S19_RGOS 11.4(1)B42P17
M EG_RGOS 11.9(1)B1153 ...

73

Adnununiltiagdagiunagiastulsuunlsngsy
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| Firmware Version

W AP_RGOS 11.1(9)B1P21 ...
AP_RGOS 11.1(9)B1P21 Release(06211815)

Total : 61 (83.56%)

Real-time: nsadianzayaluioniainn 2 uii

Hardware Version vas2uaisuas

wnuinaNTiuaasdas uzasnastuasawfdnsuasattaiidanludrisnaiiniinuas
| Hardware Version

W AP720-L2.00
AP820-L(v2) 1.10

W AP720-L1.22

W AP720-L2.10

W EG3250 1.20

B X5-51960-24GT4SFP-UP-H...

1 XS-S1960-24GT4SFP-H 1.30

o

adnuNUnfitNagdadIutavaTaISIARYLIASTUTATSY
| Hardware Version

W AP720-L 2.00

XS-51960-24GT4SFP-UP-H 341 CRE
Total : 4 (5.48%)

W EG3250 1.20
B XS-S1960-24GT4SFP-UP-H...
W XS-51960-24GT4SFP-H 1.30

Real-time: nsddianzayaluhioniainn 2 uli

4.3 Client aunsal

WiFi Client Summary shavussilailnsai WiFi
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wrupidiFuLgavtayasgslalnsaluasaiazinani@anludisiaridivua

beta
Summary Device Client Last 24 Hours PEINCREE -~ CMonthly Report

| WiFi Client Summary

Clients
40

30
20
10

03-08 10:40:00 03-08 13:10:00 03-08 15:40:00 03-08 18:10:00 03-08 20:40:00 03-08 23:10:00 03-09 01:40:00 03-09 04:10:00 03-09 06:40:00 03-09 09:10:00

W@anaauuduLiandasituuaasalnsailuzheiatiiuy

| WiFi Client Summary

Clients
40

2 W
20
10

3 ‘ J B 0303 17:20:00 : : : : . ‘
03-08 10:40:00 03-08 13:10:00 03-08 15:40:00 ERY  (lients; 31  UEARSG] 03-08 23:10:00 03-09 01:40:00 03-09 04:10:00 03-09 06:40:00 03-09 09:10:00

WiFi Client Activity Aanssuaidnsai WiFi

wNUTuvisuaavianssualnsalzasiadaznanilanludronarndinue wnuni'lisassutaya
asAuMnzayaly 24 e fisumn

| WiFi Client Activity @

Minimal Low [l Medium (il High (i Extreme

Users

50

40

30

a R R ===

T ™ T
2022-03-02 2022-03-03 2022-03-04 2022-03-05 2022-03-06 2022-03-07 2022-03-08

Aanssuuavailnsaiaglasunislsafiunussaziataauladwazdsunanisidou

Aanssuuavainsal WiFi LRAIFIANSIE:

& Aanssu afr9nanarnAIssudvaaya
1@niag > 100KB
iae > 1 2Au/7u wag > 500KB
[ 1hunane > 2 20/ uag > 2MB

58




Ruijie Cloud

[ | &9 > 4 2iu/3u uay > 5MB
[ | 1N > 8 au/ju uay > 10MB

AdnTAINFALKuitNfiiauaaINIsAsTANEAANTINYadalnTal WIFi Midaniurionaiii

AKUR:
| WiFi Client Activity @ 2022-03-03
@ Minimal : 10
® Low:2 nimal [ Low [l Medium ([l High @l Extreme
Ui Medium : 8
so High:7
40 Extreme : 13
30
20 R

T T
2022-03-02 2022-03-03 2022-03-04 2022-03-05 2022-03-06 2022-03-07 2022-03-08

2.4G / 5G Clients aunsai 2.4G/5G

unugivnanuaasdasuaag STA Taaldinfatnafidandmiu 2.4G/5G luthenanidiivua

| 2.4G/5G Clients

W 24G
W 5G

adnunuiiiauansdasiutadnduaiuinagidan

| 2.4G/5G Clients

W 24G
R

2.4G: 27 (93.1%)
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Top 10 WiFi Clients by Traffic ainsai WiFi 10 dusduusauusaiuiliunainistaiviv

ansusadalnsal 10 duduunsniaazavaisulannnisiudvayaluraiaznaignidan

| Top 10 WiFi Clients by Traffic
Ranking MAC Alias Traffic Uptime
1 b035.9f27.58d0 EMP2341 996.77TM i 3h 7m 41s
2 dO0ab.d5a4.096b EMP0013 841.14M iﬁ 2h 19m 20s
3 48e7.dach.a3d5 - 798.39M 2h 38m 40s
- dsf3.bc2e.cf3f EMP3067 744 70M H 2h 56m 34s
5 48e7.da2a.ef25 EMPO0004 734.83M B 2h 3m 41s
6 4ceb.bd11.11f9 - 607.84M E 2h 37m 47s
7 4ceb.bd25.7885 - 501.57M |} 2h 38m 57s

Traffic: uansilsananissusedayaionuaiildiaaalnsaliug

Uptime: uaavszaziiaivalnsaltawizidiansiadiu WiFi

Captive Portal wiinnasiia

dadruvavilszian Authentication 2avip3azinaidanlurrvaiviAivua

| Captive Portal

Type Total Proportion
B One-click 8 89%
Voucher 1 1%
H Account 0 0%

B Facebook 0 0%

wnunfilvnanuaadiItwualdnsaltnuaLaznsdagIudsziannsvin Authentication

adnununilitiagituunasdadiuzavailnsaidrniunis Authentication usiazilssian
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| Captive Portal

Type Total Proportion
W One-dlick 8 89%
9
One-click Yo ! e
: o
Total : 8 (88.89%) | Account 0 0%
m Facebook 0 0%

sunsuAnINERzIdaaTinsauAautadalnsainulszianuas Authentication

Experience iszaunisai

wRuuviILFAIFA UL lsTRunsains T uluthenaidivuauasiutayanag 5 wilae
Ussuna aatdanldeusening 2.4GHz uae 5 GHzle

| Experience ® Al 24G  5G || 2022-03-16
B Excellent () Good Poor Inactive -~ Experience
Number Score
e ————— e~y
15 60
10 40
5 20
o
00:05 00:35 01:05 01:35 02:05 0235 0305 0335 0405 04:35 0505 05:35 06:05 06:35 07:05 07:35 08:05 08:35 08:05
Client MAC Reported at Band AP MAC Experience Type Reason Channel Usage Noise Floor Pkt Loss Speed Delay
3480.b3076392 2022-03-16 00:00:54 56 COD8 £608.021d Excellent - 23% 102 0 28
2692.2637.0c02 2022-03-16 00:01:43 56 CON8.e608.00¢1 Excellent - 12% -101 0 104
4407.9132.1017 2022-03-16 00:01:43 56 €ONg.e608.00¢1 Excellent - 12% -101 0 66.5
4cbe.e90d.4ea8 2022-03-16 00:01:43 56 €OD8.e608.00¢1 Excellent - 12% -101 0 03
5686.6003.8089 2022-03-16 00:01:43 56 CON8.e608.00c1 Excellent - 12% -101 0 498
0406.3255.9891 2022-03-16 00:03:59 246 CON8.e608.00c9 Good - 14% -109 0 01
1245.7281.0097 2022-03-16 00:08:59 246 CON8.e608.00c9 Good - 14% -109 162 0.1
1e0c 8332 bes2 2022.03-16 00:03:59 246 O0D8.e608.00c9 Excellent - 14% -109 0 03
5694 1add ce2a 2022-03-16 00:03:59 246 COb8.e608.00c3 Good = 14% 108 0 03
6854.5a3¢.977¢ 20220316 00:03:59 56 C0b8.e608.00c3 Excellent - 14% 101 0 195
Page| 1 |of207 Next Last 10~ 2069 in total

dszaniseaunisainistadviutuvaanaiuas:

[ | paaLday HDV wasinudaaulainsauladou
[ | @ wandinsiadasns, Luuas VoIP wsanlzdeu
wei aav'lavuasnrsy warlianunsaaaulals
Livinou amagauitalnsallivinouandsunanisldiayawasnasnunsalai

- 1% (2 a a e 1 Y < o = (<4 <
“O-Experience: annzayadivas wisndinasgann anuaiznuasleatdusd nsgeiiaunniie
ANULTIUDIEY AL a4 TINAvdanaiviu SVM aggaldlunisdruiatazuuy, 100
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wWuriuugasfanzuuudsegunisalnislaviuaavalnsal WlaadnUuluasUdAIGIATUUULRY
Fnuzavalnsaiiifianuuaneeludssanuasdseaunisalinisldouaiulona

| Experience @ Al 24G 5G| 2022-03-16

2022-03-16 02:15:00

Excellent: 13
. L lent ) Good P 3 Experience
Numbe:
remm————T ] i
i i ||I||"|II||||'||||ll|""“ll"I“'llll““""“"III“IIHI“ l III ]I "IIIII'
5
|

00:0; 00:45 01:25 02:05 02:45 03:25 04:05 04:45 05:25 06:05 06:45 07:25 08:05 08:45 09:25 10:05 10:45 1125 12:05 12:45

SansudatayalaaasdaatAeAulsygunsainsldeunavailnsal:

Client MAC Reported at Band AP MAC Experience Type Reason Channel Usage Noise Floor Pkt Loss Speed Delay
3480.0301.639a 2022-03-16 00:00:54 5G C0b8.e608.02fd Excellent i 23% -102 0 28
2692 2837 0cd2 2022-03-16 00:01:43 5G C0b8 e608.00c1 Excelient b 12% -101 0 104
44d7 913a.f017 2022-03-16 00:01:43 5G c0b8 608 .00c1 Excellent = 12% -101 0 66.5
4che e9dd 4ea8 2022-03-16 00:01:43 5G c0b8 e608.00c1 Excellent = 12% -101 0 03
5686 6bd3 8D89 2022-03-16 00:01:43 5G C0b8 e608.00c1 Excellent i 12% -101 0 496
04d6 aa55 9891 2022-03-16 00:03:59 24G c0b8.e608.00c9 Good b 14% -109 0 01
1245 7281.¢097 2022-03-16 00:03:59 24G c0b8.e608.00c9 Good ~ 14% -109 162 01
1e0c 8a3a bc62 2022-03-16 00:03:59 24G c0b8.e608.00c9 Excelient = 14% -109 0 03
5694 1add ce2a 2022-03-16 00:03:59 24G c0b8.e608.00c9 Good i 14% -109 0 03
6854 5a3¢c 977c 2022-03-16 00:03:59 5G c0b8.e608.00c9 Excelient - 14% -101 0 195

e| 1 Next Last 104 3302 in total

Client MAC: uansiiat MAC aavailnsal

Reported at: usgavsardwivantaya‘luds Cloud

Band: uanvaduingidausatlaaainsal: 2.4G vita 5G

AP MAC: uandilag MAC uas AP Miadnsalidausiaat

Experience Type: uanvilseaunisaiuasailnsal: saaday, &, ue, Bivineu
Reason: uaadauaivinlnlseaunisaluei

Channel Usage: uanonsiddasdayanalsanaieldidansia

Noise Floor: uansiuLdassuniuuasailnsal

Pkt Loss Speed: uanidadrunsgeaudauniniinuavailnsal

Delay: uansanuainadnuadgnai

uwanae:  waupfitlazansaldnulaifiadssinniasenisda Cloud+AP uazadnsailuia3a
aineniluainsal Ruijie

Type

4.4 Report s1a9u
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Ruijie  Cloud sassunisavaansiaiulddoiasasinlaviuniadua  waedesasiunsss
22NV UNELRAY TEvIUELfauLRNITRYaanTuLAABAAUKUN LWARYIAITUANTRIAANT LY
LUUGIIAT

Exporting report to local #vaansiaviulildeoinsasii tdeu

saviunisxgvaaniugduuy CSV wia PDF

1123 A Take D
Q' DASHBOARD
)
& TOPOLOGY Summary Device Client Last 7 Days (Sl - Monthiy Report
M AL Exporl to CSV
| WiFi Client Summary Export to PDF
@ REPORT
Clients
w©
B DpEvICE =1
0
g L b =
=3
| WiFi Client Activity @
€ CAMERA
L . vedum (@ Hoh EE
User
i
o ‘i -
£ _—
i 2022-03-09 2022-03-10 2022-03-11 2022-03-12 2022-03-13 2022-03-14 2022-03-15
| 2.4G/5G Clients | Top 10 WiFi Clients by Traffic
Ranking MAC Alias Traffic Uptime I

navndansduuunissvaan WaasBuanivasuuusaasuana

B Q L
[ : ]
B w
e s
Q' DASHBOARD
ot
& TOPOLOGY Summary Device Client Last 7 D o CIMonthiy Report
E ALARM
| WiFi Client Summary
@ REPORT
Clients
0
B DpEvICE jj'
104
»® E L]
=3
| WiFi Client Activity @
€ CAMERA
Minima Low [ Medium (@ Hich [
User
i
o ‘i -
£ —_—
i 2022-03-09 2022-03-10 02; 1 03 2; 20; 2.
| 2.4G/5G Clients | Top 10 WiFi Clients by Traffic
Ranking MAC Alias Traffic Uptime I

Exporting report to email &vaansiuvunIudua
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o
o, v Qs

adnilu Email 1an CSV w3a PDF luilsziannissaan uazifindiagSuas¥y anntusaouay
gagvlusduuuuadiansgisiuy

RU.yTe&) MONITORING  CONFIGURATION  MAINIENAN
: Send Email

Sendas

[
G+
ummar
K H c
L]
=
ity @
- [ S
| I
1t | Top1 T

Exporting monthly report svaansiaviusiatiay

FENIUNLLRAUILLIAIADYANTATIAIFAULAIA2UNE JTUUDYRKTHULarnITTURITaYR

RU.yTe&) MONITORING  CONFIGURATION  MAINTENANCE

0 DASHBOARD

& TOPOLOGY Summary Device Client Last 7 Days SR =ontiy Report
B ALARM
| WiFi Client Summary
@ REPORT
Cler
0.
B pevicE 4|
20]
104
»® ¢ E ]
=
| WiFi Client Activity @
& CAMERA

Minimal Q) Low () Medivm [ Hih (N Extreme

o Di -
o

2022-03-08 2022-03-10 2022-03-11 2022-03-12 2022-03-13 2022-03-14 2022-03-15

| 24G/5G Clients | Top 10 WiFi Clients by Traffic

Ranking maC Mlias Traffic Uptime I

a&n Monthly report \iauanesaouilseinfaui
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Rugie MONITORING ~ CONFIGURATION ~ MAINTENANCE

1 DASHBOARD
& TOPOLOGY | Monthly Network Report (Reports are retainee fof ené year 202 ~|[ 18 v @ | = m
E ALARM

@ REPORT

B pevice

=
Monthly _f.“'-_*
etwork Report (=]

&, CAMERA

A CLENT

sransdszandauazgaiuli 1 1 aavgunsaldanifiauiinasiaonissvaan

i?u:jiéb MONITORING ~ CONFIGURATION  MAINTENANCE

test123 ‘ earch Network Y-8 00sirShanhl | Manage Project | Take aver Netwask || ntina evice |
Q' DASHBOARD

E ALARM

@ REPORT
B DEVICE

=

Monthly =

etwork Report b
€ CAMERA
A CLIENT

sieumeaasansagelusduuy PDF wia CSV 'ldfedwmaniamsey aauanunsaldanas

Seulddesdudiualeiui wiatlaladnu "savusiudiuanal” avudiualziinue
naazaalddeeFudmaniivuanniui 1 aasdaudfiu (Werdduiusdmsugladu1odiv)
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Ruﬁé&) MONITORING ~ CONFIGURATION ~ MAINJENANC]
Send Report

Note: The report of the last mo

@ [= =

i ote
| Monthly Network Report | et

Send type pat csv

Scheduled Report «

|

i
1

Monthly
etwork Report

=

4.5 Voucher Report s1aviuailav

Voucher Report swiuiiudayauadiuaiianlasgnsosa

| Voucher Report Last1Day Last7Days Last30Days Custom | 12

No. Package Name Description Price aty Activated Accounts Total Price

1 k] = z 0 1

Total

adn © amnituam Voucher Report Tusiluuy PDF
Qty: usaviuualasiiasvTaausazwiainaluzionaiiinus

Activated Accounts: ugavinuuiasAtlaiidalauisausdazuiainaluaionaindinue
Total Price: uanssimnuzasalasiiialdnuiaausazuiiainaludisnaiiniius

Total: uaasitmuglasiasrelaauianaionue Inuglasiilaldnu uavdruiuglasi
aldeulasuianaionun

5. Device ainsai
5.1 AP

winaa AP uanusanis AP fignian1siaa Ruijie cloud

ADD iy

a&n DEVICE > AP > ADD, ilau SN, Alias, uavidan OK iiagsanandlua3azng
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ALL test?214 Search Network
| AP List
| Add || Web CLI | | More - | 0 Selected
Status ¥ SN Config Status ¢4 MAC Alias
Web CLI

A&n DEVICE > AP > Web CLI wiatilalaisnu web CLI
|

ALL test214 ~ Search Network (O

| AP List New firmware available for 3 devices

|
[ Add | Web CLI ” More - | 1 Selected

Status p SN Config Status MAC A

Ruijie AP
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Web CLI
SNz 5
Version Please select the target o
Connectivity > Running Config
Running Status >  Startup Config
Client -~ Log
WLAN . Current Mode

; Current Time
Wireless Secu. . > i

Web CLI >

General > Version: a&nifiausasiiasdunas AP

General > Running Config: a&nifiauans¥unisiean AP
General > Startup Config: adniiaudnansdomusy AP
General > Log: AdnLiauang Syslog uav AP

General > Current Mode: adniiaudasTvuailaiiuuas AP

General > Current Time: a&nauansiianszuuilaiiuuag AP

Web CLI

i
<
&1

¥l

General = Iinterface IFP Please select the tarc
Interface Status

Running Status = ARP

Client e e
VWLAN = 2=
Route
Wireless Secu... =
Ping Tool

v

Web CLI

Connectivity > Interface IP: a&nuiausnoiiag IP zavdumasinauas AP
Connectivity > Interface status: adnuiausasdauzduinasinauas AP

Connectivity > ARP: adnifiaudnan1519 ARP uag AP
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Connectivity > MAC: AdnLAaLEAIAI519 MAC 229 AP
Connectivity > DNS: a&niiausny DNS uag AP
Connectivity > Route: adnufausnoidumiuas AP

Connectivity > Ping Tool: a&nifiavinnisnaaau ping

Web CLI

SN:17

General = CPU Please select the tar

W

Connectivity Memory

Client

W

WLAN

kN

Wireless Secu... =

Web CLI >

Running Status > CPU: Adniiiaudnvtiayadaiue CPU uag AP

Running Status > Memory: adniiausnitayanidaniusnuas AP
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Wielb CLI
St =]
Senceral = Associated Client Please select the targ
Connectivilty = Client IP{(DHCF Server)
Running Status ., Client IP{DHCPFP Snooping)
[ lientd Kick off Client
WA =5 Blacklist
Wireless Secu... = | 'amc Usage
Wiel LI -

Client > Associated Client: adniiauanailnsaifitiaitasuas AP

Client > Client IP(DHCP Server): adnuiausnsainsaifudaya IP ua9 AP

Client > Client IP(DHCP Snooping): a&niiauans ailasal IP &5y DHCP Snooping
Client > Kick off Client: ilau MAC 2avainsaiiiainzaanainiadazinaiaaiiu

Client > Blacklist: ilau MAC 2avainsaiiiaduliliiidndedunasiia

Client > Traffic Usage: adnifiaudniilsunanisladdayauasailnsal

Web CLI
SN:1 IS5
General > MBSSID Please select the targe
Connectivity > WLAN Details

Running Status > Roaming Group Neighbor

Client >

Wireless Secu... >

Web CLI >

WLAN > MBSSID: adntiiauaag SSID uay BSSID uu WLAN 2ag AP
WLAN > WLAN Details: ilau WLAN ID Lﬁauamm"aaga AP

WLAN > Roaming Group Neighbor: adnifiauansnaunislsufiouas AP
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Web CLI
SN )
Attack Detection Please select the target
Connectivity > Dynamic Blacklist

kY

Running Status

S

Client

W

WLAN

W

Web CLI

Wireless Security > Attack Detection: adniiaugninanisadfiuag AP
Wireless Security > Dynamic Blacklist: adnuiauanssanisifaydaiwunlauinuag AP

Web CLI

[47]
Z
&n

General > Web CLI

Connectivity

Running Status

Client

WLAN

Wireless Secu... =

Web CLI > Web CLI: #961 AP snad&9
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Reyee AP

Web CLI

A
<
Ll

k
P

Version Please select the t
Connectivity = LOg
Running Status > Curent Mode
Client - Current Time

WLAN

Ay

General > Version: adnuiaugnoliastiuuag AP
General > Log: a&nuiaudnu syslog uas AP
General > Current Mode: adniiaudnsTvuailaiiuuag AP

General > Current Time: a&nauandiianszuuilaaiiuuag AP
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Web CLI

SN:G 4

General > Interface IP Please select the targ
Interface Status

Running Status > ARP

Client > DNS

WLAN Route
Ping Too

Connectivity > Interface IP: a&nuiausaeiiag IP Sumasinauas AP
Connectivity > Interface status: a&niiaugavdanusdumasivaiuas AP
Connectivity > ARP: AdnLAaLaAIAI519 ARP 2189 AP

Connectivity > MAC: a&nifiauandnnsns MAC uag AP

Connectivity > DNS: a&niiausns DNS zas AP

Connectivity > Route: a&nifiausnaiduniouas AP

Connectivity > Ping Tool: adnifiavinnisnagau ping
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Web CLI

)]
<
1y

L'

General Memory Please select the targ

Connectivity =

Client =

WLAN >

Running Status > Memory: a&nifiauansziayaniiaanuirnas AP

Web CLI
SN:G 4
General > Associated Client
Connectivity > Client IP{DHCP Server)
Running Status > Client IP(DHCP Snooping)
WLAN

Client > Associated Client: a&niiauanvailnsaiiiiAaiasuas APy
Client > Client IP(DHCP Server): adnuiausnvainsaifuzaya IP uag AP
Client > Client IP(DHCP Snooping): adniauansailnsal IP &1115u DHCP Snooping
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Web CLI

SN:G 1

General = MBSSID

W

Connectivity

Running Status >

Client >

WLAN > MBSSID: adniiiauaag SSID way BSSID u1ay WLAN 1ag AP

Delete

a&n DEVICE > AP > More > Delete iiaai AP

ALL test214 v | SearchNetwork Q|
| AP List
| Add H Web CLI m 0 Selected
Move to ;
Config Status y MAC  Aliag
I Delete
Reboot

Edit Apartment SSID

Reboot

a&n DEVICE > AP > More > Reboot tiiassn151 AP
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ALL test214 Search Networl
| AP List
| Add | | Web CLI | | More - | 0 Selected
Move to
Config Status 4 MA
Delete
Reboot
Edit Apartment 3SID
AP List
| AP List Auto Refresh: @ © 2 v §
‘ Add H Web CLI || More ~ ‘GSE\ECIEG (&)
Status SN Config Status MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model DescriptionAction
& Online g 4 Synchi ed e 7 RAP2260(E) 192.168.111.200 120.35.11.185 test123 / customer group  ReyeeOS 1.75.2429 RAP2260(E) Emply [}
3 [ 10+ J1intotal

Status: uaavaarusiaxtiuuag AP aau'lainiaaanlaud

SN: LRAIWLIELRULATAI LAY AP

Config Status: waavRa Uz dansafusEuing AP uas Ruijie Cloud

MAC: uanadiiag MAC 2ag AP
Alias: usayuuwpvaas AP

MGMT IP: usnuiiat IP luia3asuag AP

Egress IP: uandiiag IP anaanuas AP 7ilridaansAu Ruijie Cloud

Client: uaavinwuainsaiiidiausdadu AP lutlaqiiu
Network: uansiiainsenisuas AP

Firmware Versions: uaninasdunag AP

Offline Time: u&avtiataanlalargauay AP
Model: uanvu AP

Description: adnuazunludiadunauas AP
Action: a&niluiiaau AP
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AP details 2iaya AP

aén SN anaya AP

| AP List Auto Refresh: @) © 2 5%~
‘ Add H Web CLI H More + |GSeIEcted Q
Status i SN Config Status 4 MAC Alias MGMT IP Egress IP Clients Network Firmware Version  Offline Time Model Description Action
@ Online e * RAP22G0(E) 192168111200 120.35.11.195 - test123 / customer group  ReyeeOS 1.75.2429 - RAP2260(E)  Empty |
1 | 10« |1intotal
9
AP Info 2iaya AP
u
Device Details
| AP Info
Alias RAF 4 SN: G1QH1E MAC : c470
MGMT IP :  192.168.110.39 Model : RAP Config Status - Synchronized
Hardware Version: 1.10 Mode: AP Actual Master Device: H1PT 3
Firmware Version : ReyeeOS 1
Description = ¢
SSID: TestRAF Interna ?,  Test TES] 2, Gue!

Alias: adnuAawduuwey AP
SN: URAIWUIELAUGILATDIUDY AP

MGMT IP: usnuiiae IP Tuin3asuag AP
MAC: uanadiiag MAC uag AP

Model: ugasquuag AP

Config Status: asyasavifinmsdenisdedrdu AP u3a 'l

Hardware Version: usadiasdusnsauwiszag AP

Mode: usailuiuauag AP (savsutanne Reyee AP)

Actual Master Device: uaavadnsaiidanuag AP (sa95utanng Reyee AP)
Firmware Version: usadiastiuifisuuisuas AP

Description: a&naunludagurauag AP

SSID: u&ad SSID laqifuuag AP

Status s@anuz
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| Status

Online Memory Usage CPU Usage Alarms - 0

@ Online Clients: 0
@ Clients with Weak Signal : 0 @ @

Online status: u&nvaaruzaaulalivas AP

Online Clients: ua&avirurualnsaiaaulavidayiiuuag AP
Clients with Weak Signal: uanasinuuailnsaiifidayanaaau
Memory: ugaynislaniiaaudnuag AP (5 niagn)

CPU: u&naynisladviu CPU wad AP (5 uniiagn)

Alarms: ug&avnistfauilaqiuuag AP

. m A '
Connectivity n1sizauna

I Connectivity Last 24 Hours  Last 7 Days

15:00 19:00 23:00 3:00 7:00 11:00

I Connectivity Last24 Hours  Last7 Days

3-08 3-09 3-10 3-1 3-12 3-13 3-14

Last 24 Hours: uansnisidiausiasening AP uay Ruijie cloud 1u 24 T TR ArIUIN

Last 7 Days: uaaunIsdansaszning AP uag Ruijie cloud 1 7 Fudisiiuan

Diagnose n1531isitl

| Diagnose

[¥5]

| Web CLI H eWeb || SH H Tunnel |

Web CLI: adnudaitlaiiu CLI
eWeb: madnifiagsroziainie eWeb laldeailnsal AP (lawne Reyee AP)
SSH: a&nuiaasetasdeuanan SSH luldeainsal AP (1lamwne Reyee AP)

Tunnel: adnfiags 199N
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Traffic Summary a5udud3uasusvaiaya

I Traffic Summary 2] Last 24 Hours  Last 7 Days
Uplink Downlink
Avg Speed (Mbps)
0.06
0.05
0.04
L 2022-03-14 20:10:00
0.02 » Downlink : 0.002
0014 @ Uplink : 0.003
0 = == : v ; v
2022-03-14 15:30:00 2022-03-14 19:30:00 2022-03-14 23:30:00 2022-03-15 03:30:00 2022-03-15 07:30:00 2022-03-15 11:30:00

Avg Speed: uuns W UL azuaaInuIRdadl&IAszrIhvnaIitdan Uiy
UEAIANULILRR U MUSATUIIAIILAAN

Last 24 Hours: UL&aIANUIEIRAHU2IaMIRIALAraU&IATY 24 TH TN TR UL

Last 7 days: u&ndmuEIadunainudsruardldedly 24 tHlueiniuan

Radio List shan1saaualnud

| Radio List O .
RF Type Channel Power Channel Width (MHz) Channel Usage
5G 161 100% 80 32%
24G 6 100% 20 26%

RF Type: Ltamﬂszmmmsaioﬁmzy'\mmﬁu’)mq: 5GHz way 2.4GHz.
Channel: usnsnsladoruiaaiiuaasdasdyanaunduing
Power: uaninisnsvanaaduanudinglunaisnszananiinag
Channel Width: ugasanunivnastasdeyanaanuiineg

Channel Usage: uaavnisizddasdeyanainguusaiwwiadaniiaqiiu

Client List shnan1sansai

| Client List L

IP MAC SSID RSSI AP Alias Band  Traffic(MB) Manufacturer Online Time Offline Time
192.168.2 3cfa.42 -7 24G 4391 HUAWEI 2022-03-1512:26.04
192.168.3 ] 26eb W -61 ;: 24G 6.955 - 2022-03-15 13:50:45

IP: 7ag IP vasalnsaliididoidausa
MAC: 7iag MAC zasansaifiidausa
RSSI: SSID 2availnsaifiidausia
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RSSI: GmuLLsawaoﬁagzywmmaoaﬂnsaiﬁtﬁama

AP Alias: uuurlouag AP alias name #adnsalidiansiase (draalaAviuaunuuids aas AP)
Band: aunsalidausaduilsuinnaasaiuing

Traffic: nslduuusiasionun

Manufacturer: Ussianzasuusudansalifidausa

Online Time: uamm:;a'n‘/’iaﬂnszmﬁamia

Offline Time: uaavnaraaulalagauavalnsal

Adjacent RF Signal(only ruijie AP support) §yanea RF Aatfindu (sas¥uiane ruijie
AP)

| Adjacent RF Signal

~

Start Time: 2022-03-15 15:52:17 Expected Completion Time: 2022-03-15 16:12:17 Status: Initialization 2 21~

BSSID Radio d Adjacent SSID Adjacent Channel RSSI Adjacent SN Adjacent MAC Uploaded at
1e2d4 Radio2(5G) 187 -24 G1h 0624 2022-03-15 16:06:05
1a Radio2(5G) 4 720 157 -24 Gili 0624, 2022-03-15 16:06:05

082 Radio2(5G) work 157 -25 G1K 0624 4 2022-03-15 16:06:05

Oac. Radio2(5G) t 1 157 25 G 0624.4. . 2022-03-15 16:06:05

Scan Adjacent RF: Bunisaunuamnwinaanuastaddoyana WiFi
Start Time: LaSUFUAIFABUFUNTILAY

Expected completion Time: na1iaa LT nsuATaLAUAULES &Y
BSSID: 7at AP MAC wiautinu

Radio: Zavaduineidauiiny

Adjacent SSID : SSID anagaIwLIARAN

Adjacent Channel: favaduingitgnlzaouagluaasillaauinaay
RSSI: a1uus9aadnauIngszuing AP iidu AP iWauiniau
Adjacent S/N: AP vanaiauLa3adantiiautiny (sassuwiniiu)
Adjacent MAC: iagj MAC anawautinu (sa95uwviniiu)

Uploaded at: n'\sal,l,nun%aai'ia(mta%aéu

Device Log iiuvinainsai
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| Device Log

All

=

Type i Updated at Content
Online/Offline 2022-03-14 21:50:49 Device online
Online/Offline 2022-03-14 21:48:07 Device offline. The final time when it sends packets to Cloud is: 2022-03-14 21:39:07(lt is an estimated value. The deviation is 1 minute.)
Online/Offline 2022-03-14 16:14:01 Device online
Online/Offline 2022-03-14 16:13:07 Device offline. The final time when it sends packets to Cloud is: 2022-03-14 16:04:07(lt is an estimated value. The deviation is 1 minute.)

Reboot 2022-03-11 13:33:15 Device restart

Type: udavissianuasiiuvinalnsal
Updated at: usaonaniasoiuiin

Content: usavsaazidaauastiuvinalnsal

5.2 AC nautnsataas

winaa AC uaadsanis AC fignianisiaa Ruijie cloud

awin AC ity Ruijie Cloud 3flusiagifiniaseniseiaTviua "AC + Fit AP"
a&n PROJECT > Add Project iiatfinlasenis AC

Stepl inlulasonistaaidaniseinnuaslasenissda “AC + Fit AP”.

Add Project *Add Project
| Basic Basic Information
Nar
Management Pas L]
Scenar
. Type
¥ g
| Location
= Sl =
ssID
TR .
B A ¥ G School
13 4 | J £_~
—
== = .
Time Zone (GMT+8:00)Asia _K ~
Typ
(-]
]

Step2 ilau SN uay Alias uay AC
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Add Device ——#Add Device
AC Gateway Switch Home Router Wireless Bridge Added Equipment
AC 0
1SN [ ‘ Alias [ ‘ i Gateway 0
28N ‘ ] Alias ] i e Switch 0
Home Router 0
Wireless Bridge (0]

View Details

[ [

Step3 nauiinszuiun1stiasenisdausaauad

Finish —+Finish

Succeeded!

AC: 0, Switch: 0, Gateway: 0 , Wireless Router: 0 , Wireless Bridge: 0

Add AC
a&n DEVICE > AC > Add wiaifin AC luia3azing

ALL AC v

| AC List (Click "SN" to view details)

[ Add H Web CLI || eeb || Upgrade || More ~ 0 Selected

* ynenin:  aansauanleagean 1 AC ldaaiaing AC

Web CLI
a&n DEVICE > AC > Web CLI iaiflalaf web CLI
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ALL AC search Networl
| AC List
| Add | 'eb CLI | | 2Web | | :_ﬁp.;ra.:e | More ~ | |:| Selected
Web CLI
SN:G1
Version Please select the target operation on the left
Connectivity = Running Config
Running Status = Startup Config
Client - Log
= nt Time
Web CLI - urrent Time

General > Version: adnuiaugaoiastiuuag AC

General > Running Config: AdnuiaudaINIsEIAINTINI UL AC
General > Startup Config: a&niiauaninisdeatsusiuaas AC
General > Log: adnuiausne syslog 1ag AC

General > Current Time: a&nauansiiaizadseuuiiaatiuuas AC
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Web CLI

5N:G1P21J000427C

General > Interface IP Please select the target operation on the left

Interface Status

Running Status = ARP

Client > MAC
15
Web CLI = B
Route
Fing Tool

Connectivity > Interface IP: adnuiausneiiag IP dumnasinauas AC
Connectivity > Interface status: adnuiausnssanuzduinasinauas AC
Connectivity > ARP: adniiaugnin1s19 ARP uag AC

Connectivity > MAC: AdnLAaLEAIAI519 MAC 229 AC

Connectivity > DNS: a&niiausny DNS zas AC

Connectivity > Route: adnuiauaadL U9 AC

Connectivity > Ping Tool: a&nifiavinnsnasau ping
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Web CLI

SN:G1P21J000427C

General > CPU Please select the target operation on the left
Connectivity = Memory

Client =

Web CLI =

Running Status > CPU: a&nifiausne CPU Taaltdayadnsiuas AC

Running Status >Memory: adniauanilaANNIsuuildsaasdaauas AC

Web CLI

SN:G1P21J000427C

General =  Client IP(DHCP Server) Please select the target operation on the left
Client IP{DHCP Snooping)

Running Status =

Web CLI >

Client > Client IP(DHCP Server): a&niauanssianisainsal IP aag AC

Client > Client IP(DHCP Snooping): adniiauanansiiiauteas DHCP Snooping uav AC

85



Ruijie Cloud

Web CLI
Background color: |l 1 ||

SN:G1P21J000427C

Please select the target operation on the left

General

Connectivity

Running Status >

Chent

Command:

Web CLI: ilauddssiausdnvziayauas AC

eWeb

a&n DEVICE > AC > eWeb uiiawrnds AC eWeb
ALL AC
I AC List
‘ Add || Web CLI || eWWeb || Upgrade || More ~ 0 Selected

&971921a91n19 eWeb
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Tip X

() Succeeded to create the tunnel. eWeb
system is connected.

[f the browser can not access the eWeb system:

1. please allow the browser to pop up
windows.

2. please check if the proxy is turned on.

3. If the web configuration page does not
open automatically, please select either of the
following ways:

Open with Domain {(Recommended}

[ Open with IP ]

Wireless Controller

Wireless Control, Communication Everywhere

2 Please enter the username

‘ {5y Please enter the password

Forgot your password? Ehl g

Upgrade dninsa

adn DEVICE > AC > Upgrade Wadwnsanasziu AC
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ALL AC v Search Network  Q

| AGC List (Click "SN" to view

{ Add H Web CLI ‘

eWeb ‘ Upgrade}

[ More = ‘ 0 Selected

Upgrade

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings v

Model: WS6008  Hardware Version: 1.22  Current Version: AC_RGOS

Start Upgrade [ Cancel

x

| Select Firmware

=

More Auq

a&n DEVICE > AC > Upgrade WadLiiunis: Reboot, Export, Delete

ALL AC

Search Network 15 J

| ACList (Click "SN" to view details)

l Add H Web CLI H eWWeb H Upgrade

More ~ S

Reboot
Status SN
4
5 : Export
© Online GiP21 )
Delete
AC List snan1s5 AC
ALL v AC v~ | Search Network ~ Q ‘ (GMT+8:00)Asia/Hong_Kong | Manage Project || Take over Network H Unbind Device
| ACList (Click "SN" to view details)
{ Add H Web CLI JI eWeb H Upgrade H More ~ | 0 Selected Ql
Status. ” SN MAC Alias APISTA Management URL Egress IP Offline Time  Network Model Firmware Version Description  Action
@ Online G1P21J000427C 300d.9e77.ec04 AC11 APISTA List 172.26.7.97 120.35 11195 AC WS008 AC_RGOS 11.9(5)B1, Release(06240613)  Lates: Add m
Page 1 of

(10 Jtintotal

Status: usavaaugiaqiuuas AC aau'lainsaaanlaud
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S/N: vanaLaudiLAiaduay AC

MAC: iag MAC 229 AC

Alias: fauas AC

AP/STA: nanifiansiazausianis AP/STA Midausia

Management URL:#a¢j IP 229 eWeb luiuiiuag AC

Egress IP: fiaz IP uudwmnasiianiaznoudniilafasnssunisudnisaarne

Offline Time: nataaulalaigauay AC AdasnsAuaand
Network: fiaTasonis AC

Model: idsztanguuas AC

Firmware Versions: nasfuifisuwsisiaguas AC
Description: a&niiaudludaguiauas AC

Action: adniludeuaviiaauuavaan AC

AC Details shaazidanuay AC

adn SN 1agsaastdanuay AC

APISTA

APISTA List

ALL ™~ AC ~ Search Networl

| AC List (Click "SN" to view details)

‘ Add ‘ ‘ Web CLI ‘ ‘ eWWeb ‘ ‘ Upgrade ‘ ‘ More ~ ‘ 0 Selected
Status d SN MAC Alias
& Online G1P2 . 30045 ACT1

Port Panel unywase
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"-.".—'eb CLI H eWWeb H Telnet H More ~ ‘

Connected Disconnected Disabled

@ ©® © @ %
PPPoE StaticIP DHCP PoE Power Error Copper SFP

TMGMT 2 3 4 ] B 7 8 7F aF

wRavlsstannaTe AC waraauy

Type: PPPoE, Static IP, DHCP, PoE, Power Error, Copper, SFP.

Status: diausa dansidansia dan1sladenu

Basic 11214

Basic

Alias: ACT »
Model: WSE008
SN: G1P2
MAG: 300d.

Firmware Version: AC_RGOS 11.9(5)B1, Release(06240613)
MGMT IP: 172.26.7.97

Description: s

Alias: adanihnniaunlauuudvaas AC
Model: suaay AC

S/N: vunaLauLeIasuay AC

MAC : 7iag MAC 2a9 AC

MGMT IP: #iag IP 229 eWeb luiiuiinas AC

g

Firmware Versions: AC nastuifisuwisidag

Description: adnuiaudladiagunauas AC

Overview AN
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Overview Port Config Tunnel Description P

| CPU & Memory Usage | Device Status | Connectivity Last24 Hours  Last7 Days

Online

2 = st 1
ve Clie 0

Today~

Percentage (%) CPU Memory

60
46~‘

20
:
0

]
~
-
3
2

Last 24 Hours  Last7 Days
Client Summary Clients
20

15

Log Record

Device Log Config Log

T - RS

Type Updated at Content

Ne Data

CPU & Memory Usage: ug&nynislaviu CPU wagnilgmInu«n 5 uniaiga
Device Status: wanvsuuas AC
Connectivity: waavRauzAIsdansaszing AC uay ruijie cloud

CPU/Memory Summary: dunsnugavnisldenu CPU wazuihaanuinanaluiessey
namile Anudvasnaansaldaunacle

Client Summary: §uns¥ uaaviuIualnsaiiidausanialutionainie
Log Record: wanviiuvinianssuuas AC
Device Log: waniiuvinnisvinoiuzavailnsal

Config Log: uaniiuinn1ssedraasainsal
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Port wasn
QOverview Port Config Tunnel Description. #
| Speed Summary o o
Avg Speed(Mbps) Uplink Downlink
O.DS-I
0.04 -
G.DSJ
0,024
0.014
1M:36:31 13:21:43 15:06:56  16:52:08  18:37:20 20:22:33  22:07:45  23:52:58  01:38:10 03:23:23 050835 06:53:49  08:39:01  10:24:13
| Port
Port Name Admin Status 4 Status Duplex Mode Port Type VLAN PoE Status
Native Id: 1
e ( ¥
Gion Enabled Connected(100M) Full-duplex Trunk Allowed Vian: 1-4094 Unsupported
Gi0/2 Enabled Disconnected Disconnacted Access 1 Unsupported
Gi0r3 Enabled Disconnected Disconnected Access 1 Unsupported
Gi0d Enabled Disconnected Disconnacted Access 1 Unsupported
Gi0is Enabled Disconnected Disconnected Access 1 Unsupported

Speed Summary: WURUNIULIAIANUTIANMUAIALARN I RURLTIUIAIANNEITUKIA
wanluhonainils

Port Name: szuiflununaaadumasinawase

Admin Status: uaadnsaaAIwase: aldunsailaldeou
Port Status: aonuznisidausanase: ausandadanisidansia
Duplex Mode: Tuuauavauinasinadnasa

Port Type : ugavisztanwasa: trunk #3a access

VLAN: u&ay VLAN ID 2a9wase

PoOE Status: w&av&auy POE aaswase

Config n156iean

A15&15a9N1969AT AC Lz AP

Overview Port Config Tunnel Description: L4
| Backup List
AC AP
‘ Download | ‘ Delete | | Compare ‘ LS+ S

File Name File Size Time Mode MD5 Description Action

G1P21.J000427C_1646267824662.txt 247 2022-03-03 08:37:04 Auto 33cedfd296039bd6aad70fab7 1654102 Add

G1P21J000427C_1646267823721.txt 6911 2022-03-03 08:37:01 Auto 99d6ch79f4edd1a7 39ac5e6646094d07 Add

G1P21J000427C_1646253424565.txt 247 2022-03-03 04:37:04 Auto 33ce4f4296039bd6aaB70fab7 165d102 Add Details

G1P21J000427C_1646253423693 bt 6911 2022-03-03 04:37:01 Auto 99d6c679f4edd41a7 39ac5e6646094d07 Add Details

G1P21J000427C_1646239028152 txt 247 2022-03-03 00:37:08 Auto 33ce4f4296039bd6aaB70fab7165d102 Add Details
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Tunnel 2aynv

Overview Port Config Tunnel Description: Y

| Create Tunnel

Type[ Telnet v| ‘ Create Tunnel

| Tunnel List Local  Global

If the tunnel is unavailable, please close the tunnel and re-create it. If the re-created tunnel is still unavailable, please contact us for

support
L&
Type Host Port Destination Device Destination Port Expired at Status Action
eWeb 35.186 3 18EaE Local 80 2022-03-03 13:22 Connecting Disable Go
eWeb 3515 1 Local 80 2022-02-14 1745 Disabled
eWeb 35186 3 1L Local 80 2022-02-14 14:11 Disabled

Tunnel Type: \Randsziandasnvtaya: Telnet n3a eWeb
Host: LLamﬁaaj IP wavdavdeyeyen

Port: ugaynasauadinmy
Expired at: u&aoiuiiuasiiaInuaagtaIng
Status: usavsauzilauiuLua: Advidianea ATas9 aldeu

Action: afiunisfudasnietayadnase: tatldey, 14, wiaasralv

5.3 Switch a5

]
g al as

nipEUIAITNENTRINTNAAN13 1A Ruijie cloud

ADD iy

a&n DEVICE > Switch > ADD, ilau SN, Alias, uazaén OK iaiingindluiaiazne

ALL testex | Search Network ‘
| Switch List
| Add | | Web CLI | ‘ More « ‘ 0 Selected
Status i SN MAC Alias MGMT IP Egreq

Web CLI
a&n DEVICE > Switch > Web CLI 1iatilal2i91u web CLI
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ALL testex | Search Network
| Switch List
| Add | Web CLI | More ~ | 0 Selected
Status SN MAC Alias MGMT IP

F

Ruijie switch &3ad

Web CLI
SN
Version
Connectivity > Running Config

Running Status >  Stariup Config

Web CLI 3 Log

Current Time

General > Version: adnuiausaslastunasaina

General > Running Config: adnuiaudaeMsaIAINTinTuEaIa I na
General > Startup Config: mdniiauandnisdeasusuaasaing
General > Log: adniufausne syslog uadaina

General > Current Time: a&niiauandaizasszuuiaiiuuasaind
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Web CLI

SN:G1

General > |Interface IP Please select the target

Running Status > ARP

Web GLI o MAC
DNS

Route

Ping Tool

Connectivity > Interface IP: a&nuiausaeiiag IP uasdunasinanasding
Connectivity > Interface status: adnuiausnssanuzduinasinauasaind
Connectivity > ARP: adnufiausnin151983n2 ARP

Connectivity > MAC: a&niiauanimsoaingd MAC

Connectivity > DNS: a&nifiaugny DNS vasainad

Connectivity > Route: adnifiaugaidunivuasdind

Connectivity > Ping Tool: a&nifiavinnsnaaau ping

Wehb CLI
SNl
CPU Please select the t:
Connectivity = Memory
Web CLI >

Running Status > CPU: adniiiaudavtayadniuy CPU vasdina

Running Status > Memory: a&nifiauansziayanihannuinvadsing
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Web CLI
SN:G1
General = E Please select the 1
Connectivity =

Running Status >

Web CLI > Web CLI: &9 AP sadd9

Reyee switch &iaad

Web CLI
SN:G1

= \ersion Please select the tarc
Connectivity = Log

Running Status >  Current Mode

Current Time

General > Version: a&nfiaugaviiastuaavaing
General > Log: a&nuiausne syslog 2asaina
General > Current Mode: madniiaudndtiayascuuilayiiuuacaing

General > Current Time: a&niauandaizasszuuilatiuuasaind
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Web CLI

SN:G1

Interface IP

Interface Status

Running Status > ARP

DNS
Route

Ping Tool

s

Connectivity > Interface IP: a&nuiausnaiiag IP zasdumasinauassing
Connectivity > Interface status: a&niiaugavaanusdunasivauaaind
Connectivity > ARP: AdnAaLaAIAIT19FIAY ARP

Connectivity > MAC: a&nifiauandnnseaing MAC

Connectivity > DNS: adniiaudnd DNS uasaina

Connectivity > Route: adnuiaugaatdunisnadding

Connectivity > Ping Tool: adnifiavinnisnagau ping

Web CLI
SN:C
Connectivity =

Running Status > Memory: adniiausnitayanidaniusiuas AP

Delete n1sau

a&n DEVICE > AP > More > Delete \fiaauaina
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ALL v testex Search Net £
| Switch List
‘ Add H Web CLI H More = | 0 Selected
Move to
7 SN MAC Alias
Reboot

Reboot 336

a&n DEVICE > AP > More > Reboot tiiasassnainal

ALL testex Search Network Q
| Switch List
| Add | ‘ Web CLI || More « | 0 Selected
Move ta
7 SN MAC
Delete
Reboot

Switch List shansaina

ALL ‘ Search Netwo Q ‘ SMT+8:00)AsiaHong_Kong | Manage Project H Take over Network H Unbind Device

| Switch List AutoRefresh: @ & ¢ 81 - ¥

‘ Add | ‘ Web CLI ‘ ‘ More = ‘ 1 Selected [©]
Status SN MAC Alias MGMT IP Egress IP Offline Time Network Model Firmware Version Description Action|
@ Online CAPCO 7 cail 192.168.1103 1203511195  2022-03-19 07:00:25  fer ES209GC-P ESW_1.0( 15)  Empty i}
© Online G1PH s 30 12910-24G1 JP-H 172264248 172264248 20220319 06:58:07 11111 S2910-24GT4SFP-UP-H 529 RGOS 11.4(1)B70P1 111 i}

Status: ugavaaruzilaxtiuuag Switch aau'lainiaaanlau

S/N: wunaaulsyIeIavuadRIing

Config Status: fa1usnsiiansasznivuznssiaduazusnsaane

MAC

Alias: fanavainad

: Mgl MAC avaindd
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MGMT IP: Mat IP uav eWeb luiaavuavaingd

Egress IP : ilagj IP uudumasiiaiadaznauinildasissuuinisaaie
Offline Time: nataaulaliagauavaindNdassAuszULARNIG
Network: fiaTassmsuasaing

Model: juzavainad

Firmware Versions: nasiuilsuwisuavainadillaforvas)

Description: adniaudludagunavasainad

Action: adniudvuaziNaauuacaaasing

Switch details shaazidanainad

A&n SN agaastdaaainad

| Switch List Auto Refresh: @) ©& 2 31~ ]

[ maa || webcur || wore~ | 0selected “

Status Alias MGMT IP Egress IP Offline Time Network Model Firmware Version Description Actiol

@ Online T EP 1921681103 1203511195  2022-03-19 07:00:25  test123 E -P 07200415) Empty,

Switch Info Ysayasinad

Switch Info
Alias: S291 +
Model: S2S
SN: ¢
MAC: 300
Firmware Version: 529 RGOS 11.4(1)B70P1
MGMT IP: 17226 4248

Description: 111 &

Alias: fazavaind

Model: sunavainad

S/N: WuNaLaULAIRTIOY

MAC : 7iag MAC wasainad

Firmware Versions: hasiuiilsuwsaavainditlafovas)
MGMT IP: Mat IP uav eWeb luiaavuavaingd

Description: adnulaudludagunavacaind

Overview AN
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| CPU & Memoary Usage | Connectivity Last1Day Last7 Days

CPU Memory

10:00 14:00 18:00 22:00 2:00 6:00

CPU :udaynislaviu CPU 5 uniangauavadinyd

Memory: uagavnisladnuniiaadudn 5 niagauassing

Connectivity: nnsidiausia

Last 24 Hours: uaasnmsifiausaszuinainduas Ruijie Cloud Tu 24 fHTusiisinuin

Last 7 Days: uaasMsdandaszuivainduas Ruijie Cloud Tu 7 Suiruun

Uplink & Speed Summary &31la181U89fuaraus

| Uplink | Speed Summary ‘ J— .,‘ e c
Port Gior3 o 2
Avg Speed(Mbps) Uplink Downlink

Speed 1000M 2

15
Duplex Half-duplex
Uplink/Downlink Speed@® 12.47Kbps 88.31Kbps 0.5
Uplink/Downlink Traflic@ 467.66KB 1 3.23MB 110030 13:20:31 1540:31 1800:31 20:20:32 22:40:33 01:00:34 03:20:37 0540:37 03:00:39 10:20:42

Port: szutfluvunaaaduinasinawase

Speed: A15L3asAGATAIUAINATOAINULED

Duplex: A15tas3ncasavuasuuanase

Uplink/Downlink Speed: uansuuusinviuasseasdl&od/a1nuderdluie 5 uwArisumn
Uplink/Downlink Traffic: uansuuusiavisinaasdd&ed/a1nudediuieg 5 unvineiuan
Avg Speed: anns FufidmasuaadandazasanudidldeAiidansa  dufindu

o al

LEAVAILRREANMSIAMIAIAT LT aNsa

Device Log ffuvinainsai
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| Log Record

Device Log ConfigLog PortLog

e o

Type A Updated at Content

Reboot 2022-03-19 17:14:11 Device restart
Online/Offline 2022-03-19 17:14:11 Device online
Online/Offline 2022-03-19 07:07:07 Device offline. The final time when it sends packets to Cloud is: 2022-03-19 06:58:07(lt is an estimated value. The deviation is 1 minute.)
VLAN Change 2022-03-18 20:56:45 VLAN 40 is added to the device.

Type: uaavilszianuastiuvinailnsal
Updated at: ugaonaniasoiuiin

Content: usavsaazidaauastiuvinalnsal

Config Log 1fuiinn1selemn

| Log Record

Device Log Config Log Porilog

OI Recent Log VH |—| | S -

Operation Type Started at Ended at Status Description Details

No Data

Operation Type: u&avilszianuasiiuvinailnsal
Start at: udaInAMBUAUNTIUTIN

Ended at: uannadugansiuiin

Status: uanRaUL

Description: usadf1agunauagiuvin

Details: usnysaasidanuaviiuvinainsal

Port Log iuvinwase

| Log Record

Device Log ConfigLog PortLog

Porti || 2022-03-21 | ’s

Port Updated at Content

Port Gi0/16: Port status is changed frem Down to Up;

Ellite TS0 The system detects a change in the port information, and history update may be delayed.
Gi0/Ne 2022-03-21 10:50:03 Port Gi0/16: Port status is changed from Up to Down
Gi0/16 2022-03-21 10:47:03 Port Gi0/16: Port status is changed frem Down to Up

Port: uaaywasauaviuvinailnsal
Updated at: ugaonaniasoiuiin

Content: LLam'smamﬁﬂmaowafmﬁgﬂnumn
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Port Settings n15é9A1wasn

Overview Ports  Config PoE  Diagnose Description: 111.#
| Port Settings

Admin Status Enabled b Routed Port

Duplex Mode Auto-negotiation - Type Access v

Speed Auto v VLAN ID 1

Description

PoE-Capable On v

Media Type Unsupported

| Save |

Admin Status: adnialdanaanusuandiy

Routed Port: a&nuiaitlansailaldorunasaidiirvuatdume
Duplex Mode: a&niialdanTruagindnaluadwain

Type: adnuialdaniszianuaswasn: trunk wa access
Speed: mdnifialdanaAnuiirzasnasn

VLAN ID: ilau VLAN ID uaswasa

Description: a&niaurludiaguiauaswase
PoE-Capable: manifiaiilaniatialaenu PoE

Media Type: wanvlszandanadnase

Port list 1ffuinwasea

| Port List
o
Port Admin Status P Status Duplex Mode Port Type u VLAN ID PoE Status 4 Action
GioH Enabled Disconnectad Disconnacted Access 1 Off
Gi0r2 Enabled Disconnected Disconnected Access 1 Off
Gi0/3 Enabled Disconnectad Disconnacted Access 1 Off
Gi0/4 Enabled Disconnected Discennected Access 1 Off
Gid/5 Disabled Disconnected Disconnected Access 1 Off
Gi0/6 Disabled Disconnected Disconnected Access 1 Off
Gi/7 Enabled Connected(1000M) Full-duplex Access 1 off
Gi0/g Enabled Discennected Disconnected Access 1 Off
Gi0/9 Enabled Disconnected Disconnected Trunk Al\ov.‘:daz‘vLZE :-4094 off
Gi0/10 Enabled Disconnected Disconnected Access 9 off
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Port: szyifluvaunaauduinasinaiwase

Admin Status: ugasnisdeawase: aldunsailalderu
Port Status: aonuznisidausanase: ausandadanisidansia
Duplex Mode: saugsuaziviuauavautnasingwase

Port Type: uaavissinnwasa: trunk #3a access

VLAN ID: u&ad VLAN ID 2aswase

POE Status: wa&avs&a1uy POE aaswase

VLAN List shan15 VLAN

578115 VLAN tsznausa VLAN ID waswasaiiAaidasdu ﬂmmmsmﬁ'u VLAN ID w3aau
VLAN ID la@9a1weuang

Overview  Ports  Config  PoE  Diagnose G T
| VLAN List
| Add | <o B
VLAN ID Port Action
1 Gi0N-9, Gi0/1, Gi0r13-28
6 Gi0/9, Gi/23
7 Gi0/9, Gi0i23
10 Gi0/9, Gi0/23 s
20 Gi0/9, GiD/23 i
28 Gi0/9, Gi0/23 I
30 Gi0/9, Gi0/23 i
a0 Gi0/9, Gi/23
99 Gi0/9-10, Gi0/23
199 Gi0/9, GiD/12, Gi0r23 i
SVI & DHCP

2aya SVI & DHCP Usgnausada VLAN ID, SVI wag DHCP pool ﬂmmmsaun”’lww"’saaunﬁ&
A1 SVI »3a DHCP

| SvI&DHCP

Please add the corresponding VLAN before adding the SVI port.

49!

|Add|

VLANID SvI DHCP Pool Name Action

1 = Edit

m
=

199 192.168.199.1 VLan199 Delete SVI Delete DHCP
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DHCP Snooping

Ilal291u DHCP Snooping Status, L&anwasauazaan Save a1'lildwasanaivuatgunig
nasndldodazgaldanmuasusy nsadandiaauasmanasaiiidansaduidsniag
DHCP "LiTldwasadlaee

| DHCP Snooping

DHCP Snooping Status @)

Trust the selected ports (the uplink port is selected by default)

. T
Selected Unselected Non-configurable Uplink Copper SFP

13 57 91 131517 1921 23

2 4 6 8 1012 14 16 18 20 22 24 25 26 27 28

Tip: The uplink port

Click to select

default if it is not a layer-3 interface. If the port connecting to the DHCP server is not an uplink port, please select it manually.

{ Select All H Deselect H Refresh |

| Save ‘ Please click Save after configuration

RLDP

\ilat2o1u RLDP Status, tdanufle viianarawase tdanidudlailayminasnisiingluazadn
Save Janisunlatiegun’leun Detection Disabled, Warning, Block, Shutdown-port
way Shutdown-SVI winnld@an Warning nansuaviiiay Switch Loop asgnillalaouluniin
Alarm Settings

PREKIes

| Alarm Setings
Trpe Statuy. Alarm Thaeshokd Emad Alerm

- -
- @
- -
- -

Dece cortges - -

Sytem inacal tor (CPU mamory wage wic | beyond Swsinoid [ 4 [ 4

| Swtch ioos - 1

ad&n Auto Config 1alrn1saamTisusiu
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| Loop Prevention (RLDP)

Loop Prevention Status [ ¢

]
IAUTU Config ‘ Warmning Warning and Block Waming and Shutdown Shutdown $V| Unavailable Detection Disabled = Uplink Copper SFP

11 13 15 17 19 21 23

10 12 14 16 18 20 22 24 25 26 27 28

{ Select All | | Deselect | | Refresh |

Config Port: Gi0/M1

Type: | Loop Detection v Troubleshooting: Shutdown-port ~

‘ Save

Configuration Backup List 57an1581529n156967

urinnsdsastaya da'lidnisdea aua a1 Twue way MD5 a&n Current tiaudnanis
featlaqifu a&n Backup uiasdsasayanisdeaiiaaiiu adn Download wian1itvan
asfuAann1sdNsastiana Adn Restore wiagAunisdeailaaiu adn Delete taauni1seo
A1NsdNTaYtaYR

| Configuration Backup List

I Current ‘ ‘ Back up | ‘ Download ‘ | Restore | | Delete ‘ | Compare | Q-

B %ile Name N . File SilB. Time Mode MD5 Description Action
G1PH50HO00338_1647684434222 453K 2022-03-19 18:07:00 Auto 250d9¢c3ffabb569d44f1b66ab 1edb2ed Empty Details
G1PH50H000338_1647630586145 469K 2022-03-19 03:07.00 Auto 9c6fbf262ac19c9eff3d4761e0e31a36 Empty. Details
G1PH50H000338_1647360544610 429K 2022-03-16 00:07:00 Auto 54aal14db2e4d6928dab61dbbatSc2709 Empty Details
G1PH50H000338_1646885336391 411K 2022-03-10 12:07:00 Auto 9ac9cTacad7b131e7albafdech1034a2 Empty. Details
G1PH50H000338_1646856481708 413K 2022-03-10 04:07-00 Auto cf1d562b1aabd3412f64b7143be6305a Empty Details
G1PH50HO00338_1646842022819 411K 2022-03-10 00:07:00 Auto 9ac9cTacad7b131e7albafdech1034a2 Empty. Details
G1PH50HD00338_1646827650083 404K 2022-03-09 20:07-01 Auto 42142ad262dc9cd 17987 ebea7aBd51es Empty. Details
G1PH50H000338_1646813323355 4.01K 2022-03-09 16:07:00 Auto Tbclabedfed13f660e06e58474390422 Empty Details
G1PH50HO00338_1646798845608 3.97K 2022-03-09 12:07:00 Auto 9fc5e92d7bb0dd481524bbeS7c745d34 Empty. Details
G1PH50H000338_1646755658116 399K 2022-03-09 00:07-00 Auto 31c180408605bSdfabadfddBadiealcs Empty Details

PoE Port List shan1swasa PoE
&#86 PoE aguaavatinilasnaniswasn POE 57u9Wa991U5IN W uilaqliu uaghan

A15AKUAAT POE Usenausianase auaIuisa PoE &a1uy POE waveu A& PD wayaAn
adune
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Overview Ports Config PoE Diagnose Description: 111 .+

| PoE Port List

Total Power:370.0 W, Current Power:0.0 W, Time-2022-03-21 11:18:50 Y
Port PoE-capable PoE Status i Power PD class Description @
G0/ Enable off 00w NA -
Gior2 Enable off 00w NA =
Gior3 Enable off 00w NA
Gior4 Enable off cow NA
Gioi5 Enable off 00w NA
Giore Enable off 00w NA -
GiorT Enable Off 00w NA
Giors Enable off 00w NA
Giors Enable off 00w NA =
Gio/10 Enable off 00w NA -
First Previous Page | 1 af 3 Next Last 10 ~ ] 24 in total

Fault Diagnosis n153fiasdaanufianaia

Asifdsiadaunwsaviidavilssinn: PoE Power Supply tay SFP Port ldaanwasaluuing adn
Diagnose, uasuantunaunisifiaiaanatl

Overview Ports Config PoE Diagnose Description 111

| Fault Diagnosis

Type POE Power Supply ~ [
Port GioM9
] L]
Disabled Enabled Abnormal Mot Supporied Uplink Copper SFP

1 3 5 7 9 1 13 15 17 |8 21 23
2 4 6 8 25 26 27 28

|[ Diagnose ]| [ Deep Diagnosis I

Procedure History==

13:25:38 Diagnosing...
[E  13:25:32 Diagnosing..

=] 13:25:32 Port Gi0/19 Starting...
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adn History, uagilsyinnsidadaazuganatiu

Overview Ports Config PoE Diagnose

| Fault Diagnosis

Type PoE Power Supply

Port G019

L ] o =]
Disabled Enabled Abnormal Not Supported

Description: 1 .#

Uplink Copper SFP

13 15 17 (19 21 23

25 26 27 28

[ oi=ano==

Procedure

13:25:49 Failed to get the procedure.
51 13:25:43 Diagnosing
5] 13:25°38 Diagnosing.
1 123:25:32 Diagnosing...

13:25:32 Port Gi0/19 Starting

History=>

WRanwasaluwng Adn Deep Diagnose, uazndn Diagnose 1unin PoE Diagnosis

Normal diagnosis: tdsWasaaededide CLI tlasyusndayasgiod waznsidadaasiia

duvuidsniasaais

Deep diagnosis: n1sifiadaagvinuuaiod waysnaoulddoidsnnasaaiie

PoE Diagnosis

[ Select Downfink Ports H Deselect ]

MGMT IF:
Qverview Ports Config PoE Diagnose Description:
| Fault Diagnosis

Type PoE Power Supply v |

Port Gio/21

] ] L]
Disabled Enabled Abnormal Not Supported

SZYTRGUS TIETIETUFT

172.26.6.90
£

Uplink Copper SFP

1 3 5 7 9 11 13 1517 1921 3
O o
TEYREYE WWw

2 4 6 8

10 12 14 16 18 20 22 24

25 26 27 28

| Diagnose l |[ Deep Diagnosis ]

5.4 Gateway naue
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a

wihaanantuaaeamMsinangigninnisiag Ruijie Cloud

Add Gateway iuinaue

adn Add, nsanuunalauLAIad LINLKNY sEENIU Lae adn OK tiatiutnandlviduiaiazineg

ALL | Search Metwork Y
| Gateway List MNew firmware available for 2 devices
I Add I | Web CLI | | eWeb | | More - 0 Selected
Add £
SN Alias
Password .
O K | | Close

* Ko

LA3aznafdvgINsallai et naLIE LA LD

Web CLI

&anailnsaitfan’lu Gateway List, uazndn Web CLI naaviamnuzusnd Web CLI ure
susaldantayazasalnsalldannuyiiaglunaasianinu wyazuansrefuauailnsal

| Gateway List MNew firmware available for 2 devices

‘ Add | | Web CLI I ‘ eWeb ‘ ‘ Mare - ‘ 0 Selected
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Reyee Gateway Web CLI

Web CLI

Version Please select the target operation on the left
Connectivity > Log
Running Status >  Current Mode
Current Time

Client >

WLAN >

General > Version: a&ntiaugadriasiuuadinaiie
General > Log: a&niiaudnd syslog uadinae
General > Current Mode:

General > Current Time: adnuiaugndiianzassvuuiiaatiunasnaiied

Web CLI

SN

General = Interface IP Please select the target operation on the left
Interface Status

Running Status = ARP

Client e8| DNS

WLAN . Route

Ping Tool

Connectivity > Interface IP: adniuiausnsniniiae IP aasinauae
Connectivity > Interface status: mdniiauaandaaruzaadinade
Connectivity > ARP: AdNLAaLEAIAI519 ARP 2adtnaLE
Connectivity > DNS: adnuiauany DNS zasnaLe
Connectivity > Route: A&ntRaudnI&UN10URIAALIE

Connectivity > Ping Tool: a&nuiavinnisnagay ping
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Web CLI

SN

General > Memory Please select the target operation on the left

Connectivity >

Client >

WLAN =

Web CLI

General = Associated Client Please select the target operation on the left
Connectivity = Client IP(DHCP Server)

Running Status >

WLAN >

Client > Associated Client: adniiaugasnisildnulsanaidansdadunad

Client > Client IP(DHCP Server) : adnuiausae IP 2avainsaiiidnassinaidsniias
DHCPauasnatael

Client > Client IP(DHCP Snooping): a&nuiausne IP 2avainsaiiidaassinaidsniias
DHCPauavinantinavantlanisladnauauda DHCP

* nunaia:

%

@1 EG105GW isas¥uTusinnaa WiFi azfinaauii@dd

110



Ruijie Cloud

Web CLI

SN:H1PH745119402

General = MBSS Please select the target operation on the left

W

Connectivity

W

Running Status

Client =

WLAN > MBSSID: adnifiausay bssid uavusay VLAN

* punauio:

%

@1 EG105GW isas¥uTusinnaa WiFi azfinauauiiadd

ANl Ruijie Gateway Web CLI

Web CLI

SN

Version Please select the target operation on the left
Connecivity > Running Coniig
Running Status >  Starlup Config
Client > Log

Web CLI 2 Current Time

General > Version: adnuiauansniasdunadinaiie

General > Running Config: A&niiauandsunisdaazadnaLIEl
General > Startup Config: A&ntAaLdAINTITHIANEUGFUADIAELIE
General > Log: a&nuiaudne syslog aadnaidel

General > Current Time: ad&nuaungadarssuuilaaduuasinaed
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Web CLI
General > Interface P Please select the target operation on the left

Interface Stafus
Running Status > ARP
Client 5

\Web CLI >

Ping Toal

Connectivity > Interface IP: adnuiausnetiag IP uadnaLdel
Connectivity > Interface status: a&nuiausnssauzwasnuadLnaLIEl
Connectivity > ARP: AdNLAaLEAIAI519 ARP 2astnaLE
Connectivity > MAC: a&niauandnis1y MAC uadnaie
Connectivity > DNS: adniiaudnd DNS uasinaiel

Connectivity > Route: adnufiaugnoldumvnasinaiiel

Connectivity > Ping Tool: a&nifiavinnsnaaau ping

Web CLI

CPU Please select the target operation on the left

Connectivity > Memory

Client =

Web CLI =

Running Status > CPU: a&nuiausnianislaenu CPU vastnaLel

Running Status > Memory: a&nifiaugndrmiiannuinuadnae
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Web CLI

SN

General = Client IP(DHCP Server) Please select the target operation on the left
Connectivity > Client IP(DHCF Snooping}

Running Status >

Web CLI >

a

Client > Client IP(DHCP Server): adnuiaugavalnsal IP Minassinaidswias DHCP

AAILAGLIE]

g

Client > Client IP(DHCP Snooping): adniiiaudnd IP wavalnsaii

a

adITLaaLdIWIaT
DHCPaadsinatindvanntilanisldnauauiia DHCP

Web CLI

General > WebCLI Please select the target operation on the left

Connectivity >

Running Status >

Client >

Web CLI > Web CLI: adnuiausaetiag IP uadinaidel

uanmilaaindl luzdasnaas command snunsaladded Tab uasiadaonane (?) wWawuzinyaan
&9 Command

SN Background color: [ I

eWeb

adn eWeb tilatilaszuy eWeb Tuniinaalnil
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| Gateway List Mew firmware available for 2 devices

‘ Add ‘ | Web CLI ‘ eWWeb ‘ More - ‘ 0 Selected

More Auq

dlalaforudug dranae

Move to :ina'il

1Ranadnsailu Gateway List, Adn More > Move to, Ld3aniasvnistulinazna OK

| Gateway List New firmware available for 2 devices

| Add | ‘ Veb CLI ‘ ‘ eWeb ‘ m 0 Selected
Move to |
Status d 1 MGH

Reboot
QOnIine H1P&01 o-P 172.24

@ Online Hipa7. Delete GW 19214

114



Ruijie Cloud

Select Project X
| Q]
fa]
= @ Root

g M1111111111111

& 1111111111

g AC_Group

e RyeeNetwork1_Auto
g hrhdfgf

e aedfdfd

g test214

Training

g VPNtest

3]

T3]

e luo
gy PPSKtest_Auto
g Cloud_Auth_Test Auto2
g test123_Auto3
# h testbackup

W
o | I

Reboot 3ya

\danalnsainile viavarawadaslu Gateway List, uava&n More > Reboot uazna OK

| Gateway List New firmware available for 2 devices

‘ Add ‘ ‘ Web CLI ‘ ‘ eWeb ‘ ‘ More - 0 Selected

Move to
Status p { s MGMT

I Reboot |
@ online H1P&01 n-P 172.26 .9

@ Oniine HipH7: Lelete GW 192168,

Message X

Are you sure you want to reboot the device?

- Ea
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Delete n1sau

\§analnsainils viaviarue3aslu Gateway List, adn More > Delete uazn&n OK

| Gateway List New firmware available for 2 devices

‘ Add | Web CLI | | eWeb ‘ More ~ | 0 Selected
Move to
Status 4 1 5 MGRH
@ Online H1PB01 Reboot 0-P 1722
& online HipHz| Delete GW 19216
Message X

Are you sure you want to delete?

Unauthorized Gateway List (51an15760'lildasagauiaanai):

Aauriinaueazyin authorized Uitdndeia3azng, alnsalasgnuanslumin Unauthorized
Gateway List

winainsallainiunisvin authorize AsuausaLdan Re-authorize annAady Action wiailau
sWanudnafauiarin re-authenticate vifuainsal

| Unauthorized Gateway List L

Note: The gateway Is displayed in the Unauthorized Gateway List when it has not gone online on Cloud yet or the password authentication fails.

SN Alias Status Network Added at Action

HIQHBRLO45754 testEG No password. Please enter the password. ap_oniine 2022-03-06 2155:11 Re-authorize Delete

e[ 1 : [ 5. )tintotal
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Message

Enter the password of admin account of eWeb
system

Gateway List shansinaas:

AMENTANNTAUMITAITLNNSAUANN NINELRULATaY dawdy wiadradune

| Gateway List New firmware availabie for 2 devices

| oo || weocu || ewen || wore v | 0sclected
saws SN Alias WGHT IP WAC Egress P Network Firmware Version Offine Time
@ online B EG2100-F 172265195 3000.9271 0c86 1203511105 EG2100 EG_RGOS 118(1)B1153 Rel 49723 2022-01-2114:4107
@ oniine SR EG105: 1921881111 3000 9ee7 £915 1203511195  fest123 Reyee0S 155 1915 2022-03-02 04:53.07
& online BIEER ST RueeEG 172265.128 £C09.7017.393¢ 1203511195 RouterRAP Reyee0S 155.1914

Auto Refresh: @

Model

EG2100-P

EG105GW

EG105G-P

' Q

Description ~ Action

Ematy [0}
Empt o}
Empty [1]

Status: waavanuzilxduvanaldd, aaulavuniaaanlau

S/N: WRAVUUNELRULATAVADILNALIE

Config Status: sonuznsiiiansassninanangwaA s NTHIUARTIE
MAC

Alias: fiauaginael

: ag MAC aagtnael

MGMT IP: #iat eWeb IP viasduuasginaide

Egress IP: fias IP uuia3aznandnildfiasaduusaisaanis
Network: fiaTassnisuasinaie

Firmware Versions: nasiiulsuwisiitnansilafonuas
Offline Time: naadaitnatdaaulalifinsadunaids
Model: dszianuaginaied

Description: adnuiaudladiagunauasinae

Action: adandvuaziiaauinaie

EG details rdayatnaiae
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aén SN \andayatnaLie

Reyee Gateway details rayainaiae

adnuinalauladasly Gateway List iadladayazasusaziaias Taafizayazasainseal
Usznav'lisne dayaisead aanuvalnsal ganuzuadalnsal asdearalnsaluay Tuvinuas
ainsal

| Gateway List New firmware available for 2 devices Auto Refresh: @ ) & ¢ 81~ 2
‘ Add ‘ | Web CLI ‘ ‘ eweh | ‘ More ~ ‘ 0 Selected Q
Status SN Alias MGMTIP MAC Egress IP Network Firmware Version Offline Time Model  Description Action
@ online EG2100-P 172265195  3000.9e710c86  120.35.11.195 EG2100 EG_RGOS 11.9(1)B1153. Release(07242723) 2022-03-1113:12:37  EG2100-P  Emply m
@ online 172265237  300d9ee7.e915  120.35.11.195 fest123 ReyeeOS 1.65.1915 2022-03-0204:6307  EG105GW  Emply i}
@ online = P 172265253  c0bB.e635283c  120.35.11.195 Cloud_Autn_Test  ReyeeOS 1.56.1325 2022-01-27 16:06:07  EG105G-P  Empty T
@ offiine 172264253  300d.9e7e.fda7 1121116098 111 EG_RGOS 11.9(1)B1183 Release(07242723) 2021-09-08 19:0107  EG2100-P  Emply i)
3 Offline _iTutTicdsTen  ReyeeEG 172265128 ecb97017.393e 1203511185  Rouler RAP ReyeeOS 1.56.1325 2022-03-10 09:13:07  EG105G-P  Emply i}

1 <

10« |5 in total

Router Info 2ayatsianas
dayauasinanlsenauldels uuune suzasalnsal nunalRULATAY LALHDRAU

Alias waz Description shusaunla'le

| Router Info

Alias EG105GW # SN H1PH745119402 MAC: 300d 9ee7 €915
Management IP:  192.168.111.1 Type: EG105GW Sync:  Synchronized
Hardware Version: 1.10 Operation Mode: Route Actual Master Device: H1PH745119402

Firmware Version: Reyee0S 1551915
Description: ¢

SSID RAP22, PPSKtesttime, TestNAT, testl, [T department, L2TP-Client

Alia: dazasnaue

S/N: ManaLauATaInaILAALIE

MAC : 7iag MAC zadnalael

Management IP: 7iat eWeb IP viasdunadinaiael

Type: sunastnaLel

Sync: sonugnsiansassnIngneguLaTAITUENSHIUARIG
Hardware Version: uaadnasfudanasauirsuainaiie
Operation Mode: ug&nylnuailaqdiuuaginaiiel

Actual Master Device: ugavalnsalvaniutaiazinainaied

- - o Q} o fA 8 1
Firmware Versions: nasduiilsuwisninancladiuaci
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Offline Time: naadainantaaulalifinsadunaids
Model: qunadanaiael

Description: adnuaudlaudiagunaaasinae

SSID: uanvdasd SSID annainsal WiFi

* yunaia:

& SSID azuanvuuailnsaivisassu WiFi, iy EG105GW

Device Status sauvailnsal

ganuzalnsalusgavaya Anlsiderumiiaalnudn, CPU  uae flash

| Device Status

Memory Usage CPU Usage Flash Usage

. m A '
Connectivity n1sizauna

ATLdiansannafinsiiansa  (fauzaaulal) svunvAaLdLazusAITARNIA TUAIINIRN
nil9(24 1 ue wia 7 )

11:00 15:00 19:00 23:00 3:00 7:00

Device Config n1sdvanainsal

aaEINNsasvAAaRNTAnIatvAduaadalnsaluuaaIc

Web CLI

AgULA Web CLI aaisgnunsaldinadumidayaadnsaindelnaiaes
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Ruijie Cloud

| Device Config

| Web CLI || eWeb || SSH || Tunnel H Reboot H Cloud Portal Auth

1 ]

eWeb

Wialdausananaluiuiniunisizinldouannszazlng

| Device Config

Web CLI | eWeb |‘ SSH || Tunnel || Reboot |

Cloud Portal Auth

SSH

adnuialdadasn1e SSH annansallidoiadasfiadu (au PUTTY)

| Device Config

‘ Web CLI

‘ eWeb | I SS8H || Tunnel || Reboot

Cloud Portal Auth

Message X

) Creation succeeded. Please log in
with other tools (e.g. PuTTY).

Host: 35.186.146.18

Port: 10136

Expired at: 2022-03-11 14:39

f the tunnel cannot be used, please retry

* Ui

ainsal Reyee aisasu SSH ,sasfunisidoruanieiin R&D wialaualatlaymiviniiuy

Tunnel 2829119

adn Tunnel Wagsvlszianzasnmsiiiansaiiunnsiefu SSH, eWeb wia aaaINsa&519
daamiitunistiuussainalnsaidanaroiianisiange
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| Device Config

| Web CLI || eWeb | | S5H || Tunnel |‘ Reboot ‘ Cloud Portal Auth

Tunnel (SN: H1PH745119402)

| Create Tunnel

Type| Custom v| Dest. Device: *  Dest Port:| 80 0‘ Create Tunnel

AMEINITAAADIMITIAMLET 1931 Tunnel List

'ﬁ I Global |

| Tunnel List < .
unnel is unavailable, please re-create it or contact us for support

Type Host Port Destination Device Destination Fort Expired at status Action

SSH 35.186.146.18 10136 Local = 2022-03-11 14:39 Connecting Disable Go
eweb 35.186.146.18 10281 Local 80 2022-03-10 22:58 Disabled Re-create
eweb 35.186.146.18 10280 Local 80 2022-03-10 13:32 Disabled Re-create
eweb 35.186.146.18 10340 Local 80 2022-03-10 04:10 Disabled Re-create
eweb 35.186.146.18 10394 Local 80 2022-03-10 0025 Disabled Re-create
eweb 35.186.146.18 10396 Local 80 2022-03-09 22:42 Disabled Re-create
eweb 35.186.146.18 10267 Local 80 2022-03-09 12:46 Disabled Re-create
eweb 35.186.146.18 10304 Local 80 2022-03-08 23:16 Disabled Re-create
eweb 365.186.146.18 10296 Local 80 2022-03-08 18:12 Disabled Re-create
eWeb 35.186.146.18 10174 Local 80 2022-03-08 15:10 Disabled Re-create

Firs Previous Pag 1 [T|of 38 Next Last | 10 - | 371 in total

* vunaie:

aaEuNsalFuLavaIne adasalmisfimnusinnsalunisiaindvalnsaidanany

Reboot 3iin

n&n Reboot ia3ynailnsa

| Device Config

| Web CLI |‘ eWeb | | S5H || Tunnel

I Reboot I| Cloud Portal Auth

Cloud Portal Auth wasiialunisivin Authen HWuaaII6

ainsal Reyee EG sasfunisvin Authen snumamisidsenaulisie aisiinldanulundniden
Asladadas T utieyd wia SMS (Tavusrudu Twilio)
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| Device Config

| Web CLI H eweb ‘ | SSH || Tunnel H Reboot

‘ | Cloud Portal Auth

Network Topology Tniniaiiasazing

Rtijie Cloud

Reyee gateway

POE switch

Configuration Steps dunaulunisaeni

\lan1sl2e1u Auth, ded1 Auth IP/Range, seamless uaziéan portal template

| Cloud Portal Auth {_ Only supported on P50 and higher versions |

Note

Portal Escape @ @K

1. The Voucher/Account portal authentication on gateway does not support speed limit and flow quota limit that defined on profile
2. The Voucher/Account portal authentication on gateway does not support flow usage display.

3. Only One-click/Voucher/Account/'SMS authentications are supported on the gateway (Facebook auth is not supported)

Auth - After you enable Cloud Portal Auth, it will be synced to the Reyee EG automatically.

Auth IP/Range 192.168.110.250 ol
Seamless Online @
User Offline Detection {__Only supported on P56 and higher versions

Please select a portal or add a new portal

test 645

& Voucher Login

Access Code

>

Auth: uavanitanslyd Cloud
A[oRRTE[4)

Portal Auth, szuuazvinnsivaayaduinae Reyee EG
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Ruijie Cloud

Portal Escape: ailnsailwigunsaaaulailelaalisasvin authentication uwaaunaian
auLeaslaviun

Auth IP/Range: \in19 authentication IP wdavin authentication vinviag IP uavailnsal
EAP agluriv authentication IP , iaidantivida viamadanlasuauaainluiag EAP
MAC 11lluiiat] MAC whitelist

Seamless Online: flrousnilusiassitunsvin authentication wRzvafaifien vdvanniu
gunsaldoulelealusasvingn navanalnsalaaulau plaeulaidndusasvin
authentication anlueianty

Qs

User Offline Detection: n1sasadudaludd wingladouaanwlau aaauidisassuuu P56

warafiuNgInI

* yunaia:

1. aauauii@ cloud portal auth sa95u tnmel Reyee P50 M%ana'a‘"?fuﬁagon'h

2. wasia authentication uwuugiasniatiyduuinandbisasfunisindaanunaza1sinde
Tasndayauuiiaydly

3. wasyia authentication wuuadasniatiyduunadlisassunisuaavlsunainisideiu

4. w@wiy A5 authentication lusuduuy  e&ndied/alas/fieyd/SMS  fisassuuuinaiae
(Facebook auth laisassu)

Configuration Verfication nsiufiunisAiinuaan

ARNAAzdIANITANUARIALLAALIE Reyee

Ruijie | 5Reycc ‘ test123 > EG105GW [I/iasier English v yRuijie Cloud g8 Download App & Network Setup @ Network Check piWarn [3Log Ot
5% Overview
Hostname: EG105GW SN: HIPH745119402 IP: 172.265.237 .
B ‘O Reboot
@ Online Clients ® EG105GW MAC: 30:0D:9E:E7:E9:15
[ Router Overview  Basics Security Behavior VPN Advanced Diagnostics
= Wireless
Cloud Auth Whitelist Online Users

[2) Switches

Ruijie Cloud supports voucher authentication, local account authentication, SMS authentication and one-click authentication. Please log into Ruijie Cloud to enable authentication. View ®
= Network If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC address whitelist.

Authentication @D

*Server Type Cloud Integration
* Auth Server URL | portal.ruijienetworks.com

Client Escape Enable

* IP/IP Range 192.168.110.250

FAQ Faruviwuiiag

asvinadelsunnlusauisailadaduiinnasiialea?
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]
al ]

1) esdagaunalnsalleaFunag IP »ia'li win'li'leésy viesagauiinisAinuaaIlAIaznagn
savnia’li

2) asagauin DNS gasasvia'li aasd1vuaal DNS 12l 8.8.8.8

3) dlawwundiaas flau http://1.1.1.1 saauadiiansiadauinmitwasialnng dumnsal

4) flalderunisudaniladdyl wsdasaragadear viudaniladdliiatiuvintdanauazilasiu
Litvaauiulawaniirnaasianadaundulad

{ Settings Safari

SEARLUM

Search Engine BaidL
Search Engine Suggestions Gl
Safari Suggestions I\d
Quick Website Search On

Preload Top Hit o )
About Safari Search & Privacy.

GENERAL

AutoFill
Frequently Visited Sites Jx._/

Favorites Favorites

Block Pop-ups

Downloads iCloud Drive

TABS

Show Tab Bar 7

Show Icons in Tabs i

Open Links n New Tab

5  winflagmdelugnsaunlale aaaunsaduwdndviaInsihagiuguuuadisiinaua
ANuaLda: Ruijie Support

As1vinate'lsunn'liaiunsalin authentication uuuailae?
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Ruijie Cloud

1) anadauinfinsiidenisainuaal EG dsaniali

2) anadaudamnuudafiauaufanain aAnuauwmaiall leun Soyduazsiaaiuilign
6av  AsuuAaNguaviid warMsTusIaNaMAuAINUA  §INTARTIARALFAIUL Teydiuu
Ruijie Cloud

3)  watlgmdeliausaudlald  aassnsasuwEnsuimasiasiuayuuadisiiaza
ANueLda: Ruijie Support

vinaene'ls arsifaailavuunany uadeladleas?
1) anxdaunalasnusargnia’li

2) 191 Ruijie cloud uaziilalzoru User Offline Detection

| Cloud Portal Auth ¢ Only supported on P50 and higher versions

Seamless Online @ [ ¢ v

Jser Offline Detection E Only supported on P56 and higher versions

v
o a o

3) anadaunafiiu EG aaauidfisasiuanizlunaitiu P56 wiageninwinidu

4) aavuatanmsdandauasidanda WiFi i waemagauinauisaindedumasidiale
aa 'l

5)  wntlgudeliausaundlalsd  aadusaBduwansuisnshasiusgyuaasisiaza
AU eLnda: Ruijie Support

° 1 9 a ¥ 9 a A o L4 1 o/
1inaene'ls arddunainstadziayandasidunnaiualy uadeaunsaladls?

A151in Authentication wuuldadavuasnasiauu Reyee EG lhigtuguunisindalamaiinad
nsladdayandinualiluldsiWa

'ludsluiudaann1svin Facebook Authentication Tuuiin authentication?

LAALIEITAY3UNTTYIN Authentication eaaadnidien/ailag/iieyd/SMS wintiu (lusavsunsvin
Facebook Authentication)
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Ruijie Cloud

'luulaunasindannudiiaiiuasiuualaeielifina?

A13vin Authentication waswauuugilasuu Reyee EG hisaviunisiidaanuisniAavualilu
W' IWE aasasAmuaaIuTauaIAaa NI TUEG

o

Ruijie Cloud T2amfunisvinwasiia Authentication iuansnAuansluuunslal
vu?

d1989M N9
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=1826

IPTV
IPTV/VLAN

adn IPTV, sassunisAatnumamidssian VLAN 2adInsdwii IPTV/IP: wase WAN sassuuiin
VLAN w“ia1eas1an1s

| 1PTV

IPTV/VLAN IPTV/IIGMP

& & ] S 0
WAN LAN Disconnected Disabled PPPoE Static IP DHCP Copper SFP

LAN LANIWANT WAND

LAND LANT

LAN2

VLAN Type IPTV v

VLAN ID

Save ‘

* nunaie:

AEIsaldanwasa LAN wintu (Lisassuwase LAN usn)

IPTV/IGMP
a&n IGMP wialilalafou IGMP
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Ruijie Cloud

| 1PTV

IPTV/VLAN IPTV/IIGMP

IGMP Enable [ ¢

Dynamic DNS ‘launiin DNS

flinaTaas DNS 2asaalaadnTusiinnasoninisildauntlasiag IP ans1sae duusa Tuse
sungtiisuiiayiturlviusnis DDNS: Noip (www.noip.com) way Dyndns (account.dyn.com)

* nunaie:

AENTTR laundin DNS sassunisavaAILuAaIGLulIasdu Reyee Ltnadedi P56 waagenin

Ruijie DDNS

Ruijie DDNS | No-IP  DynDNS

Service Interface | wan0 v

Username
Password e

Domain

‘ Save ‘ ‘ Reset ‘

* nunaia:

a & 1 1% P al al
flusuiud uastialawuaginalu 1-5 uiv
No-IP
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| Dynamic DNS @

Ruijie DONS ™| No-IP | DynDNS

Service Interface ‘ wan0 v
Username ‘ *
Password ‘ e |

Domain ‘ ‘

\ Save | I Reset |

DynDNS
Ruijie DDNS No-IP

Service Interface ‘ wan0 v|*®
Username ‘ *
Password ‘ e | *
Domain ‘ *
‘. Save ‘ ‘ Reset ‘

Speed Summary &31UANu5

grdanusy dsznaulildra &glauEdU&A/audvAlua 24 M TusirIuNIu3a 7 Jui
ATt

- Uplink —~ Downlink
Avg Speed (Mbps)

0.8

2022-03-10 11:30:00 2022-03-10 15:30:00 2022-03-10 19:30:00 2022-03-10 23:30:00 2022-03-11 03:30:00 2022-03-11 07:30:00

Radio List s1an1saduanuding
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sunsAduInglsznausmatayanasaduineviogaduuy lewn ufia RF 2av Jeuaunal AR
1w adunivuasdasdeyaunar (MHz) waznisladudasdeyaunoa
* Ui
W@wW1zsu EG105GW 1isassutisianaa WiFi azfitayagiud
| Radio List o =
RF Type Channel Power Channel Width (MHz) Channel Usage
5G 40 1% 80 7%
2.4G 11 1% 20 65%

User List snan1seld

sadalafdssnaudintayavasldionua Mag IP, Mag MAC, fa SSID, RSSI, unuuis AP,
wuue, n1siuxkvdaya (MB), Wranadnsal, naraaulalvasylyd wasalraanlad

* Bunauie:

W@vsu EG105GW isassuTusinnaa WiFi azfizayasiud

| User List O om.
IP MAC §SID RSS! AP Alias Band Traffic(MB) Manufacturer Online Time Offline Time
No Data
0 [$lofo [ 10. |Dintotal

Configuration Backup List s1an15d15a92iayaua9n1s6ean

urinalsdsavdayanubstialianisaiiuaal 2u1a a1 TUue Lag
MD5

| Configuration Backup List < B3
‘ Back up H Download || Restore H Delete ‘ 0 Selected

File Name File Size Time Mode MD5 Description  Action
H1PTATCO01746_1646987464446 tar 50.72K 2022-03-11 16:31:02 Auto 367e82282517e747d39e9d70ed51e07 Empty Details
H1PTATCO01746_1646843464991 tar 9.14K 2022-03-10 00:31:02 Auto c1dfeb2b5a0dd165354190ba3f14e21e Emply Details
H1PTATCO01746_1646742667705 tar 89.48K 2022-03-08 20:31:02 Auto 028bea7a923b2eb312ac63be370Mmod2 Empty Details
H1PTATCO01746_1646497868355 tar 46.49K 2022-03-06 00:31:03 Auto 7220b761fa09beb868bar29c babddsd Empty Details
H1PTATCO01746_1646483465682 tar 5.04K 2022-03-05 20:31:03 Auto b8b30ecda456a684f5effice30680ab Empty Details
H1PTATCO01746_1643193124881 tar 63.44K 2022-01-26 18:32:01 Auto 881114 1b661a328a4767dd4a5334aa5 Empty Details
H1PTATC001746_1643020326040.tar 21.50K 2022-01-24 18:32:03 Auto 20875e61c2b37¢4413c8620140613cha Empty Details
H1PTATCO01746_1642689124379 tar 50.76K 2022-01-20 22:32:02 Auto aed70071e8daddc70ead9a1922401124 Empty Details
H1PTATCO01746_1642645023274 tar 17.39K 2022-01-20 10:32:02 Auto 1397b71404432154d6777d8d1b2137ca Empty Details
H1PTATCO01746_1642602737178 tar 146.46K 2022-01-19 22:32:12 Auto 22096e2a4622ce991af3cc0ee013fe Empty Details

Previous Page | 1 §lof3 Next Last [ 0. |2Tintotal

Wdantiuvin Adn Backup tiagdsagsdayaiaqiiu
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\dantiuin rdn Download taauTuas InaaIn196a9e
\§anifuvin nfn Restore wagaulndAin1saon

WBanifuvin wianaraqiuvin adn Delete iaautiuvin

Log Record 51an151iuvin
Log Record > Device Log

ffurinuavadnsalazdurinnisetiiunisiuade suivaaulai/aanlal 38a15n alinse uay
Astd@aundas VLAN wagsasfunisduduaudssianuasiiaiuagiiuvin

Log Record

Type i Updated at Content
Upgrade 2022-03-05 20:43:44 Device version from ReyeeQS 1.56.1306 to version ReyeeOS 1.56.1325
Reboot 2022-03-05 20:43:43 Device restart
Online/Offling 2022-03-05 19:20:34 Device online
1 8ot Las [ 10-  |3intolal

Log Record > Config Log shan1sifusin>san1snisdaan

TunAITAIRUAAILTUTINANTRINANTAIRUAAITUAAR LRZTAISUNITRUAUAINROTULLAZLIAN

Log Record

Device Log | Config Log

q Recent Log v|| H ‘ < -

Operation Type Started at Ended at Status Description Details
=+ Update EasyNetwork wireless config 2022-03-10 0919  2022-03-10 09:19  Succeeded Config: Cloud_Auth_Test_Auto Generated; ...
+ Update EasyNetwork wireless config 2022-03-10 09:18  2022-03-1009:19  Succeeded Config: Cloud_Auth_Test_Auto Generated; ..

+ Delete wireless blacklistwhitelist based on SSID  2022-03-09 21:41  2022-03-0921:42  Succeeded Group: Cloud_Auth_TestDelete the blacklist/.
< >

1 of | 10. |3intotal

Ruijie Gateway details 2ayainaiied

AadnuuNaLRULAIaY  Gateway List wWallaminsaasidasuavalnsaiiazagifien winday
ugavtayaalnsailnaazidan NUGILKHINATA AaYANUFIU MWTIN Wase n1sAuuaa PoE
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| Gateway List New firmare available for 2 devices

GHT+B:00)AsiaHong_Kong | Manage Project H Take over Network H Unbind Device l

[ Add l [ Web CLI | ‘ &Web ‘ ‘ More = ‘ 0 Selected
Status . SN Alias MGMT IP MAC Egress [P Network Firmware Viersion Offline Time
@ oniine HIPS™ s EG2100-F 172265195 3000 9e710c86 1203511195  EG2100 EG_RGOS 11.9(1)B1133, Release(07242723 2022.01-21 14:41:07
@ online Hi EGA056W 192.168.1111 300d 9se7 8815 1203511195  festi23 Reyee0S 1551915 2022-03-02 04:53:07
@ online H i RyseEG 172265128 echa 7017393 1203511195  Rouer RAP Reyee05 1551914

AutoRefresh: @) © 2

EXTYTT T

Model Description  Action
EG2100P  Empy

EG105GW  Emply

El E E

EG105G-P  Emply

Port Panel upsnasen

LA WATALRHULLULKNILAALIERZY TAHUIAIUTILANWATH JONTULLATAIINED

& A ]
WAN LAN Disconnected Disabled

D & %

PPPoE Static IP DHCP PoE Abnormal Copper SFP

o F

E

E
3 o]« E

Basic Info 2iaya

dayainaelsenauee UIULLAY U WNELRULATAY
Alias waz Description shunsaualu'le’

Basic
Alias:
Model:
SN:
MAC:

Firmware Version:

MGMT IP:

Description:

£

EG2100-P #
EG2100-P
300d.0e71.0c86

EG_RGOS 11.0(1)81183, Release(0724
2723)

172.26.5.195

uavdayadue

Overview > CPU & Memory Usage aw5iu>n151dvuniinaanuiinia CPU

TuAayaniIsideruzasniaaIudt uag CPU aasnaaedl
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| CPU & Memory Usage

CPU Usage Memory Usage

© €

Overview > Device Status nwsiu>aaugainsal

ganuzalnsaidsznavlddra aanuzaaulad alnsaiaaulad uazdivnan

| Device Status

Online Status Online
Online Clients 4
Sessions 8

Overview > Connectivity aawsiu>n1siianea

Asausaninafinisidiansa (faruzaaulal) ssuinvnangduazaisuinsHiuaa a1l
29a1 (24 11w wia 7 )

| Connectivity Last 24 Hours  Last 7 Days

21:00 1:00 5:00 9:00 13:00 17:00

Overview > Speed Summary AWTIN>ATWIINANULT

& o % ' & o & & a P -Gy | >
AMNTINANMNITIUsEnanlUdI8 ANAMINLTIANARIA KIaAIUAYA UaIAIILIRINAUKUT 24 2.
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Uplink Downlink
Maximum Speed(Mbps)
0.15+
0.4
0.05-]
0 T T T T T T T T T T ; Hour
0 2 4 6 8 10 12 14 16 18 20 22

Overview > Client Summary aanwsu>awsualnsal

aMwsnalnsaisinlusradurvuadnsaiuasaiviiainaunin 24 uu.

Clients

84

6

4.

2

0 T T T T T T T T T T : Hour
0 2 4 6 8 10 12 14 16 18 20 22

Overview > CPU/Memory Summary aMwsu>Awsiuzadnilanlnuitnisa CPU

MWIIU> ANMNNAIRUIEANNANTa CPU Usznaulisiadasidusuadnnsinnilaniuin
132 CPU 2av29tiannauniin 24 2.

CPU Memory
Percentage (%)

90+

60

304
by,

0 : He
0 2 4 6 8 0 12 14 16 18 20 22
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Overview > Session Summary MMnU>ANINAIINR

AMNWIHINAIIIANTIN LU UIBAaI2IIRIIZIVIRIAAUKUT 24 20U,

Session
40 4

304

0 T T T T T T T T T T T Hour

Overview > Top 10 Applications by Traffic aawsyu>10 LLawwﬁLm?uﬁiﬁ"ﬂmganm

waavdv 10 uanwwdntunldiayagean

| Top 10 Applications by Traffic
No. Application Traffic

1 HTTP-BROWSE 380.00 bps + /248.00 bps
2 CAPWAP 139.00 bps + /1.04 Kbps
3 UDP-COMMUTE 54.00 bps + /54.00 bps

4 SYN_ACK 41.00 bps + /78.00 bps

5 DNS 38.00 bps + /21.00 bps

6 OTHER-UDP 2700 bps + /25.00 bps

7 HTTPS 0.00 bps + /0.00 bps

8 TencentGame 0.00 bps + /0.00 bps

Overview > Top 10 Users by Traffic awsiu>10 ¢l tlazayagasn

uan9raya 10 KluvildtanagIan
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| Top 10 Users by Traffic

No. Username Traffic
1 10.10.1.2 487.00 bps + /373.00 bps
2 10.10.1.85 139.00 bps + /1.04 Kbps
3 10.10.1.18 27.00 bps ¢ /25.00 bps
4 10.10.1.9 27.00 bps + /29.00 bps

Overview > Log Record awsu>1tiuninnisidenu

Config Log ffuinn156aan

ffurinadnsaiagiiurinidseifinisvinuang sou dayanisaaulad AN5Iga1T M ANTEWLEN LAY
nstl&aunilas VLAN uagsasunisnsastiayariinuastiuvinuaziia

Log Record

Type 4 Updated at Content
Online/Cifling 2022-03-11 13:14:24 Device online
Online/Offline 2022-03-11 13:14:07 Device offline. The final time when it sends packets to Cloud is: 2022-03-11 13:12:37(It is an estimated value. The deviation is 1 minute.)
Onling/Cfline 2022-03-11 10:43:42 Device First connect to Cloud or Cloud address change
Qnling/Cifline 2022-03-11 10:41.51 Device First conneci fo Cloud or Cloud address change

Online/Offline 2022-03-11 10:34:57 Device First connect to Cloud or Cloud address change

Reboot 2022-03-10 14:26:34 Device restart
Reboot 2022-02-28 10:02:17 Device restart
Reboot 2022-02-21 21:34:01 Device restart

Firs Previous Page | 1 of 1 ax ast [ 10« ]8intotal

Port Log iiuvinwasa

TuinNITnvAINTRITUARAALLAZIAITUNITNTAILTUTIASIANARATULLLAZLIAN

Log Record

Device Log  Config Log

@ Recentlog VH u—l :.-I D B~
Operation Type Started at Ended at Status i Description Details
No Data
First Previous Page | 0 et Las 0 in total
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WAN
11N WAN ugastayauaywasa WAN dsgnauara Gi0/0 uay Gio/1

Basic

Speed Summary

Basic: uansaayaiiassunaswasn EG WAN syufiag IP, dufiaunad, uazdragune
Speed Summary: LFAIAAYAANNTIENAIA A1 Tudvd lusauzilaiuuaswasa EG WAN

Port Status: usaydauzaaInase EG WAN

1% v g =
U1 LAN waavziayauadwasa LAN s7u LAN2 §iv LAN7
| Port | LaNZ ~

switch Port (LAN 2) Subinterface (Gi0/2)

Duplex Ful Name P VLAN

Speed: 10000 G021 10.10.10.1 10
Gi0/2 11 192.168.11.1 19

Routed Port (Gi0/2)

i B G214 192,168,114 1 14
Gi0/2.20 192.168.20.1 20

Subnet Mask: 2552552550

. LAN 2.LAN 3.LAN GiD/2.30 102.158.30.1 30

4LANSLANBLAN 7 G2 6 192 16861 g
Description:  — E—
1. |6intotal

Switch Port: usavziayawasagindilsznauclis gLARALAZAINULE
Route Port: udndayawasaivuaidums isenavlidera ag IP, dufisunaduasduy
mastwaunan, sudowase LAN uasaAragune

Subinterface: uansiiag IP uaz VLAN iasavaasduvasinatias

Config > Configuration Backup List A1s6lemA1>51an15115815a92aan15609A

fuvinasdisavdaya Tude da'lWaniseedn, auie, LIa1, Tue wag MD5
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| Configuration Backup List
| Back up || Download ‘ | Restore ‘ | Delete | | Compare ‘
© -

File Name File Size Time Mode MD5 Description Action
H1P601K00584A 1646456536379 45.61K 2022-03-05 13:02:00 Auto a5e43012130749604fe55f3756895502 Empty. Details
H1PB01K00584A 1646382725813 44 30K 2022-03-04 16:32:00 Auto 529c0d8af0a540d9aibsie36f5146a9c Empty. Details
H1PE01KO0584A 1646216767665 44 23K 2022-03-02 18:26:01 Auto bb241c72880aad9a79212e2e12131451 Empty Details
H1PE01KO0584A_ 1646119266249 43.25K 2022-03-01 15:20:02 Auto b6edb7d98e552c443d48afb62e1181e8 Empty Details
H1PE01KO0584A_1646116029916 43 29K 2022-03-01 14:27:01 Auto 1279014 348a2b1978cdM23a51926701 Empty Details
H1P601K00584A_ 1646052197392 43.07K 2022-02-26 20:43:09 Auto f3add9cal3475i81d8163556b69503b24 Empty Details
H1P601K00584A 1646031119560 43.06K 2022-02-28 14:51:50 Auto €73d0c81731630b1be28442e034e91b8 Empty. Details
H1PB01K00584A 1646013907448 44 39K 2022-02-28 10:04:00 Auto €69bbdc0aacf0429be30e4cfa0625d8a Empty. Details
H1PE01KO0584A 1645866606067 46 79K 2022-02-26 17:10:02 Auto 8b37008d6ffafc5256Taea806dcc6fEa Empty Details
H1PE01KOD584A_ 1645609687944 46.76K 2022-02-23 17:48:00 Auto b&1a6dc2bccb8e663509ad16e4ddbice Empty Details

page | 1 |5 o3 Next Last [ 10< |30intotal

adn Current wauaninisdediilaatiu adn Backup lumih Config Details wiadsas
fayan1sdeAlaaii

Config Details x

Building configuration_
Current configuration: 47933 bytes

version EG_RGOS 11.9(1)B1153, Release(07242723)
hostname EG2100-P
[}

wilan-config 1 RJ_D0584A
ssid-code utf-8

tunnel local

I

ap-group default
interface-mapping 1 1 ap-wlan-id 1
1 v
ap-config all Y

==

Raniuvin uaymdn Download (WaaiTuaa lWan1569@1
WRaniiuvin uarmndn Restore tiwannsavmAaqLiu
Wantiuvintfien wIaralatdurin wazadn Delete tiiaaun1savan

iWRanxaviiuvin Adn Compare iatlsauviay

Compare

H1P601K00584A_1646382726813.txt H1PSO1K00584A_1646456636379.txt

.
1

Description sansaudla'ls adn Details Tuaadu Action wiaidalWassasaya
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Description

| | - [N

afbBe3875146a0c Details

POE

&6 PoE azgnuamay POoE Port List, s7udunain wasanieniaaw anuaiuisa PoE s&auy
PoE whinasuazmana PD

* Bunauie:

POE azudnvuuainsaifisassy POE wiu EG2100-P

Port Physical Port PoE-capable PoE Status Power PD class
portd Gio/o Disable off 0.0wW Unknown
port1 LAN 1 Enable off 0.0wW Unknown
port2 LAN 2 Enable On 3.9wW 3
port3 LAN 3 Enable o 0.0w Unknown
port4 LAN 4 Enable On 3.5W 3
ports LAN 5 Enable o 0.0w Unknown
porté LAN 6 Enable Cn 32w 3
port? LAN 7 Enable Gn 32w 3
1 [&]or = Last [ 10. |8intotal

Alarm asudvLbian

Adn Alarm wiadinuanisudvifiaufiuanemugaiuzaadnasn Ussiananusizadnisge
HINGINGE

Threshold vnauai

aadINTafAIUadiadIdauaILuUAIaVIaNAIA/anUAvALasANATuNTRIR N aLLfiau

| Alarm To configure alarm settings, click here. To apply the configuration to other devices, click here
Type Rule
Threshold @ Egress Channel Width

REMOTE_CONF_1 Uplink Channel Width 1000 ' M Downlink Channel Width 1000 M
REMOTE_CONF_11 Uplink Channel Width 1000 ' M Downlink Channel Width 1000 M

If the bandwidth exceeds =~ 80 % of threshold for 5 times, the alarm is sent

A&n click here | WaAIBuAnITRIAIASLEAY
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| Alarm Settings o 52

Type Status Alarm Threshold Email Alarm

Device offline alarm B
Device goes onlinefoffline frequently J20 % @
All device offine

Channel utiization

Device configuration changes

System indicator (CPU, memory usage, etc ) beyond threshold

Switch loop
Switch port status. =
Switch PoE exception -
Switch Port uplini/downiink rate beyond threshold -
Switch port has no traffic -
Switch port traffic beyond threshold -
Switch port high packet oss rate -
Switch port duplex mode -
Switch port rate - -
Switch PoE is disrupted -
IP camera may be offine -

Reyee network detected a new device -

Network loop occurs. -

adn clickhere \JaldnisAvuadidualnsaidu

Batch Application x

Copy Configuration

Threshold Port Status/Packet Loss Speed
Apply to al
SN MAC Alias Description

H1P601KO0584A 300d.9¢71.0c86 EG2100-P
H1PH745119402 300d 9ee7.e915 EG105GW
H1PTATCO01746 c0b8.e635.283¢ EG105G-P
H1PE01K009418 300d 9e7e f4a7 rujjieEG

H1QHBRLO4578C €cb9.7017.393¢ ReyeeEG

First Previous Page | 1 [$of1 Next Last [ 10+ |5intotal

OK ‘ Cancel

Port Status/Packet Loss Speed sauswase/anutirlunsgaidaniatin

an1sldeu Test, dlauiiag IP wiadalawuiiavinnisnaday ping wagAivuaaNuilunis
fudeuanaulfiau

Port Status/Packet Loss Speed Test @
Domain or IP Address www.baidu.com
If the Ping test failed for 3 times, the alarm is sent.

If the packet loss speed exceeds 50 % of threshold for 3 times in 5 mins, the alarm is sent.

Save Cancel

Tunnel 2Aasnny
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adn Tunnel (Wagsvdasnivtayalssinnengg 1y Telnet, SSH, eWeb #Ianaa1Nsas9
dasnerayaridivuaiasiiualnsaldinarsdviunisiangele

| Create Tunnel

Type:[ Telnet vl [ Create Tunnel ]

ALEINNIAgAaIMIT AMLEs19EuTY Tunnel List

| Tunnel List
a3
Type Host Port Destination Device Destination Port Expired at Status Action
elleb 35.186.146.18 10213 10.10.1.2 80 2022-03-11 20:48 Disabled Re-creaie
eleb 35.186.146.18 10343 172.26.4.248 a0 2022-03-11 17:286 Disabled Re-creaie
eleb 35.186.146.18 10164 Local a0 2022-03-11 17:02 Disabled Re-creaie
eleb 35.186.146.18 10328 Local a0 2022-03-09 14:41 Disabled Re-creaie
eWeb 35.186.146.18 10242 172.25.4.248 80 2022-03-08 13:30 Disabled Re-creale
eWWeb 35.186.146.18 10178 172.26.4.248 a0 2022-03-07 2338 Disabled Re-creaie
eWeb 35.186.146.18 10265 172.25.4.245 a0 2022-03-07 23:38 Disabled Re-creaie
eWeb 35.186.146.18 10190 172.26.4.248 a0 2022-03-07 23:38 Disabled Recreaie
eWeb 35.186.146.18 10274 172.25.4.248 80 2022-03-07 23:38 Disabled Re-creale
eWWeb 35.186.146.18 10104 172.26.4.248 a0 2022-03-07 2338 Disabled Re-creaie
1 of 37 MNext Last 10 | 366 in total
o _9° %3 o
5.5 Home Router 51inasd11suladluiinu
- A s o - -] A 1 Qs
t13an MONITORING > DEVICE waudaviuivialnsal uaridaniasaananatinauuuse

A = o
watdanadnsal

Home Router List ugnv2iayanviuaaadisitnasadusunruuunails uasdinsaaaya
nauiisndvsaviualnsaiianaauiidiile / lan1slauuuudatusié

Add A5

| Home Router List (Click "SN" to view details) Auto Refresh: LSS
Add Web CLI H Upgrade ] More ] 0 Selected SN, alias and description  Q
@ asic (ORF () Model
Online Status " SN Sync p Alias MAC ManagementIP  EgressIP  Clients Network Firmware Version Last Offline Model Descriptiom-E
Q Online )  Synced o 5 1 ReyeeOS 1.77.1321 | Latest - EW1200G-PRO  Add g
1 Jof1 Las [ 10« Jtin lota\Q

Add: uaavdenistinisiaasiadnaluninud isilusranisalnsallaunin Add

140



Ruijie Cloud

Add

Download and fill in the device information in the template.Up to 500 records can be imported each time.

Web CLI

| Home Router List

J Auto Refresh: o i
“‘ Upgrade H More ~ ‘ 1 Selected

Q
@ Basic RF Model
Online Status a SN sync 4 Alias MAC Management IP Egress IP Clients Network Firmware Version Last Offline Mode! Description Action
% Online 0 1 ReyeeOS 1.77.1321 EW1200G-PRO  Thisisadescipion [ g
(0. Jtintotal §
{

Web CLI: g5y CLI 2avainsaiiitdaniu Home Router List 151 CLI aguanafionIw

Running Status >  Current Mode

Glient ~ Current Time

Web CLI
SN. Background color: |l Il (] | Clear |
Version Please select the target operation on the left
Connectivity > Log

SN: UAAVUUILLAALASAY

General: usnvaayaidlluavansaiil Usznauliea Version, Log, Current Mode

waz Current Time
General > Version: usanv2insaasiduaaailnsaiil

General > Log: uanvaayatiuinneniuainaddivanainadnsaiiluuanaiie

Qs o u’g
General > Current Mode: usnvaayasnaiucn1sinviuaasailnsaii
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General > Current Time: usaavtatilastivaavalnsaiil

Ruijie Cloud

[
o

Web CLI

SN

General > Interface IP

Interface Status

Running Status > ARP

Client > DNs
Route
Ping Tool

Please select the target operation on the left

Background color: |l Il (]

Connectivity: LLamm"aagamaﬁaudawaaaﬂnmﬁﬁ sousie Interface IP, Interface Status,
ARP, DNS, Route waz Ping Tool

Connectivity > Interface IP and Interface Status: waaszayaduinasinunIgn 1IN

wavainsaiil

Connectivity > ARP: usinys1an1s ARP fi3uusuuailnsaiil

Connectivity > DNS: uany2iaya DNS Tuia3avuuailnsaiil

Connectivity > Route: uanvsiansidumenisausuualnsaiil

Connectivity > Ping Tool: anusalafiiansiavinisitiausaia3azinauasalnsaiile’

Upgrade idninsa

| Home Router List

“‘ Web CLI ‘| More ~ ‘ 0 Selected

@& Basic RF Model
Online Status SN syne Alias
)Cnline  G1PHBT7000360 ReyeeHomeRouter

MAC Management IP Egress P Clients Network

c0b8 e621 49fd 172265104 120.3511.195 1

RyeeNetworki_Auto

Firmware Version

Reyee0S 1.77.1321 | Lates

Auto Refresh L83 -

Q

Last Offline Model Description  Action
EW{2006PRO  Thisisadescripton [
—
| 1in total (=]
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Upgrade: dwinsaainsaiiigniianiu Home Router List wiadwinsailsuuls fida
uudNLNIA

Upgrade

Medel: EW1200G-PRO  Hardware Version: 1.00  Current Version: ReyeeOS *

Upgrade Version: ReyeeOS 1.77.1321 Firmware Details ‘ Select Firmware ‘

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

=

Select Firmware

Cloud Firmware Private Firmware
Selected Gloud Firmware: ReyeeOS 1.77.1321,EW_3.0(1)B11P77,Release(09132116) Eirmware Version, Release Note ]
Firmware Version File Size (MB) Applicable Model Released at Release Note
(] ReyeeOSs 1.77.1321 9.50 EW1200G-PRO::1.00, EW1200G-PRO: 1. XX E 2022-01-27 19:10:43
Previous Page | 1 of 1 ext Last | 10 - | 1 in total

Select Firmware: tdan Select Firmware wiatdaniilsuuisinazdwinse anaiu
nasduifiaguuaanauiaddiviansdadias (LAsuwITHIN
)

Upgrade

=y

Model: EW1200G-PR( Hardware Version: 1 ) Current Version: ReyeeOS o

Upgrade Version: ReyeeOS 177 1321  Firmware Details Select ERTware ]

Released at: 2022-01-27 19

Release Note: -

Upgrade Device: 1

Scheduled Upgrade
Advanced Settings

Start Upgrade [ Cancel

unavandantlsumsuarndan OK, aayanisideadruaviidsunisazusnslu Firmware
Details aavuaninsa
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Start Upgrade | Cancel ‘

Model: EW1200G-PRO  Hardware Version: 1 Current Version: ReyeeOS 1.77 132 =

Upgrade Version: ReyeeOS 1.77.1321 Firmware Details ‘ Select Firmware

Upgrade Device: 1

Scheduled Upgrade

Begin Date: | 2022/03/03 o Time Range: [00 ~ |- to
Advanced Settings ~

Max Retry Times

Start Upgrade | Cancel ‘

Scheduled Upgrade: usnsinaavilsuusstrarlunisininsaiilsuulsil

Upgrade *

Start Upgrade: | Cancel

Model: EW1200G-PRC Hardware Version: 1.0 Current Version: ReyeeOS 71321 x

Upgrade Version: ReyeeOS 1.77.1321 Firmware Details [ Select Firmware

Upgrade Device: 1

Scheduled Upgrade
Advanced Settings ~

Max Retry Times: |5

Start Upgrade | Cancel

iamMA

= © ®© ~ O

o

(% 4

- > o P e A o | &
Max Retry Times: srunainazaninasatilsumsiiiianssuiuni1saninsanauiiiiia
A

More auq

| Home Router List (Click "SN" to view details)

[ Web CLI | [ Upgrade H More ‘l 1 Selected

Auto Refresh o nB-2

SN, alias ar on

- - Move to
@®Basic (ORF () Model
Delete
& Oniine Status s/ Export Alias MAC ManagementlP  Egress P Clients Network Firmware Version Last Offiine Model Description  Action
G | g ] P
© online GipHe7,  Reboot ReyeeHomeRouter  COD8.621.49f0 172265104 1203511195 1  RyeeNelworki Aulo  ReyeeOS 1.77.1321  Latest - EW1200G-PRO  Thisisadescripion [

Firs Previous Page | 1 of 1 Last 10 1 in total

More: uda9yn15¥nIuaY q d1usuainsailu Home Router List, 551 Move to, Delete,
Export uar Reboot
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More > Move to: szuiasgiaainsaiimidanliliividsianduaaiiaydiiuuaaiie uas
AuavAandvanadniluiiv

Ruiie ¢ i | MONITORING ~ CONFIGURATION ~ MAINTENANCE Pnese
Select Project
AlLL
| Home Router List = @ Root ksl
&
#
@ Ba: R &
&
5 Oniine Status SN Sy Al s B Metwork Firmware Versio Last Offline. Mods Description Action
_ =
= DEVICE O o & | 1331 E PR il
otal
9 €
& 2
&t 1
¥ &
&
&
LIENT
5 abcdefg@11lconxls A smeF X

More > Delete: Waauailnsaiaanannaane

Ruq’.ﬁz& MONITORING ~ CONFIGURATION — MAINTENANCE

ALL Search Nework O e 00Msiatong_Kong | Manage Project || Take aver Network
¥ DASHBOARD
& TOPOLOGY | Home Router List (Ciick "SN" o viow details Auto Refresn o B-X
H ALARM n‘ veocu | [ uporase | [Toe = | 1 Selected SN, abias and descripon QL
® REPORT Move o
@ oasic RE Mot
Delet
Oniine tatus sl Alias MAC Management P Egress i  Clients Network Firmware Version Last Offline
2 pEVICE @owe Cithsy Rebool ] s 1 = ReyeeOS 177.1321  Latest
Bridge
& CAMERA
NV
#R. CLIENT

SEBET x

More > Export: wWadvaanzaya Home Router List uwuulwa .xls suUaausatailu
éhatinvlangvaan

More > Reboot: szylisynalnsainidanarugaruzaaulatiuuaaie

Home Router List Details 2ayashanisisaasanaluiinu
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| Home Router List (Click "SN" o view details) Auto Refresh O ez
‘ Web CLI ‘ [ Upgrade ‘ ‘ More + | 0 Selected SN, alias and description  Q
@Basic ()RF () Model
Online Status d SN Sync 4 Alias MAC Management IP Egress IP Clients Network Firmware Version Last Offline Model Description Action
@ Oniine 0 Synced 3 1] 5 1 ReyeeO0S 1.77.1321 | Latest = EW1200G-PRO  Thisisadescripion [ gy
e | 1 of [ 0. Jdintotal €

Basic: uvfiinavusnstayaiugiuzasansalfisiudeaaruzaaulai/aanlay SN, MAC, uu
wilv, IP nsdansuay IP &1e15aug, nataaw'lay, ta3azing, su, nastulilsuwisuasaiadune

Online Status: uaavaaucriaxiivuavalnsaiuuaaiie  idsznauldesa  Online,
Offline wacNot online yet

-
SN: usnvuueLaALASAY

Sync: usgavsnaiuraisdeanisAtviuaaidavalnsal souae Synchronizing,
Synchronized waz Synchronize Failed

Alias: usavdrasuaiifuuatavdusualnsaiil

MAC: usnsil mac aavaulnsal

Management IP: usgavn153an1s IP aavainsai

Egress IP: usinv IP 2naanuavin3aznaiialnsaitiilaag
Clients: uwaavainsaifidausadiugilasaitiluilaaiiu
Networks: usnsin3azinaialnsaifiilaat

Firmware Version: uanstasiuiisuwrsilasiivnasalnsaiil
Last Offline: usanvasvganaaiaalnsaifiaanlaiiarnaaie vinalnsailinaaa
Wilalazusanean -

Model: usnviuaavailnsaiil

Description: uanvdrasuradrusuainsaiil

- 1 9 v‘g o
Action: Ltamonmmauaﬂnsmuaanm NARIIGR

| Home Router List (Click "SN" to view details) Auto Refresh <o B-H
m‘ Web CLI H Upgrade | More ‘ 0 Selected SN, alias and description  Q
(O Basic @RF () Model
Oniine status sN syne Alias RF1(ChannellPower)  RF1(Channel Usage)  RF 2 (ChannelPower)  RF 2(Channel Usage)  RF 3(ChannelPower)  RF 3 (Channel Usage) Action
@ online Synced E 7/100 (22) 1577100 (19) 4 - ] =
e | 1 f e ([ 10- Jtinfotal
RF: usavaayanusiuaavalnsaiiisrudvaniuzaaulaii/aanlaii, SN, MAC, uuuely,

AsHvAIAINAINLULATAITETLTIUATS
RF 1 (Channel/Power): usnsf1auaing1(2.4G) uazaindsou

RF 1 (Channel Usage): uaavyn1sldavdageunaningluilasiiu 1
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RF 2 (Channel/Power): uanynisladavdayeunating 2(5G) uazrarwadgeu
RF 2 (Channel Usage): usanvynislddavdayeunaningluilayiiu 2
RF 3 (Channel/Power): usanvn1sl2davdeyaunaning 3(5G) uazainasenu

RF 3 (Channel Usage): usanvyn1slddavdeyananingluilaaiiu 3

| Home Router List (Click "SN" to view details) Auto Refresh o e
I Web CLI I | Upgrade | | More ~ ‘ 0 Selected SN, alias and description  Q
Oasic ORF @ Model
Online Status G SN sync Alias Firmware Version Model Action
@ online Synced Reyee0S 1.77.1321 | Latest EWA1200G-FRO ]
i (0. Jtintotal

Q
1 g 1 Qs &’ v’é’ = o L
Model: uv2iinazudavaayanusivaavalnsaitsrudesaaiuraaulai/aanlaid, vuna

d = o o O o . 1 o =
ALY, da1urANsANA, UIUNLWY, nasHutdsuS, uRzAISAILTIUNNS

Home router device details shaazidaaailnsaitsinastatuiiu

| Home Router List (Click "SN" to view details)

Auto Refresh o n i
‘ Web CLI ‘ l Upgrade H More ~ | 1 Selected SN, alias and descripton  Q
@ obBasic (ORF () Model
Online Status i SN Sync 4 Alias MAC Management IP Egress IP Clients Network Firmware Version Last Offline Model Description Action
@ Online G1PHBT Synced  ReyeeHomeRouter

1 Reyee0S 1.77.1321  Latest EWH200G-PRO  This is a description ]

[0~ Jtintotal 5

adn SN aavainsaiid online status ansyasaunayaniailuslaiuaie

i'?uafn'e& MONITORING — CONFIGURA]

Device Information

| Router Info

wice: GIPHETTO0036D

CPU Usage IR
| Comoctty =
14:00 18:00 22:00 =00 6:00 10:00
| Disgnose

9 - - - 9 Qs o A 1 = a (-4
U1 device information ﬂsznaumﬂmauawumai dauUr ASLaancaa ANtUIRE

= U =3 ‘J (4 =2
IPTV 1auniin DNS s5Uaui52 swmsmmwé"nmq 's'\mjm{’m”uaztﬁawmumn
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Router info 2ayatsnianas

| Router Info

Alias: ReyeeHomeRouter # SN: MAG:

Management |P: R Type: EW1200G-PRO Sync:  Synchronized
Hardware Version: 1.00 Operation Mode: Route Actual Master Device
Firmware Version: Reyee0S 1.77.1321

Description: This is a description #

SSID: qwert

A (-4 = o e‘Q} o o o
wundy, nuaaawasay, MAC, n1sianis IP, dszinn, nnsdea, nasdutilsuwisuaran
asune sTuAINNKNNLLE L AUADINDYASILATITISAAST T2 UL

- fo} o o s fg A | Q/ Qs Qs
Hardware version: uamdnasifuansaursilastivaavalnsaiil Musiaududuraya
udvasavailnsal

Operation Mode: uaavluuaiadnsaiilviniuag s:mdeseas AP 1A3asnu
deyeunarlsana ui3a Repeater wartviun WISP

Actual Master Device: udnvusaasudaalnsaiuidnuas Reyee Self-Organizing
Network (SON), uinsiisnimaséidienluin3azna uanvinadnsaidgrtiududividn

e o

SSID: usnv SSID Naanainalaaalnsaiilviug

Status s@aue

| Status

© Online Memory Usage CPU Usage Alarm: 0
@ Online Clients: 0
@ Weak Signal Clients: 0 e ° o

- P -~ ° cd a - A 1 o
Online: usavalnsainaaulalivazituruuavailnsainiinisiiaunadauanaiaaung
nun

Memory Usage: uanvain1siafonuniraainusiilagiivaavainsaiil
CPU Usage: uanvanlafonu CPU ilaatiunavailnsaiil

o e =3 o (g
Alarm: ugaviruiunaisuadifauinunatsaavginsaiil

— - '
Connectivity n1siaauna
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| Connectivity Last 24 Hours NS EEETS

2-24 2-25 2-26 2-27 2-28 3-01 3-02

o al 1 U u’g Qs o "I
Last 24 Hours/Last 7 days: wdavdarunisaitdaunaszuiitvadnsaidfdunarie adv
szaznanddmuunadvalnsaiaanlairinaatieduazscasannd oI uunudivg
dnsaiaaulaluuaane

Diagnose n1s3iiiig

| Diagnose

| | eWWet SSH

wAnvAvIBAstAfvalnsal Usznauaaa Web CLI, eWeb, SSH wag Tunnel

Web CLI: 1212 Web CLI 2a9ta3a9 Web CLI azusnadiogil

Web CLI

s Background color: [l Il (] ‘T
Version Please select the target operation on the lett

Connectivity > Log

Running Status >  Current Mode

Client .. Gurrent Time

o 1

U [~3 u’g
eWeb: szyivgiiuaavailnsaiiu
SSH: : sxyluizsvadavdcueyran SSH tnawngaulnsai (aunsai Reyee fivliisaviu)
Tunnel: usavrayadadyaavvuaNaadealnsal savsualnsailunisasie/

8919713 / tla 129 udavdauanarlusianis idiaunusaasluATnaIuany
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Tunnel (sn: ; x
| Create Tunnel
Type| SSH ~ 1 [ Create Tunnel
eWeb
undefined
| Tunnel List <& -
the tunnel is o tact us =
Type Host Port Destination Device Destination Port Expired at status Action
SsH 10379 Local = 2022-03-03 18:24 Connecting Disable Go
eweb 10398 Local 80 2022-03-03 17:53 Connecting Disable Go
eweb 10344 Local 80 2022-03-03 16:01 Disabled Re-create
eweb 10350 Local 80 2022.03-02 22:39 Disabled Re-create
eweb 10302 Local 80 2022-03-02 17:50 Disabled Re-create
eWeb 10385 Local 80 2022-02-28 12:36 Disabled Re-create
eweb 10333 Local 80 2022-02-28 1235 Abnormal Re-create
eweb 10107 Local 80 2022.02-26 18:39 Disabled Re-create
eweb 10209 Local 80 2022-02-24 01:30 Disabled Re-create
eweb 10302 Local 80 2022-02-23 21:19 Disabled Re-create
F Pre 1 of 12 Next Last ( 10~ ] 114 in total

1 as o Aa o ' o o ' 1
Type: usaavissinnadavdcusunandaya niuaya SSH, eWeb uaz'li'laniuaan 2av
.:l 1 o 1 [-v4 o ré’ o d‘ L74 1 74 d‘ & 2
mn'lliAnuaaisaviunisiinadnsaiiiduiadsinagsrvdavd sy atanicinatan v
alnsaidunaluinias GenrwaIuae

| Create Tunnel

Type: Dest. Device: Ple

renter the IP v | Dest. Port:| 80 @ | Create Tunnel

Local: usnvdasmeisvuaiiasivuualnsaiil

1 o'z’ | 9 P-4 g Qs L4 1
Global: wan21aIMIINIBNANGESIVAUTUTATINISURIATNAIUANY

| Tunnel List o
SN Service Host Port Destination Device Destination Port Expired Status @ Action

Web 10166 192.168.10.87 80 2022-03-03 19:15 Connecting Disable Go

0 SSH 10379 Local - 2022-03-03 18:24 Connecting Disable Go

gl Web e 10398 Local 80 2022-03-03 17:53 Connecting Disable Go
Web 3 10349 192 168.10.87 80 2022-03-03 16:13 Disabled Re-create
Web 10344 Local 80 2022-03-03 16:01 Disabled Re-create
X Web 10299 Local 80 2022-03-03 14:59 Disabled Re-create
> Web 10226 Local 80 2022-03-03 13:22 Disabled Re-create
)] Web 8 e 10223 Local 80 2022-03-03 13:05 Disabled Re-create
Web . 10218 Local 80 2022-03-03 13.03 Disabled Re-create
Web 10122 10.10.1.106 80 2022-03-03 01:46 Disabled Re-create

1 of 181 Next Last 10 1803 in total

Host: usnefiagj IP uasiase
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Port: usavviunaaawasauasnavdeyeyronil

- - - ] as X A = o e
Destination Device: wanvilaranivaasadavdauayrar Tununuuadedralnsaiiag
Expired: usnviaifizasniviluuaaigy

1 9 o Qs A J = =3
Status: usavaauzaavaaINy Uscnaunla Ardvidauca dan1s51209u was Aailnd

Action: saviunisilalaeru/#sr92dasnrvaayalusinaziaifivalnsainrudavdeyeyran

| IPTV
IPTV/VLAN IPTVIGMP
& B | | ] © o 0 %
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP
AN 3 2 E
LAN3
VLAN Type Internet ~

uAnvIAIdInsaLLaTAuaAIAaaNtid IPTV uualnsaiil

IPTV/VLAN: usavunvnasauarszyliininvuaan VLAN aag IPTV/ Tnsdwii IP wasa
WAN sav¥uuiin VLAN fiuainuana (Wunewe: nasiuaasalnsaimsidu ReyeeOS

1.55.xxxx dagynii)

® ©® 0 & ®

&k & | S :
oE StaticIP DHCP PoE Abnormal Copper SFP

WAN LAN Disconnected Disabled PP
WAN 3 2 1

o =3 o = A o
WAL I VILLLILILLNY Q‘ﬂ nsalazvinandavilssinnnasanazsiauy

IPTVIVLAN  IPTV/IGMP

& & i B i [ ¥ L]
WAN LAN Disconnected Disabled PPPoE Static IP DHCP PoE Abnormal Copper SFP

o8 B0

LAN2

VLAN Type Internet ~
‘ IPTV

| Save | IP Phone
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IPTV/VLAN IPTVIIGMP

& & f g C ( ¥
WAN LAN Disconnected Disabled PPPoE Static [P DHCP PoE Abnormal Copper SFP

T TN

O Please select a LAN port (Not supported on the
first LAN port).

| Dynamic DNS @

wlagannwase LAN wsn'laisas¥u IPTV/VLAN Seindlusiasi&anwase LAN 2 wida Lan 3 Tuumg
wasatiaduuam1lszian VLAN (sandsduinasidiea IPTV uazinsdwii IP)

| IPTV

IPTV/VLAN IPTV/IGMP

IGMP Enable «

@ Succeeded to apply

IPTV/IGMP: szyinilalaonu IGMP uuailnsaiil

IPTV

Automatically update your DNS
host each time when its public IP
address changes. Please first
register an account in either of the
DDNS providers: Noip
(www.noip.com) and Dyndns

(account.dyn.com).

| Dynamic DNS @

No-IP DynDNS

Service Interface wan0 2 e
Username

Password il
Domain

Save Reset ‘

szylvidiaviuaedl DNS wuu'laundnuualnsaifitaailaugrudunasinanisusans danlyd swa
[ waviawu leundin DNS sassunisalinaiaas DNS luiadaslaadnluidnnaseonidinisg
wasuuilaeiag IP sns1sae taaifusasiuiamny Noip uag Dyndns glvu3n1s DDNS vissas
sl

Service interface: sasfutanizwain wan zavainsaiiviniiu

Username and Password: szuifaglauavswaniuzastiyinamsdauuas Noip way
Dyndns
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' o 2

Save: svunaziiuina1sdaAianuad mEy DNS wuu'lauifin

o
g - |

Reset: 521713zauA1569A 1 InNa&I Sy DNS wuu'laundin

Speed Summary s5uUa1AULE

e
Last 24 Hours: The point represents the
| average speed every 10 mins
I Speed Summary [7] (st 7 Days: THe poink represants the Last 24 Hours Last 7 days
average speed every day.
{2 Uplink O~ Downlink
Avg Speed (Mbps)
0.08
007
0.06
0.05
0.04
003
0.02
001
0
2022-03-02 21:20:00 2022-03-03 01:20:00 2022-03-03 05:20:00 2022-03-03 09:20:00 2022-03-03 13:20:00 2022-03-03 17:20:00

sa95uMsadaAANI LRI LARs UL 24 N TuITiHIUNIUTa 7 Fuikunn uaslduTAYR
WiguardinduuaavfvrayannuiidlfvAuaraifvamuaisy Waldan 24 M1u9a&A
anlunnuanilazugasnnuiiiadanng 10 uv

I Speed Summary e Last 24 Hours Last 7 days

()~ Uplink -~ Downlink

Avg Speed (Mbps)

0.02 4 2022-03-03 10:10:00
0.01 = i Downlink : 0.040
Uplink : 0.000

0 .
2022-03-02 21:20:00 2022-03-03 01:20:00 2022-03-03 05:20:00 2022-03-03 09:20:00

)00 2022-03-03 17:20:00

iadan 7 Sufsnumn anluununindazuaninnuiadanniu douaasluamnaiuans

| Traffic Summary @ Last 24 Hours [EEESEEEIE

—~)- Uplink Traffic < Downlink Traffic

Traffic {MB)
400

300

200

2022-03-04
100 Downlink Traffic : 249.567
Uplink Traffic : 7.794

0+ -
2022-03-01 2022-03-02 2022-03-03 2022-03-04 2022-03-05 2022-03-06 2022-03-07

Radio List s1an1saduing

| Radio List O oo
RF Type Channel Power Channel Width (MHz) Channel Usage
5G 157 100% 80 16%
24G 7 100% 40 15%
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sryNATUIAIayanlduInguadalnsalil sunvdseian FR, day, ANAYIW, aunitvuaguas
wazgnsldnudavdyaad1niu 2.4G uag 5G

User List 2iaanilal”

| User List P
P MAC SSID RSSI AP Alias Band Traffic(MB) Manufacturer Online Time Offline Time
testssid -71 ReyeeHomeRouter 5G 0.000 2022-03-08 14:32:58
192168 110147 testssid -50 ReyeeHomeRouter 5G 0317 2022-03-08 14:28:23
1 oi 1 ext Last 10 « | 2 in total

uanvrayauavalnsailsaafidausadualnsaifisindeiag IP, Mag MAC, SSID, RSSI, uu
uvuavadnsal, uuue, RANIIWAN, Nataaulaluasataanlad

Log iiuiin

Device Log Config Log

o - R

Type Updated at Content
Online/Offline 2022-02-25 11:36:17 Device goes online for the first time
Online/Offline 2022-02-25 11:19:09 Device online
Online/Offline 2022-02-23 22:49:.07 Device offline. The final time when it sends packets to Cloud is: 2022-02-23 19:40:07(lt is an estimated value. The deviation is 1 minute.)
Online/Offline 2022-02-14 11:22:23 Device goes online for the first time
Upgrade 2022-02-02 11:17:23 Device version from ReyeeOS 1.55.1915 to version ReyeeOS 1.77 1321
Reboot 2022-02-02 11:17:23 Device restart

Previous Page | 1 of 1 Next Las [ 10 = ]6 in total

Device Log: iuvinainsalasiiuvintdayanisidlaundasaaruzadnsailuade srudvaaulail/
aan'layd Jue asdlaunilas VLAN avsidasundaviayawasanaziuvinnisadinse wazsas
FunmsRuAuaulssiantiuvinuazszasiian

Type: uaazayatiuvinaaulaii/aanlai 3ua a1stlaauuidas VLAN nsuldouunlasaa
yanase waciiuiinnisadinse

Updated at: usasnanniiudinilsingdiu

Content: uanvtilauinaazidanuasiiuin

Config log fiusinn1séean

Device Log Config Log

q History Log VI l 2022/03/02 14:28 o -

\ 2022/03/08 14:28:51 =

Details

Operation Type Started at Ended at Status Description

=+  Update EasyNetwork wireless config  2022-03-08 14:28  2022-03-08 14:28 Succeeded Config: RyeeNetwork1_Auto_Auto Generated;...

Page 1

10« 1in total
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Config Log fiuvinnsvinuluadediniuailnsaidl srudvilseiannisvinenu nainnisaiiuv
nsflBusduLardugn &auy diafune uavseandun sassuadnsalifiadumiiudinandgauas

L1

Tunnilseiftaanisilanalvian

Device Log Config Log

q History Log v| I 2022/03/02 14:28 5 - I 2022/03/08 14:28:51 lm LE -

Ended  R€CENt Log

Operation Type Started at Description Details

4
4  Update EasyNetwork wireless config  2022-03-08 14:28  2022-03-08 14:28  Succeeded  Config- RyeeNetwork1_Auto_Auto Generated;...

5.6 Bridge 1504
Add wiu
\§an MONITORING > DEVICE > Bridge iausnosnanis nsusadlsans

adnilu Add Walnuadnsaliinlulasenis aadsalRaniatiualnsallaalWuRINaLRY
aaviumananialwadimnunanuunyd

Ruiie C> MONITORING ~ CONFIGURATION ~ MAINIENAN

Downioad and fil In the device Information in the template Up 10 500 records can be imported each time

«
s s ; .
8 DEVICE ‘f
| D )
=
(8]

Entering SN in the cloud ilaunsnaiaaiaiasluaads

adnilu Add a Device ialfinainsailulasenis:
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Add

Download and fill in the device information in the template Up to 500 records can be imported each time.

Upload Template File l Download Template

Add a Device

i

AsanMINELRALATaILR UL aRa ATl

Add *
1 SN| \ Aiias| EST310 l
2SN | ‘ Alias | | I
3 SN| ‘ Alias| | oo+
Batch Import l QK I l Close ‘
| Wireless Bridge List (Click "SN" to view details
m Web CLI l Upgrade l More ~ 0 Selected
Online Status i SN Sync g Alias MAC Management IP Egress IP Network Firmware Version Last Offline Model Description ~ Action
© online Synced EST310 300d.9ed6.d3a6 192.168.110.41 120.35.11.195 EST AP_3.0(1)B2P28 Release(07220919) ' Laiest EST310 Add o
Firs Prévious Page | 1 0 & 10.  ]1intotal

Add devices by uploading a batch template file. vinainsaiiaaAniWainuwanuwund

aénilu Download Template amiuinan lWdnuiwanuunddiviutasonisi:
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Ruiie £

MONITORING

CONFIGURATION MAIN

Downioad and fil in the device information in the template. Up to 500 records can be imported each tim
| Wireless Bridge List

sl

o

Tuvin

nsanuunaaualnsaiuazuunduasalnsaiuay

& [ D

a&nilu Upload Template File iadninaalWdmuinanuwunddrniulasenisi:
Add

Download and fill in the device information in the template Up to 500 records can be imported each time.

Upload Template File [

Download Template

Add a Device

Close

WWanlWamuwaniudlauarndnily Import:
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Add

Download and fill in the device information in the template Up to 500 records can be imported each time.

EST 79941 template.xls

Import

Add a Device

AutoRefresn: @ © - 2

| Wireless Bridge List (Click "SN" to view details)

WebCLI || Upgrade || More ~ ] 0 Selected

Online Status 4 SN sync i Alias MAC Management IP Egress IP Network Firmware Version Last Offline Model Description  Action
© Oniine EST1  3004.9ed6.d3a6 192.168.110.41 120.35.11.195  EST AP_3.0(1)B2P28,Release(07220919) | Latest EST310  Add o
@ Never Online EST2 EST Add m
=] page( T Jo (o= J2nws

Web CLI
\§analnsaiuazadnilu Web CLI wiailaudunasiny Web CLI:

D
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Web CLI
SN
Version Please select the target operation on the left
Connectivity > Log
Running Status >  Current Mode

Current Time

General > Version: adnifiaugnsasiuuasusas
General > Log: adntfiaudnd syslog uasusas
General > Current Mode: adniiauandlnuaiiusasladouat)

General > Current Time: adniiauandnariaatiunasusad

Web CLI

SNt

General > Interface IP Please select the target operation on the left
Interface Status

Running Status > ARP
DNS
Route
Ping Tool

Connectivity > Interface IP: adnifiauansiiagduinasina IP aasusad
Connectivity > Interface Status: adniiaugasdauurduinasinuuadusa
Connectivity > ARP: a&nuiauandnisny ARP zasu3as

Connectivity > DNS: adnidauany DNS zasusad

Connectivity > Route: aniiauandtdunaasusas

Connectivity > Ping Tool: adniiavinnisnasaunisils
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Web CLI
SN
General > Memory Please select the target operation on the left
Connectivity >

Running Status > Memory: adnifaugnsdayanidaaiudnuausas

Move to el
t8anaidnsal Wireless Bridge List, ndn More > Move to, L&danTlasensuazadn OK

| Wireless Bridge List AutoRefresh; @ & 2%~

=N - 3
: ,
Online Status Sync Alias MAC Management IP Egress P Network Firmware Version Last Offline Model Description  Action

AP_3.0(1)B2P28 Release(07220919)  Lates EST310 o

More » | 1 Selected

® online Delete 3004 9e¢6.0326 182.168.110.41 120.35.11.195
Never Online Export Waiting ESI2 =
Reboot
L 0. J2intetal

Select Project

= @ Root

5ia tE51123 1

=

i g Testhotel

&

4 testex

& 11
1111111111

s AC_Group

s RyeeNetwork1_Auto

&

& hrndigt
53 aedfdfd
o test214
Training
s VPNtest

=

luo

s PPSKiest Auto

Delete au
a&n DEVICE > Bridge > More > Delete \iaauu3ad

160




Ruijie Cloud

Export gvaan

a&n DEVICE > Bridge > More > Export uiiagsaansanisusadlsans

| Wireless Bridge List (Click "SN" 1o view details AutoRefresh: @0 © -2
n wencll | | upgrace ‘ More = | 0 Selected
= Move to = =
Online Status i Sync 4 Alias MAC Management IP Egress IP Network Firmware Version Last Offine Model Description  Action
@ oOniine Delele IETD 300d.9ed6.d3a6 192.168.110.41 120.35.11.195 EST AP_3.0(1)B2P28 Release(07220919)  Latest EST310  Add o
@ Never Online EsT2 EST Add o
Reboot
1 [ 10« J2intotal
Status | SN [ MAC [ Alias MGMT IP Public IP | LastSeenon | Group | Model | Firmware Version 1 Description |
Online [§ - 300d.: "I TETD  192.168.110.41 1200 — W - 2/EST| EST310 | AP_3.0(1) i i
Not Online Yet ¢ e EST2 ;| =" m/EST

Reboot 336

a&n DEVICE > Bridge > More > Reboot uiia3ansnusas

| Wireless Bridge List (Ciick "sN" 1o AutoRefresh: @ © -

m webour | [ upgrave | [“more= | 1 Selected SN, alias and desc Q
.y Move to .
Online Status i Sync 4 Alias MAC Management [P Egress P Network Firmware Version Last Offline Model Description ~ Action
® onine Dekels ;meed  TETD  300d0ed6.03a6 192.168 110.41 1203541195 EST  AP_3.0(1)B2P28Release(07220919) Laies EsT3i0 Adg o

Export Waiting EST2 EST

—
F P Page [ 1 o [ 10+ J2intotal

E
(=]

& Never Online

Device Information 2ayaainsal

aén SN agrayausas

| Wireless Bridge List (Clic

SN"to s AutoRefresn: @ O -

m‘ Web CLI H Upgrade H More + ‘ 0 Selected SN, alias R Q

Oniine Staws SN Sync Alias MAC Management IP Egress IP Network Firmware Version Last Offline Model Description  Action

dd

>

@ oniine I i Synced IED 3004 9ed6 0326 192.168 11041 1203511195 AP_3.0(1)B2P28 Release(07220019) | Latest EST310

=]

EST
EST

E |
El

m
@
i~}

) Never Online

1 e as 10a  |2intotal

Device Information 2ayaainsal

Device Information

| Device Information

Alias: TETD # SN: CA MAC: 300d.
Management IP:  192.168.110.41 Type: EST310 Sync:  Synchronized

Hardware Version: 1.00
Firmware Version: AP_3.0(1

Description. ¢

Alias: adntlawalaurnwHvzasusaa
SN: LIFAINUILLRULATAIAAIUIAA

MAC: uandviag MAC 2a9usas
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Management IP: uansiiagnsdnns IP uasusad
Type: uL&a9UAILIAT

Sync: anagauinnsaealagndealuiuzaiviads
Hardware Version: uanyansauwisiiastiuuasisad
Firmware Version: ugaJiiastiuuasusad

Description: adntwaunludiagsunauasusad

Connectivity n1siianea

| Connectivity

20:00 0:00 4:00 8:00 12:00 16:00

| Connectivity Last 24 Hours

3-09 3-10 311 312 3-13 3-14 3-15

Last 24 Hours: uaadnsidiausiaszuninouiasuay Ruijie cloud Tu 24 flueisinuin

Last 7 Days: uandnisitfausiaszuineusasuag Ruijie cloud 1u 7 Suiniuan

Diagnose n1531isia

| Diagnose

| Web CL H eWeb || S5H H Tunne

Web CLI: adnuiaiila Web CLI
eWeb: ndnifiaasraaiasnie eWeb lilainsaiuzad
SSH: adniiaas19tan19 SSH Wliiansalusas

Tunnel: Adntiags1zdaIng

Neighbor Device List s7an15ailnsaiiiauiiy

aénilu Neighbor Discovery iiaduvnusadlsaadiduly LAN ifendu
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| Neighbor Device List

Neighbor Discovery

Metwork Account Discovered at Action

W}

Mo Data

Network: usadtiata3aznauavailnsaizinaides
Account: usnviigyfinaisialnsaitradasat

Discovered at: uaavnarnaunutialnsaunuLasIguysal

Device Log ffuvinainsai

DeviceLog  ConfigLog

B o SRR

.........

Type: ugaviszianuaviiuvinainsal
Updated at: uanoniaifiasoiiuiin

Content: ugnynaasidaauadiiuvinainsal

Config Log fuvinn1sdean

C

urinaisdeAasiiutayataundonisdermngnldony uarsassun1sAUMANNTAIULLALIIAN

Device Log Config Log
0. Recent Log v.| | G | ‘ = ‘ o -
Operation Type Started at Ended at Status " Description Details
+  Update CWMP period  2022-03-16 19:55  2022-03-16 19:55 Succeeded CWMP period:180
+ Device name changes  2022-03-1619:24 2022-03-16 19:24  Not supported or the device is configured  Report the SN of device with config change: C...
+ Device first online 2022-03-16 19:23  2022-03-16 19:23 Succeeded Device: CAP91AS015076
4+ Configure device name  2022-03-16 19:23  2022-03-16 19:23 Noi needed Device name is set to [TETD]
+ Device first online 2022-03-16 19:22  2022-03-16 19:22 Succeeded Device: CAP21AS015076
= Device first online 2022-03-16 19:21  2022-03-16 19:22 Aborted Device: CAP21AS015076
1 et [ 10~ |6Bintotal

6. Camera n&ay
6.1 Cameras Automatic Identification naasscusdnluila

a) YdayanFugvunvusiaualu 30 v

b) a&iadsrusindayanat MAC
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¢) asavidaudadu ESW wia NBS

6.2 Cameras with NVR Identification naasfianuanuisalunissyy NVR

a) ainsal Ruijie Cloud HTTP &unsat2inge NVR tiasudayaiiigidassiudasnig

b) ainsaisasiurasdyana uazansaile Layer-3 aavansai/NVR ‘16

c) 2aya NVR: #ag IP, Wyduavswasitu
6.3 Topology 1miniad

topology uaunniiiauzasaarugnaadnas NVR

Advanced

6.4 Cameras naas

cameras list yaunwigzdauuasgausnaag

o

o}

| & Camera
Camera Detected | Detoct ‘ ‘ Caneralt ‘ | i | (Update Time: 2021-09-02 09:45:11) | All Switches
Status MAC Channel No. Channel Name: P Switch Port POE Status

~ @ online = - - Gif1 Enabled

@ Online = = = Gi12 Enabled

© Online & - - Gi13 Enabled

Add NVR @ Oniine . - 2 s Git4 Enabled

@ Online 5 - - Gits Enabled

@ Oniine : - - Gi16 Enabled

@ Online % 5 = Gi7 Enabled

@ Oniine 7 - - Gis Enabled

@ Online : s @ Gig Enabled

@ Online = - - Gi10 Enabled

Uplink/Downlink Speed
845.95Kbps/26 69Kbps
2.65Mbps/28.88Kbps
2.65Mbps/27.85Kbps
1.46Mbps/26.22Kbps
1.66Mbps/26.21Kbps
2.19Mbps/26 58Kbps
2.65Mbps/27.68Kbps
1.19Mbps/26 87Kbps
1.81Mbps/26.18Kbps

1.29Mbps/26 68Kbps

Action

Cameras list shan15naay
Status: uFavaauzuaInaay: aaulau nia aanlaud
MAC: u&adiiag Mac uavnaad

Channel No: uwaasnunaaurdasduaunanaaduu NVR

I~

[

Channel Name: uaaynunaiaudaddauaunanuy NVR

[ s~

IP: uandviag IP uasnaas

' '
= | Qs

Switch: uansaindidansadunaay
Port: usadwasaaindiidansafunaag

PoOE Status: ua&nyaanuy POE wasaainad
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Uplink/Downlink Speed: usasanuiiidl&va/anudvauuuizaalnizasnasasinad

Action: a&n Delete fiaaunaavaanannsanis

* vunaie:

nfavsculaanssusvdayaagliugaeniag IP Tusnanis naasniszylag NVR &unsausaan

atj IP uazdayadavdauana

6.5 NVR

a) NVR list azusganinigiiaugaiug NVR

| NVR List

| Add NVR H Check Connectivity H More ~ |

Status Name P Vendor Username Switch Port Camera Qty

ted a

Update Time

57

Action

NVR list 5nan15 NVR

Status: uaavaa uzaad NVR: danisifiausaviadansa
IP: uaadviat IP wag NVR

NAME: uanoifa NVR

Vendor: uandpianning NVR

Switch: uaavaiadiidansia NVR

Port: usadwasnainidviidansa NVR

Camera Qty: Ltamaﬁmfﬁna"amﬁamiaagi

Update time: ugaunardlinagaiusa1gn

Action: #1d9:

a) adnwAluatazautNawAluIaay NVR Tusanis

b) m&n Check Connectivity Wansragaunisidiausadyu NVR

| NVR List
Checking...

Check Connectivity

Status Name IP

Q

Run in Background

mera Qty

c) ndn Add NVR wiaifin NVR sediias
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Add NVR x

User Agreement Usage Guide

1. The user shall have the administrative and using rights to the target computer system. It is prohibited
to use Ruijie Cloud to log in to unauthorized devices, and Ruijie does not assume any responsibility for
this.

2. When the user provides the required credentials to log in to a target computer system, the user
authorizes Ruijie to log in to the target system through such credentials and authorize Ruijie to obtain,
transmit, and store information about the system’s hardware features and network status.

3. The system may have higher security risks after connecting to the Ruijie Cloud. Ruijie is committed to
ensuring the security and integrity of the information transmission and use of the system, but the
relevant content is only reference to equipment operation and maintenance. Ruijie does not guarantee
the completeness and accuracy of the information

4. Ruijie reserves the right to terminate this service if the user infringes the copyright of a third party and
Ruijie is notified by the copyright owner or the copyright owner's legal agent

5. The service may be adjusted or suspended due to technical developments and other external factors,

and Ruijie does not assume any responsibility for loss caused by the discontinuation of service

| agree with the User Agreement

P

Vendor | Hikvision v

Username *

Password -
Alias

Uplink Switch Managed switch (including smart CCTV switch v | =

IP: ilaufiag IP wag NVR

Vendor: dangd1mina NVR 50919 Hikvision, Dahua, Tiandy, Uniview, Huawei
Username: l&faglzduas NVR

Password: 1a&sW&eiuzas NVR

Alias: ilauuuunsuas NVR

Uplink Switch: danjuuavainddddvd

7. Client ainsal

aUnsaliA3aznaazuandu
UNLLUG:
sadiandnsalugadtanizalnsallsane

Online Clients ainsalaaulau
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| Client List @ S T

Oniline Clients ~|  Advanced Search

1] MAC Alias AP SN SSID AP Alias Band Traffic (MB) Manufacturer Online Time Offline Time
172, G 246 2434 - 2022-03-04 02:48:05
172 - c 246G 348.057 Xiaomi Communications Co Ltd 2022-03-04 05:04:59
17z G 5G 202.366 Samsun. I} 2022-03-04 04:57:18

17 6 246 0072 Samsung 2022-03-04 071047 - A

17 G 246 44307 Xigomi Communications Go Ltd 2022-03-04 025127
17 % 5 246 1343 Samsung 2022.03-04 04:52:10
172 6 56 0305 = 2022-03-04 07:01.09
172 c 246 92205 8 2022-03-04 05:00.55
12 e 246 1181442 Samsung 2022-03-03 204857
1 1 & 56 7519 Xiaomi 2022-03-04 07-16.06

IP: udaviiag IP lue3asuavainsal

MAC: uandtiag MAC 1adainsal

Alias: ugavuruupvuavailnsal

AP SN: u&AIUINLLAULATIUAY AP

SSID: u&nv SSID 7iainsalifiausiasn

AP Alias: u&asuuuwpg AP ﬁaﬂnsaiw‘?'amiam“m
Band: ilauuuureuas NVR

Traffic: uanvLsnansFuRIdayaionuaaasailnsal
Manufacturer: usadNanUavYALNTAL
Online Time: u&asaraaulavuavailnsal
Offline Time: usaynaraaWlavuavailnsal

History Clients is¢ifuavailnsal

| Client List @ S 2z B-X

2022-03-14 ‘ Advanced Search

MAC C ‘ AFSN‘ & N ‘ SS\D| S ‘ ‘ Reset ‘

‘ History Clients v ‘

P MAC Alias AP SN SsIiD AP Alias Band Traffic (MB) Manufacturer Online Time Offline Time
101 de = G1 I 246G 0.002 = 2022-03-14 16: 4 2022-03-14 16 33
¢ G 246 0.000 on 2022-03-14 16:40°2 2022-03-14 16719 i
10 - G . 5G 4121 - 2022-03-14 1t J2 2022-03-14 1€ 25

savsunsAumialnsaiuu MAC, AP SN uag SSID
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A UUZLINSHIAN

1. Project Management n153an151A59115
1.1 Add Project Group iunauiasons

a&n Add Project Group wialfinnautasenisiui nauiasenmssenausiananaiaiang sin
diiaudnddoia3aznauasdonia ias viaussn

| Project Management How to Use?

Q | Project Info

‘ = @ Root
Root
oo &
Pro oup incl

32~

2 PPSK * ———————————
& EST

5 test123 *
582 Cloud_Auth_Test *
sis RyeeNetwork1 * | Project List

des many networks. You can use it to repres

Add Project Group X

| Project Management How to Use?

Name test ‘ .

i I Froject oy Project Group

‘ - & Root R
s PPSKtest -
32 % -1 S 1
s l Save ‘ Close |

i PPSK*
: ‘ Add Project '.3‘[.,.,_T=_

8 o

Fa9FUNISLANNANTATINITUIATATINNTANATENRUTATINTS

| Project Management How to Use?

& GTAC_Reyee *

Project Info
g Cloud_Auth_Test Auto I

2 AP710 &
& 1 @ ¢
| = B1 Project group includes many networks. You can use it to represent the network of a province, a city or a company
&1

s ZWT281127 ‘ Add Project Group ‘ Add Project

wei zhang
s test100

* B

Tlisassunisiinalnsailunguiansanis naulasenIsdlNaInNITBRNETATINNG

1.2 Add Project wiulasens

a&n Add Project uialfintasenisina
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| Project Management How to Use?

Q | Project Info

| - @® Root
Root
s PPSKtest -

&2t
& PPSK *

o ‘ Add Project Group | Add Project
s EST —

Stepl LANTASINNS

Add Project-

| Basic Basic Information

| Basic
Name
Management Password @
£ Note: For project security, please configure the
management password first. The management

password will be used for the eWeb systems of all
devices in the network.

The management password must

1. have 8 to 31 characters
2. contain 3 of the these character types:
* lowercase letters: abed....
» uppercase letters: ABCD
« numbers: 0123 - i
« special characters: <=>[||@#8*()... -
3. not contain the word "admin” |

4. not contain spaces and question marks

* nunaia:
SURNIUNITIANTEAIUTLNALGAIY 4 2a296iU

Name: ilauftalasinis Tusailauanauseliiu 32 67 dedsznausliadanis fiau wiade
a19()

Scenario: L3andaunTANILUUNTINAUFAIUNTITAIRFIUDIRNA
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Time Zone: danaanunisaiignaraguilagiiu

Type: \danissianuadiasanis mndinauinsataaslulasinisaadtdandsyian “AC + Fit AP”.

Bind Location: ilausaiuilulasenis

Step2 WiFi Settings ¢isa1 WiFi

Add Project

SSID: ilauita WLAN 21291a59n5

=y a

Password: 8an3ian151219%& SSID wayswanu

Hide SSID: danaiaunsaixauwns SSID

Radio: LRaninansasnisiile

IP Assignment: \dansuniefignarsuiiag IP 10

5G-prior Access: asaYualnsalfigunsalydoru 5Ghz wazduagduainud

Taugniualnsaiguian

#194 2.4Ghz

Speed limit per Client: asmuANANNATIVRAIARIFYaNE VS UHTUs Rz aLiausa

fu WiFi 4

Speed limit by SSID: n1sauANANATIVEAI ATy N adIBTLLSINaNsFuRI TRy AT

vualu SSID §
Step 3 Add Device \inailnsai

laununaauadnsainazuuwe
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Add Device ———*Add Device

AP Switch Gateway  Home Router  Wireless Bridge Ariied Eouiesent

AP o
1SN Alias ]

Gateway o
28N Alias [}

Switch o
3SN Alias m Home Router o
4N Alias (T Wireless Bridge o

View Details
[ Batch Import 1 | cancer | ‘ Save & Next

Batch Import dinwinuunad

anUTuaswan launinaaualnsal aUnsal wazuuuwse TUAsHLLLMNWES
flTuanlWadnunwan winalnsallu? Ruijie Cloud

* nunaia:

fgniununan aadusaliinmunaa lagega 500 snanslunsasas

Add Device ———* Add Device
AP Switch Gateway Home Router Wireless Bridge Added Equipment
AP (4]
Download and fill in the device information in the template.Up to 500 records can be imported each time
Gateway 0
Switch (3]
Home Router o
Wireless Bridge Q

View Details

Upload Template File [ Download Template

Add Manually Cance | Save & Next
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Finish # Finish
° AP: 0, Switch: 0, Gateway: 0 , Wireless Router: 0 , Wireless Bridge: 0
AP Switch  Unauthorized Gateway  Gateway Home Router  Wireless Bridge
No SN Alias Action
No Data
| 10 - | 0 in total
[ciose |

1.3 Add Sub Project uiuiasenistan

a&n Add Sub Project iiaifiniasanistasn

| Project Management How to Use?

| Project info

aedfdfid < & m

| Project List

Name Parent Project Type Devices

Name: ilauffalasonistas Tusailaudnaseliiu 32 61 destnausaddnes ey wia
dnaa( )

Parent Project: &anTasonsiiiilulasenisean

Wireless Configuration: #@19a9a1n1As9N1TUAN

Bind Location: szuwidolaseniseas
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Step2 winainsal

Succeeded!

0 AP0 Switch 0 Gateway &

No Daia

Add Device Dew
ten : o Added Equipment
AP o
15n s
Gateway o
250 A
Sutch
ai aias Home Router
4S8N Alias i+ Wireless Brdge o
et
Fiish +Fm

1.4 Project List 5nan1351a59075

1.5 uaanaazidanlasenis NauanugzaInlgnAinagaudaiuslasanig

| Project List

Name
PPSKtest
32
PPSK
EST
test123
Cloud_Auth_Test
RyeeNetwork1
EG2100
GTAC_Reyee
Cloud_Auth_Test_Auto
APT10
1
Location1

i

Parent Project
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT
ROOT

ROOT

Type
&% Project
&% Project
&% Project
&% Project
5% Project
&% Project
&% Project
&% Project
&% Project
&% Project

&% Project

&% Project

Devices

0/1

0/0

112

11

5/9

0/3

0/1

519

111

0/0

01

0/0

o/o

0/0

Alarms Action
[} < @
0 < £ @
0 < & @
0 = £ m
0 < I}
0 < £ m
0 2 22 @
0 < £ @
] < @
0 < @
0 < £ m
0 it &
0 @ &
0 < £ M

R R RRRBRR R

%

(8

Advanced
{0} Dashboard &2 Topology = Wireless
{}Dashboard  &sTopology = Wireless
{Dashboard  &sTopology = Wireless
{}Dashboard &2 Topology = Wireless
{0 Dashboard  &sTopology = Wireless
{}Dashboard &2 Topology = Wireless
{0 Dashboard &2 Topology = Wireless
{0} Dashboard  &2Topology = Wireless
{}Dashboard &2 Topology = Wireless
{}Dashboard &2 Topology = Wireless
{0 Dashboard  &sTopology = Wireless
{}Dashboard 2 Topology = Wireless

Name:

LRAIAD TATINS

Parent Project: uanslasenisiiagaalulasenistas

Type: udavissian: Tasvn1suiangulnsdnis
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Devices: uanvailnsailuinsenis, Green No vunadvailnsaiaaulaii, Black No wunaév
AuusNUavalnsal

Alarms: &9a1nTATINNTUAN
Action: adniuiiadLiiunis: N5UATLATINNT JIUAU AU LRLLA LY

Advanced: adniuiWasusaasidaatiuifn:uaruasa, Intwiad, adnsallsane

1.6 Project Sharing nsuusiasens

Ruijie Cloud sassunisuasiaseasdutiydau tialdsindudukldsadudniuanadauuas
A0N1T AUEINNTAAIAIAINNYAGaILNA TNITLATLATAZN LN ENLRNKAYINNLIANTNAINUA

w.

a&n share with iaas1dednisuasliiduNau

o

| Project Management How to Use?

Q | Project Info

‘ = @ Root
Root
% PPSKtest o

a2

% PPSK * _—
Lo ‘ Add Project Group ‘
& EST e

s test123

3 Cloud_Auth_Test *
s RveeNetwork1 * | Project List
& £G2100

Name Parent Project Type Devices  Alarms Action Advanced

% GTAC_Reyee *
5 PPSKiest ROOT &% Project o 0 g m 2 i} Dashboard s3Topology = Wireless
& Cloud_Auth_Test Auto

32 ROOT &% Project 0/0 0 % £ @M 2 {3 Dashboar

& APT10 L 2 Topsleg:
= @1 PPSK ROOT &% Project 112 0 < & M@ 2 1) Dashboard & Topolagy eless
=l EST ROOT 5 Project 11 0 < & O 2 2} Dashboard &% Topolagy eless
sk ZW7281127 test123 ROOT & Project 59 0 < S 0 2 2} Dashboard  SaTopology = Wireless
I wei zhano
Share with

Read & Write

@ Read-only

terAcception | 1Month |

Valid to 2022-03-24 23:59:59

‘ oK H Ca'\ce\|

Permission: L&annsaugnad1niulennisuus
Read & Write: asyadauuasinnisiaaaiig
Read-only: asyagautaniziaIazing

Validity Period after Acception: Ldan2gian
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Message x

Please copy and share the following link. The link will be invalid after bound with an account.

https://cloud-as.ruijienetworks.com/admin3/config/share CodelmportNet?code=95AT977TETF1749C4BC” ‘

Copy

Faaanuavuusdorludotigydau

A&n Receive 1asuT1As9n1s

Message X

There is a network to be received. Are you sure you want to receive the network?

Network PPSKiest
Sharer ab***fg@111.com
Tenant abcdefg@111.com Edit

It is recommended to enter the name easy to remember and distinguish

NFusnsatdauzu URL waziingssuuiiasuinsenis

Message E

Succeeded to receive the network "F st

You can switch the tenant to check the network.

Rugie >

S, ren-testas-001

- Search

2, TesterB &z~

@& 1653454930@qq com &

A, ren-testas-001@yop... £ ~~

MaCc1621567971139

Secen_eg32_msw_05

A testas-003

)

-~

A, Customeri

[
p)

A Willi@ruijienetworks .. &~

A, allen lu@deepadapti .. £ -~

navnlasuiaTarnaaraaullfoinsatn a6 Taaan Tula

Ruigie (> MONITORING ~ CONFIGURATION ~ MAINTENANCE

A | abcdefg@111.com A
PPSKtest Search Network Q.
Q Search |
|

A mo Z ~ || Overview

58@qg.com

@8 z
e 0
A abcdefg@111.com 2~

— AP 0 in Total Switch

sas¥unmsil&audaiasens azanlveuAunI1AsINTg
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Ruijie i, MONITORING
Pomsses Iy MASE
£ | abcdefg@111.com -
PPSKtest Sed
Q Search
A testdemo 2 ~ || Overview
| el | __-"p

adn Project Sharing \iansiagausnan1suastiasenisiidrdouas

| Project Info

Project group includes many networks. You can use it to represent the network of a province, a city or a compan
‘ Add Project Group } Add Project

= Project Sharing

185U TATINNT LAY TULTAUINTATINTsTLASAUTATLALRINNTaaNLANANTWUS LANTauiU

Project Sharing

| Project Sharing List

Network Account Permission Accepted at
TEST123 testdemo Read and Write 2021-11-19 14:26:04
PPSKtest a0 8@qgq.com Read-only 2022-02-24 11:58:17
PPSKtest 1651 330@qq.com Read-only 2021-03-05 12:32:28

Expired at
Permanent
2022-03-24 23:59:58

Permanant

Network: usafiaiasenis

Account: ugavlvitiuinlasensgaunsiulag
Permission: uanyn1sauqndInsuiasemsiidownas
Accepted at: uanIARALIATUTATINNT

Expired at: uwa&avnaiiuaaguadlnsnig

Action: adniluiadfiuns: wilawsasnidnnisus
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What can I do i I fail to receive the shared network? vihatin9'lsuinliginnsasuia’da

2 aAldsIuAule

1) 42 58lumsuasiaazingladetisydiau: Ruijie Cloud wuuiuuazuaw tSudedanansasule
S uvinfunazdeduanaunsasula laawaweviniu

2) Ruijie Cloud 5218y cloud-as wuay cloud-eu 1ieyfuu cloud-as ‘Ligusadusianisuasain
cloud-eu

1.7 Hand over network zsainsazine

a&n Hand over wiagesaTasonisiuieiau

| Project info

Project group includes many

You can use it to represent the network of a province, a city or a company.

‘ Add Project Group

| Project List

Name Parent Project Type Devices  Alarms Advanced
PPSKtest ROOT 5% Project 0/1 0 Z ¥ Dashboard & Topology & Wireless
32 ROOT &5 Project 0/0 0 Zz ¥ Dashboard  s:Topology. = Wireless
PPSK ROOT &% Project 112 (] e X Dashboard &2 Topolagy. = Wireless
LOT DOoOT B Deoiocs 444 o =) L5 = o s

szyita tenant 61'3ifl tenant ‘Lisnunsalaunssuanals

Hand over Network X

Tip: After the network is handed over to another tenant, you can not manage it any more.

Hand over to Current Tenant @ Other Tenant
Please enter and select a tenant administrator
Tenant | ruijiede a ‘ Search
| ruijied iemo@16: V‘

oK I Cancel
g Tenant Asiagn1smuAnIATINIS
aén Take over Network iagesialasenisiugau

(GMT+8:00)Asia/Shanghai [ Manage Project |l Take over Network H Unbind Device ‘
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A&n Take over LasulAs9ns

aén Refuse alfiasnsnausuiasenis

Take over Network X
Network Owner Action
Cloud_Auth_Test_Auto test test Take over| Refuse
Branch Completed
Test D8 Completed
1 of E I 10 3in total

* Ko
1) wdeannaTarinagnae'llds Tenant Auuai aaagliiaunsadnnisladn

2) TAsemsiiazdenaumisiiiasnii 100 Tasennsean

2. Wireless ainsai'lsana
2.1 Basic 7'

38158519 SSID dwsuailnsal AP azgauusiintusutl

SSID Setting n1s6i9a1 SSID
Stepl .§an CONFIGURATION > WIRELESS > Basic luia3azinaainsaifignaanuuy

I?Ul]’l-é [ i ) MONITORING CONFIGURATION MAINTENANCE

@ PROJECT
< WIRELESS | s ‘ 7
:
Caiciit | Wireless Configuration
Radic ssiD@
Wi-Fi Optirr ._—__—,;.‘.]!!l WLAN ID ssio Encryption Mode Hidden Forward Mode Radio Auth Mode Action
Roat 1 1000 Open No Bridge 12 Auth Disabled
2 10001 PPSK No Bridge 12 Auth Disabled 7

Step2 a&n “+" Wiads19 SSID s wsuailnsainnalsia3adad

& PROJECT

F WIRELESS

vout | Wireless Configuration ~
sl —
timization JE WLAN D ssi Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 1000 Open Ne Bridge 12 Auth Disabled
Bluetoot 2 10001 PPSK Ne Bridge 12 Auth Disabled 4 I
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Step3 Tuninnisavan SSID flagusads9 SSID wagnsanwisdiaasiinaltasninaINu
fiavnN1sUaIRNAN

SsID

WLAN ID ‘ 10 Hidden No

SSID | Test Ruijie Forward Mode @ Bridge

Encryption Mode ‘ Open VLAN ID 1

Radic 8 Radio1(2.4GHz) 8 Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

5
2 s
m
e @®
A A

Speed Limit per Client

Speed Limit by SSID

Auth

Cancel |

WLAN ID: viunaazaduiiaugas SSID ID (sa95uguam 32 SSID anafimNuLANEIITENINY
Fuduq )

Hidden: \Ranilan1saanaine SSID waa'lii

SSID: fla WiFi

Forward Mode: Tuiua NAT u3aTuuausas

NAT mode: AP agvinouiluisinasuazwa DHCP wiaszyiiag IP dvsuadnsailaiame

]
ol a o

NAT: alnsalvionuasunsadivuadisianguiiatifieddu win'ld alnsalagladdifagiiunia
ABNGY 192.168.23.0/24

Cloud NAT: luaatunisain1sisusie NAT adslavuadl glaauisaiivuaadidviunaui
ag NAT uuaaels aanduldnauiadiuansiedulidoalnsaisineg aueidiivius

Bridge mode: AP agvinouiflusinduasdrinarsnissusetayarionua sndusdasiivualoe
lainsan VLAN ID wawig&usu STA

(vnliAuiaadunsaanuuutazaznandat uuglinlvladinua NAT)

Example:

Wadnuaalutnuausad alnsaiiianeadu SSID agAaunitgswiaas DHCP s vian 10 Tu
ta3anaLtNasuiag
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Morew

WLAN ID [ 10 \,} Hidden No VJ

SsiD [ Test_Ruijie } Forward Mode @ || Bridge | VJ
Encryption Mode | Open v‘ VLAN ID “ 10 | ]

Radio Radio1(2.4GHz) ® Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

WadeaniluTuun NAT, easadn "NAT Address Pool Configuration" iWailaufiatjduinas
wlan158 A5

More=
WLAN ID [ 10 vl Hidden { No v]
SSID [ Test_Ruijie J Forward Mode @ L NAT vJ

| "NAT Address Pool Configuration”

minaaliisiagsnslanauiagisusiy sansaudlunauiag e

o

NAT Address Pool Configuration

@ Common Address Pool Configuration (Recommended)

Use the current address pool or the default address pool (192.168.23.0/24)| Click here to configure the address pool] *

_ NAT Roaming Address Pool Configuration (Cloud will allocate different address pools for different APs. The AP must support L3 roaming. Please select this option when all APs in
the network are dual-radio APs. )

By default, it is auto allocated by server. (Range: 10.233.0.0/24-10.254.254.0/24). Click here to customize the address pool,

NAT Address Pool Configuration

@ Common Address Pool Configuration (Recommended)

Use the current address pool or the default address pool (192.168.23.0/24). Apply default configuration ~

Network 192.168.1.0
Submask 255.255.255.0
Primary DNS:  8.8.8.8

Standby DNS  114.114.114.114

iafi AP wanadiluieiazinauazialdoiunislsusisiaiaas 3 WidanTvua NAT Roaming
Address Pool
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NAT Address Pool Configuration X

_) Common Address Pool Configuration (Recommended)

Use the current address pool or the default address pool (192.168.23.0/24). Click here to configure the address pool. ~
@ NAT Roaming Address Pool Configuration (Cloud will allocate different address pools for different APs. The AP must support L3 roaming. Please select this option when all APs in

the network are dual-radio APs. )
By default, it is auto allocated by server. (Range: 10.233.0.0/24-10.254.254.0/24). Apply default configuration ~

d
Note: The address pool will take effect on the whole =" =» ‘nE\WEFk_.__-’ s
Start Adress: 10. 1 1 .0
End Adress: 10. 1 .| 19 .0

Primary DNS:  8.8.8.8

Standby DNS 114.114.114.114

Encryption Mode Tuuan151275104 :

OPEN: ludflugiaviila SSID uasswar1u

WPA-PSK: 2idana3vin WPA wiaizinsyia SSID uagdnflusaslaswaniu
WPA2-PSK: 1fidanasviu WPA2 wiawinswa SSID wazdnilusiaslaswaeinu

SSID

Morew

WLAN ID 10 v Hidden { No |

SSID | Test_Ruijie } Forward Mode @ [ Bridge v
Encryption Mode . WPAMPA2-PSK v VLAN ID [ 10
Password ruijie123 \ Radio Radio1(2.4GHz) Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)
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Cloud

WPA2-Enterprise(802.1x): 3ilusasfinisvin authentication wuu Dotlx uagidswiias

radius a1auan

SSiD

Morew
WLANID | 10 | Hidden | No v
SSID [ Test_Ruijie ] Forward Mode @ [ Bridge ~ ‘
Encryplion Mode | WPA2-Enterprise(802.1X) v VLANID | 10 |
Radio Radio(2.4GHz) ® Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)
( i
Primary Server | --Select a server-- "l ® [
Jitter Prevention
Advanced Settings  Advanc
SsiD Radius Server X
Server Name : radius_1 Morew
WLAN ID ‘ 10 Server P : | 192.168.1.1 No Vl
ssiD | Test Ruije Authentication Port : [ 1812 — v]
— Accounting Port : 1813
Encryption Mode { WPAZ-Enterprise(802.1 [ 10 ]
= Key: ruijie
|8 Radio1(2.4GHz) 8 Radio2(5GHz)
Save Cancel Radio3 @ (2.4GHz or 5GHz)
Primary Server —-Select a server-— o L
a & &
AANNAITIOIANAUI
SSID 802.1x Server Group Configuration X
y : Marew
—~ | Common Configuration
WLANID | 2 : Vl
~ NASIP |
SsID [:| < Vl
\ Accounting Update Interval [ 5 Min
Encryption Mode r E—— | ‘
b | Update I
Radio2(5GHz)
. 5GH
| Server List petiel
Primary Server [ Server Name Server |P Authentication Port A Port Key Action
Standby Server [ radius_1 192.188.1.1 1812 1813 ruijie ]

Jitter Prevention

Advanced Settings

L 10 o 1in total

PPSK: 1didanas8u PPSK Tunisiansika SSOD wazanflusagiisiwaniu
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SSID

WLAN ID I 10 ~| Hidden I No v

SSID |Test_Ruijie | Forward Mode @ | Bridge \/J

Encryption Mode | PPSK v VLANID | 10

Radioc ® Radio1(2.4GHz) ® Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Radio: Unfuavnduing 1 uunude 2.4Ghz uazaduing 2 uunude 5Ghz vy 3 viuna
§iv 2.4Ghz uar 5Ghz (sav5uluunvgu)

Wi-Fi6: 1daninazdianisidanea Wi-Fi6 wia'li

uu Reyee APs, Wi-Fi6 snunsaitlalaioruladeann SSID

uu RGOS APs, Wi-Fi6 aunsaiilaladorulsdeannaduing navannnisitlalaou Wi-Fie gniin
W ldfurduinaisanaaaddu SSID

5G-Prior Access n1sitdanlavu 5G nau

A1stdanlzdou 5G nau iauannsalunisasranugilnsainladonu 5 GHz wazinnie
lalfeanudtiy waralnsalsuiatazladonu 2.4 GHz hinugihWidaldoudeatuiivinniadasan
ahagiulunaisasiutaniy 2.4GHZ

Apartment SSID

Tunran1sdemn SSID wlaforuaunsatialaforuawrsnmun WiFi

SsSID x

\c\ick here
orev

WLAN ID | 10 e Hidden ( No 1Enab\eAparlmeﬂthFl ‘

SSID | Test_Rujie Forward Mode @ | Bridge v
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SsiD

1C7 Enable Apartment WiFi to configure APs' SSIDs and passwords differently from each other in batch.

1Cr Each AP’s SSID will be in the pattern of “SSID Prefix" + “AP Alias". For example, if the SSID prefix is “GroupSSID-", AP1 alias is “testAP1" and AP2 alias is “testAP2", then
AP1 SSID at users end is "GroupSSID-testAP1", and AP2 SSID is “GroupSSID-testAP2". WiFi passwords can be configured differently as well.

1C7 Both SSID and password can be configured when importing APs in batch or adding an AP manually.

i(7 Note: To add an AP to this group after enabling Apartment WiFi, please click £ in the SSID list to apply the configuration.

WLANID | 5 v Hidden [ No v
SSID Prefix Ruijie Forward Mode @ | Bridge ~
Radio ® Radio1(2.4GHz) ® Radio2(5GHz) VLAN ID [ 10

Radio3 @ (2.4GHz or 5GHz)

Wi-Fi6 @ [ ¢

5G-Prior Access @

Tip: There are Reyee devices in the network. The "Speed Limit per Client”, "Speed Limit by SSID", "Auth” functions can only be enabled on Ruijie Enterprise devices
Speed Limit per Client
Speed Limit by SSID
OK ‘ l Cancel
| Wireless Configuration ~
SsSID @
WLAN ID SsiD Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 1000 Cpen No Bridge 1.2 Auth Disabled 4 I
2 10001 PPSK No Bridge 12 Auth Disabled ET
5 Ruijie_ (Apartment SSID Prefix) wpa2-psk No Bridge 1.2 Auth Disabled 4 1 E

AMUAAITWRKNIUAWITALHUE SSID wazuiuwdylusaasidaaan

sWRKuGILANAa 88888888, LisiavAviainasiinanssnusasidsiiu SSID du swasitu SSID
grulifluieosaniu SSID uavawFaLuus

Device Details

| AP Info
Alias: # SN: vl MAG : e=lld.
MGMT IP: 10.10.1.108 Model : AP710

Config Status : Synchronized

Hardware Version: 1.15

Firmware Version : AP_RGOS 11.1(9)B1P21, Release(06211815)

Description : #

SSID Password :| 88888888 # ©

Speed limit per Client: nsandaanuisinsddTunanuasanilnandinsualnsaiusazae

[

Tu SSID 4

Speed limit by SSID: 151nainurisnun (FlTuasuaranivan) lu SSID 4
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Tip: There are Reyee devices in the network. The "Speed Limit per Client”, "Speed Limit by SSID", "Auth" —'LIHL:“UII.)‘|UEI“ only be enabled on Ruijie Enterprise devices

Speed Limit per Client o« /

Uplink | } Mbps Downlink { Mbps

Speed Limit by SSID &

Uplink ‘ Mbps Downlink { Mbps

Example éating

Web Cli

Gonsole Output

i H

total-user-limit nuafivn1sIAanlIuEI 1 SSID

r-user-limi i BTl Basaainsal
er-user-limit “uNadIn1sINARAINY ,

Captive Portal uiuihnasiia
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Seamless Online @ « | 1Day

Please select a portal or add a new porial

testi11 1 account voucher

Seamless Online: #lasads1un1s¥in  authentication afaidien laidnflusasfinisvin
authentication wnwInLNEavAITaaUladEnATY AV INTgldaaulaUuEY  Alusasing
szuudnaseluzignarvidiiviug

External Portal wasiianiauan

Auth o

Mode External Portal >

Portal Server URL @

Portal Port{Optior

Portal IP @ l
Gateway |ID{Optional [

Seamless Online Enable(Available only when Auth server supports the function)

Idle Client Timeout Inactive Client Auto Offline (Optional)~

In ‘ minutes, client with traffic cost less than I will be kicked off.

Portal Server URL: URL wasviattiswiias wifidog mauandniunisiingssuuuagsidenu

Portal IP: 7Aag IP uaswasiaidswiias
Portal Port: visnaiazwasadniunisiddauguniomii Landing
Gateway ID: avnaael ID &5y wifidog

Seamless Online: n15vin authentication wuu'lssaasauu STA wifausadu SSID afvvizag
Fuflusiasfidsniias authentication isassassunaaniialssansa

Idle Client Timeout: l2azgninzaanniinmsiudetayasiusalifizayarulutionani
ATRURA
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Radio Setting n1ssvanduing

Radio
Radio1(2.4GHz) Radio2(5GHz) Radio3 @ (2.4GHz or 5GHz) @ Scan () Access
ONIOFF « ON/OFF « ON/OFF
Max Clients | Max Clients | Max Clients
Enable DFS@ Enable DFS@ Enable DFS@

o

Enable DFS: uidsanniilalaonu DFS ainsalazil@audasdanalaadnlwifidansrany

deuaasanssuniu WeAduisassutanwizadnsal RGOS winiiu
Radio3: savsuluuvainsal
Scan: aduing 3 gnlddmsuiAudaya RF sau AP udnisanswindvaiasallisassu

Access: aduing 3 1 nsunisasaurauuuulsana usnisnsiindvadnsallisasiu

Security aulaansin

Enaple OFr o g ENaple Or oW
@ PROJECT
= WIRELESS .
| Security
Basic
eWeb @
Layout
eWeb
Radio ‘
— Password | e ot } Fonngure Password
Roaming Telnet Settings @
Bluetooth Teinet @
Load Balancing (
Password | sewsess s ]
@© AUTHENTICATION

eWeb: siiarugnusulafiunnalnsailuin3azing
Telnet Settings: sWanuLiaLtgszuu AP Tas telnet

fvsuanudaaaianasiasents TusadeasiarIunsinoufay Juazgnazdussuy eWeb
fvsuadnsalonualueiang

Client Isolation nnsuanadnsal

Asuanalnsaltwausnannissugetayanvnua (unicast, multicast, broadcast) &1 usuusaze
Taou
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asuanadnsaiuuy AP uaznsuanadnsaiwuy

AP&SSID
I@ Password l ruijie123 ©
PROJECT
= WIRELESS . .
Client Isolation
wE AP-based Client Isolation (Clients on the same AP are isolated) @i
Layout : : i ; .
AP&SSID-based Client Isolation (Clients on the same AP with the same SSID are isolated) @
Radio
alnsalazgnuananndulaaliinsenusianisiindeiaiazng aliilainlisgunsadaans

seunvdule Jefulsydumnuilaasdavuasuinisadnsal &wsadannisuanadnsaiuuy AP
wiansuanalnasaiuuy AP&SSID 16 winiflatladorunisuanansaiain AP ainsal layer-2 i
nuadantlesdu AP @enduaslianunsadaansiuiadls windlaldnunisuanalasaluuy
AP&SSID ailnsailu WLAN fienduuy AP i@enduaslianunsadaansseuinodu'le

Wireless Intrusion Detection nnsnsyalun1synsnmIuLaiazinglsang

ssunﬁmmsamsmaaanﬁﬂsswuaa STA uazilavAudunsiauadiadazinainiannugatnas

Wireless Intrusion Detection @i

DDOS Attack Detection
Flooding Attack Detection
AP Spoof Attack Detection

Weak IV Attack Detection
Clients will be in the blacklist for [:] seconds(Optional. Range:60-86400| Default: 300)

Y% o

navNNAIENIsaTIATUMsTaNdAuanTlaldutgyddwunleudin  Waalnsalasanunis

o

=

Taud adnsalaginunnasnuuasnIs AN ld ety dsruuulauriin vdvannnuaaign1siau

o

wraeInaasnIsTandiazgnauaanannfy e taadn Tusié

DDoS Attack Detection: a1slaué DDoS iAmidalaudsdunatinaituiuunn‘lali
adnsainhuinaluadlienaidug (Uscnausaauwaina ARP, ICMP, waz SYN), dodenasia
asdfaniavuasyladignnguunaduailnsaiignlaud adnsalasiviuaitunatna PPS uags
Taufiiiuinaeiviala inaadidusuda 50pps & wfuuwatna ARP, 100pps & usuuwaina
ICMP uag 50pps & visuuwatna SYN 2haansusiuda 30 Suii
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Flooding Attack Detection: n1staudiuuu Flooding Aafuiaglaudsdounainatlseian
WmAuTnunaluzhenaiduq  Huwnalvadnsal WLAN dnldsaunainanaslianunsa
afiunisenudlza’le’ WIDS ilasdunisiaudain Flooding 1aansasiagaunissugtayauas
wsavalnsaiatnesiaiiias naeitsusuda 300 dwsusldauidioiuay 4800 dwmsusldvas
578 9naBusUda 10 Juavi

AP Spoof Attack Detection: n1staufiuuu spoofing iaduiiagTandgeuiniAnlaanlu
ummaoaﬂnmﬁu WIDS amanuuintAnnisaanaindn1santdna1svin Authentication uay
asuannmsiiiantey Waldsuwindndena1n WIDS agssunistandivivaanaloviuiiuasiuly
uifuvin ineaidusuda 1 uazaedusuda 50 Junv

Weak IV Attack Detection: n1sTausiuuu Weak IV (Weak Initialization Vector) n151aué

o
a  a o

AaduifiaslaudadaduddnldnuduiazsaTuatdayaiiinswdlaanssdaiuuialAaalan
LMasNITINGAUNF I UaaUTTNINIATTLIUATTLANTER WEP uay WIDS ilasdunisTauadisae

1>

1552y IV aasuwmatna WEP waasunaLna Lﬁ'ammwuuwmﬂaﬁﬁnmma's‘msﬁmfuﬁﬁagapm

[

aau Taa WIDS szuaadlnilunisTand uarastAiunan1snsiaduadlutiuviniiui inauaiizusiu
Aa 10 wagvdusiuAa 15 Ju

AP RF Schedule Avviuntian AR RF
mnilanislaviudiuaial AP RF alnsal AP agisene SSID

Wiaudsnartunisitlaniatla WiFi, llanisldou nnsAvuanaiila RF wagdanan

AP RF Schedule

RF Shutdown Schedule @i

Period

Start Time This day 23 = 00

End Time Next day 8 00 -

- - A Qs
Whitelist shafianlsdsuauann
Whitelist: ilauiu'lasiaugiaduiianuazSulasiaiunsaingolalaansetaa lisadvin

authentication &ufunlsuingsyuuiadaa Facebook Aausiavnsrasdau Facebook Whitelist
Walwailnsalanunsaitnde Facebook API Aiaunisvin authentication

Whitelist @ Facebook

Address Description Action
* facebook net The domain name is mandatory for Facebook authentication
* facebook.com The domain name is mandatory for Facebook authentication
* foecdn.net The domain name is mandatory for Facebook authentication

*.akamaihd.nat The domain name is mandatory for Facebook authentication

staticxx.facebook.com The domain name is mandatory for Facebook authentication
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CLI Command

CLI Command: flaudd9iigalalfis AP aauauiidifizhalaasfiunisdedrunvasinelaisiy
AuupuFAIge CLI

CLI Command

Model Description Action
No Data

Command x
Device ALL ‘
Description

AP180 J
Command AP710

AP720-L ‘

Device: aatausatdnalnsaiivune uiatdanansaimiusudandu usauanasu

Description: udA'luiiadagune

f2atv
Command b
Device CALL
Description power radio2/0
Command
conf ter
imterface dot11radio 2/0
power local 99
end
write
4
ok || cance
a as
AN Save, vivnasgau
MONITORING CONFIGURATION MAINTENANCE o O0e o0
(GMT+8:00)Asia/Hong_Keng | Manage Project Canflict Network | Take aver Network . Unbind Device
. -
| Wireless Configuration 5
SsiD@
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Settings

Web Cli
Upgrade
Console Output:
letwork et antenna receive J
i antenna transmit 3
sta—limit 10
Detection Tools no ampdu-rts
rate-set lla mandatory 6 12 24
Web Cli o
rate-set lla support 9 18 36 48 54
System Mode rate-set 1ln mcs-support 15

rate—set llac mcs—support 19

llacsupport enable

power local 99

channel 149
chan-width 20

AP710(config)#

2.2 Radio aduing

siRUsTmAvinIiaauaIunsansudenisvinuzasusalsang  iialvifulalunisdeaan
AduIngusaraduaNd Swvafing dasdyanar wavsEdunsRIndIIuazgalFumunan
2aousazdlsang  wuusiavinnuddivuadnuiutasdayanan liiuedaufuiaiuisalad vy
AP mammﬁaamﬁmmwmsnmu RF

wUfTEAsAgad vsusldouda 2.4GHz in 20MHz, 5GHz in 40MHz.

Radio Settings n1selvA1nduing

| Radio Settings
Country/Region Indonesia(lD) v
RF1(2 4G) Default Channel Width 20MHz v
RF2(5G) Default Channel Width 40MHz v
RF3({5G) Default Channel Width 40MHz -

Country/Region: a&nuialdansialszine

' o o
o

RF1(2.4G) Default Channel Width : a&nuiasvAiauaivuavassyanaavsiunng
RF1

RF2(5G) Default Channel Width: a&niiaduaaiunituaszas zywm@fw"umao RF2

o

RF3(5G) Default Channel Width: a&nuiaded1ainunitenaszas

o
-

ey
Jeuaausvsiuuay RF3
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Manual Planning n1s7sunausianuiay

| Manual Planning

List  Layout {3} Batch Config

Radio 1(2.4G) Radio 2(5G) Radio 3(5G) N
SN MAC Device Name Config Details

Channel Power Channel Power Channel Power

e 1234942512345 8005.88aa 004d APT10 6 100 149 99 165 Not Configurec SN 1234942512345

Country China(CN)

Radio 1(2.4GHz)

Channel

G1L9199001308 8005.88aa.0045 AP720-L 1 99 60 99 Not Configured Not Configure

1 [ 10« |2intotal

E *]
TX Power
| 100 % |

Radio 2(5GHz)

Channel
‘ 149 W |
TX Power

p
(o0 %

Radio 3(5GHz)

Channel

TX Power

SN: uaAIMINELAULATAY AP

MAC: uanatiag MAC aas AP

Device Name: uanuiia AP

Radio Channel: uanszasdayanataqiiunasnduineg

Radio Power: usauaIwdvoruviasduaasnauing

Config Details: §an AP wasdorzasdauanaiuazndaiunasnduineg

Batch Config: adniadedwdsoununtuag AP

2.3 Wi-Fi Optimization n1suwiuisz@ansnin Wi-Fi

'
o a o

asuRndse@ngaw Wi-Fi lusduuunisdfu RF Teadalusidiiaain Tasazgadiulv
winnzAusgaunsalfidudausia AP uatudi 5a95u AP seduaddins, Reyee AP sulvg) uay
wnantd udInnilanunutayaidediud sude SSID, dasdauaunal, ANNUTIUDITYQNM
uazaauzalnsal (nsnsanalau anuad dasnsgaiRauiniia va4) agirnyitaya
ludanasfudansuviianauleagiuniaziadunsauian (MNIUHUADIT U UUAY
WU duFuusiay AP) uazdsunisderizag AP luia3azinalnadn Tusié

Usylamizasmsiinsednan Wi-Fi: aundiinnasasindsed@niain AP unanda 100
5915 weinan1sTsufivaasmsusudasduanada Tuddliivunsauiinliiwala  wavdaely
nanaiuldlunstsudasfyananazndsnudmiaauas  wiaaasinawdinunid AP
vimﬂﬁuﬁaa‘fomm‘famiam%mhﬂ“l,maﬁﬂsdm"s"nﬁsfm‘%a'imﬁwﬁmaiu ailnsaianaiseau

fyrinmsiniwasiiuuazanusen mMaindseandanasaznalsaasasldiiauasise ue
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aauil aansiNlszdnaain Wi-Fi aaausatiulse&nanaiwuag AP
nLAEN

Stepl fan1sl2d91u nsiRndsz@nanw Wi-Fi

| WiFI Optimization (32 What's WLFi Oplimization?

. Wi-Fi Optimization
- "

s . X Nots: Please enasle Wi-Fi optimization during non-
peak hours

Enable WiFi Optmizaton

Step2 adnnstAnlszandnweauiiiasunisindszdnaan

Wonua'lasand

& PROJECT

T WIRELESS | Wi-Fi Optimization (3? What's Wi-Fi Optimization?

Wi-Fi Optimization Settings

.
1 15min
Online Clients Estimated Time
.

Optimization Schedule

Itis recommended optimizing Wi-Fi during non-peak hours. (Current country code:CN, Change country code.)

| Wi-Fi Optimization (3 What's Wi-Fi Optimization?

Wi-Fi Optimization Settings

itis recommended optimizing Wi-Fi during non-peak hours. (Current couniry code CN, Change couniry code.)

1 15min
Iptimization Schedule D)

Online Clients: u&nvailnsallsanaiaaulationun

Estimated Time: uaadna1lnglszanaiAauazl@danistAndszananiw

Optimization Schedule: sasfunsdaAINTRNLSEENEN W Taawuzinlivinghe lidass

Aauladeu

Step3 flansindsz&@naanadisa uunigasazsudndiayanistinlsednanw
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2022-03-07 10:00:37  ™Proved by

Wi-Fi Optimization Record

1234942512345 AP710
1234942512345 AP710
G1L919900130B APT720-L
G1L919900130B APT720-L
G1MQ3UB00181A A720
G1MQ3UB00181A AT20
CANLC2R001191 ReyeeAP1

CANLC2R001191 ReyeeAP1

60% thimized APs 3

AT

246 Other parameters: channel width before: 80, channel width after: 80; roaming sensitivity before: 0, roaming sensitivity after: 0; interference before: 0, interference afer: 0

36 100 100 Other parameters: c.

Last Optimization:

WEAINAILAIMSLANLSERNEAINATIA &R

Improved by: usaulasidusiuavailnsalilazunisyusuen

Optimized APs: ua&nayirulruains

AP SN: ufa9nunaLauLAIadnad AP

Alias: ugavd1adunauas AP

Optimized: usnInaifian

Band: uaavwaumnuilsananudsulvivunsay

Channel Before Optimization:
Channel After Optimization:
Power Before Optimization:

Power after Optimization:

LaavAaIeY

L&A ATy ey

aldlsuinunsan

anarlsananaunsdsulitnungsu

1 s/ andIn1sdsu Tt aN

wRaIWAVIUTUNBAAaun1TUTU T NN S RN

LRAIWAIIBTUNUTAVRINITUSU TV LN S RN

Other: uaasnfitnasiug svsuainsal Reyee

Channel width before:
Channel width after:
Roaming sensitivity before:
Roaming sensitivity after:
Interference before:

Interference after:

wEAIAMNNTI LRI ARy AU TIRNLSEANEA W
uFAIANNNTIvARIADIF AN LRI TN ST ENE AW
wandANNhHlunsTsufivnaunsdfuliinangau
waAIAN LI TN Tsufondonisdsulviivansau

LRAIAINITTUNIBABATUSU UL N YRY

LRAIAINNTTUNIUNAVAITUSU T UL KU RY
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2.4 Roaming n1s15uiiv

AENTENT15viINTsusie Ruijie Cloud auana STA annnsTsude AP-1 liiduiia B AP-2 atna'ls
sauea flasunsallaTsufoaiaas 3 uavlsufioiaiaas 2 L6 it Roaming

a&n WIRELESS > Roaming iatflalzouisude L2 wia L3

| Router RAP Roaming Settings

Before L3 Roaming

WiFi

My_HOME

o\ B\
\\N \ =

My_HOME

Y Buian

1‘ ‘\': -
NS \ —]

-

\ N

ndenniilaldoruisugio L3 aaanunsa'lui Web CLI a9 AP uansiadaunauTsuiovidauiinu

Web CLI
SN:1234942512345 Background colg
General = MBSSID Please select the target operation on the left

Connectivity =  WLAN Details

Running Status =

Please wait...
Client = 2 .
Roaming Group Neighbor:
BSSID AP MAC VLAN FWD  IP Address
_ 0605.88 '7 8005.8 451 Bridge 192.168
s e 0605.88 8 8005.81 51 Bridge 192.168.110.132 R
0605. 'f 8005.882 1 Bridge 10.10.1.18 Rou
Web CLI > 0605.8¢ )8005.88ar =+d 1 Bridge 10.10.1.18 Rot

L3 Roaming Common Scenario aa1un1sainilllunisvinisudie L3

Scenario aaun1sai
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Wadsuladiasazirad msusan v wwiaine WiFi "SSID-FREE" agsnansaliusassdiusu
yaansanauanwi WLAN d@wfuadnsaiuutu 3 uivaantflu VLAN 10 uag WLAN & sy
adlnsaiuutu 4 wuvaaniilu VLAN 20 sasfueAtiuisufio uazdandddeduazanidenuas
alnsaivioviunitAni 100 Kbps

Topology TImiwiai
Ruijie Cloud [
DHCP SERVER has three address pools on the
egress galeway:
== Gateway A.192.168.1.0/24 in VLAN 1 for the AP
—— B. 192.168.10.0/24 in VLAN 10 for clients on floor 3
192.168.1.1 /] C. 192.168.20.0/24 in VLAN 20 for clients on floor 4
=
/ oE
/ itch
192.168.1 2//// /__/
7
i — o 192 16813 192.168.1.4 192.168.1.5
V V gf \xi g “\i
AP1 AP2 :
AP3 AP4
Floor 3 (VLAN 10) '
Floor 4 (VLAN 20)

Configuration n1s6va

Step 1 \in 2 Tasenstanlslasonisifedfu
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| Project Management How to Use?

=<Project Sharing

Q | Project Info
= @ Root =
u = Testhotel * << &7 @ &
st Testhotel * B
= Project represents one real net ployment. It is t e with [ e Clou
54 festex The project name followed by * indicates that there are sub projects
s 1111111111111

s AC_Group

% RyeeNetwork1_Auto

g% hrhdfgf *

2 it | Project List
&
s test214 Name Parent Project Devices  Alarms Action Advanced
8 [@ Training Building1 ROOT / Testhotel 0/0 [ @ 2 (Y Dashboard & Topology.
& REYEE § .
Building2 ROOT / Testhotel 0/ o m & {dDashboard &% Topology.
2 VBNiest

Step 2 uiu AP1 uay AP2 11l Building1, iu AP3 uag AP4 41 Building2

RELA Testhotel Building 1 IV Search Newwork Q0 I (GMT+8-00)Asiaiong_Kong | Manage Praject ” Take over Network “ Unbind Device
| AP List - 52
I Wb CLI I More = | 0 Selected Q
Status 4 SN Config Status 4 MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model Description Action
No Data
F Previous Page | 0 of 0 e Las 10~ 0in total
ALL v Testhotel v |Bui\din92 | [ N Q
| AP List
[ add | [ webcu || Mo~ | 0Selected
Status 4 SN Config Status » MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model Description Action
No Data
Firs Previous 0 of 0 Ne [_10- JOintotal

Step 3 (flan1sladeulsudie

Testhotel ‘ Searc a ‘

| Testhotel Roaming Settings

L2 InVLAN Tunnel Forwardin

Step 4 n1sdvAn SSID &wmsu Buildingl, Twua Forward dausas, VLAN ID #al0

Testhotel Buiking? | Search

(GMT+8:00)As fong_Kong ‘ Manage Project ‘

Take over Network H Unbind Device ]

More v

The sub project inherits configuration from the project Testhotel . To configure sub project Building1
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SsSID

More~
WLAN ID [ 2 v‘ Hidden [ No VI
SSID { Roaming ‘ Forward Mode @ [ Bridge VI
Encryption Mode [ Open VI I VLAN ID \ 10 | ]

Radio Radio1(2 4GHz) ® Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)
Wi-Fig @ [
5G-Prior Access @

Speed Limit per Client
Speed Limit by SSID

Auth

| oK Cancel

Step 5 sluA SSID & usu Building2, Tuua Forward dausad, VLAN ID fa 20

Testhotel Building?2 v | Sea ‘ (GMT+8: t-:w.s‘argng;‘mg| Manage Project || Take over Network ” Unbind Device ‘
More =
The sub project inherits configuration from the project Testhotel . To configure sub project Building2 c\i:
SsID x
Morew

WLAN ID [ 2 vl Hidden | No v]

SSID [ Roaming l Forward Mode @ I Bridge VI

Encryption Mode | Open v| I VLAN ID | 20 | ‘

Radio Radio1(2 4GHz) B8 Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)
Wi-Fi6 @ [
5G-Prior Access @
Speed Limit per Client

Speed Limit by SSID

Auth

Step 6: AP aau'lai

Gateway Configuration nsdeainaae:

Wintiag AP &usin: 192.168.1.0/24.
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Building 1 Matainsaisiu: 192.168.10.0/24; e 192.168.10.1; VLAN: 10
Building 2 Matainsaisiu: 192.168.20.0/24; e 192.168.20.1; VLAN: 20
PoE Switch Configuration n1ssivaaiaaf PoE:

uuwasanaind PoE wifansiadu AP liifinnuadInase trunk Taadeadusiu ID dotdueilu 1
waztiy VLAN 10 uay VLAN 20

Step 7: nsasdaRal
WiausaInsd@nvifiadiaduiadazna WiFi atnvgasasdinsunisiindeduinasiiia

Hausatnsdwvifiadadu SSID: Roaming, lu#i%uuuain Buildingl was Building2. 15
dausalniuaramnuaumuallunisiindedumnasiinag ivinduy

2.5 Bluetooth uauns

BlueTooth ldi@m¥u AP fisassunaauid iBeacon iaaanainiAdeygnas iBeacon

Stepl n&n WIRELESS > Bluetooth > Add wiaiiuwisfiveas iBeacon U AP

waziadsavsulunissunisavanuuwunad

aedfdfd l Search Network ~ Q ‘ g_Kong | Manage Project ” Conflict Network H Take over Network H Unbind Device

® PROJECT

= WIRELESS | Device Info o me2

‘ i ‘ I

Device SN Status uuiD Major Minor Network AP Alias Action

[ 10. JOintotal

Step2 ilaunsnaiauiaiasuad AP (Influsadaaulal) warwisfiwasuas iBeacon Agnas
Taalriuan1s iBeacon
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Bluetooth X

Device SN | |

Status

UuID | l )

Major | l .,

Minor I l :

| Save H Close I

Step3 anadaulaalditan “"nRF Master Control Pannel” uufiadiauaunsas
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Devices SCAN 3

SCANNER BONDED ADVERTISER

Manufacturer data (Bluetooth Core 4.1):
Company: Apple, Inc. <0x004C=> 0x10020B00

CLONE RAW MORE

88:C2:55.07:4B:78
NOT BONDED

Type: BLE only

Flags: GeneralDiscoverable,
BrEdrNotSupported

Beacon data:

Company: Apple, Inc. <0x004C>

Type: Beacon <0x02=>

Length of data: 21 bytes

UUID: fda50693-ad4e2-4 1-afcf-c6ebﬂ?ﬁ4?ﬁ

Major: 10002
Minor: 41805
Sl at Tm:-59 dBEm

Complete Local Name: iBeacon

slave Connection Interval Range: 100.00ms -
1000.00ms

T« Power Level: 0 dBm

CLONE RAW MORE

b
a CONNECT =
D4:B7:A1:AB:A1:63 "

2.6 Load Balancing Tuaaunanuaf

aaduTATuanaugdilidatviiiulainadnsalausalviudnisseuing AP Taaladwnswenns
atnfiUse&nsnw

Stepl n&n WIRELESS > Load Balancing > Add Now iiiatfinnguinanunaiua
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| Load Balancing { Load balancing can only be enabled on Reyse RAP with P55 or & higher version, and there must be Reyee EG in the nstwork

® O = ® T 7 = 7 2
R & @ e o o e o o
= = = ] ah 4 &b ah ah &R
e O o
- @ &
The AP load is unbalanced as the numbers of clients in Room A and ‘When load balancing is enabled, the clients will be evenly distributed
Room B are different, which will affect user experience. across APs to achieve optimal utilization.

+Add Now

Step2 LdaniszianTuanunaid wasifin AP lunay

AP Load Balancing Group

Group Name
Type Client Load Balancing Traffic Load Balancing
Rule When an AP is associated with 5 @ clients and the difference between the currently associated client count and client
count on the AP with the lightest load reaches 3 , clients can associate only to another AP in the group. Aftere a client
association is denied by an AP for 10 times, the client will be allowed to associated to the AP upon the next attempt.
AP Member
(@} Only display un-grouped APs
Alias SN Group Name
ReyeeAP1 CAN!
ReyeeAP2 G1Qt
1 10/page Goto 1

“ CanCEI

Group Name: ilauiiangu
Type: danissianaisvinTuasuaiua: adnsal wianssusviaya

AP member: &an AP lungu

Step3 Tuianunarualuainsal

Rule: fia AP ifanTavfuansal X uazanuwans1esznitginnualnsaiiidaniasluilagaiy
waznstualasaiuu AP Afn1sTuasiiunigaiauit Y, alnsalgansaiantasdu AP &2
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dulundu navanaaianlavansaignifias AP ludtuiu Z a3, alnsalazgnauaialn
iiaugadu AP Tunswenenuasvea‘lil

AP Load Balancing Group

Group Name | fest!

Type Client Load Balancing Traffic Loed Balancing

Rule When an AP is associated with 3 @ clien’s and the difference between the currently associated clent count and client
count on the AF with the ligntest Ioad reaches 3 clients can associate only to another AP in the group. Aftere a client
association s denied by anAPfor | 10 | times, the client will be allowad to associated to the AP upon the next attempt.

AP Member

Only display un-grouped APs

Q
Alias SN Group Name
ReyeeAP1 CAN test
ReyeeAP2 G1 test

1 10ipage Goto 1

“ feaeel

| Load Balancing ( Load balancing can only be enabled on Reyee RAP with PS5 or a higher version, and there must be Reyee EG in the network. |
fic Load Delete  Edit
test threshold: 5 *100Kbps = Traffic Difference: 5 *100Kbps  Max Denial Count: 10
GANLC G1QH:

Step4 TviaaunarudnIssugkvtaya

Rule: fiaisinanissuderiayauu AP §9 X *100Kbps wazauuane19senitenIssustaya
tRafunasnsfugotayauu AP finnsTvaaiiunigaiiauyin Y *100Kbps, alnsaiaiunsa
danTasdu AP faulungy Mé"oa”mn*mﬁau'ima,ﬂnsaiqnﬂﬁl,aﬁ AP fluinuu Z ad,
alnsalazgnauanalvidansadu AP luniswenanuasosa'ly
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AP Load Balancing Group

Group Name
Type Client Load Balancing Traffic Load Balancing
Rule When the traffic load on an AP reaches 5 *100Kbps and the difference between the current traffic and the traffic on the
AP with the lightest load reaches 5 *100Kbps, clients can associated only to another AP in the group. After a client
association is denied by an AP for 10 times, the client will be allowed to associated to the AP upon the next attempt.
AP Member :
Q Only display un-grouped APs
Alias SN Group Name
ReyeeAP1 CAN
ReyeeAP2 G1C
1 10/page Goto, 1
| Load Balancing { Load balancing can only be enabled on Reyes RAP with P55 or a higher version, and there must be Reyee EG in the network
nt Load Balancing Delete Edit
test Rule threshold: 3 Glient Count Difference: 3 Max Denial Count: 10
AP Member  CAN 610

* nunaie:

nsiilaldTwannarugdaansailialaduu Reyee RAP siaastiu P55 wianastuiigening,
wageavill Reyee EG Tuiaaazing

3. Authentication n1sasyasiaudnsg

3.1 Captive Portal siinnasiia
wihwasfadaminSuiungeldmeauuniuasiuaassanldidansalviivzas Wi-Fi wia
wiathauuuldane naudiwinnaglasunisndeninensaiaziaiaiedu winwasiagn
Tafiiatauamin Landing viawinuingszuy deanasasfinisyin Authen nsansedu nsuax
sudannasluaugaglddaiame ulauiansldeiu aseaunsdina wWiarayaiusasrign
sinoduq Mielaasuazeldnnasiavlfidany
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vuniwasia aadiusaudlanutwanuadnasiiale winaallaldeiunisvin Authen iia

Aiuadn SSID wastdandidanminwasita aadunsaldanmuinanwasiaifiac L

Captive Portal List shan1suiinnasia

o v

a2 | Search Network 5 |

| Captive Portal
)

[z m

S8S

ssssf

[E]

12

Not associated with SSID
Network of Synchronized EG
Mot synchronized to EG
Created on

2020-09-23 17:44:49

12

Name: ugaylianadtnuinasgninwasia

Applied SSID: u&adta’azne EG gadutnuiwasgninnasia

Network of Synchronized EG: usayliazadinuinagniinasia

Created on: L&AVLIRNUAIKRUIWASVRTALALI&IY

Description: ua&ayAradunauadtnutwagninwasia

A&n AUTHENTICATION > Captive Portal > Add uiaifininuwasninnasialv

Ruﬁéa) MONITORING ~ CONFIGURATION ~ MAINTENANCE
24 m \ ———
32~ ‘ Search Network ¢ ‘
@ PROJECT
% WIRELESS | Captive Portal
Basic [ ndd [ synchvonize

SSS

- 3-2

2

! zozwuan 17.32.04

ssssf
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wA'ly captive portal template

| Captive Portal > Add

Name ‘

Description ‘

Login Options One-click Login Voucher Account Facebook Account SMS

Show Balance Page @

Post-login URL @ ‘ ty

Name: ilauffaimumwasninwadiia

Description: ilaudiagunauadtnuinanninnasia

Login Options: §andidaniiasifiunisausasnis:
One-click Login: wingssuutaebisaslydaslduassianiiu
Duration uaz Access Times Per Day

Voucher: uingssuuaasiauiuguulanan

Account: LngsvuuseiyduasswaniIu

Facebook Account: 1ihgssuueaaiieys Facebook

SMS: LENFILUUMANINULRUTNTANVILRLITER

5295UNT69AN

Show Balance Page: u&ad52ag0a1 1Ia1 Waarayanlalavdasannwasianisvin

authentication

Post-login URL: ilas URL s ngdundsannwasitanisvin authentication

wA'lu Portal Page > Basic
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Portal Page @
Advanced
<o Default Logo Upload
@ Image Salid Color
e @ Default image Upload
Languages English 5 One-click Login
® 7 ge®
Text n ters g
Marketing Messag O ch t emal g
Terms &
Note: This is only a preview image. The actual effects vary with device
Copyright 60 characters remaining

s at different resolutions

Logo Picture: #FlTuansUmnlaliuiaidanialiisusiu
Background: \faniiundeiifislainusaasusu (\§ang)
Background Image: alTnaamwiAundnsaidanslniwisusu
Language: tlanaiwizadniiwasiia

Welcome Message: \danlaanusausuiifisiaiwwiazaniny
Marketing message: 1&2amuldsiun

Terms & Conditions: ilauzadivuauazidaula

Copyright: ldzayadudnd

wA'ly Portal Page > Basic

207




Ruijie Cloud

Portal Page @
Basic Advanced Desktop ) Reset Style

Logo Pasition | Upper V‘
Background Mask Coler | #a2a2az2 ‘
Background Mask Opacity | . ‘ 30 —~
Welcome Message Text Color | Eaiiliis ‘ o R . \ 2]
Welcome Message Text Size | 24 ¥, ‘
Button Color | #oosert |
Button Text Color | Eaiiiiis ‘
Link Golor L |
Text Color in Box | Hffff ‘

Note: This is only a preview image. The actual effects vary with devices at different resolutions

Enlic

Logo Position: tdane1unia1ala (Uu Na19 Waga)

Background Mask Color: dan&winnaiunde Asusuda #a2a2a2.
Background Mask Opacity: &aniiundeanuiiuzasiuvdniinin (0-100)
Welcome Message Text Color: \§andianinusausy. Asusuda #Fff
Welcome Message Text Size: Ldanuuiauadziamnusauiy

Button Color: \&an&ilu Asusiuda #0066ff

Button Text Color: &an&iurannu Asusuda #ffffff

Link Color: &an&&9A Asusiudia #ffffff

Text Color in Box: &an&naadiianinu ABusuda #FFFFr

13221 UUTITDISULNUINAONASWAA LNUINAR?

WINANTIAILSEANEAWULALANUFILINUDINTITAANUULLANNA  LATa2aulesaIFuFY
&6 50 tnuwaawasia

IULNANNAS AT LA EATHN1i32 ' 13?

595U muWARANaTiaTassuraan e dssnavldedraniwiu (dea) Ju (ALdu);
MeAnar; wastiu; raulatdy; dilu; 1nn&; uatd; Tdsand; Saude; Julu; ve; 654;
aau
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Qs 1 5 =l a I3 o Go a 1 Qs
* uungia:  Mwamadvnunesduuuiiada unilldauasiadgaial aanwlzeasuaneadull

s

I3

aualnsaiifinnuavidaasieduy

o o

a&n AUTHENTICATION > Captive Portal > Synchronize iadodinswanwasiaduin
aLEl

| Captive Portal

Add | | Synchronize

sss 12
R 32 Not associated with SSID
32 Not synchronized to EG

2021-03-11 17:32:04 2020-09-23 17:44:49

ssssi 12

win'ludinanglutaiaziie Waaiunangnay

2 v [ Seuch et

| Captive Portal » Synchronize

minfitnanglueiazie vindn OK uastinminwasiacilu Template

209



Ruijie Cloud

| Captive Portal » Synchronize

EG2100-P
H1P: A

How to synchronize the portal to EG? @

12

Sync the portal to EG.

Terms of Service and
Acceptable Use Policy

Login

1iaT29u Local Server Auth wazvinausiudunisvin Auth dramariaiae eWeb aaginaLel

User

Web Auth

Local Auth

Block Internet
Access

= Add Policy

Auth Policy Auth Server Advanced Settings

Note: 1. Bridge mode is not supported.

Whitelist Settings

User Permission

2. Any two among Web authentication, marketing authentication and local server authentication cannot be enabled at the same time.

3. You can cenfigure usermame and password on the User page.
4. You can view AD domain user information on the User page

5. Users who fail single sign-on will be matched with the other policies.

6. Please disable flow control if you want to configure rate limit on cloud accounts for Auth Integration with Cloud. Otherwise, rate limiting may not function accurately.

X Delete Selected

Local Server Auth: m:lAuth Integration with Cloud: m:l

Online Info

LRAILIRIEY TAT TuAUULNNLNAG
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| Captive Portal » Synchronize

lzl EG21BO-P

How to synchronize the portal to EG? @

12ndle eWeb uasinaed, adn Add Policy uasiaansdiatnsuad cloud template, asy3311d
mutwaaLdeAu Ruijie Cloud wia'la

User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info
Web Auth Note: 1. Bridge mode is not supported = Auth Policy X

2. uthenfication, marketing authentication and local server authe
Local Auth 3 nfigure usemame a vord on the User page Enable

4. You can view AD domain user information on the User pag:
iﬁ‘glmemﬁ 5. Users who fail single sign-on will be matched with the othe Portal Template: | Cloud Template v (-]

. Please disable flow control if you want to configure rate fimit on cloud accounts for Al
Policy Name:
X Delete Selected Local Server Auth MA.thn Int IPRange: |Example: 1.1.1.1-22.2.2
4 @

211



Ruijie Cloud

= Auth Policy

Enable
Portal Template
Policy Name.

IP Range

Temms of Service and

Acceptable Use Policy

Login

s v _ o

adn Cancel wasidnynninwasianuinale

| Captive Portal » Synchronize

=\ EG2100-P
H1PE

How to synchronize the portal to EG? @
sss 12

Sync the portal to EG.

1

Terms of Service and

Acceptable Use Policy

Login

vin'luavsluuiudtdaanns1vin Facebook authentication Tu2iavuiiin authentication?
wnalufuAsas¥unisvin authentication n1sadniieavasoidien / auas / asesiadautigydivin
1

'ludsluiuaItdaann1sivin authentication n1v SMS 1uiiiin authentication?
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wnadlufuAsas¥unisvin authentication nsadniiavasoidien / auas / asesiadautigydivin
i
Wluse Liiuniudenisingscuundeannasradaudnsdnisauaa?

ndomsingszuuiiruaauy Ruijie cloud aglidelasludduinaedotiu EG local auth So'lsi
sassunistlaninudvnisiangssuy
vinadnvlsuinnlad2ayalinsqlasiiu uadvarusaladlea?

Tasziayaiitruad Ly Ruijie cloud aglidetasludduinaneddotiu EG Local auth S9'liisaciu
nsanfdanisiddaya
vinadnvlsunaavnistadinuinaanasianuana1vAugusu SSID nuanaveAu?

wawanmitwasifa Ruijie Cloud aunsadolasiual imuwan 1 suuy Aunandivindy wnnaau
siagn1s 2 SSIDs fifiimuwanwasia 2 uwuuiuaneredu sauuziilvly 1 SSID Aldwihwasiauas
Ruijie Cloud uagdnduldwasianralunaie

vinatnvlsunaavnisitlaldviunisissaucnaniu SSID 6nve?

A15vin authentication wavnangluRufidanisdeaIvTan vinlwliaunsadeaiuaneigniu SSID
16

3.2 PPSK

PSK(PPSK) siaglad gnizanin “nilsainsal, nileswaru” deilsznausialseiaminas PSK uay
802.1x. Teausavalnsailaranivazgaidiandusiasiiuy Wi-Fi Aliwdauaudy doifuazaie
Winaulaaasalunisladory Wi-Fi e

n&n AUTHENTICATION > PPSK > Add \fiauiuiiayd PPSK

EG2100 ~ Search Netwaork C}

Tip: Please disable Private MAC when using PPSK on i0OS 14.
| PPSK @

R

savsunMsinydalansinnaIaauLaINTaLLLLUNY
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ANUTHAALNULNAG Al warddlvaa lWanuiwan

Add Account x

Download and fill in the device information in the template Up to 1500 records can be imported

Upload Template File Download Template l

Close

Add Account x

Download and fill in the device information in the template Up to 1500 records can be imported

ppskTemplate (1).xls
A A A A LA LA LA A LA A A AT WNYN

Add Account Close

Add Account x

Account | test1 o
Account | test? o
Account | test3 o

Account | test4 o+
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PPSK Account List snan1siieyad PPSK

Tip: Please disable Private MAG when using PPSK on i0S 14
| PPSK@ o B
L = I =
Account Client MAC WiFi Key Created at Action
T4 m 2rap88ri 2022-02-28 15:35:22 B b
test3 [ Bina | BrdxE3va 2022-02-28 15:31:03 B i
T3 m bbvjwp82 2022-02-28 15:35:22 B
test2 m d6xff28w 2022-02-28 15:31:03 B 0
test [ Bind | ear76anr 2021-11-12 20:24:08 [
test! m fabmxky 2022-02-28 15:31:03 B 0
T2 [ Bind | hghvyrr6 2022-02-28 15:35:22 B I
123 bce2 659a.8dbe hn59m63s 2021-11-12 20:26:27 B i
testd 2 f stdhhxy8 2022-02-28 15:31:03 B
T1 m Bghkxjk 2022-02-23 15:35:22 B I
1 f [ 10« J1Ointotal

Account: uaaydaiigyd PPSK

|-

Client MAC: u&ne Mac 2availnsaidwsuiieydil

Auto recording: wavaniialnsaiusnidiausadu AP saaded WiFi azyn mac aavalnsaiuay
TEENL

o

Manual setting: wn mac 2avainsaifudsd WiFi draauias win Mac Miiiausiadu AP lign
69 NASLTANGDITRULUAD

WiFi Key: &35799%&61u 8 ndnuuuguainsuiiayd PPSK
Created at: uanslaias1eeys PPSK
Action: a&niluasiiunis: wAly au

urlatieyfdansiasauiiuvin PPSK Synchronize Log

PPSK Synchronize Log

@ Synced: 2 Syncing: 2 Unsupported: 0 @ Failed: 0

SN Status Update Time
1234 SYNCING 2022-02-28 15:50:47
Gil NEVER_ONLINE 2022-02-28 15:35:22
GIME SYNCED 2022-02-28 15:50:48
Gl SYNCED 2022-02-28 15:50:47
1 - : [ 10~ J4intotal

&uFude PPSK siagdodiu AP wivuualuia3azneadaidu
a&n AP > Web CLI, ilaud&s “show sumng user all” iiansiagauinde PPSK WiFi doddu
AP w3a'li
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SN Background color: [l [l []

General =a| ¥ sh sumng user all
Sumng Total User Num:

Connectivity = Sumng Total Sta Num: ...

Running Status UserName WifiKey Account-Time Mac-Address Reg-Time

Client = t3ghlogk
stdhhxy8 Mon Feb 28 15:52:11 2022 -

WLAN - hn59mé63s Mon Feb 28 15:52:11 2022  bce2.659a.8dbe Mon Feb 28 15:52:11 2022
hghvyrré -
fqbrnxky ~ Mon Feb 28 15:5

Vel ST ear76anr Mon Feb 28 1

déxff28w  Mon Feb 28 1

bbvjwp82

8r4x53va Mon Feb 28 15:52:11 2022
2rap88ri Mon Feb 28 15:52:11 2022

Ruijie#

X

o

S @ ™o oo

uaneua: Aadndauay PPSK
PPSK savsunisinainsiaeinu 1500 e
PPSK d9annnisidianTaeiag MAC uavainsalimasfivalaianie uavalnsaivaraduais
il efenAudosagidngsruuaaswaruiLanea19fu
AP usiavéy &unsadIviuad1n1svin Authen wuy PPSK SSID winiiu
s PPSK gaasadunuuguuaylisasfusduuusiseiiuidivuaias
AP &1115a5295u PPSK laudsaindilinsaiilu B40P2 wianiasduiilvininwiniiuy
Lififunuaargdmdy PPSK iaitlaldouuaiavanunsaldlsnaan
PPSK snunsaniiviuatavlasiaanuiay wiaslranisiiidnuny
AP130(L) sisassu PPSK

Wzl dtaanainualvidunguanvintuianisaniviuaal PPSK e

3.3 Voucher ailav

Voucher authentication uu Ruijie Cloud vinlviaaugunsatd@aueladizindeiasazne’lsae
TaalasianIunsandle aaaIusaaAT SurugTdwsangdu natnsTdu uaslindrdanisg

Tiduuanuavaa'le

n&n AUTHENTICATION > Voucher > Manage Package tilagofuTaunanisiaings
fniuaias
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a2 ‘ Search Networ

| Voucher

‘ Print Voucher

Manage Package @ ‘ ‘ Mare =

) Total Vouchers: 104 @ Activated Vouchers: 0 @ Depleted Vouchers

A

@ :

0

aén Add Package iaifinliiiunaina

Add Package

Concurrent Devices
Bind MAC
Period

30 Minutes v‘

Griried <]

Data Quota | 100 MB - ‘
Download Speed |

Upload Speed Unlimited v‘

— T

Package Name: ilauffauwaina

Description: ilaudaguraunatnaniag

Price: ilaushmzasuwainaniday

Concurrent Devices: Ldanainsald@niu 1 aiav
Bind MAC: 1&aninaznniiasg MAC wia'l

Period: &andivuanardiniusiaaday

Data Quota: LdandirururayaFIFzAUAINITIURKIADYA
Download Speed: 1&8anANL520MUTHAAFIRA
Upload Speed: Ldanmnuii1awinangasn

Voucher list shan1sailav
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a2 |

| Voucher

[ print voucher | ‘ Manage Package @ ‘ [ More ~ | @ Total Vouchers: 104 @ Activated Vouchers: 0 @ Depleted Vouchers @: 0

Voucher Cods Alii Package N: P Created at Activated at Expired at  Devices Bind MAC
idep! - vl 2021-06-03 10:45:50 - - o Yes
jTemgp - 41 - Unlimited 2021-06-03 10:45:50 = = on Ye
ndgbpe - 421 - Unlimited 2021-06-03 10:45:50 - - on Ye
aTdxpk - Eell - Unlimited 2021-06-03 10:45:50 - - on Ye
apzezq - 421 - Unlimited 2021-06-03 10:45:50 - - on Ye
Ivzxd6 1 12.00 2 Hours. 2021-03-11 17:32:44 - - 03 Yes
piwfo3 1 12.00 2 Hours. 2021-03-11 17:32:44 o =+ 03 Ye
d5slgp - 1 12.00 2 Hours. 2021-03-11 17:32:44 - - o3 Ye
xqBned 1 12.00 2 Hours. 2021-03-11 17:32:44 - - o3 Ye
aqpioi 1 12.00 2 Hours 2021-03-11 17:32:44 - - 03 Ye
1 Next Last

Data Usage
0MB/100 MB
0MB/100 MB
0 MB/100 MB
0MB/100 MB
0 MB/100 MB
0 MB/1.00 GB
0 MB/1.00 GB
0 MB/1.00 GB
0 MB/1.00 GB

0 MB/1.00 GB

e Proe || ke ovrewone || U e
@
Advanced Search
own ee Upload Speed Status

Unlimited Not Activated
nlimite Unlimited Not Activated
Unlimited Unlimited Not Activated
Unlimited Unlimited Not Activated
Unlimited Unlimited Not Activated
Unlimited Unlimited Not Activated
Unlimited Unlimited Not Activated
Unlimited Unlimited Not Activated
Unlimited Unlimited Not Activated
Unlimited Unlimited Not Activated

[ 10. ]104intotal

Voucher code: uanusianilay

Alias: ugavdraguaunaLnAlag

Package Name: wanddaunaina

Price: u&nys1A1uaILNALAS

Created at: uansnariinlasgnasiedu
Activated at: usaunaalasBusuldoy
Devices: uanvainsaifiaaulasduiuglas
Bind MAC: &aninasyniiag MAC w3a 'l
Period: dandivuanardiniusiaaday

Data Quota: LdandirururayaFIFzAUAINTIURIADYA
Download Speed: 8anAUHIANUTHAAFIRA
Upload Speed: Ldanmnuii1dwinangasn

Status: usavaaUzuaIALAY

Print voucher wuwnailav
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32 ‘ Search Network O GMT+8:00)Asia/Hong_Kong | Manage Project H Take

| Voucher > Print Voucher

| Print Configuration | Profile Information on Voucher
Quantity
Package Name Bind MAC
5 1 Yes
Concurrent Devices Period
Alias 3 2 Hours
Data Quota Download Speed
1.00 GB Unlimited
Upload Speed
Package & Manage Package Uslmuled i
! | Preview
Logo [ Clear
Ruijie
Text Voucher Code
Hello World 12710 XXXXXX

Hello World
Print Method

Print in 2 Columns (A4)

Quantity: ilausirwiualasisasnisAuw

Alias: ilaudadunaqias

Package: tdanuwnatnazuavniag

Logo: \danviadniuanialafisdasinwlualas (Undauilulald Ruijie Cloud)
Text: ilauzamnuuavailas

Print Method: L8anmaduiisiasnisiunaiag

Profile Information on Voucher: &annwisditnasgrnsuaiay

Preview: uL&ad6Iaa1an1swiuw

sgvaanadavlusluuy .xls

o:'.-:rz

Advanced Search ~

‘ | Created at ‘ | Expired af | ‘ Reset ‘

® Depleted Vouchers @ : 0 ‘ Voucher Code, Alias. Pack:
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Voucher Code | Alias [ Pa Price. Period I Created at_ T Actatedal Exiredat evi T Bind MAC Data Usage.
vjdepm - E 421 - Unlimited 2021-06-03 10:45:50 - - & VYes 0 MB/100 ME
jTemgp - r 421 - Unlimited 2021-06-03 10:45:50 (/4] Yes 0 MB/100 ME
ndgbpe - r 421 - Unlimited 2021-06-03 10:45:50 o Yes 0 MB/100 ME
aTdxpk - r 421 - Unlimited 2021-06-03 10:45:50 o Yes 0 MB/100 ME
apzezq - r 421 - Unlimited 2021-06-03 10:45:50 [} Yes 0 MB/100 ME
hzxd6 - r 1 ¥ 12.00 2 Hours 20210311 17:32:44 3 Yes 0 MB/1024 M
p3wio3 - r 1 r 12.00 2 Hours. 20210311 17:32:44 03 Yes 0 MB/1024 M
dbslgp - r 1 r 12.00 2 Hours 20210311 17:32:44. 03 Yes 0 MB/1024 M
xgBned - r 1 16 12.00 2 Hours. 2021-03-11 17:32:44 03 Yes 0 MB/1024 M
agpioi - r 1 r 12.00 2 Hours. 2021-03-11 17:32:44 03 Yes 0 MB/1024 M
njoecb - r 1 r 12.00 2 Hours 2021-03-11 17:32:44 o3 Yes 0 MB/1024 M
hpowj3 - T 1 6 12.00 2 Hours 2021-03-11 17:32:44 3 Yes 0 MB/1024 M
po8s84 - 4 1 T 12.00 2 Hours 2021-03-11 17:32:44 3 Yes 0 MB/1024 M
15tqwf - r 1 ¥ 12.00 2 Hours 20210311 17:32:44 3 Yes 0 MB/1024 M
safqde - I 1 r 12.00 2 Hours 20210311 17:32:44 03 Yes 0 MB/1024 M
56lk34 - 1 1 ¢ 12.00 2 Hours. 20210311 17:32:44 03 Yes 0 MB/1024 M
lak4q3 - 1 r 12.00 2 Hours. 20210311 17:32:44 03 Yes 0 MB/1024 M
lunpBx - r 1 r 12.00 2 Hours. 2021-03-11 17:32:44 03 Yes 0 MB/1024 M

3lrdix - r 1 4 12.00 2 Hours 2021-03-11 17:32:44 3 Yes 0 MB/1024 M
zwej8m - r 1 i 12.00 2 Hours 2021-03-11 17:32:44 3 Yes 0 MB/1024 M
y3tylu - T 1 T 12.00 2 Hours 2021-03-11 17:32:44 3 Yes 0 MB/1024 M
foupky - r 1 e 12.00 2 Hours 20210311 17:32:44 3 Yes 0 MB/1024 M
gizyhg = r 1 = 12.00 2 Hours. 20210311 17:32:44 3 Yes 0 MB/1024 M
clwoip - r 1 r 12.00 2 Hours 20210311 17:32:44 03 Yes 0 MB/1024 M
sut23p - r 1 6 12.00 2 Hours 20210311 17:32:44 3 Yes 0 MB/1024 M
kwbudd - r 1 r 12.00 2 Hours. 2021-03-11 17:32:44 03 Yes 0 MB/1024 M

ziljtx. - r 1 r 12.00 2 Hours. 2021-03-11 17:32:44 3 Yes 0 MB/1024 M
habiek - r 1 I 12.00 2 Hours 2021-03-11 17:32:44 o3 Yes 0 MB/1024 M
lcBugx - r 1 r 12.00 2 Hours 2021-03-11 17:32:44 o3 Yes 0 MB/1024 M
h8pazg - r 1 i 12.00 2 Hours 2021-03-11 17:32:44 o3 Yes 0 MB/1024 M
2igwy 1 12.00 2 Hours 20210311 17:32:44 3 Yes 0 MB/1024 M
Bwwob 1 12.00 2 Hours 20210311 17:32:44 03 Yes 0 MB/1024 M
zwg3eu 1 12.00 2 Hours. 20210311 17:32:44 03 Yes 0 MB/1024 M
3hpxyr 1 12.00 2 Hours. 20210311 17:32:44 3 Yes 0 MB/1024 M
A ads 1 1200 Hours 021:03-11 1 44 0 Y 0 MB/1024 M

3.4 Account ey

Voucher authentication uu Ruijie Cloud vinlvinaugunsatdaausladiandaiasaznalsane
Taald Hdaplduayswaniu aaausava Iuukldwsangdu naiasldeu uasdiaindanis

Tiduwanuasaa'le

n&n AUTHENTICATION > Account > Manage Profile iiadsaulaunanisizndosdvsy

o

i

| Account

‘ Add Account | Manage Profile ‘ More ~ ‘ @ Total Accounts: 0 @ Activated Accounts: 0 @ Depleted Accounts @ : 0

a&n Add Profile wiaiinTils\Wa

Add Profile

Profile Name

Description

Concurrent Devices | 3
Period | 30 Minutes
Data Quota | 100 MB
Download Speed | Unlimited
Upload Speed | Unlimited

Em

Package Name: ilaufiauwaina

Description: ilaudiagunauasldslWaieyd
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Concurrent Devices: danadnsaldvsu 1 eyd
Period: Ranfdinuanaid nsusidaila

Data Quota: L3aninuwiuzdyagIgauaINITTURILuDYA
Download Speed: 8anAuUHIANUTHAAFIRA

Upload Speed: L&ananui1anTuangusa

Account list snansiieyd

32 ‘ Q ‘ T a g | Manage Project H Take over Network H Unbind Dev

| Account

®

‘ Add Account H Manage Profils H More ~ ‘ Total Accounts: 1 @ Activated Accounts: 0 @ Depleted Accounts @ : 0

Account  Alias Password Profile Name Period Created at Expired at Devices Data Usage Download Speed Upload Speed Status

test test mmad iy 13 30 Minutes 2022-02-28 20:32:17 = 03 0 MB/100 MB Unlimited Unlimited Not Activated

Action

Account: u&aviiayd

Alias: ilaudagunauaviiayd

Password: ugaoswan1u

Profile Name: uaavluslWauaviieyd

Period: u&avzvnagugansladounastigd
Created at: uansnariinlavgnasiedu
Activated at: uaasnaTinUassusuldey
Devices: uanvailnsalaauladdniuiieyd

Data usage: u&AYIIIUADYAFIRAUDINTFURIAAYALRAE I1wIuTildouas o a1y
Download Speed: 8anANHIANUTHAAFIRA
Upload Speed: L&ananui1anTuangusa
Status: usavaaUzUaIALAY

Action: a&nijuiiasiunmsaudde: ua'ly, side, au

Add Account wisnieyd
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Add Account %

Step1: Select the profile.

Profile 13 v

Step2: Download and fill in the device information in the template.Up to 500 records can be imported each
time.

Please en

Upload Template File Download Template

‘ Add an Account | Cancel

Stepl 8an1dsina
Step2 wufeyd
sasfunsunTeydeasuianiatiiwunad

ANUTHAANULNAG WA'lY LAy aWTUAATHALNULNRG

test .' testd
test3 test3
testd _ testd

Add Account x

Account @ test1 *
Password @ test1 | =

Profile 13 VI

Aias | 11 |
Batch Import ‘ m ‘ Cancel
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Step2: Download and fill in the device infermation in the template.Up to 500 records can be imported each
time.

Message x

Succeeded to import 3 accounts.

e |

Upload Template File

nload Template

‘ Add an Account ‘ Cancel
fvaanieydilusduuy .xIs

; Q |
I Account L Alias | Password [Profle Name | Period [ at [ Expiredat |  Devces | DalaUsage | Download Spes Uploac Status
test1 11 test1 13 30 Minutes 2022-03-01 14:22:48 = 013 0 MB/100 MB Unlimited Unlimited Not Activated
testd [E 44 testd I hLE 30 Minutes 2022-03-01 14:19:43 - 013 0 MB/100 MB Unlimited Unlimited Not Activated
test3 It 33 test3 IE 13 30 Minutes 2022-03-01 14:19:43 - 03 0 MB/100 MB Unlimited Unlimited Not Activated
test2 I 22 test2 12 13 30 Minutes 2022-03-01 14:19:43 i 013 0 MB/100 MB Unlimited Unlimited Not Activated
test test r 123456 r 13 30 Minutes 2022-02-28 20:32:17 - 013 0 MB/100 MB Unlimited Unlimited Not Activated

3.5 Easy Sharing n1suasatinedna

aiav, Tud wag PPSK &mnsagaudsuasianisiag Easy Sharing (uasasalvignardnnstiad
1eitagdne9)

A&n AUTHENTICATION > Easy Sharing > Share fia&s1989dd1usunisuas
\

aiHong f.:’g| Manage Project H Take over Network H Unbind Device

PPSK Voucher Account

| PPSK Sharing List fa

All ¥ H

Network Name Account Status WiFi Keys

32 No Account Not Shared 1

\@andssianuasdedamsunisuas Milsenaulisae PPSK, aulasuasiioyd
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Easy Sharing >

Share the following link to others so that they can manage the PPSK, the voucher, the account
as well.

Type PPSK voucher Account

Link hitp-//cloud-as_ruijienetworks com/admin3/eSharingfconfirm?cod |

Copy |

o

FnaandvAuavidndtioydau

adn Accept

 a

Accept Sharing

Invite you to manage the network authentication!

After acception, you can manage the authentication type of network. Try it nowl

=

aadaunydaiuisadanislsianuasnisyvin authentication aavip3ainania‘li
PPSK

Q) aboe
32
@ AUTHENTICATION
PPSK Tip: Please disable Private MAC when using PPSK on iOS 14.
Voucher
| PPSK@ °
Account
m| Detete | Account H
Account Client MAC WiFi Key Created at Action
test1 a25b 3a33 5bed np8xwIwc 2021-05-20 20:09:11 B o

Voucher ailav

32 v

&' AUTHENTICATION
PPSK | Voucher S 2 B
Voucher — — e —
‘ [ Print Voucher ] I More ~ l ® Total Vouchers: 104 @ Activated Vouchers: 0 @ Depleted Vouchers ® : 0 Advanced Search
Account — SE——

Voucher Code Alias Package Name Price Period Created at Activated at Expired at Devices Bind MAC Data Usage Download Speed Upload Speed Status
videpm - 421 - Unlimited 2021-06-03 10:45:50 - - on Yes 0 MB/100 MB Unlimited Unlimited Not Activated
j7emgp - a1 - Unlimited 2021-06-03 10:45:50 - - on Yes 0 MB/100 MB Unlimited Unlimited Not Activated
n4gbpe = 421 = Unlimited 2021-06-03 10:45:50 = = o Yes 0 MB/100 MB Unlimited Unlimited NotActivated
aldxpk - 421 - Unlimited 2021-06-03 10:45:50 - - o Yes 0 MB/100 MB Unlimited Unlimited Not Activated
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Account iy

A abe com v
32 Search Network Q
@ AUTHENTICATION
PPSK | Account S ez n
Voucher
[ Add Account [ Manage Profile H More ~ 1 ® Total Accounts: 5 @ Activated Accounts: 0 @ Depleted Accounts @ : 0
Account
Account  Alias  Password Period Created at Expiredat  Devices Data Usage Download Speed Upload Speed Status . Action
testt 1 e ~ 30 Minutes 2022-03-01 14:22.48 013 0 MB/100 MB Unlimited Unlimited Not Activated Z 2 o
testd 4 e ~ 30 Minutes 2022-03-01 14:19.43 013 0 MB/100 MB Unlimited Unlimited Not Activated 4 O W
test3 2 - 30 Minutes 2022-03-01 14:19:43 013 0 MB/100 MB Unlimited Unilimited Not Activated “Z o m
A4
d d aF
4. Advanced 21ugv
- & ] P
4.1 Batch CLI Config nhsavauunad CLI
a -
adn ADVANCED > Batch CLI Config > Add
Note: The function is only supported on RGOS devices.
| Batch CLI Config Status How to batch configure CLI commands?
Add
| Batch CLI Config R
Apply All I l Return j { Gateway v H Firmware Versio H Model I
AC
Status Network Description SN Switch rmware Version Model
@ oniine 32 H1P¢ EG_RGOS 11.9(1)B11S3, Release(07242723) EG2100-P

Batch Customize CLI Commands

Copy CLI Set

Oshow O sho_interface

E3

Lo oo N
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Note: The function is only supported on RGOS devices

I Batch CLI Config Status How to batch configure CLI commands?

Add
Time Quantity Success Failure Command Action
2022-03-02 11:10:00 1 1 0 Check Result Stop
| Batch CLI Config Result H
=)
Network Description SN Firmware Version Model Status
32 H1P, EG_RGOS 119(1)B1153, Release(07242723) EG2100-P Succeeded
1 ([ 10« Jtintotal
;
3 Na Tugd |
Adn Export twagvaantugduuy .xls
2
A B C D % F G H 1 K L M N ] P Q R S T u v w X Y b

Remark  Model Software Echo result

|Croup NarSH
EG2100-P EG_RCOS luserfisho ip in bInterface

32 HIFGOLEOC

IP-Address (Pri)

IP-Address (Sec) Status Protocol GigabitEthernet 0/0

172.26.5.195/22

wRAINA CLI uu'lwa

4.2 Customize CLI Set 1ainn1sidsuan CLI

a&n ADVANCED > Customize CLI Set > Add iaisua el CLI

Note: The function is only supported on RGOS devices

+ Add

| Customize CLI Set How to batch configure CLI commands?

show

sho run

(% Edit T Delete

Wiaiugemdalni adn Add, laudiazgauaztad1de uazaén Save
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Add x

sho_interface

shoipinb

sho interface

Copy CLI Set

l_: show

Copy ‘

=

wined9 CLI tnfiaudnyaridvil, aaannsatdaniyea CLI uaznadnaan

* Ui

o a

AadudAtisasiuuualnsal RGOS

4.3 AP VLAN

Ruijie Cloud sas¥unisded1wase VLAN uuuwng AP
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Training ™ REYEE Search Network

| AP Port VLAN
Note: The LAN port configuration is only supported on panel EAP/RAP in AP mode with P32 or a higher vesion

Model: | RAP1200(F)

Device:
(1 Selected) Display Never Configured Devices
Alias SN P Model Last Configuration Time
RAP1200F G1ar 192.168.110.205 RAP1200(F) Not Configured
Configuration
Port Type Access "I
VLAN ID 50

Selected Ports LAN

Selected Not Selected

LAy

‘. Clear |

GMT+8:00)Asia/Hong_Kong | Manage Project

| AP Port VLAN

Model RAP1200(F) -
Device
Q| (1 Selected) Display Never Configured Devices
= . Model Last Configuration Time
@ Configuration succeeded
RA RAP1200(F) 2022-03-02 15:19:30

Configuration

Port Type Access b

VLAN ID 50

Selected Ports LAN

Selected Not Selected

(=)

Model: &anjuuav AP: RAP1200(F) w3a RAP1200(P)
Device: Ldanalnsaiinnisdearvuinilusassvaan
Port Type: &anisgtanwasa: wuu access wia trunk
VLAN ID: ilau VLAN ID & usuwase

Selected Port: adniialdanwasaniisiadnis n1s&9 VLAN ID
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Apply && Clear: U5unisdean'lifialnsel wiaaran1sdenn

12189 eWeb 2a9 AP uazasragau VLAN ID uazaisdeatwase VLAN

Dverview  Basics Wireless

LAM Settings Port WLAN

Port VLAN

| Port VLAN

VLAN 1(WAN)

VLAN 50

Advanced Diagnostics
LAN Settings Port VLAN
@ Lansettings
port VLAN @D
| LAN Settings + Add T Delete Selected
Upto 4 entries can be added.
VLAN ID Remark Action
50 Edit Delete
T = et f=10T] H WV Rrala A A T 1 ¥ ~ el
Overview  Basics Wireless Advancec Diagnostics System

Please choose LAN Settings to create a VLAN first and configure port settings based on the VLAN.

Port 1

Mot Joi

229



Ruijie Cloud

A5N15QLAsNEN

1. Log iiuin

1.1 Operation Log iiuvinA151vinvu

(%

urinnsvinuazAudayanisvinauiovua

POEDDEE

Time: uganalun1sviU
Operator: uaaofeyilavinau

'
aa o a

Type: dsvnaulidrs §amdu, alnsel, wiazne, 3988, uwaurduineg, n13isudis, Twanun
a1ual, nsdaAInsLiiay, n1saaAn, dwense, alnsal MTFI, SIM, dasne, tnawd, alag, PPSK,
Easy Sharing

Description: uwaavayariadunan1svineu
Result: waaniNauaINITVINU
Result Description: uaayxauavAIadUIa2RINTITVINIY

Action: uaavrayaisnuauasnIsvineIu

1.2 Config Log iiuvinn1seean

ffurinasavALaadsanIsaauzaadnIsiuaaalnsal  wnalnsalavatluaaugludea
Wldgusansagaudarusnsganisinuaa lealaaadniusaasidan

fianuagadTviua: Tuue Action View uazluua Device View

Action View: fuatduilssiannisvinenu taadisnanisduinnisaamn
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'U]‘G L) MONITORING CONFIGURATION MAINTENANCE
| Config Log @
B8 o6
[E=te] Acticn vinw Device View
&F UPGRADE
| Action View P -
Oparation Type Startod at Endod at sos Davices Result Description
+ Swaten davice group 202203-15225236  2002-03-15 225254 Compiete TORKOMneNor Onie Yet: 1p  SUccessiFabure: 110 Device: HIPSOTKDOSE4A; Group |
In progressiScheduied Complats: (A0
+ Configure device name 2002.03-15225236 0220315225248 Compiste TotavOminamot Oniine Yet: 1vp  DU-cossFabure 110
R ry . In progress/SchedulediCommplote: (100
+ Upasta RLDP canf 2022-00-15 224755 202203-15224937  Compste TotvOmnenet Oniine ver i UCCREsTakure: 110 Daice [G1PHSIHDO0I38], grobal
e s S an g 2 = =t = In progressiSehedultaCempiete. 1IN0 s 2 o
+ Consgura SVI 0020315223124 0220315223410 Compied TotaUOMine/Not Onling Vet 1D ocorosr arare. 10 Davica [G1PHSOHD00338), dessta £
onhgure 202209 2 E ! plela it aTet 11 In progress/Scheduiea Camplote: 100 e e
i R PR W Success/Fabure: 00 A e
4+ Add cevice group on EasyNetwerk 20220314 10.20.04 incomplele  TotaVOMnamGt Oniio Yot D0 DUCCIEFER 0D L o Mew devce prou: test
+  Add cevice group on EasyNetwerk 2022-03-14 09.20:08 incomplets  TotaUOnemNdot Onicie Vet g SUccessFature 00 New cevce group; 333333
In progressiSchedulediCompiate: 0D -
e - R vt 3y SUCCESSIFaRIE 30 o S —
4  Update EasyNetwork wiraloss condg 202203-10 13:53.09 incompiote  TotavOmnamor Ontimo et 713 [ETEEEECEE S g ot EG_uth test_Auto Gener =
SuccessiFanure: 30
- | 0310 1 VOMineNot Yot TiAF ! ©_aun_tes
4+ Baichupdate apartment SSIDS 2002-03-10 132657 incompivte  TotsvOMmneniot Oniia Yot 7113 SUSRERECE AN L g Cong name: [EC_aum test_Auts o
Success/Fanure: 0
yNetwork wirslass cons 031013255 in 1 OMina/Not Onling Yat: T/17 1 uth_test_Auk r
+  Update EasyNetwork wireless consg 2022-03-10 132557 complets  TotalOfineMet Oniee Vet 7113 POSRSETER S0 L w0 COMS: EG_auth_test_Auto Gene
+  Batch update apartment SSID% 2002.03-10 132535 incomplets  TotalOMineNet Ol Yot 71173 —ooooee - arore 31 Config name: [EG_au_test_Auts
i - i In progressScheduledComplate B0 i e e
nat Last 0. |4Zintotal
| Action View O oM.
o= =3
Operation Type . Staned at Ended at Statas . Dervices Resitt Descrigtion
indate EasyNanions wiaess conty 2002-03-19 21,0658 Incompiete Tetalminaiiot Celng Vet 410 e 8. - Confiy Cioud_Aum_Test_Auto G4 =
fd/Complete: OO0 i
" =
Q search O
N Started ot Result 5 Contig Action
g 1478 Sutcasded B
ate 3844 Succeaced ]
@ e Oire B
Wi 745 2022-00-19 210658 X2 Succeaded B
) ~ Jamiota
ek

+: ugavalnsalvunaiauta’ad LAsIAGY AU LASHNAANWES

Operation Type: ilsznausia asualun1saanl, aunisdean, dsuldnisdean, waaunsde

a1, Tiadnsalaaulal, Swnsaalnsal, Wasue3aznauazdug

Start at: La1B3NATERIAT
End at:
Status:

Result:

Description: usnsayatInNaaINIsATNUAATL

LDAILFTIRUNTITEIAT

LRAINAUDINNTEIAT &5 waa Lidisa

UEAINARNITAIMUAAT &153/aUUAI AdaILduns/Anuaal/idsaanysal

Device View: finauninaiaziadasuadalnsalifaugnesnansiuinnisiiuaan
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Ruigie > MONITORING — CONFIGURATION  MAINTENANCE
| Cont Log @
= ==
0] [ieg]
action view Dwvice view

Sumus o Descrigaon Aczon

Device SN: uamv;mmamﬂ‘%mwaoqﬂnm‘[

Operation Type : isznausranisualanisAinuaml, aunsiiuuaal, TdnisAivuean,
wasumsivuas, aaulaidassunasainsal, Swinsaadnsal, wWasua3aznauwazay 4
Start at: La1suNTA9AN

End at: waFSadunsaaan

Status: uaaINanIIAIMUAAT: A1AAILTUNTS, & 157, Aunad, aan'lall, Avuatial, anldn,
Titaaaaulay

Description: usnsayatonNanasnIsAituuaAIil

Action: u&AITIEANITANTAIALASHAINE

Config Execution List

| =

Message

Config ltem Started at Ended at Status -
SSID Settings;(Apply All} 2022-03-19 21.06:58 2022-03-19 21:07.00 Succeaded Success

1 10« | 1intotal

1.3 Upgrade Log iiuninn1saninsea

sgifnsaninsatlsunisuavalnsalazusgavac Tunini
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MONITORING ~ CONFIGURATION

MAINTENANCE

Ruiie C>
A
B Lo

Operation Log

£7 UPGRADE
Upgrade ¢

Firmware

| Upgrade Log

Operator

Description
Upgrade 1 selected device(s)
Upgrade 1 selected devica(s)
Upgrade 1 selected device(s)
Upgrade 1 selected devica(s)
Upgrade 1 selected device(s)
Upgrade 1 selected devica(s)
Upgrade 1 selected device(s)
Upgrade 1 selected devica(s)
Upgrade 1 selected device(s)

Upgrade 1 selected device(s)

Target Version
Reyee0S 156.1325
Reyee0S 1561325
Reyee0S 1.77.1321
Reyee0S 1752429
Reyee0S 156.1306
Reyee0s 1.77.1321
Reyee0S 1.77.1321
ReyeeOS 156.1306

Reyee0S 175.2429

Process

AC_RGOS 11.9(5)B1,

3)

Next

at

Time Range
00:00-23:50
00:00-23:50
00:00-23.50
00:00-23:50
00:00-23:50
00:00-23:50
00:00-23.50
00:00-23:50
00:00-23:50

00:00-23:50

Last

20

200

20

20

20

20

20

20

Created at

3858

Result (Suc:

cess/Failure/Aborted)
1010
11010
11010
11010
0r1/0
11070
1010
11010
1100
17070

104

| 19 in total

Operator: uaaifeyifvinnsaninse

Description: uaavzayaalnsaldwinia

Target Version: u&niquaninsn

Process: L&AINILUIUNITANLATA

Time Range: u&AILIRNAWLATA

Created at: U&AIIRIBUFUAAINITANLATA

Result: uannan1santnsa Success/Failure/Aborted

Action: shaazidan antdn aasluu

2. Upgrade awinsa

2.1 Upgrade dwinsa

Ruijie Cloud savsunisawinsatilsuiisuavalnsaiaaulall wasmalvinauassuuiaiazialel
aadudAa1gauarnslsulseaulaandadniuailnsal Ruijie 16 aaauilitinnsawinsaaa
ulaumhalvguassuudIuIsaiInuanaIaWLATALATNLITUULATATNE LIIATAWLANLATULIT
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MONITORING CONFIGURATION MAINTENANCE
)
R | abedefg@itt.com v
AL v | sea Q (GMT+6:00)AsialHong_Kong | Manage Project “ Take over Network “ Unbind Device
B oG
Operation Log | Top Versions | Firmware Version List
Confgiteg Fimware Version Devices
Upgrade Log UNKNOWN 4
£ UPGRADE B £CROOTH 01BN, AP_RGOS 11.1(9)B1P21, Release(06211815) 3
B ReyecOS 1611915
W—— S5T00H_RGOS 1 4(1)B70P1 3
Firmware AP_RGOS 119(6)B1, Re.. 29 RGOS 11.4(1)870P1 5
@ ReyecOs 1752428
.ot P Page [ 1 Jof5 Next
=
&
(&)
| Device List o me
0 Selected Q| Advanced Search
St N Network Alias Model Hardware Version Current Version Recommended Version Description Action
© onine GiPk 747 testiz3 NBS3100 NES3100-24GT4SFP-P 101 SWITCH_3.0(1)B11P31 Release(02130616) Reyee0S 1722130 Upgrade
® oniine G10k 534 test123 AP1 RAP2260(E) 100 Reyee0s 1.75.2429 Reyee0S 1.75.1318 Uporade
® oniine HIF BIA THTTTTI EG2100-P 621007 320 EG_RGOS 11.9(1)B11S3, Release(07242723) EG_RGOS 11.9(1)B1183, Release(08230300) Upgrade
@ oniine cAl 5076  EST EST1 EST310 1.00 AP_3.0(1)B2P28 Release(07220919) Upgrade
@ onine 61 % EG2100 Ruije AP180 200 AP_RGOS 11.9(4)B1, Release(06242719)
© oniine 6t 7C AC ACH WS6008 122 AC_RGOS 11.9(5)81, Release(06240613) Upgrade
® onine 12 45 RouerRAP APT10 APTI0 115 AP_RGOS 11.1(9)B1P21, Release(06211815) Uparade
@ oniine G B RouterRAP APT20L APT20L 115 AP_RGOS 11.1(2)B1P21, Release(06211815) Upgrade
@ oniine Hi 2 testiz3 EG1056W EG105GW 110 ReyeeOS 1551915
© online 61 380 RyeeNetworki_ Ao ReyesHomeRouter EW12006-PRO 100 Reyee0S 1.77.1321 This is a descripion  Upgrade

Top Versions tasziuiiladsiuunn

waavastunldnuunnigauavalnsailuiaiazinana

Search Neb

ALL v

| Top Versions

B EG RGOS 11.9(1)B1183...
B Reyec=0S 1.61.1915

SWITCH_3.0(1)B11P31,...
@B AP RGOS 11.9(8)B1, Re..
B Reye=05 1.75.2429

B cther

Firmware Version List shan1stasaduaasiniuts

uaavastuisuwsuavalnsailuipiaznaaa
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| Firmware Version List BitriseNerien Q
Firmware Version Devices
ReyeeOS 1.75.1320 2
ReyeeOS 1.56.1325 2
EG_RGOS 11.9(1)B11S3, Release(07242723) 2
ReyeeOS 1752429 1
Previous Page | 2 of5 Next

D (T §

Device List shan1sansal

Ao usaldannils vianaraalnsal iiadwinsa adn Upgrade All vinlvignunsadwinsaadasainie
nualunafeiu

| Device List Q n-5

[l

Status M SN Network Alias Model Hardware Version Current Version Recommended Version Description Action
@ Oniine GIF 747 fest123 NBS3100 NBS3100-24GT4SFP-P 101 SWITCH_3.0(1)B11P31 Release(08130616) Reyee0S 1.72.2130
@ Oniine G1C 20524 test123 AP1 RAP2260(E) 1.00 Reyee0S 1.75.2429 Reyee0S 1.75.1318 Ungrade
@ oniine HIF BAA M EG2100-P EG2100-P 320 EG_RGOS 11.9(1)B11S3, Release(07242723) EG_RGOS 11.9(1)B1153, Release(08230300) Upgrade
@ Online CAF. 5076 EST ESTY EST310 1.00 AP_3.0(1)B2P28 Release(07220919) < Unorade
@ Oniine GIN 8490 EG2100 Ruijie AP180 2.00 AP_RGOS 11.9(4)81, Release(06242719) = Unorade
@ oniine GIF 27C AC AC11 WS5008 122 AC_RGOS 11.9(5)B1, Release(06240613) - Upgrade
@ Online 122 345 Router RAP APT10 APT10 115 AP_RGOS 11.1(9)B1P21, Release(06211815) & Unorade
@ Oniine Gt 308 Router RAP APT20-L APT20-L 115 AP_RGOS 11.1(9)B1P21, Release(06211815) 2 Ungrade
® oniine HIF 1402 test123 EG1056W EG1056W 110 ReyeeOS 155.1915 = Uporade
@ Oniine G1C 1978 Cloud_Auth_Test RAP2200F RAP2200(F) 110 Reyee0S 1.75.1320 = Unorade
1 lor4 Next Last (. J32intotal

* yunaia:
mnaadanalnsalgugagadtniadiiarinnisalinge aadadtdanalnsaldssinnidendu

wazausaaninsaalnsailasenislainaiaadtfen lunaiaedfu

€ Only one type of device (Switch,AP) can be
upgraded at a time.

€ Only one project can be upgraded at a time.

WA AsuLIF NN azuaaIAsuLIS LUz
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| Device List
Upgrade | | Uporade All | 1 Selected
Staws SN Network Alias Model Hardware Version Current Version
© Oniine GIPHCAAD4TTAT  testi23 NBS3100 NBS3100-24GT4SFP-P 101 SWITCH_3.0{1)B11P31 Release(08130616)

°c B-8

Q| Advanced Search

Recommended Version

Reyee0S 1722130

Description  Action

Uporade

a&n Upgrade > Start Upgrade \iadwninsailsuuisanan

Upgrade

Model: N

P Hardware Version: 1 Current Version:

1.72.2130

%3]

Upgrade Version: Reyee0: Firmware Details

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

Start Upgrade

x

Select Firmware

Start Upgrade

2.2 Firmware «waiuas

Version Details shaazidaatasau

Tumihilugaviuadnsaluavaaiovualuiiyduasnal wafisunusiin

adn Go To Upgrade \iadwinsaailnsaisuiiy

MAINTENANCE
C——

Private Firmware

B oG

Operation Log

Recommended Version

S w-B

Q search

Action

Next

Config Log
Upgrade Log
Model Current Version Hardware Version Devices
£ eoRanE EG2100P £G_RGOS 11.9(1)81183, Release(07242723) 320 2
RAF2260(E) Reyee0S 1.75.2420 1.00 1
RAP5250(G) Reyee0S 1611915 1.00 1
APB30(CD) AP_RGOS 11.9(6)B1, Release(17222918) 110 1
$2010-24GT4SFP-UPH 520 RGOS 11.4(1)B70P1 390 2
wss008 AC_RGOS 11.9(5)B1, Release(06240613) 122 1
E£61056-P Reyee0S 156.1325 130 1
S5750C-28SFPAXSH S5700H_RGOS 11.4(1)870P1 170 1
EG105G-P Reyee0S 156.1325 141 1
S57500-236T4XSH S5700H RGOS 11.4(1)874P1 1.00 1

Last

EG_RGOS 11.9(1)B11S3, Release(08230300)
Reyes0S 175.1318
Reyes0S 175.1318

AP_RGOS 11.9(4)B2, Release(06242719)

Go To Upgrade

GoTo Ungrade

Go To Upgrade

GoTo Ungrade

Go To Upgrade

Go To Upgrade

Go To Upgrade

oloa

Go To Upgrade

GoTo Ungrade

Go To Uparade

26in total
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—
| Device List

Upgrade All | 0 Selected

o n-®

Advanced Search

Key| SN, Alias l Mode\l EG2100-P Current Version | EG_RGOS 11.9(1)B1183, F ] m l Search l
Status F. SN Network Alias Model Hardware Version Current Version Recommended Version Description Action
e Online H1P601K00584A mmnmInm EG2100-P EG2100-P 320 EG_RGOS 11.9(1)B11383, Release(07242723) EG_RGOS 11.9(1)B11S3, Release(08230300)
@ Offiine H1PG01K009418 m ruijieeG EG2100-P 320 EG_RGOS 11.9(1)B1153, Release(07242723) EG_RGOS 11.9(1)B1183, Release(08230300) Upgrade
Pre\ S Page 1 of 1 Ne» La: 10 & 2 in total
Upgrade x

s

Model: EG: -P Hardware Version: 3.20

Upgrade Version: EG_RGOS 11.9(1)B

00) Firmware Details Select

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

Start Upgrade Cancel

Private Frimware tilsuuwss8u6n

o

b
=D
D

Waditdsuwsaiusminaasagnisddinsadiniuailnsal aadrunsaddinaatlsuwn au

WRIFIANLATA

adn Firmware > Private Firmware > Upload Firmware

NFIGURATION

Upload Firmware

7 Version Details  Priv nware Tip: Upioad bin file for RGOS devices and

gz for Reyee devices

Firmware Version f Released at Description Action

B8
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* Ui

il nan’lWad .bin &wiuailnsal RGOS way tar.gz & niuainsal Reyee

adn Upgrade (Wadwinsaainsal

Ruyle ; i MONITORING CONFIGURATION MAINTENANCE
R | abedefg@itt.com v
ALL v (GMT+6:00)AsialHong_Kong | Manage Project H Take over Network H Unbind Device
B oG
Operation Log | Top Versions | Firmware Version List
Config L
Contgteg Fimware Version Devices
Upgrade Log Loading.. Please wait
No Version Info
UPGRADE -
9 £6_RGOS 11.2(1)81153.
Reyec0S 1.61.1915
p— B AP_RGOS 119(6)BT, Re.
@ ReyecOs 1752428
. other
=
| Device List o me
0 Selected Q| Advanced Search
Status N Network Alias Model Hardware Version Current Version Recommended Version Description  Action
@ onine G1QHEWX000534  test123 a1 RAP2250(E) 100 Reyee0S 1752420 Reyee0s 1.75.1318 Uporade
@ onine HIPBOTKOOS34A 1111111111111 EG2100F EG2100-P 320 EG_RGOS 11.9(1)B1153, Release(07242723) EG_RGOS 110(1)81153, Release(08230300) Uporade
@ onine CAPOIASOISOTS  EST EsTt EsT310 100 AP_3.0(1)B2P28 Release(07220919) - Uporage
@ onine GINQC44048490 EG2100 Ruijie AP180 200 AP_RGOS 11.9(4)B1, Release(06242719) = Upgrade
@ onine GIPHCAADATTAT  festi23 NBS300 NES3100-24GT4SFP-P 101 Reyee0S 1722130 = Ungrade
© oniine GtP21000a7C  AC ac1t wss008 12 AC_RGOS 11.9(5)B1, Release(06240613) = Uporage
@ onine 1234942512345 Router RAP APT10 APTI0 115 AP_RGOS 11.1(9)B1P21, Release(06211315) - Upgrade
®onine G1L9199001308  Router RAP APT20L APT0L 115 AP_RGOS 11.1(9)B1P21, Release(06211315) =
@ onine H1PH745119402 test123 EG105GW EG105GW 110 Reyee0S 1551915 - Upgrade.
© onine GIQH1BQOSIO7E  Cloud_Auth_Test RAP2200F RAP2200(F) 110 Reyee0S 175.1320 = Uporade

a&n Select Firmware > Private Firmware, l&antflsutisuazadn OK, nntfuna Start
Upgrade

Upgrade X

Start Upgrade

Hardware Version: 1.15  Current Version: A

Model:

Upgrade Version: Please select a firmware version

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings

Start Upgrade

238



Ruijie Cloud

Select Firmware

Cloud Firmware Private Firmware

Selected Private Firmware: AP_RGOS 11.1(2)B1P21, Release(06211815)

Firmware Version File Size (MB) Applicable Model

(] P_RGOS 11.1(9)B1F21, Release(06211815) 2204 AP-V230::1 21 AP710:1.00 APT 10 1. 11, APT _

Firmware Version, Appli

Released at

2019-09-18 15:51:51

Description

Upgrade

Model: AP L Hardware Version: 1.15  Current Version: AF
Upgrade Version: AP_RGOS 11.1(9)B1P21. Release(06211815) Firmware Details

Upgrade Device: 1

Scheduled Upgrade

Advanced Settings ~

Start Upgrade

e
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gaun1saivintil

1. AN55USUANUGDINTS

1.1 A uuaunuudang

/ DHCP
//
VLAN
/ PoE
/ ACL
1.2 2ianuua‘ls#@na
AP 1200
SSID SSID 3
10 1/2 /
L2 /
1.3 2ianuunnisvin Authentication
/
1100
WPA2-PSK 90

10

1.4 2iayasninwiaaan
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14

7:00PM-11:00PM

2. NNsaanLuuULA3a2ing

2.1 Topology Iminiad

1R_uijie L)

Powered by maCC]

e

< 21JaN15IANT

N155UTaya

4 | | | | | | | | | | | | | |

EG3250

Security Gateway

mmossmsass | S5700

Core Switch

Access Switches

1/len
o

E = =
AP

Bgﬁtﬂ’)uﬂ’\‘?
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2.2 Tasvas1vtAsazing

P EG WAN: ISP
VLAN AP, switch: vlanl
1: vlan10
2: vlan20
DHCP pool pool(AP switch): 172.16.1.x/24
User pooll: 192.168.1.x/24
User pool2: 192.168.2.x/24
SSID SSID:

WAP2-PSK SSID:

SSID:

2.3 Devices list snan1sansal

EG3250 1
RG5750 1
XS-51920-26GT2SFP-P-E 8
AP AP820-L 64

o ag = = [
3. N15&81523NuNn (Heat Map wnunal1usau)
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3.1 Survey Planning n1s&1saviuii

Step1 i https://survey.ruijienetworks.com.

Step2 ihuinsluuuiasanaslideiasenis

Step3 1Na&9AanIY

< i o (s o 8 2] i
[ o
000 | -0 “om wx 000 | o o
o, 1m0 _oolen, 1800 K 1900, 1 noelio, o Moojteos,  Jeoo  oodnoo 100 10|10 1heo 1280
1 = |
8 3 1 ‘
8 o o c &
Q
" " [ *3 =4 (¥
=5 3. 2. 900 2 900 1.0
e - L — = =
=
=
a0 =
N &> )2 : .
e 1‘.‘-
L) ] w =
w o " ] =
= &3
T Q 7 -1 &
" 141 L L (2]
a3 e RS $s - g8
i
a [} (=4 a8 g L =~
] a @
0 Jsoolswnl 1me An,hl o ) .m] 1000 Lisool ool sooe |t frmw l w6 00| 100 [neolineo] oo 1‘-1
' yam '\ " o0 w00 | Ypaoo | N " w0
\ — 1
EEREANE WL 0 (5 P10
@ @ & [ @ 2] © @

Step4 wiu AP aslulasevuaziiuzasdyanauas AP uasndenialu
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LRAYNITINRDIANNULIIUDY
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® . ) - :
RSSI Filter Simulation Type Device List

Signal Strength(2 4GHZ)
signal Strength(SGHZ)

Speed(24GHZ)

Speed(SGHZ)

Channel Interference{SGHZ)

] i E ﬁicﬁ%g!_:;uﬁ J R |
1 2 @ 7y & 2 & [z =)

3.2 571a91UN158152A

Step 1 gvaansa9u

B, abcdefg@111.com

O B TestSSP10

Gl B Building1

Q
6

r A
L

ﬁ Floor3

Floor1

Floor2
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Settings Content

=[] TestssP10
=[=] Buildingl
[ Floor1
Floorz
Floor3

Range

Export Heat Signal Strength{2 4GHz)

” Channel
| Speed(2.4GHz) |

Interference(2.4GHz)

Map of | |
signal Strength{SGHz) Speed(5GHz) chaamel
9 gthis 2} poccis interference{5GHz)
. Display L n Heat
Display Isplay Logo o @

Map.

Export Report

Current Percentage

100%

Finished Floors / Total Floors
3/3

Operation Log

HDATMAF_FLOOR -
HOATMAP _FLOOR

Step 2 usgaIsa9I1UNTATI
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-2-Device-List-for-Wireless-Network-Construction<
=
Survey-
o Ruijie- Networks (o, | td:
Organization:
|Contac
Surve
t- Mem
Team-Leader: ‘ y- 20220317 1.com:
1 Inform ber:
. Time
m ation
Survey Result (Device Statistics)
Deploy
ment- Quan Quan Quan
Building-| Floor: Area: AP-Model: 2 Antenna-Model: i Feeder-Model: >
Schem tity- tity- tity:
e
Building1+ Floor1+ ¢ ¢ RG-AP820-L- ¢
Building1+ Floor2: ¢ ¢ RG-AP820-L+ 8¢
Building1+ Floor3: ¢ ¢ RG-AP820-L- ¢
Building1+ Floor4- ¢ ¢ RG-AP820-L+ 8¢
Building1<| Floord: ¢ ¢ RG-AP&20-L+ 8¢
Building1+ Floor6- ¢ ¢ RG-AP&20-L+ 8¢
Building1<| Floor7+ ¢ ¢ RG-AP&20-L+ ¢
Building1<| Floor& ¢ ¢ RG-AP&20-L+ 8¢
Total (Device List)
Quan
Device-Model: Description- tity Remarks:
RG-AP820-L 64+

fvsuseasidaauRudua vy SSP Tusagiaed:

https://www.ruijienetworks.com/resources/preview/76230

4. nsaemalnsal

4.1 fv@TASINNS

Step 1: winda Buildingl Tu Project

g E- A
m- B E

K
b

Step 2: uiu 8 Sub-Project nals Buildingl
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| Project Management How to Use?

Q | Project info

& @ Root R o
A - L Buildingt *=<¢ & @ 2
s BUilding3
Project repres ne real network deployment e same wit
%, Building2
= 9 The project name followed by * indicates that there are sub projects.
sk Building? * |
sk FOR-TEST
sk FOR-TEST_plus
FRL
H12
i | Project List
115 camp Name Parent Project Type Devices Alarms Action Advanced

12 Floor1 ROOT/ Building1 Bl sub Project 0/0 ] i Dashboard

$11

= Floor2 ROOT / Building1 [l sub Project 010 2 @ Y Dashboard
s lin_Auto
& linb Eois (et v Bl sub Project 029 2l e {Dashooard £ Topology.
& default_Auto Floord ROOT/ Building1 [l sub Project 0/0 0 2 @ Dashboard £ Topology_
5% admin Floors ROOT / Building1 Bl sub Project 0/0 0 m 2 £ Dashboard
sia lin Floor6 ROOT / Building1 Bl sub Project 0/0 ] 4 £ Dashboard
sk default Floor? ROOT / Building1 [l Sub Project 0/0 0 @ 2 ) Dashboard

Floorg ROOT/ Building! Bl Sub Project 0/0 0 2 @ Dashboard

Step 3: uiutnaE Buildingl

MONITORING CONFIGURATION MAINTENA

Add x

Status SN

| Close

Step 4: nauditnandavaansaindsdunasiie inantazudasuy unauthorized gateway
list

(GMT+2:00)EQ)

ALL ~ Building1 ~ Manage Project || Take overNetwork || Unbind Device

| Unauthorized Gateway List Q5

Note: The gateway is displayed in the Unauthorized Gateway List when it has net gone online on Cloud yet or the password authentication fails.

SN Alias

SN Alias Status Network. Added at Action

HIPTATC Gateway Building1 2022-03-18 04:04:36 Re-authorize Delete

Step 5: AdnTasunstan (Wu) uastiy MmaTWatnuLwae
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MONITORING CONFIGURATION MAINTENANC

Add x
ALL Building1 * Floor1
Download and fill in the device information in the template.Up to 500 records can be imported each time.
| AP List
| Add ‘ | Web CLI | | More ‘ 0 Selected i
Status SN Cq
4

Upload Template File | Download Template

Add a Device

A

| G1K2456¢ 2 Room
| G1K245¢ i Room3
| G1K245¢ . | Roomb
| G1K245¢ ' Room7
| G1K2456- . Roomd
G1K24564  Roomi{
G1K2456¢ Room13

G1K24564 7 Meeting

(=R RN IR IR S R SR Sy

-
L]

Step 6: faun AP azindwnasiiin'ls sa1uzda Not Online Yet

Unbind Device

ALL v Building1 ~ Floori v | SearchNetwork QU (GMT=2:00)Egypt | Manage Project “ Take over Network ]

| AP List AutoRefresh: @) & @ 3~ ¥
Status b SN Config Status ~, MAC Alias MGMTIP  EgressIP Clients Network Firmware Version Offline Time ~ Model ~ Description  Action
€ Not Online Yet B1K245645 Synchronizing Room1 - ‘Building1 [ Floort ]
@ Not Online Yet G1K245¢ = Synchronizing Room3 : Building1 [ Fioort o
@ Not Online Yet G1K2456% Synehronizing Rooms - ‘Building1 / Figort g
@ Not Online Yet G1Kk456s 11 Synchronizing RoomT = ‘Building1  Floort o
@ Not Online Yet G1KE ¥ Synchronizing Room9 - Building1 / Floor1 i}
 Not Online Yet B1K45. Synchronizing Room 11 = ‘Building1 / Fioor1 i
@ Not Online Yet GAK2456 TN Synchronizing Roomd3 - Buiding1 / Floor o ]
@ Not Online Yet G1K245 Synchronizing Meeting - Buiding1 / Fioor ]

Step 7: n&nTasonstas (Wu) wasingindnisuings
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MONITORING CONFIGURATION MAINTENA

Add x

ALL Elllldmg‘l Floor1 | Search

?SN| GINWIC } Aiias| Floor1-Switch }E
| Switch List

2SN| ] Aii‘as| ]D
| Add H Web CLI H More = |GSe|ected

SSN[ ‘ Aiias[ ‘E +

Status SN
Fi

Step 8: naufiaindazidndedumasiiiale aauzaviilu Not Online Yet

ALL v Buildingt Floor1 (GMT+2:00)Egy]

| Switch List
Add Web CLI wore ~ | 0 Selected
Status . SN MAC Alias MGNT P Egress IP Offline Time Network Model Firmware Version Description Action
€ Not Online Yet GINW Floor1-Switch - Building1 / Floor1 I

4.2 A5a9aLNALIET

Step 1 1209 eWeb aasinataed

Step 2 adn WAN uazdod1 WAN Wiiflausadudwaed ISP

Interface

Basic Settings Multi-PPPoE Aggregate Port Access Mode Interface Conversion Link Detection

SUPER-VLAN

Note: Click the corresponding interface to edit configuration. For copper and fiber port details, please view Help . The DHCP interface does not suppert line escape or link detection,

AnylP: A successful gateway spoofing (ARP spoofing) attack allows an attacker to alter routing on a network, effectively allowing for a man-in-the-middle attack. Device with any IP address or gateway can access the network directlyl

S— LI e
INS Settings
OMGMT 1 2 3 4 5 6 7t BF(SFPISFP+) SF(SFP)
VPN
L] " " i L] L] 8 & L] 2 ]
NAT/Port g
Mapping
DHCP
Line Escape 7 (Di1) Setting ||PPPoE(ADSL) ~
sername: *
Password: |sesseses ¥
IP Address: £

O Advanced Settings
'

Clear Reconnect
ol '

Step 3 navan WAN 1a5uiiag IP ua? Wiaasneasaunisiiansaduinasiiie
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Ruy’lé EG Scenario; G

System Ping Detection Tracert Detection Egress Interface Detection

Dest IP/Domain Name: | cloud.ruijienetworks.com £

Administrator

Repetition Times (1-10). |5

Translating “cloud.ruijienetworks.con”... [0K]Sending 5, 100-byte ICWP Echoes to 34.87.32.36, timeout is 2 seconds: < press Ctrl4C to break
percent (5/5), roumd-trip min/avg/max = 88/96/102 ms.

Issue Collection

Connectivity
Detection

ccess rate is 100

Schedule

Central
Management

System Log

Log Policy ’
Report

Step 4: \UalaunsinnisanngIunang

Ruyﬁ: G Scenario: S&M Enterprise @ @ ConfigWizard @ Detect New Network ~ # Online Service Hi, admin|

L) pashboard i
o Service

g Service
Note: You can disable uncommon functions here. The disabled funclions will not run in backend or run at startup.

o e Tip: Enabiing of disabiing some functions requires device restart

Function Name Status Description

Provide resource cache, App cache, floating ADS and other functions. Note: The device will be restarted

e Dighied] Menu: [Cache >App Cache] [Cache > Resource Cache] [User > Floating AD]
Central Management Disabled SERtE Sl e Tan e
Menu: [Advanced > Ceniral Management]
Provide server log for SNC server and ELOG server
Server Log Disabled

Menu: [Advanced > System Log > Server Log]

Step 5: ilau URL dwsunandidaidausadu Ruijie Cloud
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Ruijie EG

g
L]

Lo System Central Management

@ Upgrade

Common
Administrator Central Management: Enable @

Issue Collection Management Type: | Ruijie Cloud v

Connectivity Server URL | | http://cwmpb-eu.ruijienetwor| *

Detection

Save
Schedule

Central
Management

System Log

Log Policy

Report

Step 6: satnaie aau'laiuu Ruijie

| Gateway List New firmware available for 1 devices Auto Refresh: @ & 2 3%
Status 4 SN Alias MGMT IP MAC Egress IP Network Firmware Version Offline Time Model Description  Action
@ Online B GATEWAY 1 EG RGOS 11.9(1)B11S3, Reiease(07242800) 5:07 EG3250 Empty. o
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Step 7: Avuarautnasine LAN aasinaiel
EG

Basic Settings Multi-PPPoE Aggregate Port Access Mode Interface Conversion Link Detection

Note: Click the corresponding interface to edit configuration. For copper and fiber port details, please view Help . The DHCP interface does not support line esca

AnylP: A successful gateway spoofing (ARP spoofing) attack allows an attacker to alter routing on a network, effectively allowing for a man-in-the-middle attack.

.o, M.ox

OMGMT 1 2 3 4 < 5] i

1 (Gi0/1) Setting
IP Address: .1?2.1 6.1.1 E

Submask: |255.255.255.0

B Advanced Settings

Save Clear

Step 8: suArdutnasina LAN uu DHCP pool uasinaue EG
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=— Add DHCP

Pool Name: |device_pool
Subnet: |172.16.1.0
Mask: |255 255 255.0

Default Gateway: (172.16.1.1
Lease Time:

Preferred DNS Server: (83838

Secondary DNS Server:

Ointion 43

() Permanent @ Lease Time |1

* Format: 192.1681.0
*Format: 255.255.255.0
* Format: 192.168.1.1

d

hio min *

*Format: 114.114.114.114

4.3 aseeeaina

Step 1: \dausaginddu EG tnavae LAN

Step 2: wavaanaindlasuiag IP ua? WWaasneasaunisiiansaduinasiiie

S %ping 8.8.8.8

Sending 5, 100-byte ICMP Echoes to 8.8.8.8, timeout is 2 seconds:

|||||

#ping |devicereg. ruijienetworks. com

Translating "devicereg. ruijienetworks. com ... [OK

Sending 5, 100-byte ICMP Echces to 47.1 timeout is 2 seconds:
< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max = 36/36/37 ms.

Step 3: A1viua@1 CWMP URL wialfausady Ruijie Cloud

254




Ruijie Cloud

Swithch#config
Switch(config)#cwmp

Switch(config-cwmp)# acs url http://devicereg.ruijienetworks.com/service/tr069serviet

Step 4: saxinzdaaulaiiuu Ruijie

Cloud
QOnhne G 172.16. n XS-8192r 81 E
Q Online < 172.16. 2C XS-81920-2 FP-P-E 816§ r
e Online G 172.16. XS-51920-2 PE s19 |‘
@ Online GY 172.16: 2 S5750C-28S S5 m

4.4 ¢ AP

Step 1: (ausia AP Auaindaisings

o

Step 2: AP azaau'laliuu Ruijie Cloud Taa&da Tudl

| AP List AutoRefresh: @ ) © 2 31+
Add ‘ | Web CLI | More « 1 0 Selected
Status 4 SN Config Status 4 MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time Model DescriptionA
® onine € zed 30 AP_RGOS 11 9(6)B1, Release(07201411) APB20-L(V2) Empty
@ onine G d 30 r w AP_RGOS 11 9(6)B1, Release(07201411) APB20-L(V2) Empty
@ onine G AP_RGOS 11 9(6)B1, Release(07201411) APB20L(VZ) Empty

5. ANs69AN
5.1 asaeatnate EG

Tuaauatuad WAN

d1989n A9l
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2552&highlight=I
oad%?2Bbalance

5.2 Ascemaina

Step 1 : 12149 Ruijie Cloud uagliiseazidannasaing

Step 2: dordutnasina LAN vonuaiilu trunk, Id dewduda 1, uazauana Vian 1, 10, 20
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Ruijie Cloud

Overview Ports  Config PoE  Diagnose Descapiion: 4

Port Settings Port: (Gi/1, Gi0/2, Gi0/3, Gi0/4, Gi0/5, Gil/6)

Admin Status | Enabled v| Type | Trunk vl
Duplex Mode | Auto-negotiation v| Native ID 1 |
Speed | Auto v| Allowed VLAN | 11020 |
Description | custom | | |

POE-Capable | on v|

Media Type Unsupported

Save |

Step 3: Ainuaradumasina@l§ed e trunk, Id detdiuda 1, uavauea Vian 1, 10, 20

Overview Ports Config PoE  Diagnose escuption: £

| Port Settings Port (Gi0/27)

Admin Status Routed Port Unsupported

Duplex Mode Type | Trunk v|
Speed Native ID

Description Allowed VLAN | 120,30 |
PoE-Capable Unsupported

Media Type Unsupported

Save

5.3 ¢i9An AP
Step 1: doA1Alas SSID uagdad VLAN ID 1 10

* yanein: inlidnissusasanugasadaaluaias EG suflusasilanisizdonu Auth uu
A15619A1 SSID
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SSID

5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

Auth

WLAN ID [ ] Hidden I No v]
| SSID I voucher l Forward Mode @ I Bridge vl
Encryption Mode [ open v‘ [ vianio | 10 ] l
Radio Radio1(2.4GHz) ® Radio2(5GHz)
Radio3 @ (2.4GHz or 5GHz)
Wi-Fi6 @ [ &

Step 2: Ainvuar Staff SSID wardaA1 VLAN ID ilu 20 Tuuanisuzinsada WPA/WPA2-PSK

SSID

WLAN ID
SSID
Encryption Mode

Password

Wi-Fi6 @
5G-Prior Access @

Speed Limit per Client

Speed Limit by SSID

Auth

[

I Staff

[ WPAMWPA2-PSK

[ test123456

More~
vl Hidden [ No "l
] Forward Mode @ [ Bridge v]
VI VLAN ID [ 20 l
] Radio Radio1(2 4GHz) Radio2(5GHz)

Radio3 @ (2.4GHz or 5GHz)

Step 3: AvuaATud SSID uay

LRANNULNAAWATUR

VLAN ID 1ilu 20 flalduaausuiifinisvin Auth uay

257




Ruijie Cloud

| ssiD
wio 3 en [ o
ose [ op
2) 8 Rad
° «
55 @
un @
o | aptve P |
e o -« |
(GMT+2:00)Egyp! Manage Project “ Take over Network Unbind Device
| Wireless Configuration A
SSID@
WLAN ID SSID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 voucher Open No Eridge 12 Auth Disabled M m
2 Staff wpalwpa2-psk No Eridge 12 Auth Disabled & m
3 account Open No Eridge 12 Captive Portal % m
Page | 1 of 1 [I\a in total
d‘l’ 1 - -
5.4 n1savA1 Authentication
. 1% 1% o Qs ]J o ['%3 ]J o Q C% =
Step 1: fvminmuwanwasvia 2 guuuy, 1 aaunsuqlay, 1 aansudayd
| Captive Portal
= m

account voucher

Not associated with SSID

Mot associated with SSID
Network of Syn onized EG

Mot synchronized to EG Mot synchronized to EG

on
-18 05:42:24 -18 05:42:10

Step 2: n&n Captive Portal > Synchronize \iageAnwasia'luAinaae
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& NETWORKS

= WIRELESS | Captive Portal | Synchronize

Basit

=\ EG2100-P
H1P501K00584 A

Layouit

Radio Planning

@ AUTHENTICATION How to synchronize the portal o EG?

Sync the portal o EG

Cancel

) Voucher Login

e

Step 3: 'liinaae EG eWEB, uaviilnlzonu Local Server Auth uay Auth Integration
with Cloud

Auth Policy Auth Server Advanced Settings Whitelist Settings User Permissio
Web Auth Note: 1. Bridge mode is not supported.

2. Any two among Web authentication, marketing authentication and local server authentication cannot be enabled at the same time
Local Auth

3. You can cenfigure username and password on the User page.

4. You can view AD domain user information on the User page

Block Internet
Access

5. Users who fail single sign-on will be matched with the other policies.

6. Please disable flow control if you want to configure rate limit on cloud accounts for Auth Integration with Cloud. Otherwise, rate lin|

=+Add Policy X Delete Selected Local Server Auth mAuth Integration with Cloud: m

Step 4: 5 9uiRALATATALAY

— 'Add Package

Package Name

danage Package

[
S—
[
[

Package Name Descripion
Bindiac @
on [ 200ays v

catacueta [ 1008 v

Downiosa speea |

iosaspeza [ 2nors Z

|

Step 5: &579a1av
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| Voucher » Print Voucher
| Print Configuration | Profile Information on Voucher
A You can select at most 4 parameters for the voucher.
* Quantity
Package Name Bind MAC
500 voucher Yes
Concurrent Devices Period
Alias 1 30 Days
Data Quota Download Speed
100 MB 5.00 Mbps
Upload Speed
* Package
g {4 Manage Package 2.00 Mbps
voucher -
| Preview
Logo W Clear Voucher Code
Text
0740
Print Method
Print in 2 Columns (A4)
Print
| Voucher
l Print Voucher [ WManage Package @ [ More + ‘ ® Total Vouchers: 500 @ Activated Vouchers: 0 @ Depleted Vouchers @ - 0
VoucherCode  Alias  Package Name Price Period Created at Activatedat  Expiredat  Devices  Bind MAC Data Usage Download Speed Upload Speed status )
narqts - vaucher 000 30Days 2022:03-18 14:36:57 - - 0 Yes 0 MB/100 MB 5.00 Mops 2,00 Mbps Not Activated
wdszn - voucher 000 30Days 2022-03-18 14:36:57 - - 0 Yes 0 MB/100 MB 5.00 Mops 2,00 Mbps Not Activated
2treqr - vaucher 000 30Days 2022-03-18 14:36:57 - - 01 Yes 0 MBI100 MB 5.00 Mops 2,00 Mbps Not Activated
etgasr - vaucher 000 30Days 2022:03-18 14:36:57 - - 0 Yes 0 MB/100 MB 5.00 Mops 2,00 Mbps Not Activated
=2y23 - vaucher 000 30Days 2022:03-18 14:36:57 - - 0 Yes 0 MB/100 MB 5.00 Mops 2,00 Mbps Not Activated
ds6wsk - voucher 000 30Days 2022-03-18 14:36:57 - - 0 Yes 0 MB/100 MB 5.00 Mops 2.00 Mbps Not Activated
wnsbty - vaucher 2000 30Days 2022-03-18 14:36:57 - - 01 Yes 0 MBI100 MB 5.00 Mops 2,00 Mbps Not Activated
ub2v7s - vaucher 000 30Days 2022-03-18 14:36:57 - - [l Yes 0 MB/100 MB 5.00 Mops 2,00 Mbps Not Activated
dd3rvs - vaucher 000 30Days 2022:03-18 14:36:57 - - 0 Yes 0 MB/100 MB 5.00 Mops 2,00 Mbps Not Activated
ammuds - voucher 000 30Days 2022-03-18 14:36:57 - - [ Yes 0 MB/100 MB 5.00 Mops 2.00 Mbps Not Activated
Fi Pre: S Page 1 of 50 Next Last 10a 500 in total

Step 6: &9 TUs WA Ty

MONITORING CONFIGURATION MAINT

Add Profile x
Building1
Profile Name [ account l =
| Account »Manage Profile Description [ ]
Add Profie Concurrent Devices [ 2 vl
Profile Name Descript Period [ Unlimited v]
Data Quota [ Unlimited VI
Download Speed [ 5 Mbps v]
Upload Speed l 2 Mbps vl
=]
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Step 7: &9y

Building1 (GMT+2:00)Egypt | Manage Project ” Take over Network Unbind Device
| Account Q2
‘ Add Account I [ Manage Profle I ‘ More + ‘ @ Total Accounts: 4 @ Activated Accounts: 0 @ Depleted Accounts @ : 0
Account Alias Password Profile Name Period Created at Expired at Devices Data Usage Download Speed Upload Speed Status o

test4 - wn———— account Unlimited 2022-03-18 08:40:35 - 2 0 MB/Unlimited 5.00 Mbps. 2.00 Mbps Not Activated “

test3 = R account Unlimited 2022-03-18 08:40:23 = o2 0 MB/Unlimited 5.00 Mbps 2.00 Mbps Not Activated z 2 m

test2 = AN account Unlimited 2022-03-18 08:40:11 = o2 0 MB/Unlimited 5.00 Mbps 2.00 Mbps Not Activated K 2o m

test1 = pniends .3 account Unlimited 2022-03-18 08:40:00 = o2 0 MB/Unlimited 5.00 Mbps 2.00 Mbps Not Activated x 2 @

F Page | 1 ot & 4intotal |

Step 8: Go to EG eWEB, check whether the vouchers and accounts are same as the Cloud.

jie EG

User Common User Import/Export User Special User

Web Auth User Structure Path: r

Behavwvis
Local Auth -3 root

O TestUsers

+ [ cloud_voucher []

Block Intermet
Access

+ O cloyd account

Step 9: &519 2 duwnasinadad, autnasiwg Vlan10 way autnasina Vian20

Basic Settings Multi-PPPoE Aggregate Port Access Mode Interface Conversion Link Detection

ink detect

Note: Click the corresponding interface to edit confi . For copper and fiber port details, please view Help . The DHCP interface does not suppart line escape o

AnylP: A successful gateway spoofing (ARP spoofing) attack allows an attacker to ater routing on a network, effectively allowing for a man-in-the-middle attack. Device with any IP address or gateway can access the network directly.

M 72 Interface Configuration - Sub Interface - Google Chrome - o x

A T2 | 3489.170.164:10187 finterface_pi/int_child.html
F(SFP|SFP+) 9F(SFP)

Sub Interface: | Gio v. (10

VLAN ID: |10 ¥

IP Address:|192,168.10.1

1 Submask: | 255.255.255.0 ¥ Interface Conversion Secondary IP Sub Interface DHCP Settings

AnylP: CEnable

Reverse Path: CEnable

gs Multi-PPPoE Aggregate Port Access Mode Interface Conversion Link Detection

Basic Sef

Note: Click the corresponding interface to edit configuration. For copper and fiber port details, please view Help . The DHCP interface does not support line escape o link detection.

AnylP: A successful gateway spoofing (ARP spoofing) attack allows an attacker to alter routing on a network, effectively allowing for a man-in-the-middle attack. Device with any IP address or gateway can access the network directly:

72 e e — O =
i A =2 | 34.89.170.164:10187/interface pi/int_child.html |
i 2, = BF(SFPISFP+) IF(SFP)
Sub Interface: v. |20 n m
| |
VLAN ID: 20 -
IP Address: |192.168.20.1 b
1 Submask: | 255.255.255.0 b Interface Conversion Secondary IP DHCP Settings

AnylP: TEnable

Reverse Path: CEnable

261



Step 10: &9 2 DHCP pools &5u Vlan10 wag Vian 20

Ruijie Cloud

Default Gateway’

Lease Time

Preferred DNS Server.

Secondary DNS Server.

Qntion 43

192.168.20.1
O Permanent @ Lease Time |1

8888

* Format 192.168.1.1

* Format: 114.114.114.114

m Ganeal

= Add DHCP X
Pool Name: |vian10
Subnet: 192 168.10.0 * Format: 192.168.1.0
Mask® |255.255.255.0 * Format: 255.255.255.0
Default Gateway. 192.168.10.1 * Format: 192.168.1.1
Lease Time: ) Permanent @ Lease Time |1 d h min *
Preferred DNS Server: (8.86.8.8 * Format: 114.114.114.114
Secondary DNS Server.
Ontion 43 a 2|
= Add DHCP X
Pool Name .V\anzﬂ ®
Subnet: |192.168.20.0 * Format: 192.168.1.0
Mask: |255.255.255.0 * Format: 255.255.255.0

Step 11: anadauntnuwanuasnasiatderddu EG naala

= Auth Policy

Enable:
Portal Template: | Cloud Templ|
Policy Name:
IP Range: |Example: 1.1.

X

Q) Voucher Login

Access Code

Step 12: s519ulaunanisvin authentication

262



Ruijie Cloud

= Auth Policy

Enable:

Portal Template” | Cloud Template

Policy Name: |voucher
IP Range: |192.168.10.2-192.168.10.254
A @
> ] &
Step 13: &571911569ALLUAUFY
——
Ruijie EG
PN
L S Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info
Web Auth
MNetwork Type: @ L2 Network () L3 Network

Local Auth
Auth Page IP

Block Internet
Access

Authorized Uptime

Auto Remember MAC

MAC Address Limit

Seamless Auth

Fetch MAC Through DHCP Snooping

Idle Timeout

Over

HTTPS Redirection

Authorization Control

File Name

Unautherized Uptime:

Seamless Period Control:

User Seamless Aging Time:

Terminal Control:

Example: 192.168.1.1 | @
0 min @
0 min @

Enable 0/1 voucher 1 mac limit
1 2]

=¥ Seamless with mac
e

[] Enable
60 pays @ —=» MAC recording time
] Enable @
Enable @
60 (1-65535) minutes, the clients with a rate lower than |0
Enable @
[ Enable @
[] Enable @

IR | ISR

Save

6. N15891A5INS

(0-10)KB/s will be forced offline.
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6.1 nadauduinasiiin

Step 1 wiiausia SSID “Staff” naaasinduteasifia wazlduwawaug

Step 2 aavly Speedtest tianagauaIANNE?

6.2 nadaunisvin Authentication

Step 1 vifausia SSID “Voucher” n&gannvin authentication, asagausgauzalaspldoruuu

eWeb uavnawel wag Ruijie cloud

Ruijie EG

Interface Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info
Route/Load Note: If a mobile number is registered for SMS authentication, the mobile number will be displayed as the usemname
S Settings .
| Search by Username  + X Force Offline
0 User Name 1P

| Print Voucher [ Manage I More l @ Total Vouchers: 15 @ Activated Vouchers: 2 @ Depleted Vouchers @ (2 Advanced Search
Voucher Code  Alias  Package Name Price Period Created at Expired at Devices  Bind MAC Data Usage Download Speed Upload Speed Status 4
auSmbm - 21a - Uniimited 2021-06-03 11:07:12 - o3 No 0MB/100 MB Uniimited Unlimited Not Activated
gacpvn - 212 - Uniimited 2021.06-03 11:07:12 - o3 No 6MB/100 MB Uniimited Uniimited Activated
uSTcth - 21a - Uniimited 2021-06-03 11.07.12 = 1 No 37 MBI100 MB Uniimited Unlimited
g62nmx - 212 - Uniinited 2021-06-03 11:07:12 - o3 No 0 MBI100 MB Uniimited Uniimited hot Activated
s - 218 - Uniimited 2021-06-03 11.07.12 - o3 No 0 MB/100 MB Uniimited Uniimited Not Aciivated
yabSbr - 3t - 30 Minutes 2021-06-02 11:14:41 2021-06-02 153145 L] No 0MB/100 MB Uniimited Uniimited Depleted
0876dm - 3 - 30 Minutes 2021-06-02 11:14:41 - o No 0MBI100 MB Unlimited Uniimited Not Activated
fxwnne - 3 - 30 Minutes 2021-06-02 11:14:41 - o No 0MBI100 MB Unlimited Uniimited Not Activated
2Bhwry = A 2 30 Minutes 2021-06-02 11:14:41 2021-06-02 11:52:46 o No 0MB/100 MB Uniimited Uniimited Depleted
weheyd & 31 - 30 Minutes 2021-06-02 11:14:41 - ot No 0MBI100 MB Unlimited Unlimited Not Aciivated
1 2 Next Last [[_10. |15intotal

Step 2 aavdan1sitiansa SSID, uazaadiliausadnAsy, anadauNminingssuulsngdu

Snasonsa'lai

Scenario: General L] Config Wiza
Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info
Mote: After he user goes online, an entry will be generated recording the user as a regisiered user You cen click Edi to add a MAC address and specify the terminal type for the user

A complete DN will be displayed for the AD domain

The privileged group members can manage others’ access to Intemet.
Registered User Privileged Group X Delete Selected 1 Search by Usemame v

(] User Name User Type MA e
a Local User 3ebc 434a.43d7

6.3 nasaun151suv

264



Ruijie Cloud

ansalnsdwvidadiady SSID wazduluduuuainanmis 1 lddvanais 2 asdausalnlinag

aNnuaumal’lunsnfvdunasdinazliindu

6.4 s"un15N1S5aY

Step 1 A& MONITORING > Topology > Refresh tiauanIniniailasonaslasenis

Topology Advanced ‘ Return to Old Version l ‘ ERepor]

Refresh | Download = Detect Device | More|

)

e =t T n . =
| | | | 1
e e S ==y T
| | | |
SE JL AL AE
()
o= = T =1

AP Grovp 4P Groun AP Group

Step 2 aaan Report Wadeaansaouuadlnsanis

Topology Advanced Retum to Od Version ‘ |

Refresh | Download = Detect Device  More~

1

9

D)
A—

7. Troubleshooting unlailayiin

7.1 vinaendlsuinn EG lusunsatdadnuinannasiia‘la’?

(1) wianastuilildnastuaigs aadasdlinsatilunasduaiaa

(2) emamavinidaldnuaaautiadluinand EG wia'li
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Ruijie EG Scenario: General @

User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

ket it Note: 1. Bridge mode is not supparted.

2. Any two among Web marketing and local server cannot be enabled at the same time

mon
Local Auth

3 You can configure usemname and password on the User page
4 You can view AD domain user information on the User page:
E';“:S lmem e 5. Users who failsingle sign-on wil be matched with the other policies

6. Please disable flow control if you want to configure rate limit on cloud accounts for Auth Integration with Cloud. Otherwise, rate limiting may net function accurately.

+Add Policy X Delete Selected

(3) eaagauNnsAuarIuY Ruijie Cloud gnsiasnaa 'l

(4) gudunanisdelasluaiuu Ruijie Cloud

e akb oM S
= ] 2
& PROJECT
% WIRELESS | Captive Portal > Synchronize
Basic
p— =\ EG2100-P
Layant H1PG01KD05244

Radio Planning
Roaming

Biluetooth

; . How to synchronize the portal to EG? @

Load Balancing

One-click Login
(D Lastsynced on

| 2022-01-11 17:37:07

©_AUTHENTICATION

ort

Captive

w

PPSK

Woucher
Account O voucher Login
Easy Shanng

& ADVANCED (

Batch CLI Conf

g
Customize CLI Set

AP WVLAN

7.2 viharnvlsunqiasuaziiayd lideinsluaddu tnae EG?
(1) winnasiudlildnasiuaidgn audasdlinsadunasduaian

1

o a

(2) anagauaand aldnunaauiaiagus

J)]
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Ruijie EG

Scenario: General @

o~
L user

Home Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

=] ket it Note: 1. Bridge mode is not supparted.

Common

Local Auth

Flow E‘(‘;‘: (e 5. Users who fail single sign-on will be matched with the other policies.

6. Please disable flow control if you want to configure rate fimit on cloud accounts for Auth Integration with Cioud. Otherwise, rate limiting may net function accurately.

~+Add Policy X Delete Selected Local Serverautn: [ fautn integration witn cious: [ERY |

(3) eamagauNnsAuaAIuu Ruijie Cloud gnsiagwniiala

(4) enadausanuzieyiuu Ruijie Cloud wntigydvuaany alasuaviiydlisunsa 4

ITAsTuafAu tnaiLel
7.3 vihaaddlsunn'ligusailadaduiiiwasiiale?

(1) duduinadnsalladuiiag IP w3ald winli'ladsu TvasiadaunnsAinuamILAIazNe

gnsiagnaalai
(2) asra&au DNS gnsiadua’ wenenudeali DNS: 8.8.8.8.
(3) lausieias, lauan http://1.1.1.1 fEAULIHaATIAFa LTI WA T ALEA T

(4) fansldeu mstladuiladdn  wdaasanagader viudaniladdliaiuiintaya

uagilavAulilaaiularannitsaalanadanauriu’l e
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Ruijie Cloud

< Settings Safari

SEARLH

Search Engine Baidu
Search Engine Suggestions
Safari Suggestions

Quick Website Search

oilels

Preload Top Hit
About Safari Search & Privacy..
GENERAL

AutoFill

Frequently Visited Sites 0

Favorites Favorites

Block Pop-ups

7.4 vihaw1vlsunnliisgaunsaiin authentication 167?
(1) winnastubildadge aadnilusasawinsanastulviiiluailaqiiunau
(2) AAFAUAAANUUITIANNFUUAD ANUANUAIILY laua  Weyduagsiariulaign

fiag Nsuueaguadid warnsFuRedayatilAuAIuA AMENNTARTIARAUROIUL

eyfuu Ruijie Cloud
(3) aavanldnnisiiianiay MAC susulinsilanasidausadnaso
7.5 vihatnelsinnLigunsaldeuaiaznaleaiesusu?
(1) winnastubildaige aadiudasdanwinsanastuliiiluatiaatiunau
(2) ansdauNnHldlatlaldouaaudnirary MAC &rudinia'ly

(3) esradau’1 MAC uu Ruijie Cloud gnsiasniaa’lai
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Bound MAC Address List x

Unbind

MAC Bound at Total Online Time Total Traffic Action

ol 2021-12-27 19:55:08 oM

4 of1 Next 10 & 1 in total

(4) esragau1 MAC vutnaed EG gnaania’ly

.
Ruijie EG Scenario: S&MEnterprise @ @ Config Wizard T3 Detect New Network % Online Service  Hi, admin
O User Auth Policy Auth Server Advanced Settings Whitelist Settings User Permission Online Info

ecteh Note: Aftr the user goes online, an entry willbe generated recording the user as a registered user. You can cick Editto add a MAC address and specify the terminal type for the user.
A complete DN il be displayed fo the AD domain

Local Auth The privileged group members can manage ofhers' access to Intemet

Block Intemet

Access 3 )
S Registered User Privileged Group X Delete Selected | search by Usemame v

] User Name User Type MAC Address (Terminal Type) Action

O Local User 04 m Delete

7.6 vihatvlsunasasnisidlaviawasiialaauiiiullae https ?
(1) winéde Eweb wasinaied EG

(2) Wi User > Local Auth > Advanced Settings uasziilalzoru HTTPS

Redirection

User Auth Policy Auth Server Advanced Settings Whitel
Web Auth
) Network Type: @ L2 Network (D L3 Network
Local Auth
Auth Page IP: | Example: 192.168.1.1 | @
Block Internet A .
ey Unauthorized Uptime: |0 min @
Authorized Uptime: |0 min @

Auto Remember MAG Enable @
MAC Address Limit: |1 @
Seamless Auth: 9
Seamless Period Control: [ Enable
User Seamless Aging Time: |61 Days @
Fetch MAC Through DHCP Snooping: [] Enable e
Idle Timeout Enable @

Over: |60 (1-65535) minutes, the clients

| HTTPsS Redirection: g Enabie @ |

7.7 vinatielsunnsasnishialnsallssmadavauladsiiaqias ?

(1) W@nnnsiinsATauu Ruijie Cloud
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Bound MAC Address List

‘ Unbind |

MAC Bound at Total Online Time Total Traffic Action

0878 2021-12-22 21:30:34 138m 0s oM -

F Pre Page | 1 oft Next [ 10+ Jtintotal
2) \§ fdnlaaf: i EG
(2) W@npnsaalasnuinaLg
Ruijie EG Scenario: S&M Enterprise @[3 Config Wizard [ Detect New Network & Online Service  Hi, admin
U user Auth Policy Auth Server Advanced Settings Whitelist Settings — Online Info

Web Auth

Note: After the user goes online, an entry will be generated recording the user as a registered user. You can click Editto add a MAC address and specify the terminal type for the user.
A complete DN will be displayed for the AD domain.

Local Auth “The privileged group members can manage others’ access to Internet,

. Block Intemet

Registered User Privileged Group XDelete Selected | Search by Usemame v

[} User Name User Type MAC Address (Terminal Type) Action

o Locaser

(3) Jdaadnsallsaalnlindedumasiiindialinsalas EG way Ruijie Cloud agyniins

alasuaziiag IP 2as MAC 1aadn Tusl
7.8 vinatvlsunsasnisasvulaunaue AP uazklaagluaiv IP iGarAu?

gauvunintiuanauin3azng IP vavldsiadiuaiatnauas AP vn'lisnansaldauhe

IP 16 aauanunsatin AP avlusranisiiauage'le’

Ruijie EG

User Auth Policy Auth Server Advanced Settings Whitelist Settings

Web Auth

Whitelisted User: This user is allowed to access Internet without authentication. No AD will be pushed to

Whitelisted External IP: Al users are allowed to access this external IP address. Up to 50 IP addresses are

i aen Whitelistad URL: Al users are allowed to access this URL. Up to 100 URLs are supported. You can configu

Whitelisted MAC: This MAC address is allowed to access Internet without authentication. No AD will be pl
Block Internet : ; :
Access Blacklisted MAC: This MAC address is not allowed to access Internet. Up to 100 MAC addresses are supp:

Temporary Blacklist: Vou can configure valid time for whitelisted users, whitelisted external [P addresses,

Tip: Local authentication and Web authentication cannot both be enabled.

Whitelisted User
~+ Add Whitelisted User X Delete Selected
O IP Address Valid Time(min)

Show No.: Total Count: 0

Whitelisted External IP

= Add Whitelisted External IP X Delete Selected
(] IP Address Valid Time(min)
Show No.: Total Count: 0

Whitelisted URL

~+Add Whitelisted URL X Delete Selected

(] Whitelisted URL

Show No.: Total Count: 0

Whitelisted MAC

—+ Add Whitelisted MAC X Delete Selected
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draIunLLag

8.1 i lulishunsaviudtdannis Facebook auth uuisiin authentication?

A15vin authentication thaLeluiun savduiay adnlien / Tnsaiag / Weyd

8.2 vinludssluiiuntdann1s SMS auth uuusiin authentication?
n15vi1 authentication e luduf sas¥uiae adniiad / Wasaias / Teud
8.3 vin'luAv Liniuniinuavn1sdanauialin authentication &153?

ndINsLngsruuiiiuaa vy Ruijie cloud aglaideTasludiu EG deiiu EG local auth
F9'ldisavsunisilaninnasnisiangssuy

8.4 vinatnv'ls Wadn1sldadayatdunaiassyy ueideladerules?
nsfeANsINARlayauy Ruijie cloud avlignaesalvitnae  EG desiunisvin auth
wnantluiud Lisas¥unisirdanisiadeu

8.5 vihatnv'lsunsasnistadinuwannasitanuansnefu SSID ienedu?
wawaawasiawaliwasiia Ruijie Cloud aunsadelasiuaduiomuimandu EG win

1 WnAEadn1s 2 SSIDs ffimuwanwasiia 2 wuuiiuana1edu aauunirluly 1
SSID Auwasyiauav Ruijie Cloud wazdnauldwasianalu EG

o 1 9 = )4 9 a Qs
8.6 1vihatndlsuneavnistianisTaviulsanaann SSID ianenAu?

A15YiN authentication wWiutnagRuALuLlssaasa Hun1sdemuuuian doiiuazly
fU1069A131A SSID MAsinedu

L%

8.7 vinathv'lsunnsavnisuldauailasuaniyduuinae EG?

aadansauAluqlasiatiyd  vuned  waaadNsalldauTaaudluuu  Ruijie
Cloud

8.8 naiav 1l Tusavsunisidaunaina MAC FoAaALaY ?

alas 1 lusassugean 30 MAC Iuuiiatuas MAC anunsaaninga ey weriag MAC

tAuAuaInsatunsvin authentication

e

8.9 vihatnv'lsunailnsails@alusaciin authenticate dnasy vnndsrdarniasazine
Qs 1 Qs A 1 - - =l G‘I’
155aumauiasiavnsidausa WiFi daado ?

lagansidiausia WiFi, tnatagiiugaiugnisvin authenticationld 5 u1 Lﬁaqﬂnsai
dausaadazinauidnafenalunaiiszy Lidilusaeiin authenticate 8nass
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G|
AP (NAS) + SW + Cloud
<150 EG2100-P local auth
EG2100-P (NAS) + AP + SW + Cloud
150 - 300 EG2100-P (NAS) + AP + SW + Cloud
EG
300 - 800 EG3230 (NAS) + AP + SW + Cloud
EG
800 - 1500 EG3250 (NAS) + AP + SW + Cloud
EG
>1500 EGXXX (NAS) + AP + SW + Cloud
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