
How to realize the 
inter-communication among 
the branches by establishing 
the IPsec VPN on Reyee EG?

I.  Applicable Scenario
IPSec VPNs are established between the three Reyee EGs so that 
the two branches can access resources at the headquarters and 
communicate with each other.
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III. Key Points
The Intranet segments between the HQ and two branches can 
be summarized into a larger network segments. For example, 
192.168.1.0-3.0/24 can be grouped into 192.168.0.0/22 
(192.168.0.1-192.168.3.254).
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When configuring IPSec VPN on HQ and Branch devices, the 
configuration related to the HQ segment should be the 
summarized network segment, for example, 192.168.0.0/22
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IV. Network Planning
Initial Configuration of Networks1

Configure the intranet segments of three EGs2

Establish the IPSec VPN among the branches and HQ3

Connection Verification4

II. Topology
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V. Configuration Steps
Configure the intranet segments of three EGs.1
(1) Configure the intranet segments of HQ as 192.168.2.0/24

(2) Configure the intranet segments of Branch 1 as 192.168.1.0/24

(3) Configure the intranet segments of Branch 2 as 192.168.3.0/24
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IV. Configuration Steps

(1) HQ：

    Configure the local subnet of HQ as 192.168.0.0/22

Establish the IPSec VPN among the HQ and two Branches.2
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IV. Configuration Steps
2

(2) Branch 1

Configure the local subnet of Branch 1 as 192.168.1.0/24 and 
the peer subnet as 168.0.0/22
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IV. Configuration Steps
2

(3) Branch 2

    Configure the local Subnet of Branch 1 as 192.168.3.0/24, and 
    the peer subnet as 193.168.0.0/22
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IV. Configuration Steps
2

Notice

The IKE Policy and Transform of three EGs should be consistent

IKE Policy:
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IV. Configuration Steps
2 Transform set:

(1) Check the connection status on HQ: IPSec VPNs have been 
     established successfully among two branches and HQ.

(2) Connection verification.

Branch 1 Traceroute Branch 2: Data from Branch 2 to 
branch 1 is transferred through HQ.

Connection Check.3
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IV. Configuration Steps
2 Branch 2 Traceroute Branch 1: Data from Branch 1 to 

branch 2 is transferred through HQ.
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