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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® The official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

® Technical Support Website: https://www.ruijienetworks.com/support

® Case Portal:_https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_ri@ruijienetworks.com

Conventions
1. GUI Symbols

Interface _
Description Example
symbol
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ] 2. Select Config Wizard.
menu items
) 3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.
2. Signs

This document also uses signs to indicate some important points during the operation. The meanings of these

signs are as follows:

© waming

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Note

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

@ Instruction

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.



https://www.ruijienetworks.com/products/reyee
https://www.ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/
file:///E:/WXWork/1688852020930759/Cache/File/2022-04/service_rj@ruijienetworks.com

¢ Specification

An alert that contains a description of product or version support.

3. Instruction
This manual is used to guide users to understand the product, install the product, and complete the configuration.

® The example of the port type may be different from the actual situation. Please proceed with configuration

according to the port type supported by the product.

® The example of display information may contain the content of other product series (such as model and

description). Please refer to the actual display information.

® The routers and router product icons involved in this manual represent common routers and layer-3

switches running routing protocols.
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1 NPS Server Deployment

This chapter will introduce how to deploy a NPS server on Windows Server 2008 R2 Enterprise to integrate AD

domain authentication and Wireless dotlx authentication. AD domain server, AD license server, DNS server,
WEB server (11S) and NPS server.

1.1 Operating System of NPS Server
Server Type Operating System Note

] ) ) Provide certificate application, issuance,
Windows NPS Server Windows Server 2008 R2 Enterprise

revocation and other services

1.2 Install AD Domain Server

1.2.1 Change the DNS address of the server

Open WIN+R and input ‘ncpa.cpl’ to enter ‘Network Connection’ page. Choose the NIC and enter the
configuration page by click ‘Properties’ to change the preferred DNS server as the local IP address: 127.0.0.1

Recyde Bin

@ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | ncpa.cpl i :l
' This task will be created with administrative privileges.

0K I Cancel | Browse... I

o] B & [T TP EG S

9/11/2023
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!ﬁ_’ Network Connections

NPS Server Deployment

v m I Search Network Connections

OO [ £ - control Panel ~ Network and Internet ~ Network Connections ~

Organize v  Disable this network device  Diagnose this connection  Rename this connection  View status of this connection » 52 im0 @
;E Local Area Connection
“ao®  Network
m";'; Inted(R) PRO/1000 MT N @
Status
Diagnose
% Bridge Connections
Create Shortaut
IS Delete
— ,3 ‘W 5:45 PM
‘ 9/11/2023
* Network Connections I ‘.Jﬂ_at_
( JC ) [ ~ controlPane - Network and Intemet ~ Network Connectons ~ + 23 [ search Network Connections (2]
Qrmania > Neshla $hic nohunrl daica I a #hic. =5 Dename this connection  View status of this connection » == v | (7]}
# Local Area Connection Properties 2 X|| prsm———— (TCP/IPv4) Properties 21x|
Networking | General | Alternate Configuration |
Connect using: You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask administrator

|1§ Inted(R) PRO/1000 MT Network Connection

This connection uses the following tems:

v 98 Cient for Microsoft Networks

¥ =l oS Packet Scheduler

W = Fie and Printer Sharing for Microsoft Networks

& ¢

2 IMWWGWAWQ I

W < TTGnk-Tayer Topology Discovery Mapper 170 Driver
Wl .a. Link-Layer Topology Discovery Responder

nsal.. | Uinsal | Propetes |
- Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

for the appropriate IP settings.

(& Obtain an IP address automatically
(" Use the following IP address:
1P address:

SUbnet masK:

Default gateway:

(" Obtain DNS server address automatically

I~ validate settings upon exit

ok | cancel | [
C=) *PE G gy,

] B & S
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1.2.2 Add roles for ‘Active Directory Domain Server’

Click “[Start>>[Administrative Tools] >>[Server Manager]” and click [Roles] in the left menus and then click ‘Add

Roles’

Remote Desktop Services
. Component Services

A< Computer Management
E| Data Sources (ODBC)

5P

_LJ* {2] Event Viewer
o = &, iCst Initator

/ S Local Seaurity Policy
7~y Administrator (%) Performance Monitor
G et Exploce: 3, Security Configuration Wizard

Documents

. Services
Computer ‘31 Share and Storage Management
Ne % Storage Explorer

2] system Configuration
Control Panel (1) Task Scheduler

@9 Windows Firewall with Advanced Security
[ Windows Memory Diagnostic

3 windows PowerShell Modules

& windows Server Backup

» All Programs

ISearchprogramsandﬁs [Q Log off |bl

l;;ajg E;EI 2[PWE](‘:’91101:2511520“;43-

Click “Add Roles”

E_ server Manager i = |DI£]
| Flle Acton View Hep
| &= | >

% sepetianpoer (win-crousrest [

] Feaures .

= = Diagnostics % view the health of the roles installed on your server and add or remove roles and features.

3 Gfi} Configuration b

@ &3 storage

[~ Roles Summary Roles Summary Help
~ Roles: 0 of 17 installed fod Add Roles
5,‘5 Remove Roles
<] | > 3 LastRefresh: Today at 2:25PM Configure refresh

ool [ & 5 ER PG .
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Add Roles Wizard - x|
% Before You Begin
Before You Begin This izard helps you install roles on this server, You determine which roles to install based on the tasks you
Server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress « The Administrator account has a strong password
Results « Network settings, such as static IP addresses, are configured

« The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next,

[~ skip this page by default

< Previous " Next > I Install l Cancel I

R ROt |

= g 0 =
o [& & 2 6
(1) Select Active Directory Domain Services’ and click ‘Next’

Add Roles Wizard x|

Select one or more roles to install on this server,
Roles: Description:
Active Directory Domain Services [AD

Active Drectory Domain Services =
E . DS)stores information about objects
Confirmation . on the network and makes this
=, LI Active Directory Federation Services Information available to users and
ohress [] Active Directory Lightweight Directory Services network administrators. AD DS uses
Results ["] Active Directory Rights Management Services domaincontrnllersta_give network
] Application Server users access to permitted resources
anywhere on the network through a
L] DHCP server singlelogon process.
|| NS server
[[] Fax server
[] File Services
] Hyper-v

[] Metwork Policy and Access Services
[ print and Document Services

[] Remote Deskiop Services

[] web Server (115)

[[] windows Deployment Services

[ Windows Server Update Services

More ahout server roles

| <orevns [nts ] | oot | oot |

Select Server Roles
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Add Roles Wizard x|
ﬁ Active Directory Domain Services

Before You Begin Introduction to Active Directory Domain Services

Server Roles Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the

network. AD DS helps admir securely this information and fadiitates resource sharing and

Active Directory Domain 3 collaboration between users. AD DS is also required for directory-enabled applications such as Microsoft

Exchange Server and for other Windows Server technologies such as Group Policy.

Things to Note

i To help ensure that users can stil log on to the network in the case of a server outage, install a minimum of
two domain controllers for a domain.

i AD DS requires a DNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server,

i After you install the AD DS role, use the Active Directory Domain Services Instalation Wizard
(dcpromo.exe) to make the server a fully functional domain controler.

i Instaling AD DS willalso stall the DFS Namespaces, DFS Repication, and File Replication selies which
are required by Directory Service,

Additional Information

Querview of AD DS

Installing AD DS

Commeon Configurations for AD DS

<previous |[ mext> | st | concel |

Active Directory Domain Services Introduction

(2) Click ‘Install’ to install domain services

Add Roles Wizard x|

> Confirm Installation Selections

iy

Before You Begin To install the following roles, role services, or features, dick Install.

Server Roles

Active Drectory Domain Services @ 2 informctorel messe -ow

Confirmation @ This server might need to be restarted after the installation completes.
Progress ~| Active Directory Domain Services

Results @ After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dpromo. exe) to make the server a fully functional domain controller.

~ NET Framework 3.5.1 Features
NET Framework 3.5.1

Print, e-mad, or save this information

<Prem=| INext > I Cancel I

Confirm Installation Selections
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Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being instaled:
B Active Directory Domain Services
Active Directory Domain 5
= o tmmm Bttt .NET Framework 3.5.1 Features
Confirmation

Results

- I 009090
&

Instaling...
< Previous I eyt = I Install | Cancel I
(3) Click ‘Close’ after Domain Services is installed
Add Roles Wizard I x|
ﬁ; Installation Results
Before You Begin
- The following roles, role services, or features were installed successfully:

Server Roles :

e 0 i i
Active e ok Bervices /1. 1waming, 1informational messages below
Confirmation /&, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is

~ automatically updated, turn on Windows Update in Control Panel.
Progress B E
Results ~ ' Active Directory Domain Services @‘ Installation succeeded

The following role services were installed:
Active Directory Domain Controller

@ Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
fully functional domain controler.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe).
~! NET Framework 3.5.1 Features '@' Installation succeeded

The following features were installed:
NET Framework 3.5.1

Print, e-mad, or save the installation report

< Previous I

Installation Results

1.2.3 Install Active Directory Domain Controller

(1) [Active Directory Domain Services Installation Wizard] to click User Advanced Mode Installation’
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ET: Server Manager = Ellﬁl
File Action View Help
e xm|
s o O
= 5 Roles i S EEEEEEE——————w—_————_—_———-——_—._.-—.
“E9 Active Directory Domain Se y
= Features "B Stores drectory data and manages communication between users and domains, including user logon
) ' | processes, authentication, and directory searches.
¥ [ Diagnostics g;{ b
[# i} configuration 2
# Storage \5 Summary
(i i i main controller Run the Active Direciory Domain Services |
Installation Wizerd (dcpromo.exe).
‘_‘ Events: Mone in the last 24 hours E Go to Event Viewer
¥ Mumber of events: 0 ﬁ' Fiter Events
E‘ Properties
Level | Eventp [ Date and Time
-
4| | >
= | -l
4| | _)I £ Last Refresh: Today at 2:35PM  Configure refresh
| | [
@1 Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

I V' Use advanced modqlnadlmonl

Leam more about the Sddtional options that are
avaiable in advanced mode instalation.

More about Active Directory Domain Services

pack [ Net> | Cacel

Select “Use advanced mode installation”

(2) Click ‘Next’ after the ‘Operating System Compatibility’ pops up
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@ Active Directory Domain Services Installation Wizard x|

Operating System Compatibility
Improved security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

/1. Windows Server 2008 and "Windows Server 2008 R2" domain controllers have a
new more secure default for the security setting named " Mowuyp!ogaphyalgwm
compatible with Windows NT 4.0."" This setting prevents Microsoft Windows
non-Microsoft SMB "clents” from using weaker NT4.anIe uyplogmhydgalhm

mm«mmmammmmwmmw
2008 or "Windows Server 2008 R2" domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB “clients" and network-attached storage (NAS) devices that do not support
stronger cryptography algorthms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations perfformed by the Active Directory Migration Tool or Windows
Deployment Services,

For more information about this setting. see Knowledge Base article 942564
{http://go.microsoft. com fwlink/2Link id=104751).

<Back Next > Cancel |

Select Operating System Compatibility

(3) Choose an domain configuration as “Create a new domain in a new forest” ,

@ Active Directory Domain Services Installation Wizard x|

Choose a Deployment Configuration
You can create & domain controlier for an existing forest or for a new forest.

" Bxsting forest

! Add a domain confrolento an exsting domain

kf‘ Create & newdomain i anexisting forest
Thiz senver will become the st demam centrol e in thenew demar,

™ Creste s new domain tee reot instead of 2 new ekild domain

%' Create & new domain in a new forest

< Back Ment > Cancel

Create a new domain in a new forest

(4) If the following error message is displayed when you click Next, enter ‘net user username password
/passwordreq:yes’ in the command line.

10



Implementation Cookbook

@ Active Directory Domain

The local Administrator account becomes the domain Administrator

| account when you create a new domain, The new domain cannot
be created because the local Administrator account password does
not meet requirements.

Currently, the local Administrator password is blank, which might
lead to security issues. We recommend that you press
Ctrl+Alt+Delete, use the net user command-ine tool, or use Local
Users and Groups to set a strong password for the local
Administrator account before you create the new domain.

Currently, a password is not required for the local Administrator
account, We recommend that you use the net user command-ine
tool with the /passwordreq:yes option to require a password for
this account before you areate the new domain; otherwise, a
password wil not be required for the domain Administrator
account,

NPS Server Deployment

C

~She

rShell
> 2089 Hicrosoft Corporation. All rights reserved.

user Administrator adminl23? asswordreg:yes

Local Administrator account does not meet requirements

(5) Name the domain: because this is the first domain in the forest, so this domain is also the root domain.

@ Active Directory Domain Services Installation Wizard x|

Name the Forest Root Domain

The first domain in the forest is the forest root domain. ks name is also the name of =

|

|

|
iz
¥

the forest liin
Type the fully qualified domain name (FQDN) of the new forest root domain.
FQDN of the forest root domain:
IvuipeDO?,com]
Example: comp contoso.com
< Back Next > Cancel

Enter Root domain name

The domain is named as ruijie007.com here, but you can name based on your requirement.

11
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'g_‘l Active Directory Domain Services Installation Wizard i

Domain NetBIOS Name
This is the name that users of earier versions of Windows will use to identify the
new domain.

The wizard generates a defauk NetBIOS name. This| \jzard page appears only if you
have selected advanced mode or the wizard has detéted a conflict with the default

name.
Either accept the name that has been generated by the wizard ortype a new name and
then cick Next,

Domain NetBIOS name: RUIJIEDD7|

<Back Next > Cancel |

Domain NetBIOS Name

The default NetBIOS name is from the domain name before .com. So the default NetBIOS name in this test is

RUIJIEOO7
(6) Set “Set Forest Functional Level” . The forest functional level you choose here will affect the domain

controller added

@1 Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

The Windows Server 2003 forest functional level provides all features that are -
available in Windows 2000 forest functional level, and the following additional

Linked-value replication, which improves the replication of
. to RIS
More efficient 1 of ! li topologi
by the KCC.
- Forest trust, which allows organizations to easily share ﬂ

1. Youwill be able to add only domain controllers that are running
Windows Server 2003 or Iater to this forest.

More about domain and forest functional levels

< Back Next > Cancel

Set Forest Functional Level

Set Domain Functional Level. In order for a domain to be more powerful, the domain functional level should try

to set the lowest operating system used in the domain.

12
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@1 Active Directory Domain Services Installation Wizard x|
Set Domain Functional Level :
Select the domain functional level.

Domain functional level:

Details:

The features avaiable at the Windows Server 2003 domain functional level include N
all f jlable at the Windows Server 2000 domain functional level and the
following additional features:
. Constrained delegation, which an application can use to take
advantage of the secure delegation of user credentials by
means of the Kerberos authentication protocol.
- lastLogonTimestamp updates: The lastLogon Timestamp attrbute is
updated with the last logon time of the user or computer, and it is _v_]

1. Youwill be able to add only domain controllers that are running
Windows Server 2003 or later to this domain.

More about domain and forest functional levels

<Back Next > Cancel |

Set Domain Functional Level

(7) Check the DNS Configuration after clicking ‘Next’
@/ Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain functional level.

Demain functional level;
| Windows Server 2003 |
elinclude «
Examining DNS corfigusation... i
& i5
5 -
— =
. g
J_ w
More: sbout domain and forest functional levels
< Back Next > Cancel

Check DNS configuration

NPS Server Deployment

(8) Since we have not installed the DNS service yet, you will need to check "DNS Server".

13
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9)

@ Active Directory Domain Services Installation Wizard
Additional Domain Controller Options

NPS Server Deployment

[V DNS server

I Globalcaizon

I™ Bead-onfy domain cortroler (RODE)
Additional information:

The first domain controlier in a forest must be a global catalog server and =]
icannot be an RODC.

\We recommend that you install the DNS Server service on the first domain
icontroller.

More abovt addtional domain controlier options

< Back Next > Cancel

Install DNS Server

Ignore the displayed warning information and click ‘Yes, the computer will use an IP address automatically
assigned by a DHCP server (not recommended)’ and click ‘Next’.

N a0

e [P

p'l Active Dlrecl:or\f Domain Services Installation Wizard
Additional Domain Controller Options

=10lx]

Y 1 static P ssgnment

[ v DNS s

i ¥ Glbsl This computer has dynamically assigned TP address(es)

[

|'.
I~ Feads This computer has at least one physical network adapter that does not have static IP address(es)
ﬁddlio T assigned to its IP Properties. If both IPv4 and IPvé are enabled for a network adapter, both IPv4 and

= IPvé static IP addresses should be assigned to both IPv4 and IPvé Properties of the physical network

Theﬁ'ntli adapter, Such stafic IF address(es) assignment should be done to all the physical network adapters for
cannot be reliable Domain Name System {DNS) operation.
We recom Do you want to continue without assigning static IP address(es)?
controlier.

=% Yes, the computer {4l use an IP address automatically assigned by a DHCP server
(not recom

]

| =% No, I will assign static IP addresses to all physical network adapters.

Iiudlng user lagon

n Services

<Back Net> | Cancel

4

. .
j {; Last Refresh: Today at 2150 PM  Configure refresh

14
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x|

Additional Domain C ller Opti

¥ DNS server

N Globalcatalog

@ Active Directory Domain Services Installation Wizard x|

4 Adelegation for this DNS server cannot be created because the

y !x authoritative parent zone cannot be found or it does not run

T Windows DNS server, If you are integrating with an existing DNS
infrastructure, you should manualy create a delegation to this
DNS server in the parent zone to ensure reliable name resolution
from outside the domain “ruijie007.com", Otherwise, no action is
required.

Do you want to continue?

| Yes I|| No I

<Back | Net> | Cancel |

Install DNS Server

(10) Configure the location for Database, Log Files, and SYSVOL. Generally, it's recommended to set two
different locations for database and log files.

@/ Active Directory Domain Services Installation Wizard

Location for Database. Log Fles. and SYSVOL
Specify the folders that will contain the Téi\re Direciory domain coniroller
database, logfiles, and SYSVOL

For better pefformance and recoverability. store the database and log files on separate

volumes.

Database folder:

) \TDS| Browse. .. |
Log files folder:

IC:\thnws\NTDS Browse... |

SYSVOL folder:

IC;\thum\SYS\JDL Erowse... |

Mare about placing Active Directory Domain Services files

<Back [ Net> |  Cancel

Set the location for Database, Log Files and SYSVOL

(11) Set Directory Services Restore Mode Administrator Password, It will be needed if you need to recover the
Active Directory from backup.

15
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I @! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

Set Directory Services Restore Mode Administrator Password

(12) When the above steps are set up, the configurations will be performed in summary form for review.

Directory Domain Services Installation Wizard

Domain Services Summary

(13) If the configuration is correct, go to the next step to start the installation.

16
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ol Active Directory Domain Services Installation Wizard
Summary

[ Active Directory oz(_nain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your and the options

that you selected.

Checking if Group Policy Management Console needs to be installed...

_ Coed |

I~ Reboot on completion

<Back | MNet> | Cancel |

Start Installation

(14) When the installation is complete, you are prompted to restart the computer. The AD domain controller is
set up after the restart.

@/ Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation
Wizard

Active Directory Domain Services is now installed on this < |
computer for the domain “ruijie007.com™.

This Active Directory domain controller is assigned to the:
site "Default-First-Ste-Name " You can manage sites
with the Active Directory Stes and Services
administrative tool.

|

|
| =

To close this wizard, click Finish.

< Back I Finish I Cancel I

1.3 Install CA Server

(1) Log in to the domain Server as the Administrator and click [Start]>>[Administrative Tools] >>[Server
Manager] to open the server manager.

17
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NPS Server Deployment

Remote Desktop Services »
Active Drectory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShel
Active Directory Sites and Services

Bl NS BYa -
g
=4
i
T
§
g
¥

“h Seaurity Configuration Wizard
&
L. Services

'3 Share and Storage Management
¥ Storage Explorer

Server Manager

» All Programs

& system Configuration
() Task Scheduler

I Search programs and files

@& Windows Frewal with Advanced Security
(2] Windows Memory Diagnostic

fpom %] &3

£X windows PowerShell Modules
W Windows Server Backup

(2) Click ‘Role’ in the left menu and click ‘Add Roles’ in the right Roles Summary Help.

erver Manager

Action  View Help

File

|z H

g Server Manager (WIN-GFTDUSFSEF
I

® =i 5
O] u Configuration
H Storage

1 1

%} View the health of the roles installed on your server and add or remove roles and features,

(~ Roles Summary E Roles Summary Help

~ Roles: 2 of 17 installed Fas[add Roles
5 Remove Roles
A8, Active Directory Domain Services
5, DNS Server
[~ Active Directory Domain Services EADD\SHeb

Stores drectory data and manages communication between users and domains, incuding user logon
processes, authentication, and directory searches,

*| Role Status g;:n iu:«Scmre Directory Domain
Messages: 1
System Services: 9 Running, 1 Stopped

/5. Events: 4warnings, 31informational in the last 24
hours

::E Last Refrech: Today at 3:38 PM  Configure refresh

(3) Select ‘Active Directory Certificate Services’ in the ‘Select Server Roles’ page, and then click ‘next’ twice.
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Add Roles Wizard x|

Roles: Description:

Active Directory Certificate Services
[AD CS)is used to create certification

o omain vervices (Installed) autharities and related rale services
[ Active Diraﬁrv Federation Services that allow you to Issue and manage
[ ] Active Directory Lightweight Directory Services certificates usedin a variety of
|| Active Directory Rights Management Services applications.
[ Application Server
[[] pHCP Server
DNS Server (Installed)
[] Fax Server
[] File Services
] Hyperv

[] metwark Policy and Access Services
[] print and Document Services

[] remote Desktep Services

|| web Server (115)

] windows Deployment Services

] Windows Server Update Services

More ahout server roles

| <prevonn [ vet> || il || e |
Select “Active Directory Certificates Servers”

Add Roles Wizard %]

i

% Introduction to Active Directory Certificate Services

Before You Begin Active Directory Certificate Services (AD CS)
Server Roles Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios such as
secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network Access
ADCS Protection (NAP), encrypting file system (EFS) and smart card logon.
Role Services Things to Note
Setup Type i The name and domain settings of this computer cannot be changed after a certificate authority (CA) has
CAT been installed. If you want to change the computer name, join a domain, or promote this server to a
ype domain controller, complete these changes before instaling the CA. For more information, see certification
Private Key authority naming.
Cryptography Additional Information
CA Name Active Directory Certificate Services Overview
Validity Period Manaqing a Certification Authority
Confirmation
Progress
Results

< Previous " Next > I Install Cancel

“Active Directory Certificate Services” Introduction

(4) Click ‘Certification Authority’, ‘Certification Authority Web Enrollment and ‘Online Responder’ and then click
‘Next'.
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Add Roles Wizard __ ks

N

Before You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
7 Catcaton it Lo
Role Services [V] Certification Authority Web Enrolment clients in complex network
e v environments.
orK Device
CAType [ Certificate Enrollment Web Service
Private Key [ Certificate Enroliment Policy Web Service
Cryptography
CA Name
Validity Period
Certificate Database
Web Server (1IS)
Role Services
Confirmation
Progress
Results

< Previous ” Next > I Install Cancel l

Select Role Services

(5) Click ‘Enterprise’ in the Specify Setup Type’ page, and then click ‘Next’

Add Roles Wizard . X]
ﬂ; Specify Setup Type
Before You Begin CehﬁﬁbmAuﬁmhesmusedabnktveDrecmwmﬁfyhlmaﬂmof
SO certificates, Spedify whether you want to set up an Enterprise or Standalone CA.
e (% Enterprise
Role Services Select this option if this CA is a member of a domain and can use Directory Service to issue and manage
certificates.
CAType ¢ Standal
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
Cryptography standalone CA can be a member of a domain.
CA Name
Validity Period
Certificate Database
\Web Server (IIS)
Role Services
Confirmation
Progress
Results

More about the differences between enterprise and standalone setup

<previous [ Net> | sl | cance |

Specify Setup Type

(6) Click ‘Root CA' in the ‘Specify CA Type’ and then click ‘Next’.
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[ Add Roles Wizard

f ﬁ Specify CA Type

X

Before You Begin A combination of root and subordinate CAs can be configured to create a hierarchical public key nfrastructure
(PKI). A root CA is a CA that issues its own self-signed certificate. A subordinate CA receives its certi
Server Roles from another CA. Specify whether you want to set up a root or subordinate CA,
ADCS
Role Services (¢ Root CA
Setup Type Select this option if you are installing the first or only certification authority in a public key infrastructure.
CA Type " Subordinate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
Cryptooraphy infrastructure.
CA Name
Validity Period
Certificate Database
\Web Server (I1S)
Role Services
Confirmation
Progress
Results
More t ic key infrat

f < Previous " Next > I Instal Cancel

Specify CA Type

(7) You can set available settings in the ‘Set Up Private Key’ page. The default settings ‘Create a new private
key’ is set here, and then click ‘Next’.

Add Roles Wizard x|

To generate and issue certificates to dients, a CA must have a private key. Spedfy whether you want to
create a new private key or use an existing one,

' Create anew private key
Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a aryptographic service provider and spedfy a key length for the private key.
To issue new certificates, you must also sefect a hash algorithm.
(" Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
(& Selact & certificate and use (ts assocated private key
Select this option if you have an existing certificate on this computer or if you want to import 2
certificate and use its assodated private key,

£ Select &1 existing private key on this computer
Select this option if you have retained private keys from 3 previous insta¥ation or want to use a private
key from an alternate source,

< Previous " Next > I Install Cancel

Set Up Private Key

(8) fEConfigure cryptography for CA in the ‘Cryptography’ page and click ‘Next’ without changing any settings.
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Add Roles Wizard
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|

ﬁ Configure Cryptography for CA

Before You Begin
Server Roles
ADCS
Role Services
Setup Type

CA Mame
Validity Period
Certificate Database
Web Server (IIS)
Role Services
Confirmation
Progress
Results

To create anew private key, you must first selecta eryptographic service provider, hagh algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue, Selecting a higher
value forkey length will result in stronger secyrity, but increase thetime needed to complete signing
operations, ﬁ

Select a aryptographic service provider (CSP): Key character length:
|R5A4'Mcrowf‘t Software Key Storage Provider | Im =l

Select the hash algorithm for sigrng cer tificates issued by this CA:
SHA255 ..:,I
SHA3Z4
SHAS12

i | af

[~ allow admiristrator interaction when the private key is accessed by the CA.

Maore about cryotographic options for a CA

<o [ hemt> || || conen |

Configure Cryptography for CA

(9) You can keep the default content: ‘Domain name+ Server Name’ in the box of ‘Common name for this CA

and then click ‘Next’
Add Roles Wizard

ﬁ’- Configure CA Name

Iy

= x|

Type in a common name to identify this CA, This name is added to all certificates issued by the CA.
Distinguished name suffix values are automatically generated but can be modified.

Common name for this CA:
In.i]'ieOO?-‘\‘IN ~GPTDUSF68P4-CA

Distinguished name suffix:
DC =ruijie007,DC=com

Preview of distinguished name:
CN=ruijie007-WIN-GPTDUSF68P4-CA,DC=ruipe007,DC=com

More about confiquring a CA name

<prevous |[ next> | sl | cance |

Configure CA Name
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(10) In the ‘Set Validity Period’ page, accept the default validity period, and the click ‘Next'.

Set Validity Period

(11) In the “Configure Certificate Database” page, accept the default location or save the certificates
database and certificates log in different location and then click ‘Next’.

Configure Certificate Database
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(12) Inter “Web Server (1I1S) " page, click ‘Next'

Add Roles Wizard

& Web Server (1IS)

Before You Begin
Server Roles
AD CS
Role Services
Setup Type
CAType
Private Key
Cryptography
CA Name
Validity Period
Certificate Database

Introduction to Web Server (I1S)

Web servers are computers that have specific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets, The Web Server role indudes Internet Information Services (IIS) 7.0, a unified
Web platform that integrates IIS 7.0, ASP.NET, and Windows Communication Foundation. IS 7.0 also features
enhanced secunity, smplified diagnostics, and delegated administration.

Things to Note

i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, especially when there are multiple roles on this computer.

i The default installation for the Web Server (IIS) roke indudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression,

Additional Information

Ot o S a1s)

Overview of Available Role Services in I1S 7.0

1IS Checkists
Common Administrative Tasks in IIS

Overview of WSRM

<previous |[ Net> | e cancel |

Web Server Installation

(13) In the ‘Select Role Services’ page, use the default configuration and then click ‘Next’

Add Roles Wizard s x|
- Select Role Services
Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
ADCS = Server Web Server provides support for
B !fj \;eb 21 HTMLWeb sites and optional support
Role Services = [E] Common HTTP Features R for ASP.NET, ASP, and Web server
Setup T [/] static Content extensions. You can use the Web
AR V] Default Document Server to host an internal or extemal
CAType [V] Directory Browsing Web site or to provide an environment
[¥] HTTP Error for developers to create Web-based
Private Key 2 applications.
[V] HTTP Redirection
yptography [] WebDAV Publishing
CA Name = [E] Application Development ||
[ AsP.NET
L] .NET Extensibiity
[v] asp
[ cat
[V/] 15API Extensions
[ 15A°TFilters

e ) HTTP Logging
Results [¥] Logging Tools
[V] Request Monitor
IV Tradna i
More about role services

(= [E] Health and Diagnostics

[T server Side Indudes

< Previous " Next > I !r«:-ta!lgl Cancel J

Add a Role Services for Web Server
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(14) After verify the information in the ‘Confirm Installation Selections’ page and click ‘install’

Add Roles Wizard

Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles k
Y /1. 1waming, 2 informational messages below
Role Services ® This server might need to be restarted after the installation completes. =
Setup Type A Active Directory Certificate Services
CAType Certification Authority
Private Key i, The name and domain settings of this computer cannot be changed after Certification Authority
~ hasbeen installed.
Cryptography CAType: Enterprise Root
CA Name CsP: RSA#Microsoft Software Key Storage Provider
5 Hash Algorithm : SHAL
Validity Period Key Length : 2048
Certificate Database Allow CSP Interaction : Disabled
Web Server (IIS) Certificate Validity Period : 9/18/2028 3:40 PM
Distinguished name : CN =ruijie007-WIN-GPTDUSF68P4-CA ,DC=ruipe007,DC=com
Role Services Certificate Database Location : C:\Windows\system32\Certiog
Certificate Database Log Location :  C:\Windows\system32\Certiog
Procrass Certification Authority Web Enroliment
ot Online Responder
Results
~' Web Server (1IS) LI

Print, e-mad, or save this information

< Previous I fNext > l Install I Cancel I
Confirm Installation Selections
Add Roles Wizard
E Installation P%)grms
Before You Begin The following roles, role services, or features are being instaled:
EEinls Active Directory Certificate Services
ADICS Web Server (IIS)
Role Services
Remote Server Administration Tools
Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Web Server (I15)
Role Services
Confirmation
~ —
= Initializing installation...
< Previous I feext = I Install Cancel

(15) Check the configuration to verify where the installation is successful or not.
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Add Roles Wizard x|
% Installation Results
Before You Begi
s The following roles, role services, or features were installed successfully:
Server Roles N
\ .
aDcs /1. 1warning message below
Role Services A\, Windows automatic updating is not enabled. To ensure that your newly-nstalied role or feature is 2}
automatically updated, turn on Windows Upgdate in Control Panel,
Setup Type
CAType ~ Active Directory Certificate Services @ Installation succeeded
The following role services were installed:
ARG Certification Authority
Cryptography Certification Authority Web Enrollment
CA Name Online Responder
Validity Period ~' Web Server (TIS) @ 1nstallation succeeded =
Certificate Database The following role services were installed
Web Server (I1S) Web Server
Common HTTP Features
Role Services Static Content
Confirmation Default Document
Directory Browsing
RIS HTTP Errors
5 HTTP Redirection
Appiication Development ~|

Print, e-mad, or save the installation report

<P:e‘.v1ous| Iéext > Il Cose I Cancel I

Confirm Installation Results

File Action View Hep
| xm|
3 s G
El P Roles
# % Active Directory Domain Se
= Features - | Stores drectory data and manages communication between users and domanns, including user logon
X 2 L processes, authentication, and directory searches.
(5] g Diagnostics 3;‘# b
3] Configuration N
® & Storage (A Summary i
@ Active Directory Domain Services Installation _X| e Directory Domain Services -
You must restart your computer before the changes made by the
Active Directory Domain Services Installation wizard take effect.
to Event Viewer
['§r Events
[ [Restattow] | Donot Restat Now | posies
fie All Events
- . " ) Refresh Events
/1, Waming 1463 9/18/2023 2:56:
(i) Information 612 9/18/2023 2:56:
(i) Information 626 9/18/2023 2:56: _|
(i) Information 611 9/18/2023 2:56:
(i) Information 611 9/18/2023 2:56:
(i) Information 611 9/18/2023 2:56:
(i) Information 611 QIRINIA 2:56:
< | »
v
< | 2 /i, Console cannot refresh until computer is restarted Restart

Restart the Computer
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1.4 Install Server Certificates

1.4.1 Set the browser

(1) Click Tools in browser->Internet Options-> Security ->Add the http://localpcip/certsrv as the trusted site .

=181 %]
ey | res:/fiesetun.diHardadmin.htm =] sl x [0 6ing (o]

- Favorites | 93 ] Suggested Stes ¥ @ | Web Slice Gallery ~

@ Internet Explorer Enhanced Security Configuration s ... | | Ly - [ == v Page~ Safety~ IToolsv bv
'@ Diagnose Connection Problems.... _A_I
Internet Explorer Enhanced Security Confi¢ {- feopen tast Bronsns Sesson

Internet Explorer Enhanced Security Configuration is curre | »
a number of security settings that define how users brows¢ = Pop-up Blocker

configuration also reduces the exposure of your server to Manage Add-ons

a complete list of the security settings in this configuration,
Security Configuration. X Work Offline

This enhanced level of security can prevent Web sites from %3 Compatioility View

restrict access to network resources, such as files on Unive Vie ttings

you want to browse a Web site that requires Internet Explc C thility Sef

can add the Web site to the inclusion lists in the Local intra |=7| Full Screen Fi1

information, see Managing Internet Explorer Enhanced Sec Toolbars »
Explorer Bars 4
<Jv> Developer Tools F12

Suggested Sites

- .

Internet Options

/" Internet Explorer Enhanced Security Copfiouration is enable {indon et Yot .
Internet Options 1} ?l Xl— p ;
12

General Security Imvacy] Content | Connections | Programs | Advanced |

) @] resi/jiesetin diHardadmin.h

<7 Favorites |<“5 £ | Suggested Sites » 2
@ Internet Explorer Enhanced Security Configu  Select a zone to view or change security settings. Safety ~ Tools ~ (@)~

Internet | 0 Q J ® 2

Internet  Localintranet Trusted sites  Restricted

Internet Expl sites r. This configures
a number of b sites. The
configuration Trusted sites h security risk. For
a complete |i 4" This zone contains websites that you Stes I plorer Enhanced
Security Con trust not to damage your computer or

This enhance your fies. s ernet Explorer and
restrict acces You have websites in this zone. UNC) shares. If
you want to t ity level lTon thisrone .| feen disabled, you

can add the \

: For more
information, Trusted sites .’.‘.l

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

| http://172.26.1.153/certsrv | Add |

Websites:
http: //*.update.microsoft.com - Remayve
http: //*.windowsupdate.com ﬂ _I
http: //*.windowsupdate.microsoft.com

I http: //go.microsoft.com :'

Ldd e e d i e m B

I~ Require server verification (https:) for all sites in this zone

=l
m [ [Rwoow ~

(1) Custom level for security and enable the “Initialize and script activex controls not marked as safe for scripting”

in the options of ActiveX
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liemetopions TR

t General Seauity |Privacy | Content | Connections | Programs | Aduanced |

Security Settings - Trusted Sites Zone 3 l(j

1S

v
{ Select a zone to view or change security settings. - Settings L
‘(@ & v O = 3 &
£ Promot =
Intemet  Localinranet Trustedsites Restricted |¢, Initialize and script ActiveX controls not marked as safe for sc
sites O Disable
Trusted sites ®
: 2 3 Sites QO Prompt |
This zone contains websites that you — mp
trust not to damage your computer or |¢| Oniy allow approved domains to use ActiveX Without prompt
your files. ) @© Disable
You have websites in this zone. O Enable
—Security level for this zone |#, Run ActiveX controls and plug-ins
Allowed levels for this zone: Al O Administrator approved R
- - Medum ©) Disbie
I Prmtsbeforedcmnlu&\gpomnhly unsafe © Enable
S NG QO Prompt
-t udgndAdnmxmmlsvdmtbeMoaded |¥, Script ActiveX controls marked safe for scripting™
M Nicahle X
- «| | »
|~ Enable Protected Mode (requires restarting Internet Explore *Takes effect after you restart Internet Explorer
Custom level... Dafault leve ~Reset cisstom settings
Reset to: 9 "
Reset all zones to default leve [Medum (defauit) faf )
oK cancel |
K | ol |
i X
[ [ [ [ [ @ mnternet | Protected Mode: Off [Fa~-%5100% - ,

(2) Disable the option of ‘Disable script debugging (Other)’
20

"General | Seaurity | Privacy | Content | Connectons | Programs Advanced |
Settings I%

© Accessibiity -
[J Always expand ALT text for images
[[] Enable Caret Browsing for new windows and tabs

] Move system caret with focus/selection changes
[ Reset text size to medium for new windows and tabs
Reset text size to medium while zooming™
[] Reset zoom level for new windows and tabs

] Browsing
[ Automatically recover from page layout errors with Compa
[[] Close unused folders in History and Favontes"

4
*Takes effect after you restart Interet Explorer
Restore advanced settings l

| ] Dlsplay Acceleratu bul‘bon on selection | -I_'J
»

Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default Reset... l
condition.

You should only use this if your browser is in an unusable state.

oK concel | apty |
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1.4.2 Apply and install the server certificates

(1) Visit http://serverip/certsrv and log in with admin account, then apply the certificate by following steps.

* Internet Explorer Enhanced Security Configuration is enabled - Windo ] X =81
- +
TS |2 http://172.26.1.153/certsrv :] )l X If’ Bing P
.7 Favorites | € | Suggested Sites ~ @ | Web Sice Gallery ~
() Connecting... | I i~ - [ om v Page~ Safety~ Tools+ ()~
=

Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server. This configures
a number of security settings that define how users browse Internet and intranet Web sites. The
configuration also reduces the exposure of your sei to Web sites that might pose a security risk. For
aca~ inn_son E€acks oF Tntarnet Explorer Enhanced

b Link af bl mmmiieibes mabbinan e bhis s e

SIS Windows Security _zl

Th ly in Internet Explorer and
res Connectng 691122:26:1:453, ention (UNC) shares. If

yo At has been disabled, you

zones. For more

inf [ =

2|
Waiting for http://172.26. 1. 1% |l [T [ [T [ & internet | Protected Mode: OFf [Fa~T®wo% ~
{2 Microsoft Active Directory Certificate Services - Windows Internet Explorer =8>
@fj S to: /172,26 1. 153 certsr El R4l x| ]2 8ng i i
5.» Favorites ‘ £ | Suggested Sites ~ @ | Web Sice Gallery ~
1@ Micosoft Active Directory Certificate Services I I 2 - Y @ - Page~v Safety~ Tools~ @)~

-

Microsoft Active Directory Certificate Sernvices - ruijie007-WIN-GPTDUSF68P4-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authonty (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services

Documentation.
Select a task:
[RequesTa cerfiicale |
1ew th f ndi rtificate r

D CA certifi i , -

4

_— [T [ [ [ [V Trustedstes | Protected Mode: OFf Fa= [Rio% -
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~ Microsoft Active Directory Certificate Services - Windows Internet Explorer

=181x]

m - IE http://172.25.1.153/certsrv fcertrous.asp j ||“_’| |i I}J Eing ill
< Favorites | 53 £ Sugossted Sites ~ @ | Web Sice Gallery ~

@& Microsoft Active Directory Certificate Services | I fi - B) - ) o v Page - Safety - Took~ i@~

Microsoft Active Directory Certificate Senvices - ruijie007-WIN-GPTDUSFG8P4-CA

Request a Certificate

Select the certificate type:

User Certificate
Or, submit anfad ificate request. |

/> Microsoft Active Directory Certificate Services - Windows Internet Explorer

@ 4 Ig_ http://172.26.1.153/certsrvjcertrgad.asp ;I | g H" }E X Ij/ Bing P -
s Favorites | 5 @] Suggested Sites v @ Web Sice Gallery ~

(& Microsoft Active Directory Certificate Services I | %3 - B) - 0 @ - Pagev Safety~ Tools~ (-

Microsoft Active Directory Certificate Services - ruijie007-WIN-GPTDUSF68P4-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal
I in 4. P #7 fil

b

[T [T [ [l [+ Trustedsites | Protected Mode: OFf Fa~[Rwo% -
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* Microsoft Active Directory Certificate Services - Windows Internet Explorer

NPS Server Deployment

GE; < IE__ http: //172.26.1.153/certsrv fcertrgma. asp

> Favorites | S @] Suggested Sites 8 | Web Sice Gallery ~

H[Bl&][x][P o

=181x]
| o+

{_J Connecting... | [ 5 - B) - ) m - Page~ Safety~ Tooks~ @)~
-
Microsoft Active Directory Certificate Services - ruijie007-WIN-GPTDUSF68P4-CA T
Advanced Certificate Request
Certificate Template: =
IW ¢ This Web site is attempting to perform a digital certificate
operation on your behalf;
Key Options: http://172.26. 1. 153 certsrv/certrqma, asp
@ Create new ke You should only allow known Web sites to perform digital
csP [Coadng. = ol e o Yo by
Key Usage: @ Exchange
Key Size: [0— x;: (€ Yes | TI =
& Automatic keyc Ter e Tsersp oy TeTTTETTS
™ Mark keys as exportable
[~ Enable strong private key protection
Additional Options:
Request Format: # CMC ¢ PKCS10 >
| o [ [ [ [ [ [ {27 Trusted sites | Protected Mode: OFf

Fa~®wow ~

It recommended to use PC name of the server to apply for web server and other options keeps default settings.i#{Tweb

Then click Submit for ‘application’.

icrosoft Active Directory Certificate Services - Windows Internet Explorer

@ - Ig http: /172, 26.1.153/certsrvfcerfrgma.asp

5 Favorites |55 @] Sugossted Sites = £ Web Sice Gallery -

& Migosoft Active Directory Certificate Services | I

El (B2l x ] 8n

24

i - B) - = # - Pxge- Safety - Toos- @~

Microsoft A

ive Directory Certificate

Seni

Advanced Certificate Request

- ruijie007-WIN-GPTDUSFG8P4-CA

Certificate Template:

|Web Server

Identifying Information For Offline Tel

Ma mel |W| N-GPTDUSFGEP4
E-Mail: |

mplate:

Company: |

Department: |

City: |
State: |

Country/Region: I

Key Options:

¥ Create new key set ¢ Use existing key set

[T T T I [ [ o Trusted sites | Protected Mode: OFF

|

31
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/> Microsoft Active Directory Certificate Services - Windows Internet Explorer

=181 ]
G@ - Ig_ http: //172,26.1.153/certsrv fcertrgma, asp ;.I &i |2[|£ I//) Bing Pl =
v Favorites I 53 @8] Sugeested Sites 8 | Web Sice Gallery ~

& Microsoft Active Directory Certificate S

ervices | | %y - B) - 0 mm - Pagev Safety~ Tools~ (-
Rey Size: [T024 Max 16254 (Common key sizesT ST T024 2048 205 5152 18354 ) a|
& Automatic key container name ¢ User specified key container name
™ Mark keys as exportable
™ Enable strong private key protection
Additional Options:
Request Format: & CMC ¢ PKCS10
Hash Algorithm: Isha1 vl
Only used to sign request. k
™ Save request
B
Attributes: v
4 »
Friendly Name: |
Submit >

* Microsoft Active Directory Certificate Services - Windows Internet Explorer

@ < Ig http://172.26.1.153/certsrv fcertfnsh.asp

El | Bl |{x ] s el
s Favorites | <5 @] Sugossted Stes » @ Web Sice Gallery ~
) Connecting. .. k | I 23 ~B) - = ® - Page~ Safety~ Tools~ (@~
Microsoft Active Directory Certificate Semvices

&
- ruijie007-WIN-GPTDUSF68P4-CA

Certificate Issued
. =
The certificate you requested
: 3 & This Web site is attempiing to perform a digital certificate
Instal this certifica M\, operstion on your beha:
http://172.26. 1. 153/certsrvfcertfnsh.asp
™ Save response You should only allow known Web sites to perform digital
certificate operations on your behalf.
Do you want to allow this operation?
Yes | No I
=
oo | | | | | [fg |, Trustedsites | Protected Mode: OFf

Fa~[®Rw00% - ,
Click ‘Yes'’ to apply the certification. After the application is complete, click ‘Install this certificate’ to install.
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/> Microsoft Active Directory Certificate Services - Windows Internet Explorer

=18ix|
@ £ I_e__ http://172.26.1.153/certsrv /certfnsh,asp

(2]

o Favorites | 5 2] Suggested Sites ~ 2 Web Sice Gallery ~
@ Micosoft Active Directory Certificate Services I [ 3 B - mm - Poger Safety - Toos~ @~

Microsoft Active Directory Certificate Senices

—~ ruijie007-WIN-GPTDUSF68P4-CA
Certificate Issued

The certificate you requested was issued to you.

{2=-] Install this cerificate |

[~ Save response

=
[ s 27 Trusted sites | Protected Mode: OFf Fa-T®w% -

/- Microsoft Active Directory Certificate Services - Windows Internet Explorer

=18l x
@ {2 IB_ http://172,26.1.153/certsrv fcertrmpn. asp 3 ,Eli_‘l“i} II,) Bing \,0 1" ‘
S Favorites | % @ | Sugoested Sites v 2 | Web Sice Gallery +

(@ Migosoft Active Directory Certificate Services | |

23 ~B) - = mm - Page~ Safety~ Tools~ (@~

Microsoft Active Directory Certificate Services — ruijie007-WIN-GPTDUSFG68P4-CA

-~

Certificate Installed

Your new certificate has been successfully installed.

Done

[ [ [ [ [§ [/ Trusted sites | Protected Mode: Off Fa~ [Soow -,

Check the certificate:
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~ Microsoft Active Directory Certificate Services - Windows Internet Explorer =& x|
@ L4 Ig http://172.26.1.153/certsrv fcertrmpn. asp zl &“‘_’ ]i I,’) Bing P "
<. Favorites I £ | Suggssted Sites v @ | Web Sice Gallery ~
(@ Microsoft Active Directory Certificate Services | I 23~ B - = mm - Page~ Safety | Tools 0-
'@ Diagrose Connection Problems..
Microsoft Active Directory Certificate Senices — ruijie007-WIN-GPTDUSF68P4-CAJRNEE TS i gy
|| Pop-up Blocker »
Certificate Installed DR 2
Your new certificate has been successfully installed. KR W orcOine
13 Compatibility View
Compatibility View Settings o
7] Full Sreen Fi1

[T [ [ [{g [V Trustedssites | Protected Mode: OFf [va~-®100% - 4
" Microsott Active Directory Certihicate Services - Windows Internet Explorer =18 =

x| 4| % | Bro P~

Gmnedtm'ﬁlﬁog'mladumc:dl

' | Internet Options

| General | Security | Privacy

4 ContentAdvisor

- Ratings help you control the Internet content that can be
computer,

. viewed on this
| JSFEBP4-CA
) Enable... I 5] Settings |

% v B - 0 m - Page~ Safety Tods~ @~

-
—
e

(  Certificates
Use certificates for encrypted connections and identification,

Clear SSL state Certifcates || publisners |

== AutoComplete stores previous entries Settings
mwehpauesmdmggeshmatdﬁ

Feed:u'ﬂw:hsums

@ Feeds and Web Sices provide updated Settings |
7| content from websites that can be

read in Internet Explorer and other
programs.

_ oK | Cancel Apaly ] =
I Trusted sites | Protected Mode: Off a0 v,
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=18
t‘ xlo|-
3 General | Detads | Certiication Path |
ﬁ lntu'm purpose: I{AI:» @,,
[~ Pemsona | other Pecple | Intermediate Certification Authorities | | | -} Certificate Information =
I — [ ed by [ et This certificate is intended for the following purpose(s): g
= PYr——— Administrator 8/25/21: * Ensures the identity of a remote computer

ruie007-WIN-GFTOU...  5/17/20: -

Issued to: WIN-GPTDUSF&EP4

Issued by: rufie007-WIN-GPTDUSFEEPS-CA

i ||| Sim Remove validfrom 9/ 18/ 2023 to 8/ 17/ 2025
Certificate intended purposes ' You have a private key that coresponds to this certificate,
Server Authentication
Issuer Statement |
Learn more about ceriificates

Learn more about certificates

L OK. I Cancel | T -
) Trusted sites | Protected Mode: Off [Pa - Rk -

After the certificate is installed, please follow the above guides to check whether the certificate is installed

successfully.

1.5 NPS Server Installation

(1) Click ‘[Start]>>[Administrative Tools] >>[Server Manager] to open server manager

3

Computer

Remote Desktop Services »
Active Directory Administrative Center
Active Drectory Domains and Trusts
Active Drectory Module for Windows PowerShel
Active Directory Sites and Services
Active Drrectory Users and Computers
ADSI Edit
Certification Authority
Component Services
Computer Management
Data Sources (COBC)
DNS
Event Viewer
SR = Group Policy Management
3 Internet Information Services (IIS) Manager
& isCslinitiator

Control Panel T Local Security Policy

£33 Oniine Responder Management
Devices and Printers (%) Performance Monitor
S Security Configuration Wizard

e DIB TE LR B n

5 Share and Storage Management
Run... ¥ Storage Explorer
i System Configuration
Progoms (5) Task Scheduler

| Search programs and files Log off DI 0 Windows Frewal with Advanced Security

= (2] Windows Memory Diagnostic
s | &4 2]

£ windows PowerShell Modules Gs HSLPM o
Click ‘Roles’ in the left menu and click ‘Add Roles’ in the right ‘Roles Summary’.

9/18/2023

-
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L. Server Manager ..-LJ— ) X
File Action View Hep
| 2w
B Sezerbgnoer (WIN-GPTDUSF 6
] Features K
[ g Diagnostics View the health of the roles installed on your server and add or remove roles and features.
[ Ffi} Configuration
# Storage I
(~! Roles Summary Roles Summary Help
~' Roles: 4of 17 installed icaIAdd Roles &
: 55 Remove Roles
/1. Active Directory Certificate Services
/1, Active Directory Domain Services
/&, DNS Server
Web Server (IIS)
(~! Active Directory Certificate Services AD CS Help
Active Directory Certificate Services (AD CS) is used to create certification authorities and related role
services that allow you to issue and manage certificates used in a variety of applications.
o 7 Go to Active Directory Certificate
~ Role Status FE Services
Messages: None
Bt Svstem Services: All Runnina =
| | »]|%# LastRefresh: Today at 4:51PM Configure refresh
[
Choose Network Policy and Access Service to install.
Add Roles Wizard ﬁ

Select one or more roles to install on this server,

Roles: Description:
Active Directory Certficate S pary Network Policy and Access Services
e 2e T AR provides Network Policy Server (NPS),
Active Ffro. tory Domain S (Installed) Routing and Remote Access, Health
D Active Directory Federation Services Registration Authority (HRA), and
[] Active Directory Lightweight Directory Services Host Credential Authorization Protocol
[] Active Directory Rights Management Services (HCAP), which help safeguard the
[ Application Server health and security of your network.
[] oHep server
DNS Server (Installed)
[] Fax server

[[] File Services
[v]

T
[ ] Remote Desktop Services
Web Server (11S) (Installed)

[T] Windows Deployment Services
[T] windows Server Update Services

Mor server roles

<previos |[_Net> | it cancel |

Select Network Policy and Access Service

36



Implementation Cookbook NPS Server Deployment

dd Roles Wizard x|

h Network Policy and Access Services

Before You Begin Introduction to Network Policy and Access Services
Server Roles Network Policy and Access Services allows you to provide local and remote network access and to define and
enforce polides for network access authentication, authorization, and dient health using Network Palicy Server
Network Policy and A S (NPS), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credental
Authorization Protocol (HCAP).
Role Services
Confirmation Things to Note
Pr i You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as a
ORESS Network Access Protaction (NAP) policy server, After instaling NPS using this wizard, you can configure NPS
Results from the NPAS home page using the NPS console.

i NAP helps you ensure that computers connecting to the network are compiant with organization network
and dient health polices. After installing NPS using this wizard, you can configure NAP from the NPAS home
page using the NPS console.

| ¢ ion (NAP) in NS
Network Policy Server
<prevous |[ Net> | sl | cance |
Click Next
Add Roles Wizard x|

a Select Role Services
Before You Begin Select the role services to install for Network Policy and Access Services:
Server Roles Description:
Network Policy and Access Services Netwark Policy Server (NPS) allows

you to create and enforce
organization-wide network access

55 Services

[[] Remote Access Service policies for client health, connection
[] Routing request authentication, and
Progress [ Health Registration Authority f:r?jr.'erﬁl_;n request lﬂuﬂ'dmzlﬂt'ﬂ"-
A - i you can also deploy
Results I: Haost Credential Authorization Protocol Network Access Pratection (NAP), 3

dient health policy creation,
enforcement, and remediation
technology.

More about role services

< Previous " Next > I Instzll Cancel

Select Network Policy Server
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ﬁ Confirm Installation Selections

‘ @ This server might need to be restarted after the installation completes.
| Network Policy Server

&
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Add Roles Wizard k il x|
ﬁ Installation Results
>
Before You Begin
— The following roles, role services, or features were installed successfully:
Server Roles :
. m '.‘\'fmmam ms Mow
Network Policy and Access Services a 1w 1
Role Services /i, Windows automatic updating is not enabled. To ensure that your newly-nstalled role or feature is
A ~ automatically updated, turn on Windows Update in Control Panel.
Confirmation ) =
Progress ~! Network Policy and Access Services (@ 1nstallation succeeded

The following role services were installed:

Network Policy Server

@ You can use a wizard in the NPS console to configure Network Access Protection (NAP). To open
the NPS console after instal go to Server Manager or dick Start, Administrative Tools,
Network Policy Server.

Print, e-mai, or save the installation report

<P.'e‘.‘.ousl Next > I Close I Cancel I

The network policy and access services are now installed. Restart the PC if it is necessary.

After the above steps, we have completed the installation: AD domain service, DNS service, AD Domain

certificate, WEB Server (11S), network policy, and access service.

1.6 Configure NPS Server

1.6.1 Add User and Group in the AD Domain Server.

(1) Add users and group in the AD domain server. Choose user and click new-> group.
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=1l

e | rm {0/ XD o= HE
T, Server Manager (WIN-GPTDUSF68P4)
e . - ]
# % Active Directory Certificate Services —f’ ype Do
= B Active Directory Domain Services %, Admnistrator  User y Buit-n w( for a More Actions »
Bl ] Actve Directory Users and Computers [ | & Alowed ROD... Security Group ... Members in this grou
-] ru)eOO? com 82 CertPublishers  Security Group ... Members of this grou
® ) Builin 2 Denied ROD...  Security Group ... Members in this grouj
& 5 Computers H3DnsAdmins  Security Group ...  DNS Administrators G
(¢ ) Domain Controllers 82 DnsUpdatePr... Security Group ... DNS dients who are
[# . ForeignSecurityPrincipals 2 Domain Admins  Security Group ...  Designated administr
@ : Managed Service Accounts 82, Domain Com... Security Group ...  All workstations and :
! Delegate Control... %Domaln Cont... Security Group ... All domain controllers
El T Active Dire Fnj 2, Domain Guests  Security Group ... All domain guests
r DNS Server 92 Anmainttnaen €, scurity Group ... All domain users
Network Policy Computer bcurity Group ... Designated administr
i Web Server (L AlTasls Contact beurity Group ... Members of this grou
w8 Features View > Mhmty Group ... Members in this grou
= Diagnostics InetOrgPerson X
& gt Configuration Built-n account for gi
® E:Shoraoe Reﬁ'ed\. msImaging PSPs mntyGroup... Servers in this group
ExportList... MSMQ Queue Alias bcurity Group ... Members of this grou
Properties Userl e bcurity Group ... Designated administr
Help Shared Folder
4 | 2l B
[Create a new object. » [ [
= o S _|o X
TR =il
4
r= % Createin: ruifie007.com/Users
=
1 %h_
Group name: Buit-n account for a More Actions
l wirelessad| D ... Members in this grou;
D ... Members of this grou
Group name (pre-Windows 2000): ... Members in this grou|
]v..n;esac D... DNS Administrators G
D ... DNS dients who are ¢
~Group scope —Group type D ... Designated administr
... Allworkstations and ¢
" Domain & Seaurity P
= D ... Alldomain controllers
& Global € Distribution D ... Alldomain guests
" Universal b ... Alldomain users
D ... Designated administr
g P ... Members of this grou
D ... Members in this grou)
E OK I Cancel l Built-in account for g1
... Serversin this group
= %Read-only D... Seaurity Group ... Members of this grou
82, Schema Admins  Security Group ... Designated administr
d | 2l o

Create a group in the user of AD domain

(2) Add users after group is created. Select User and then click ‘New->User.
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&. Server Manager - IDL&
i, Server Manager (WIN-GPTDUSF68P4) : [Filter Activated]
=l 5} Roles "—IT—l.—
=] Active Directory Certificate Services T-I'E ype Descrption
= 5 Active Directory Domain Services Adakistratne, -~ Lser, Buit:n account forar | pore Actions »
E 3 Active Directory Users and Computers [ 52, Alowed ROD... Security Group ... Members in this grou]
2 ;’; ruijie007. com %Cert Publishers Security Group ... Members of this grou
® 0 Builtin #2 Denied ROD...  Security Group ...  Members in this grou
3 & 3 7 30 More Actions »
B - Computers 2, DnsAdmins Security Group ...  DNS Administrators G
[# 2. Domain Controllers H2 DnsUpdatePr... Security Group ...  DNS dients who are {
#  ForeignSecurityPrindpals Sﬁoomain Admins  Security Group ...  Designated administr
B ) Managed Service Accounts 52, Domain Com... Security Group ...  All workstations and «
. =L TP 2 Domain Cont... Security Group ...  All domain controllers
? #iz Active Dire: H2,Domain Guests  Security Group All domain guests
® % DNS Serverl H2. Domain Users ity Group ...  All domain users
£ Netviork Policy ity Group ...  Designated administr
@ S Web Server Q1 Group Members of this grou
& N am5 ity Group Members in this grouy
O} Diagnostics 2
- = Built-n account for gi
[# =1} Configuration R
& =2 Storage Group Servers in this group
ty Group Members of this grou
Group ... Designated administr
Lo ]
< | »ld I
“reate a new object... [ [
_7 o [=] 3]
T x| -
4
= & Create in:  ruipe007.com/Users
a2
d
First name: [ruiie Intials: | Buitdn account forai | yore Actions »
p ... Members in this grou
Last name: I ... Members of this grou
- D ... Members in this grou;
. More Acti »
Fill name: Jre ... DNS Administrators G ore Actions
b ... DNS dients ey
Userlogon name: ... Designated administr
r‘ie' l@u’iieﬂﬂ?mm _'_l D ... Allworkstations and :
0 ... Alldomain controllers
User logon name (pre-Windows 2000): b..... Alldomainguests
[runEDOR [ruiie ... Al domain users
p ... Designated administr
P ... Members of this grou
€ D ... Members in this grouy
E cgack [ Net> | cance | By accoint for of
... Serversin this group
By Swrage
%Read-only D... Seaurity Group ... Members of this grou
%Schema Admins Security Group ...  Designated administr
82 wirelessac Security Group ...
4 | 2l i

Add a new user in the user of AD domain
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=1olx|

f

<
E & Createin:  ruipe007.com/Users

E
Password: Iooooo.oooo
Confirm password: I'ooutoo'oo

I™ Usermust change password at next logon

£ <Bad<INed>I

Cancel |

«| |

]

2 Read-onlyD... Security Group ...
2, 5chema Admins  Security Group ...

<

VU0 00UV O0OU0TUTO0OUT O O0OU0TDUO

Buit-n account for ai
Members in this grou;
Members of this grou
Members in this grou
DNS Administrators G
DNS dients who are |
Designated administr
All workstations and ¢
All domain controllers
All domain guests

All domain users
Designated administr
Members of this grou
Members in this grou|
Buit-n account for gi
Servers in this group
Members of this grou
Designated administr

e

More Actions

More Actions

The password must contain letters, special characters, and digits

\ew Object - User

& Create n:  ruipe007 com/Users

= |7

=lolx

When you click Finish, the following object will be created:

[Fall name: rutie =
User logon name: ruije @muijie007 com
 The password never expires.
=
E

E <Back [ Fmsh ]  Cancel |

4 |

|

82 Read-onlyD... Security Group ...
2, Schema Admins  Security Group ...

<

VU0 0T U0OU0DUO0OUT U OUODUO

Built-n account for a
Members in this grou|
Members of this grou
Members in this grou;
DNS Administrators G
DNS dients who are |
Designated administr
All workstations and :
All domain controllers
All domain guests

All domain users
Designated administr
Members of this grou
Members in this grou)
Buit-n account for gi
Servers in this group
Members of this grou
Designated administr

|

wirelessac

More Actions

(3) Double click ruijie account to set user properties including the ‘dial-in’ properties and ‘member of’ properties
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=101

oo | 2m £ 0|XRE = |Hm

S, Server Manager (WIN-GPTDUSF68P4)

E § Roles
=

= &3 ruiie007.com
& [ Builtin
[ . Computers

=] Active Directory Certificate Services
% Active Directory Domain Services
[ ] Active Directory Users and Computers [

[# & Domain Controllers

[ ForeignSecurityPrincipals
[ | Managed Service Accounts

Users

& mE Active Directory Sites and Services

m.

Name [rype 1 [oescrpton

8

Fd'mistraw

User

$2 DnsAdmins

#2 Atowed ROD... Security Group ...
82 Cert Publishers  Security Group ...
$2 DeniedROD...  Security Group ...
Security Group ...
52 DnsUpdatePr... Security Group ...
2 Domain Admins  Security Group ...
2 Domain Com... Security Group ...
2 Domain Cont... Security Group ...
¥ Domain Guests  Security Group ...
52 Domain Users  Security Group ...

Buit-n account for a
Members in this grou;
Members of this grou
Members in this grouy
DNS Administrators G
DNS dients who are ¢
Designated administr
All workstations and ¢
All domain controllers
All domain guests

All domain users

DNS Server
= % Network Policy and Access Services #2 Enterprise A... Security Group ...  Designated administr
@ 5 Web Server (IIS) %&terprise R... Security Group ... Members of this grou
8 g featres #2 Group Policy ... Security Group ...  Members in this grouy
E.} e User Buit-n account for gi
# Configuration Servess iy s group
® Storage

| |

Members of this grou

More Actions

File Action View Hep

i, Server Manager (WIN-GPTDUSF€
£ & Roles
Active Directory Certifica
= 5 Active Directory Domain ¢
[ ] Active Directory User
= 4 ruilie007.com
® - Builin
| Computers
5] Domain Contr
. ForeignSecur
] Managed Ser
. Users
[#] [@}¢ Active Directory Sites
@ 2, DNSServer
= Network Policy and Acces
# &5 Web Server (115)
# & Features
O} Diagnostics
[# Hf} Configuration
[ {=2 Storage

BEEBE

e (@ 40X

roperties

Envionment | Sessions

— Network Access Pemmission

Remote Desktop Services Profile | Personal Vitual Desktop | COM+
eneral | Address | Account | Profile | Telephones | Organization | Member Of

Remote control

" Alow access

" Deny access
€ Control access through NPS Network Policy

I Verify Caller-D: I
- Callback Options

& No Calback

" Set by Caller (Routing and Remote Access Service only)

" Aways Callback to: |

s

Y

I Assign Static IP Addresses

Define IP addresses to enable for this
Dialin connection.

Static|P Addresses ... |

1 Apply Static Routes

Define routes to enable for this Dialin
connection.

Static Bowtes, |

< |

T - x|

[ ok | cCamcd | oy | Hen

=lolx|

More Actions

More Actions

User Properties Setting

43



Implementation Cookbook

NPS Server Deployment

- == -10] X
R — x| =012l
File Action View Help > '
e Remote Desktop Services Profile [ Personal Vitual Desktop | COM=+
@ 7| (|
v‘|_J[i|‘€ |x Dialin | Envi ¢ I oo l Rem
&%‘)’V’Mm(\"mmye General | Address | Account | Profile | Telephones | Organization | Member O [|ictions
= Roles
[# "5 Active Directory Certfica Member of ;
= 15 Active Directory Domain £ e ‘Active Directory Domain Services Folder More Actions L
[=l J Active Directory User —
E &3 ruiedo?.com =
B (] Builtin More Actions »
[# . Computers
# 4. Domain Contr
[# . ForeignSecur
@~ Managed Ser
7 Users
[#] ¥ Active Directory Sites
& & DNS Server
= Network Policy and Acces
[ &5 Web Server (IIS) I Add... I I Remove I
# Features
O} = Diagnostics
& gf} Configuration Primary goup:  Domain Users
[ {3 storage
Set Prmary Grous m:emllwu cint nm!hmm 2 m&“‘p“mﬂ“”
applcations.
4 | ok | cace | Aoy | Hen |
I r
w = D ﬂ
211 =10
File Action View Help : 1l
Remote Desktop Senvices Profile Personal Vitual Desktop | COM=
¥
?lﬁ|4|ﬁ|&’ﬂ|x Do | [Nrorment — | e
:‘h%;w”mwﬁﬁ'mws’f "Genesal | Address | Account | Profile | Telephones | Organization Member Of | ctions
5] Roles
=1 Active Directory Certifica Member of
&= Tl Active Directory Domain £ [[yme | Active Directory Domain Services Folder | More Actons '
El J Active DirectoryUser | ['n w0 T -
2 .53:‘1 rL.!jeOU}'.com Select Groups _?J_ﬁl
| Builtin More Actions »

Computes  Select this object type:
Domain C I!‘.iul.ps or Built4n secuity principals
ForeignSe

Managed  From this location:
Users |r|.§bm7m
[l @5 Active Directory ¢
= 2 DNSServer Erter the object names to select (sxamples):
H Metwark Policy and A
&) Web Server (115)

. Features

Diagnostics
i Configuration

HEEEBHE

(% I 2 [

)

Advanced...

HEMFNE

oK |

Object Types... |
Check Names |

Cancel |

Storage

i

There is no need o change Framary group unless

2= P Giobs | you have Macintosh cierds o POSIX-compiard
apphcations.

1| | oK Hel
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B 2 npstest.com

General | Address | Accountl Prafile | Tele

| Builtin
| Computers

tdember of:
(2] Domain Contral o ot Groups
] ForeignSecurity AME
Domain Lsers

| Managed Servic Select this object type:

| Users lm
[l Active Directary Sites a .
2 DMS Server Fram this location:
% File Services npstest.com

3" Metwork Policy and Access

5 web Server (115)
Features

T Diagnostics

i} configuration

& Storage

Enter the object names

Diomain Admins

From this locatior:

Inpslest com

Common Queries |

Name:

IStarts with j I

E_ Server Manager I
File  Action “iew Help
= 7m0 XRE d=H
a; Server Manager (WIN-355BEQ1E2. | Actions
BE e [ T
g Active Diractory Certificate ik Ik GElECHEIIIRS ﬂ -
B 5 Active Directory Domain 5e Remate Desktop Services Profie I Pere  Select this object bpe
=] Active Directory Users. P
: Y Dialin I Environment | Se IGrDups or Built-in secuiity principals

Object Types.

Locations

Colurnns.

Descrption: IStarts wwlhj I

I Disabled accounts
™| M expiting passweord

[ays since last lngon: I ¥

l Find Now I
Stop

4 I Advanced I

PFrimary group: Domain Users

Set Primary Group, |

mEErERrEERERERERERE K

There is no need b
you have Macinta:
applications.

Cancel

0K

Search results:

0K Cancel

52 Bdministiators
52, &llowed ROD
% Backup Oper..
82, Cent Publishers
52, Cerificate Ser

Members in this

Members of this ...

% Cryptographic...

%Dsmed ROD... Membersinthis ...
52, Distributed C.

52, Dnsddming DNS Administrat...
%DnsUDdaleFl... DM5 clients who...
As e .. o . -

Mame [RDN Description In Folder

hpstest.com/Buil
npstest.coméUs

npstest.com/Buil...

npstest.comUs...
npstest.com/Buil

npstest.com/Buil...

npstest.comAUs...
npstest.com/Buil

npstest.comdls...
npstest.comAUs...

-

” - Server Manager Select Groups

21

Object Types. .. |

~lolx

Flle Action View Help Select this object type:
L IR ENE |Groups or Buitin securty principals
g Server Manager (WIN-GFTDU:  [From this location:
B B Roles iji=007.com
=l Active Directory Cerfil |11.|
= T Active Directory Domz | Common Gueries ]

El _ Active Directory U

5 & nuified0?.com Name: s with vI
) Builin Sarts l

=

Bl Computes [leserption lS-.aﬁ.s wnh;l l
L] Domain C

[ Foreigns: I | Disatled acoounts

Bl | Managed = | Hian espinng passaond

[zys sinze lastlogon: I 'I

& 2, DNS Server
@ 3R Network Policy and A
[# & Web Server (I1S)
[ @ Features oK | Cancel |
= = Diagnostics Search results:
& g Configuration Name (RDN) | Description [/In Folder | -]
= 3 Storage _|BDnshdmine  DNS Administrat .. rie007.com/U...
ated admi
WO lRSTalionrss .- K
£ Domain Contr... Al domain cortr...  nuie007.comU...
SB Domain Guests Al domain guests  rujieD07.com/U. ..
5@, Domain Users Al domain users ruie007 . comLU. ..
7] | I Erterprise Ad Designated admi... naied07.com/L. ..
H2 Ertemdse Re..  Members of this __  nsie007 coms/L.

£ Euioet Loan Ra

n il ~om R
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2| =il
Fle Acton View Help Select this object type:
&= | ﬁ| & 8l P’ncuuﬂ.ihmﬂrpmﬁpals anmT!,pqsl
S Server Manager (WIN-GPTDU!  From this location:
B F9 Roles 0T com e |
1 Active Directory Certi I""
B T2 Active Directory Domz | Comman Queries [ »
[l Active Directory U
= = ruijie007.com Nanc: lSlaﬂawfﬂ'l j_ I Columns... |
® [ Builin »
[ 7 Computes Oeseipion: [Statswith 7] I
[l 4] Domain C
Fl " Foreigns I~ | Disztled acoounts Slap |
B [T Managed I~ | Mor expika pesswond
7 Users ' ’ﬁ§p -
® i Active Directory ¢ Dzps since lzst Iogon I | -
E g, DNS Server
c2] Metwark Palicy and A
i3] Web Server (115)
[ @ Features oK | Cancal |
= = Diagnostics Search results:
& ifi Configuration Mome (RDM) | Descrption | In Folder | 4]
B =5 Storage |52 Readoniy Do... Membess of this .. nieD07.com/L...
2 Remote Desk... njie007.com/E...
52 Replicator niie007.com/B. .
%mmaﬂﬂnm Designated admi._. rie007 com/U...
i Server Operat .. niied07.com/B...
H2 Terminal Serv... naieD07.com/B. .
2 sers nie007.com/E...
4] | J
[ AT

F.. Server Manager
Fle Action View Help
e[ Z[m] £ O[X oret=e=es

e rropertes TP

Persond Vitual Desktop | COM=+

= | Dialin Environment Sessions Remote control
E;V”"*ﬂﬂﬁ”mmﬂ General | Address | Accourt | Profile | Telephones | Organization Member OF
= Roles
g Active Directory Certifica Member of:
B i Active Direciory Domsin ; Narme | Active Directory Domain Services Folder |
= = Afwe.i';o?y Liser Domain Admins ruie007.com/Users
= $m51 el m||j|:-|mm Domain Users rugie007.com/ Users
. i Computers wirglessac rugie007.com/Users
[# & Domain Contr
Fl " ForeignSecur
B [ Managed Ser
7 Users
[ [ Active Directory Sites
& 2 DNS Server
c2] Metwork Palicy and Acces
& Web Server (I15) Add... I Eemove
[ g7 Features l [%
O] - Diagnostics
B i} Configuration Primary group: Domain Users
3] Storags
: : There is no need to change Frimary group unless
Set Prmnary Groun you hiave Macintosh charts or POSIX-compkant
appcations.

4 |

More Actions »
More Actions L

In the process of setting the ‘Member of properties, select add->advanced

->find now, select domain admin,

domain users and wirelessac groups and then click ‘Apply’. Now, the User name and group are added

successfully.
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F Server Manager

HekbonViavH&

NPS Server Deployment

=1olx]|

«=|>m HmE

S Server Manager (WIN-GPTDUSF68P4)
= @ Roles
&) g Active Directory Certificate Services

NPS (Local) | Actions

o Westocn 2

Actve Directory Domain Services Poiw w9 S Import Configuration
- Network Server dowswu o —
= - A_chve l::)zc;ofy Users and Computers [ and o I i E Configuration
B 4 ruijie007.com poiuecforda\thdﬂ! comedlomewed
B Builtin ian reaias hel Start NPS Service
Bl ° Computers 2 .
[# 4 Domain Controllers Standard Configuration Stop NPS Service
# . ForeignSecurityPrincipals Register server in Active Di...
[ . Managed Service Accounts Select a configuration scenario from the list and then click
= Us Properties
] Users
.E] flr Active Directory Sites and Services INetwovk Access Protection (NAP) View >
& &, DNS Server ?
= _li Network Policy and Access Services AL oA Protection (NAP) Hebp
& @ '
- tCon tion [Vhen you configure NPS as a NAP health policy server, 1
@B i e he corfiguration of NAP-capable client computers before
m [5f  ExportConfiguration fompliant with heaith policy can be placed on a restricted
8 5 tat (VRS Seryice [#o'Compkence
‘E pr NPS Service
=

1.6.2 Enable NPS Service

Click ‘register server in active directory’. The NPS Server enable notification will be promoted when register.

1.6.3 Add radius client

Add the radius client that is the AC device we need to integrate.

L . Server Manager

'Hekﬁmmwﬂeb

kst A 41 [s] ) * o
!a Server Manager (WIN-GPTDUSF68P4)
E § Roles

I

New RADIUS Client

N

Settings | Advanced |
[V Encble this RADIUS clert

I~ Selectan existing termplete;

x| =101

g Active Directory Certificate Services [ 5| s to
=] Active Directory Domain Services
(] _ Active Directory Users and Computer ~ Name and Address
L‘ =< ru]eOO? com Friendy name-
# . Builin l
@ . Computers
# A‘ Domain Controllers Address (IP or DNS):
[# . ForeignSecurityPrincipals
B . Managed Service Accounts I -VLI
] Users ~ Shared Secret
¥ Active Directory Sites and Services Salect 1 exising Shared Sacrets tamplate:
2] DNS Server
= 3 Network Policy and Access Services | None |
= € NS (Local)
@ [ RADIUS Clents and Servers To manually type a shared secret, click Manual. To automatically generate a shared
22 RADIUS Clients secret, click Generate. You must corfigure the RADIUS client with the same shared
33 Remote RADIUS Server Grou secret entered here. Shared secrets are case-sensitive.
# [=[ Polices
& %, Network Access Protection
'g:«ﬁw & Manual € Generate
+ emplates Management
@ &5 Web Server (IIS) e
[ & Features |
Diagnostics - Confirm shared secret:
2] ﬁ Configuration & l
4 I 2
IAction: In progress...

[ 0K |

Cancel
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[EoServerMaSSORERNENN New (ADIUS Cient Xl =181.x]

File Action View Help
Settngs | Advanced |
@ 2= @m0 [V Enable this RADIUS cient

T Server Manager (WIN-GPTDU : =
] 5} Roles [T [ Select an existing temalate;

= EF Active Directory Certi [ =]
= € Online Responder ey
&3 Enterprise PKI —Name and Address

j Certificate Templz | Friendly name: kel
[ 01 ruijie007-WIN-GP Iacl (View »
(=1 5 Actve Directory Dom: P
=23 ;drve Directory L | Agdress (IP or DNS):
B F rije007.com 17226177 Help
# 7] Builtin ' — LI
@ | Computer  —Shared Secret
[ 2] Doman G| Select an existing Shared Secrets template:
[# __| ForeignSe le _‘_j
# ] Managed S
] Users
@ i Active Directory S To manually type a shared secret, click Manual. To automatically
= 2 DNSServer secret, click Generate. You must configure the RADIUS client with the d'Bted
O] Lb DNS secret entered here. Shared secrets are case-senstive.
[= E Network Poiicy and Ac
& @ Nes (Local)
=5 RfDIUS Clien & Manyal ‘@ Generate
ZRADISC | o :
i3 Remote R '
J PO‘IGQS l..........
@ %, Network Acce | Corfim shared secret:
'm A«omung Iooooooo.ool
ol m—) I
Action: In progress... ok 1 cancel | !

Click radius client to add the AC device. Please note that the key you configured in shared secret should be
consistently with the configuration of radius-server host 172.26.1.77 key ruijie@123.

Note: When adding Radius Clients, if the radius server are in the same local area network, the address box

Note: When you add a Radius client, if the Radius Server and AC are on the same LAN, enter the AC Address
in the address box. If the Radius Server is on the external network of the AC, the AC communicates with the
Radius Server using an IP address after NAT. Therefore, enter the IP Address after NAT in the address box. The
Address in this article is the WAN port address of EG.

In the advanced page, click RADIUS client is NAP-capable in the Additions Options.
51 il

File Action View Help 5 Ad II

€| HEBE | vedo

= Server Manager (WIN-GPTDU Specify RADIUS Standard for most RADIUS clients, or selact the: RADIUS chient

B 5 Roles vendor from the list. E
= ﬁ Acthve Directory Certi Vendor name:

[ €54 Online Respondsr
7 Enterprise PKI
] Certificate Templz
Fl g rujie007-WIN-GF - Addtional Options View »
=1 Actwe Directory Dom: | [~ Access-fiequest messages must cortain the Auth atirbute o
El ] Active Directory L
B 3 ruijie007.com
[# 7] Buillin
F | Computer
[# Z] Domain Gt
[# | ForeignSe [:%
& | Managed
] Users
¥ i Active Directory £
B & ONS Server
® 2 DNS
B Network Policy and Ac
& @ NP5 (Local)
= | RADIUS Clien
57 RADIUS C
3 RemoteR
& [5f Polices
= ﬁ Network Acce
Acmmnng

K — I
|Action: In progress... | T ISR |

e

Export List

¥ RADIUS dliert is NAP-capable Heo
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File Action View Hep

E:- Server Manager |

=loi|

HmAE

= 3 Roles
= Ef Active Directory Certific
€59 Online Responder:
£ Enterprise PKI
§] Certificate Template
2] é ruijie007-WIN-GETD
(= E Active Directory Domain
El ] Active Directory Use
B 3 ruijie007.com
B 7] Builin
# | Computers
2] Domain Con
[# | ForgignSec.
| Managed Se
1 Users
[# [Eid Active Directory Site
= £ DNS Server
® £ ons
(= Network Palicy and Acce
B @ ws (Local)

®E
= B, Network Access

T Server Manager (WIN-GPTDUSF 4 |

RADIUS Lllentq

RADIUS dlierts allow you to specify the network access servers,

= 5 RADIUS Clients —]

‘ - S -

that provide access to your network.
Export List
F!i MName IP Address | Device Manufacturer | NAP ble | £
acl 17226177 RADIUS Standard  Yes £ s
|G Refresh
Help

Click ‘OK’ after the settings are finished.

1.6.4 Set Wireless 802.1x Template

Set Wireless 802.1x template for AC

NPS(Local) > RADIUS server for 802.1x wireless or wired connections > Configure 802.1x

Server Manager

HeAcbon\ﬂewHeb

e Alical ) ? Bos

S Server Manager (WIN-GPTDUSF68P4)

£ § Roles
&3 g Active Directory Certificate Services
= Active Directory Domain Services

(=l _J Active Directory Users and Computer

(= &5 rujie007.com
B Builin
B . Computers
= : Domain Controllers
ﬂ ~. ForeignSecurityPrincipals
@ . Managed Service Accounts

) Users

[ @ Active Directory Sites and Services
@ 2 DNS Server

= || RADIUS Cients and Servers
5 RADIUS Clients

i3 Remote RADIUS Server Grou

@ [=[ Policies
&1 %, Network Access Protection
B, Accounting
[+ Wl Templates Management
& &5 web Server (1)

Bl g Features
# Diagnostics
[# &} Configuration

0 |

Blwsiey

Getting Started

Network Policy Server (NPS) allows you to create and enforce organization-wide network
aooeaspoluesfotderihe#: connection request authentication, and connection request

-

Standard Configuration

Select a configuration scenario from the list and then click the link below to open the scenario wizarc

RADIUS server for 802.1X Wirel or Wired C ions

When you configure NPS as a RADIUS server for 802,1X connections, you create network policies *
NPS to authenticate and authorize connections from wireless access points and authenticating swic
called RADIUS clients).

B Configure 802.1X B Leammore

Advanced Configuration

Templates Configuration

utt

| |
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F Server Manager i ;Igjll

[ﬁe Action View Help

«s|>=HE

T e 2]
£ & Roles
® g Active Directory Certificate Services Getting Started
= ‘“ﬁﬂ;ﬁ,ﬂ:ﬁ;ﬁ;ﬁ"';ﬁmm Network Policy Server (NPS) alows you to create and erforce organization-wide nefwork
e access policies for client health, connection request authentication, and connection request
ER-=] ru_rye007 .com aRhonzation.
& . Builin
& _° Computers gt
[# &) Domain Controllers Standard Configuration
# _ Forei ityPrincipal
g 3 Zgiegz:" :ci,sﬂs Select a configuration scenario from the list and then click the link below to open the scenario wizarc
7 Users
[# @is Active Directory Sites and Services
® 2, DNSServer
= G\ Network Policy and Access Services RADIUS for 802.1X Wirel or Wired C s
g e s (Local) When you configure NPS as a RADIUS server for 802, 1X connections, you create network policies *
=[] RADIUS Clients and Servers NPS to authenticate and authorize connections from wireless access points and authenticating swic
3 RADIUS Clients called RADIUS clients).
i3 Remote RADIUS Server Grou
@ [=[ Policies
# B, Network Access Protection (5] £ Leammore
B, Accounting
+ Wl Templates Management
& W Web Server (1) Advanced Configuration
= gﬁ Features
Diagnostics s = |
® % Configuration = Templates Configuration =
qa- - | Ll_' | | LI_I

Configure 802.1X = X] = =] 253
gleRthcion e Select 802.1X Connections Type
L A= [l
—_
I Server Manager (V k
E § Roles
& g ::: g: Type of 802.1X connections:
B I Active * Secure Wireless Connections bn-wide network
= & it Whmymdeploy&ﬂﬂ)(vﬁeleumpmnonmndmfk NPS can authenticate and authorize Fonnection request
B made by clierts through the access points.
S = " Secure Wired (Ethemet) Connections =
& - meywdepbymmaﬂm\gmdmmmmtwk NPSmmﬂmMaﬂmu
& ~ connection requests made by Ethemet clents g gh the h the scenario wizarc

Surioe Name:
L:‘] Az Actve This default text is used as part of the name for each of the policies created with this wizard. You can use the j'
# G, DNSServe  dofmit text or modfy it .
= M Network P¢
g e s (L ISea.lra Wireless Connections

- late network policies *
=21 R_A authenticating swic
|
i
# [5f pol
= % Ne
L
+ Wy Tes
® € Web Serve
= Features
& Diagnostics ol
& a’ﬁ Configuration =
ﬂ— Previous “ Next I Firvishy I Cancel I _I _I'

Select the AC device you need to integrate. The devices display here are the devices you have added before. If you
doesn’t add the devices before, you can click ‘Add’ to add the device.
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Configure 802.1X 3 x| =13
72 G R ! Specify 802.1X Switches

e ] il N
S Server Manager (V
El 5 Roles

g Adlive Dirg RADIUS clients are network access . such as authenticating switches and wireless access point.

= 5 Active Dire i i
% 3 actve RADIUS clients are not client computers. e —

D 3 Tospecify 2 RADIUS clien. cick Add ponecton reques

Please specify 802.1X switches orWireless Access Points (RADIUS Clients)

RADIUS clients:

-

h the scenario wizarc

—

i

jate network policies
=[] RA authenticating switc

C Features
L] % Diagnostcs

T — Prvos [ MNex | i Cancel |
—

L

Click ‘Microsoft: Protected EAP (PEAP) and ‘Configure’ to set.

Configure B02.1X x| = [=]E3|
File Action View |
o A sl
Ha Server Manager (¥
= 5 Roles

g Active DIt€ g toct the EAP type forthis policy.

! Configure an Authentication Method

=

Lo Active Dire
T Ack ide network
Bl Acte  Type (based on method of access and network configuration): ﬂ:'ﬂdmramed

-
h the scenario wizar
vI

late netwark policies
autherticating switc

@ ¥ Web Serve
[ #j Featires
& Diagnostics
= @ Configuration :
] — Prvioss [ Med | Frin | cancel | B
— T

Select the server certificate applied in the figure, do not select the root certificate of another —CA. Click ‘OK’ and then go

back to the configuration to click ‘Next’
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* _Server Manager | Configure B02.1X

File  Action 'ﬁew_
e 2=l

—
g Server Manager (¥
E § Roles

"=l Active Dire
e Active Dire

=
= tive

B

=]

HEEEE D
BB BLE

Edit Protected EAF Properties

Select the certificate the server should use to prove its identity to the dient.

A certificate thatis configured for Protected EAP in Connection Request
Policy will override this certificate,

Certificate issued

Friendly name:

Issuer: ruieQ07-WIN-GPTDUSFS8P4-CA

Expiration date: 9/17/2024 3:39:40 PM

[V Enable Fast Reconnect
[ Disconnect Clients without Cryptobinding
Eap Types

remve | [k ] cance

Move Up |
[Move Dowrn |

] (o]

= & web Serve
& @ Features
= Diagnostics
7 i configuration

|

|

In the configuration page of Specify User Groups, click Add > Advanced > Find Now and select group you have set
before, then click check name. If the follow warming is displayed, ‘Close” it and add the group more time.

E Server Manager

= 0
S Server Manager (V
= 5 Roles

=¥

[ i Configuration

Previous

Firish

Cancel |

Configure B02.1X

A

Specify User Groups

based on the network policy Access Permission setting,

To select User Groups, click Add. f no groups are selected, this policy applies to all users,

NPS Server Deployment

=10l x

bn-wide network
connection request

h the scenario wizar
vI

jate network policies |
authenticating swiic

2l

Users that are members of the selected group or groups will be allowed or denied access

k.

-lofx]

bn-wide network

.

Frrish

ronmection request

Femove |

Cancel |

-
h the scenario wizarg
vI

late network policies
authenticating swic

k
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Server Manager x| =10l x|
T RSl Select Group N ' 21X |
4o | 71| | selectthis cbiscttype: | denied access |
Ia Server Manager (V IGWP Object Types
& P Roles - From this location:

=l Active Dire
= & Actve e [Me007.com Locations... | _
= : ks Enter the object name to select (gxamples): :madimmq.led
SN-C10 g -m
= B Check Names
= E Femove =
= = _l
B0
1= | Advanced .| | ok | Caca | h the scenario wizarc
— 4
[ @ Active I vI
[+ DNS Serve
= 3% Network Pt
= @ Mfsa" late network policies
B RA authenticating swic
|
i3
=l pal
= B Ne
B Ao
o T

& & Web Serve
& & Features
& = Diagnostics |
M Configuration =

i — Previous Mot | feen | Caned | 2
File Action VieWw  Setec this object type:
[z oeaTwes. | L, |
—_—
s Server Manager (V| From this location:
B & Roles w007 com = |
"=l Active Dire e
= 5 Active Dire Comemon Quenes |
B I Active H
g T connection request
B B ru Name: = Columns...
N e | ]
= H Description: | Starts with = Find Now =
a2 [ 3] | [ ] [
@\ O ™| Disabled acesurs Slop . o
= pe I™ | Non expiing passmond 1 ihe scenario wizar
[ @ Active Days since lestlogon: | 'I gf j‘
@ 2, DNSServe
= G Network Pt
= ﬁ fESRﬂ; jate network policies *
= = ak I Cancel authenticating swic
B Search results: |
55 [ Name Description |_In Folder
= Pl (RDN) |
= B Ne
B A
o T

& € Web Serve
O] Features
& = Diagnostics |
M Configuration =

a== | ,
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F senvermomsgerl{ociecioon T Y _Ioix
File Action View  gelect this object type:
@ 7@ [eow Object Types... L
| —————
i%;nf!f Manager (¥ From this location:
= Roles I mel07.com "
g Active Dire L
Bl ' Active Dire | Camman Queries )
S e | =
= |37|3 r_u_l; Name: |St s with ZI I Columns. .. :I
@ & Description: | Starts with ¥ | J =
LIWE
BE ™ Dissbled|acaouris Stop e o
f— I~ | Non expiing passwornd 1 ihe scenana wizar
LE i Active Days since |zstlogon: I "I g: vI
[ 5, DNS Serve
= §* Netwark Pc
= @ Mjsﬂ" iate network policies
= Rra oK | Cancel I autherticating swic
I Search results:
_ | Descrgon | In Folder <]
[ pol g 3
%Domm Guests Al domain guests  ruijie007.com/U...
= % :Z %Dama’n Users Al domain users  niijie007.com/1...
‘ iy M2 Erterprise Ad... Designated admi... mijied07.com/U...
@ B Web Serve 8% Erterprise Re... Members ofthis . niie007.com/U...
5l i Feahives 2 Group Policy .. Membersinthis .. ijieD07.com/U...
5 ¥ Diagnostcs | UBRASand 1AS . Serversinthisgr.. nijel07.com/U..
i Configuration - | BB Read-only Do... Members of this ..~ iie007.com/U... =
T 2+ igazted admi..  mijie007.com .
e ruijie007 AU J —’7
-
If the warming is displayed, click ‘Close’ and ‘check name’ again.
. serverMonsper|comigwenoznx xq loix
N 21X
e | ﬁl I Selactiria obiact bpe: I denied access
i Server Manager (V IGWD DEject Tvpes. |
El 5 Roles —
=1 Active Dire from = =
= B Active Dire _Com Locstions... | .
B O Active i ; pri-wids network
O &3 ni Enterthe object name to select {mamples): Connection request
g[S Check Hames |
= Remave =
B a8
B 5 fdyanced, | ] | Cancel | n the scenario wizarc
—n &
5 . Select Grou ll
Bl i Active T =
® £, DNSServe L i o
& B Network e @ Wﬂdmﬂmohﬂdwﬂlhm ‘wirelessac” because of the
g @ Mfs'ﬂ" late network policies *
B [ RA The specified domain efther does not exdst or could not be contacted. autherticating swic
i
id Close
ol | Cose |
2} Me
B
o T
& & Web Serve
B & Features
= Diagnostics ||
# Configuration -
) Previous Net | Frin Carcel | -]
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E Server Manager

File Acton View

X IEAEN
_——
S Server Manager (V
[l 5 Roles
"SI Active Dire
= T Active Dire
]

1 Diagnostics
Configuration

HEE

Cookbook

NPS Server Deployment

Configure BDZ.1X

ol

To select User Groups, click Add. f no groups are selected, this policy applies to all users,

Specify User Groups

Users that are members of the selected group or groups will be allowed or denied access
based on the network policy Access Permission setting.

Groups

I
RUMIEDOT wirelessac "

Femove |

Pevos [ Nea |  Frih |

Cancel |

S|

JRT=TEY

bn-wide network
conmection request

-
h the scenario wizarg

—

late network policies®
authenticating switc

b

Enter the page of Traffic Control Configuration to check the radius attributes.

E Server Manager

File Action View
®=|z=l
o —————————————
T Server Manager (V¥
B & Roles
=l Active Dire
= 5] Active Dire
=

8

g
Ll

EHEEE
[0 0 I g R 2

Configure 802.1X

£

If your RADIUS clients {authenticating switches or winsless access points) support the assignment of traffic
controls using RADIUS tunnel attibites. you can configure these attibutes here. § you configure these attributes,
MNPS instructs RADIUS clients to anply these settings for connection requests that are authenticated and
authorized.

Configure Traffic Controls
Use virtual LANs (VLANs)and access control lists (ACLs)to control network traffic,

If you do not use trafiic controls or you want to configure them later, click Neod.

Traffic control configuration
To configure traffic control atiributes, click Corfigure.

Previous

=10l x|

bn-wide network
tonnection request

h the scenario wizar
vl

jate network policies |
authenticating swifc

k
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T X
Fie Action  View Lnnblmsssn Tunblo Oinmbaunin
s I Configure RADIUS Attributes X
e 2ml] Y= X
P ——
G ServerManager (. RARIS Standard Atrbutes :
B I ek | Vendor-Specic Attrbutes |
=1 Active Dire fyo To send additional attibutes to RADIUS dlients, select a RADIUS standard attribute, and
= 5 Active Dire  sgnt then cick Edt. If you do not configure an atiribute. # is not sent to RADIUS clients. See s
= 71 Active NPS your RADIUS client df ntation for reqe &
B auth
5 s Atrbutes:
— Name [ Vaive I
[CREY Fiter-id <not configured>
® 3 Tunnel-Type <not configured> K
= 0 T Tunnel-Medium-Type  <not configured>

Tunnel-Pvt-Group-ID  <not configured>
Tunnel-Assignmeni-ID  <not configured>

l
=

-

L4
bl
T

:

23]
=2 Network P¢

o
g
:

i Description:

B Ao Edit..
- [ EE |

[ A Features
@gm‘,&g ok | cance |

Previous | Next I Firitshy I

Cancel |

Configure 802.1X

File  Action  View P S T TP T
@ ' Configure RADIUS Attributes

= S ——— ]
i Server Manager (V RADIUS Standard Atrbutes Vendor-Speciic Atibutes |
= 5 Roles
"5l Active Dire Fyo To send additional attibutes to RADIUS clients, select a Vendor Specific attibute, and
Active Dire  apey then ciick Edit. f you do not configure an atiribute, it is not sent to RADIUS clierts, See
B I Active  MPS your RADIUS client documentation for required attributes.
auth

Atributes:

NPS Server Deployment

=lglx

bn-wide network
Fonnection request

I»

h the scenario wizarc
vl

iate network policies *
autherticating swic

Name [ Wendar [ Walue |

T Vendor-Specific  RADIUS Standard
Te

FEEE®
8 0 8 8

*H
i)
b

:

2} DNS Serve

Add... EGit, Hempve

$ Diagnostics ok | cancel |

| Pevous | Nex | foon |

Cancel |

|
\lhlcl

=10l x|

bn-wide network
connection request

|»

h the scenario wizarg
vI

iate network policies *
authenticating swic
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File Action View
9| 2=l
TS ——
| G Server Manager (V
| & 3 Roles

# "ZJ Active Dire
=] Active Dire
B ] Active

B

BEEEN®

Lﬁ @ Active
., DNS Serve
= _Z' Network Pe¢
£ nes
2 = R’A
.i_
® = Pol
= & Ne
5 Ao
+ - Te
5 Web Serve
atures
ostics
Configuration

7

7

HEE
R,
£

[

Configure Traffic Controls

1
A Use virtual LANs (VLANs)and access control lists (ACLs)to control network traffic.

If your RADIUS clients (authenticating switches or wireless access points) support the assignment of traffic

controls using RADIUS tunnel attributes, you can configure these attributes here. lyuuwﬂgnmmamhtu

I

NPS instructs RADIUS clients to apply these settings for cor
authorized.

that are

If you do not use traffic controls or you want to configure them later, click Next.

[~ Traffic control configuration
To configure traffic control attributes, click Configure,

Cancel |

Previous || Next |! Frh

NPS Server Deployment

=B

pn-wide network
fponnection request

-~
i
h the scenario wizarc

—

late network policies
authenticating swic

P

:1

Click ‘Finish’ to finish the configuration. Now the 802.1x configuration template for AC1 is finished.

E . Server Manager

File Action View
«=|>ml
T Server Manager (V¥
B & Roles
=l Active Dire
= 5] Active Dire

= €5 web Serve
[ &) Features
= Diagnostics
2] @ Configuration
e
lij—

Configure B02.1X

Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS dients

A
You have successfully created the following pobcies and corfigured the folowing RADIUS clents.

+ To view the corfiguration details in your default browser, chek Corfiguration Details.
+ To change the configuration, click Previous.
+ To save the configuration and close this wizard, click Finish.

Connection Request Policy:
Secure Wireless Connections
Network Policies:

Secure Wireless Connections

uration Details

Previous Finish

x|

=T

bri-wide networlc
onmection request

-
in the scenario wizarg
vI

ate network policies |
authenticating swic

k

1.6.5 Set NPS Network Policy

Click ‘Network Policies’ > the 802.1x configuration template you have just set > Grant access to grant the access

if the connection request matches this policy.
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—10yx

File Action View Hep

&9 | *mEE

[ Server Manager (WIN-GPTDUSF68P4)
= P Roles
[# ") Active Directory Certificate Services
= Active Directory Domain Services
1 Active Directory Users and Computer
= 3 ruiie007.com
1 Builtin
7 Computers
2] Domain Controllers
" ForeignSecurityPrindpals
. Managed Service Accounts
0 Users
[ @}¢ Active Directory Sites and Services
& 2 DNSServer
= Network Policy and Access Services
[ € res (Local)
= [ 7] RADIUS Cients and Servers
Z RADIUS Clients
i3 Remote RADIUS Server Grou

=

BEEENE

|»

Network Policies

r @awukpoﬁadwywt::;dgnaemisaﬁmwdtowtohndwkadhe
| croumstances under which they can or cannot connect.

Iy

23 onnections 10 g and Remote Access server
j(‘ameﬁims to other access servers

Kl |

_ Health Po
i % Network Access Protection
[+ Wl Templates Management
@ & Web Server (1I5)

< |

ioes

.

Condtions - I the following conditions are met:

Condition | Value |
NAS Port Type  Wireless - Other OR Wireless - IEEE 802.11
Windows Groups  RUNIEQO7wirelessac

Settings - Then the following settings are appled:

I Aetthentication Method EAP OR MS-CHAP v1 OR MSCHAP v1 (l,. _I;I
4 »

Se¢cure Wireless Connections Properties B

Overview | Condttons | Constraints | Settngs |

|
|
|
}

Palicy name: Secure Wi

— Policy State
If enabled. NPS evaluates this policy while performing authorization. ¥ disabled, NPS does not evaluate this policy. h
IV Policy enabled

—Access Permission

access. What is access permission?

|f conditions and constraints of the network policy match the connection reguest, the policy can either grant access or deny

I(" Gaimu@mmihmdwnmunmdnehwieyl

[V Ignore user account dial+n properies.

" Deny access, Deny access # the connection request matches this policy.

If the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
authorization with network policy only; do not evaluate the dial4n properties of user accounts .

TR il

% 3 - b

select Unspeciiied.

% Type of network access server:

Select the type of network access server that sends the connection request to NPS. You can select either the network access server type
or Veendor specfic, but nether is required. If your network access server is an 802.1X authenticating switch or wireless access point,

|Unspectied
" Vendor specific:
10 -

|
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i
'Overview Conditons | Constraints | Seftings |
Configure the conditions for this netwark policy.

If conditions match the connedtion request, NPS uses this policy to authorize the connection request. i conditions do not match the
connection request, NPS skips this policy and evaluates other policies, f additional policies are configured.

[
|| Condtion | Value -
== NAS Port Type Wireless - Other OR Wireless - IEEE 802,11
A Windows Groups RUWIEDOTwirelessac

Candition descriplion:

The Windows Groups condiiion specifies that the conneding user or computer must belong to one of the selected groups.

Add.. | Edt. | Remove |

il Secure Wireless Connections 2 Properties

Dverview Condtions I Conslrainlsl Settingsl
Configure the conditions for this network. policy.

! If conditions match the connection request, MPS uses this policy to authorize the connection request. If conditions do not match the
conhection request, MPS skips thiz policy and evaluates other policies, if additional palicies are configured.

| Condition | Walue
= MAS Port Type Wireless - [EEE 80211
2 Windows Groups MPSTEST wirglessac
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Se¢cure Wireless Connections Properties I ﬁl

Configure the constraints for this network policy.
If all constraints are not matched by the ction request, rk access is denied.

Allow access only to those clents that authenticate wnh%e specified methods.

% Idle Timeout EAP types are negotiated between NPS and the client in the order in which they are

listed.
Ay, Session Timeout e
[ Called Station ID il
ufl : on Microsoft: Protected EAP (PEAP) teve s |
£ Day and time restrictions I

0, g
T i Move Dovwn
<« e
Add... I Edr, I Femove I
Less secure authentication methods:

[V Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[V User can change password after it has expred
[V Microsoft Encrypted Authentication (MS-CHAFP)
[V Usercan change password after it has expired
[T Encrypted authentication (CHAP)
[T Unencrypted authertication (PAP, SPAP)
[™ Allow clients to connect without negotiating an authentication method
[T Pedform machine heatth check only

Check the settings about Microsoft: Protected EAP (PEAP) and the selected certificates are right or not.

Sccure Wireless Connections Properties . 5‘[

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Allow access only to those chents that authenticate with the speciied methods.

% Idle Timeout EAP types are negotiated between NPS andithe client in the order in which they are
¥ Session Timeout el

EAP Loas.
{Z] Called Station ID | 1

|| Microsoft: Protected EAP (PEAP) | fave Up |

D Day and time restrictions

,,; NAS Port Type Move Dovern I
| - : |l

Less secure authentication methods:
[V Microsoft Encrypted Authentication version 2 (MS-CHAPv2)
[V User can change password after it has expred
¥ Microsoft Encrypted Authentication (MS-CHAP)
[V User can change password after it has expired
™ Encrypted authentication (CHAP)
[~ Unencrypted authentication (PAP, SPAP)
™ Allow clients to connect without negotiating an authentication method
[ Perform machine health check only

e

’ |

o
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B =T
"Overview | Condttions Oonsu'&ta Sattinne | |
x —
Configure the constraints fo ]
If all constraints are not mat
Select the certificate the server should use to prove its identity to the dient.
Constrairts: Aoerﬁﬁmlzh?tisqmﬁg{edfwﬁodeAPhCmrmﬁonRemst
Policy will override this certificate.  and the
Constraints ) ) _ R bhods
Certificate issued 8P4, ruijie007.com :
% Idle Timeout Friendly name: bh they are m
iy Session Timeout Issuer: ruijie007-WIN-GPTDUSF68P4-CA Deny
[ Called Station 1D | B FE o dates 9/17/2024 3:39:40 PM Movelip | i
{2 Day and time restri¢ >
= [V Enable Fast Reconnect Move Doy l
e o
Eap Types Al
Secured password (EAP-MSCHAP v2) Move Us I —
ove Down —]—
Add l Edit l Remove I oK I Cancel I
I Encrypted authentication (CHAP) ]
[T Unencrypted authentication (PAP, SPAP)
[T Allow clients to connect without negotiating an authentication method
[ Perform machine heatth check only 5T = .
v .o
» |

Check the Setting of Radius Attributes. The configuration is shown as below:

Sgcure Wireless Connections Properties _ﬁl = E||£|

'Ovenview | Condtions | Constraints  Settings |

Configure the setiings for this network policy.
If conditions and constraints match the conneclion request and the policy grants access, settings are appied. :
Senge: < andthe
RADIL SlSaies To send addtional attributes to RADIUS cients, select a RADIUS standard attribute, and 1
then click Edit. f you do nat corfigure an attibute, i is not sert to RADIUS clients. See
r RADIUS client documentation for required attributes.
[¥] Vendor Specific yed * Eﬁ
MNetwork Access Prolecion Deny
%, NAP Enforcement Attributes: Deny
18| Extended Stste Nama [ vaiue »
Routing and Remote Access Framed-Protocol PP -
&% Multilink and Bandwidth T —
Allocation Protocol (BAP) =
F IF Filters —
. —T
gy IP Settings
Add.. Edi.. Remave
1., ha
C
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[Sccure Wireless Connections Properties
"Overview | Conditions | Constraints  Settngs |
Canfigure the settings for this network policy.

EmiMsaﬂwﬁa’ismﬁﬁmemrﬁcﬁmm and the policy grants access, seffings are applied.

x| 1ol

Seftings: < andhe
RADIUS Attributes To send addtional attibutes to RADIUS clents, select a Viendor Specific attrbute. and
e. Standard then click Edt. If you do not configure an attribute. it is not sent to RADIUS clents. See
your RADIUS dlient documentation for requinred attributes. s I Aooe
. Grant
MNel cess Prolection Deny
%, NAP Enforcement Atributes: Deny
18 Extended State Name [ Vendor [ value |
Routing and Remote Access -
% Multilink and Bandwidth
Allocation Protocol (BAR) )
F IPFilters
& Eneryption e
J# IP Settings
Add. Edit. Femawe
s
b1 (.. [
i

1.6.6 Set NPS Connection Request Policies

The settings steps of NPS Connection Request Policies is similar to the steps of network policies. Some settings
including EAP settings need to be checked.

F Server Manager -

File Acton View Help

=l

e 7@ HE

i Server Manager (WIN-GPTDUSF68P4)
[ 3 Roles
[ "5 Active Directory Certificate Services
= Active Directory Domain Services
[ Active Directory Users and Computer
= F9 ruiie007.com
® [ Builtin
@ . Computers
[# & Domain Controllers
& ForeignSecurityPrincipals
@ . Managed Service Accounts
7 users
[ @l Active Directory Sites and Services
# 2, DNS Server
(= 3 Network Policy and Access Services
= @ s (Local)
= || RADIUS Cients and Servers
= RADIUS Clients
i3 Remote RADIUS Server Grou
==

Network Policies

Connection Request Policies

~ Connection request policies allow you to designate whether connection requests
~  processed locally or forwarded to remote RADIUS servers. For NAP VPN or 802.1X, you
~—  must configure PEAP authentication in connection request policy.

P Status

or all users Enabled 1000000

Condtions - if the following conditions are met:

-

Order | Source

Unspecified

Condition | Vale

NAS Port Type Wireless - Other OR Wireless - IEEE 802.11

| Health Polices
& %, Network Access Protection
8| Accounting
[+ Ml Templates Management
# &5 Web Server (115)

< |

Settings - Then the following settings are applied:

|_Se£»g | Value
Adbennbinnbion Muiddae | conl Pocee:des

|
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Sgcure Wireless Connections Properties EI

Overview | Condions | Settings |

Policy name:

r— Policy State
I enabled. NPS evaluates this policy while processing connection requests. F disabled, NPS does not evalue this policy.

¥ Policy enabled

— Metwork connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor speciic. but neither is required. I your netwaork access server is an B02 11X authenticating swich or wireless accsss point,
select Unspeciied.

% Type of network access server;
[Unspecied =
= Vendor specific:

10 <

Sccure Wireless Comnections Properties ]
"Overview Conditions ISetﬁms |
Configure the conditions for this network policy.

If conditions match the connection request, NPSuseshspolwtoammeﬂteereqwﬂ ¥ conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

| Condition IV#Je

NAS Port Type Wireless - Other OR Wirel

Condition description:
TheNASPoﬁTwewnd:mspeeﬁesthetwedmdausedbyhacoeudei such as analog phone lines, ISDN. tunnels or vitual
private networks, |EEE 802,11 wirel

Add... I Edit... | Remove
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S¢cure Wireless Connections Properties ) _5'
-Oven‘ew] Conditions ~ Settings I

Configure the settings forthis network policy.
If condtions and constraints match the connedlion request and the policy grants access, setiings are applied.

ﬁ Ovenmide network policy authertication settings

Theze authenticabion settings & uzed rather than the constraints and authentication
seltings in network. policy. For VPN and 802,14 conneclions with NAP, yau must

Forwarding Connection configue PEAR autherlication here.
Regquest
=» Authentication EAF types aie negobated between NPS and the client in he arde in which they
I-El s . are listed.
B, Accounting
_ EAF Types:
Specify a Realm Name

[ ee L
lp) Atiibote [Hteve e
RADIUS Attributes: Miave Dawvr |

@ Standard

o Femave
Vendor Specific

Less secuze authenlication methods:
T Microsoft Encopted Authentication version 2 (M5-CHAP-v2)
[T User can change passward after it has expred
T Microsoft Encrphed Authentication (MS-CHAP)
[T User can change password aftes it has expred
T Encrypted authentication [CHAF
W Urencrypted authentication (PAP, SPAF)
[T Allow clients to cornect without negatiating an authenfication method

Sgcure Wireless Connections Properties 5’
"Overview | Condiions  Settings ]

Configure the settings for this network policy.
If condttions and constraints match the connection request and the policy grants access, settings are appled.

Settings:
aquuiredl Authenbication I [V Ovenide network policy authentication seningl
£ Authentica = These authentication settings are used rather than the constraints and authentication
- settings in network policy. For VPN and 802.1X connections with NAP, you must
Forwarding Connection configure PEAP authentication here.
Request
=P Authentication EAP types are negotiated between NPS and the client in the order in which they
" listed.
B, Accounting "
EAP Types:

Specify a Realm Name
# Maove Up l
RADIUS Attributes Move Davin I

@ Standard
[7] Vendor Specific

Add... Edit... | Remove

Less secure authentication methods:
[ Microsoft Encrypted Authertication version 2 (MS-CHAP+2)
¥ User can change password after it has expied
[ Microsoft Encrypted Authentication (MS-CHAP)
J& User can change password aftet it has expired
[ Encrypted authentication (CHAP)
[T Unencrypted authentication (PAP, SPAP)
[ Alow clients to connect without negotiating an authentication method.
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cure Wireless Connections Properties ni

Ovenview | Condions  Settngs |

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:

a:q"uiredl Authentication [V Ovemide network policy authentication settings

& Authentication Methods

These authentication settings are used rather than the constraints and authentication
settings in network policy. For VPN and 802.1X connections with NAP, you must

Forwarding Connection Anekin iwn DEAD = dlvambinmbinn barm

Request s Add EAP x|

<) Authentication Authentication methods: he order in which they
l,‘] Accounting Microsoft: Smart Card or other certficate

Specify a Realm Name Microsoft EAP (PEAP) [
T AT Mi H P-| H. Movellp
o] Atribote icrosoft: Secured password (EAP-MSCHAP v2) ovellp |
RADIUS Attributes Mave Davn I
@ Standard

A Vendor Specific ‘I l—'I

oK Cancel | -

[ Microsoft Encrypted Authentication (MS-CHAP)
[& User can change password aftes it has expeed
[T Encrypted authentication (CHAP)
[T Unencrypted authentication (PAP, SPAP)
[~ Alow clients to connect without negotiating an authentication method.

Sgcure Wireless Connections Properties N

"Overview | Conditons  Settings |
Configure the settings for this network policy.
If condtions

and constraints match the connection request and the policy grants access, settings are appled.

x|

Settings:

::q”‘::;d Authenticaion [V Overmide network policy authentication settings

O Authentication Methods These authentication settings are used rather than the constraings and authentication
L settings in network policy. For VPN and 802.1X connections w%fd’.you must
Eonvarding Connection configure PEAP authentication here.

equest
=P Authentication EAP types are negotiated between NPS and the client in the order in which they
B, Accounting 20 Matad;

EAP Types:
Specify a Realm Name hiz
Atiribah ) Microsoft: Protected EAP (PEAP) Mave lp I

/<] oute
RADIUS Attributes «| [ _'l Move Davn I
@ Standard

Vendor Specific

Ad. | Ede [

Less secure authentication methods:
[ Microsoft Encrypted Authertication version 2 (MS-CHAP-v2)
[= User can change password after it has expired
™ Microsoft Encrypted Authentication (MS-CHAP)
[ User can change password sftes it has expired
[ Encrypted authentication (CHAP)
I Unencrypted authentication (PAP, SPAP)
[T Allow clients to connect without negotiating an authentication method.

Remove I

Click ‘Edit’ to check the settings of EAP, including the selected certificates are right or not.
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A
"Overview | Conditions ~ Settings |
Configure the settings for this network policy.
If condttions and constraints match the connection request and the policy grants access, settings are appled.
Settings:
azq"uiredl Authentication [V Ovemide network policy authentication settings
0 Authentication Methods These authentication settings are used rather than the constraints and authentication
- settings in network policy. For VPN and 802.1X connections with NAP, you must
Forwarding Connection configure PEAP authentication here.
Request
=P Authentication EAP types are negotiated between NPS and the client in the order in which they
y 2 are listed.
‘GJ Accounting
Specify a Realm Name
TRy < e Mevellp
B) At JRCETA
RAD'USA!!M < I g I _ﬂ Move Down I
Standard
e Add.. || Edt... II Remove |
& Vendor Specific
Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP+2)
[= User can change password after it has expired
[T Microsoft Encrypted Authentication (MS-CHAP)
[& Usercan change password aftes il has expred
[T Encrypted authentication (CHAP)
[T Unencrypted authentication (PAP, SPAP)
[T Alow clients to connect without negotiating an authentication method.
x|

'Oml (zmdinme Cabinee 1

Configure Protected EAP Properties } x|
Corﬁg.lfeﬂ'
Foondtians [ toct the certificate the server should use to prove s identity tn the cient. =
_ This certificate wil override the certificate selected for Protected EAR in
Seitings: Remote Access Policy.
E‘euuue Certificate |
5 bonstraints and authertication
Friendly name: tions with NAF, you must
Forward
Request | Issuer: rulfie007-WIN-GPTDUSF68P4-CA
<> Auth || iration date: 9/17/2024 3:39:40 PM in the order in which they
'ﬁl Acec
ity [V Enable Fast Reconnect
Sweelly = e ormect Clients without Cryptobinding Hovelp_|
le] Attritl o e foece Natwork Accass Protection

RADIUS Eap Types ﬂ Meve Dawr |
@ Stan. assword (EAP-MSCHAP vZ) Move g I

Venc Move Dorn

[

HAF%2)

Add Edit Remove | [ ok | cacd |

T O I T T PSSO ST T T TR
[T Encrypted authentication (CHAP)

[~ Unencrypted authentication (PAP, SPAF)

[T Allow clients to connect without negotisting an authentication method.
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Secure Wireless Connections Properties B il

"Overview | Condtons  Settings |

Configure the settings for this policy.

If condttions and constraints the connection request and the policy grants access, settings are applied.

Settings:

azmdm e Specify whether connection requests are processed locally, are forwarded to remote

RADIUS servers for authentication, or are accepted without authentication.
4 Authentication Methods

Forwarding Connection & ¥ 2
.
Request Authenticate requests on this server
Authentication © Forward requests to the following remote RADIUS server group for authentication

% néog | cnot corfigured> =] New... I

Specify a Realm Name
7 ) " Accept users without validating credentials
|p] Attribute

RADIUS Attributes
@ Standard
[#] Vendor Specific

[Sccure vreless comections properties ﬁl
-Overﬂew] Conditions ~ Settings I
Canfigure the settings for this network policy.
If condtions and constreints match the connection request and the policy grants access, setiings are applied.
Settings;
ﬁe““"'i"""i Authentication To send addtional attributes to RADIUS cients. select a RADIUS standard attribite, and
_— then click Edt. If you do not configure an attibute, it is not sent to RADIUS clients. See
L, Authentication Methods your RADIUS clent documentation for required attributes.
Forwarding Connection
Regquest
=3 Authentication Atributes:
B, Accounting Name [ Value
Specify a Realm Name
|p] Adtiribute

RADIUS Attributes

Vendor Specific

I Add... | I Edt Femave
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T ————————————————————
| I
"Overview I Condiions  Settings I —
Corfigure the setfinas for this network policv. —_—
R i standard mabtus Atwmbute X I
Setfings:  To add an attribute to the settings, select the atiribute, and then dlick Add.
N st
ﬂe“"" To add a custom or predefined Vendor Speciic attribute, close this dialog and select Vendor Speciic. and then click oL m
Methot i
g Av
Farwai
Reques 1802 T =l
> Au Attribute Information x|
Attributes:
B Ao N Aitribute name: %
- amne Service-Type
Specif [ ogin-Service .
|o] Att | Login-TCP-Port ?trh.te number:
=
RADIU — =l
m Service-Type Attribute format: —
Session-Timeout Enumerater
Ve Temination-Action
2 Tunral-Assinnmant. I Pitribute Value:
< (" Commonly used for Dial-Up or VPN
_— = =
& Comma
Specifies the type of service that the user has requested, e L]
=
I <none > d o
13
o] o [P
Sccure Wireless Connections Properties BE }J

"Overview | Conditons Settngs |

Corfigure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are appled.

Settings:

Required Authentication
Methods

8 Authentication Methods
Forwarding Connection

RADIUS Attributes

Request

=) Authentication Attributes:

lﬁ Accounting Name I Value I
Specify a Realm Name Sewvice-Type  Framed

|o] Attribute

To send addtional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edt. if you do not configure an attribute., it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Remove I
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Secure Wireless Connections Properties B x|
"Overview | Conditions  Settings |

Configure the settings for this network policy.

If condttions and ints match the ction request and the policy grants access, settings are applied.
Settings:

Sl od Naionfcytion To send addtional attributes to RADIUS cients, select a Vendor Speciic atirbute, and

then click Edt. if you do not configure an attribute. it is not sent to RADIUS clients. See
% Authentication Methods your RADIUS client documentation for required attributes.

Forwarding Connection
Request k

<P Authentication Atributes:

l‘,‘| Accounting Name l Vendor I Value
Specify a Realm Name
0| Attribute

RADIUS Attributes

@ Standard

Vendor Specific

Now, all configurations are finished.

2 The integration Configuration Example of Ruijie AC
and NPS (Network Policy Server)

2.1 Wireless 802.1x Authentication Introduction

802.1x is a port-based network access control protocol in Client/Server mode. Through its Extensible
Authentication Protocol (EAP) authentication framework, all clients can be authenticated and their network

access permissions can be controlled at the LAN access interface level.

When the 802.1X application is used for wireless network access authentication, a secure channel is established
between the authentication client and the authentication server through the encryption mechanism of the PEAP
certificate technology to ensure that the data inside the EAP is encrypted using the certificate, which greatly
improves the security and reliability of the 802.1X authentication in the wireless application. It is applicable to
scenarios where a new network is created, users are concentrated, and information security requirements are
strict.
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Product and Software Version

Table 2-1
Device Type Device Model Version
WLAN AC RG-WS6008 AC_RGOS 11.9(6)W1B1, Release(09192520)
Certificate Server | NPS(network policy server) Establish on WIN SERVER2008R2

2.2 Network Requirement

For the information security, Users are required to access the network to pass the 802.1x authentication via

account and password.

® |Install 802.1x client version on the users’ terminals(Generally, the operation (The operation
system will have the 802.1x client version by default. If no, you can download other 802.1x client
version client version)

® AC supports 802.1x protocol.
® Certificate Server support standard RADIUS.

2.3 Topology
Internet
IP Address:
Ruijie EG GO0/7:172.26.1.77/24
G0/2: 192.168.20.1/24
Radius(NPS) G0/2 Sl
192.168.100.1/24 VLAN100
IP Address: G0/23

172.26.1.153/24

Ruijie SW Ruijie AC
IP Address:

SVI1:192.168.20.7/24

)

S

IP Address:
SVI1:192.168.20.2/24

G0/21 GO/6
G0/15

Ruijie AP
BVI 1
192.168.20.15/24

STA VLAN 100

STA STA

Topology Note:

® Ruijie EG as a gateway, is play a role as a DHCP server to assign the IP address for AP and STA
and also can do the NAT translation.

® AP and AC connects to Ruijie SW and SW supplies power for AP.
® The WLAN authentication for wireless users is 802.1x
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Table 2-2  The Configuration of AC

Iltem Note

Manageable VLAN of AC VLAN 1
Manageable IP of AC 192.168.20.7
IP address of AC for Establishing

192.168.20.7
CAPWAP Tunnel.
Manageable VLAN of AP VLAN 1
Business VLAN of STA VLAN 100

192.168.100.0/24(The address pool is
on the EG)

STA Address Pool

SSID npslxtest

RADIUS authentication server group:
npstest

RADIUS authentication server:

RADIUS Authentication Parameter 172.26.1153

Authentication and accounting shared
key: ruijie@123

AD domain name: ruijie007.com

Authentication method list: nps
AAA Method List
Account method list: nps

ruijie/Abc.123456(User needs to addi\IERTESFHFSE

Authentication Account the domain name when authentication, that is:

ruijie@ruijie007.com)

2.4 Configuration Points

® Create a sub-interface and address pool of WLAN 100 to assign address for STA. Option 138 must be set

in the address pool configuration to specify the capwap tunnel address.
® On the switch and AC, VLAN 100 should be created and allow them pass through.

® Configure the capwap tunnel address, 802.1x Authentication Parameter (Radius authentication server and
AAA Method List) to enable the 802.1x authentication.
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2.5 Configuration Steps

2.5.1 EG Configuration

Create a sub-interface and address pool of WLAN 100 to assign address for STA. Option 138 must be set in the

address pool configuration to specify the capwap tunnel address.

Create a sub-interface:

—
Ruijie EG Scenario: General @ [ Config Wizard 8 Detect New Network /% Online Service  Hi, admin
~
e — (]
Interface Basic Settings Multi-PPPoE Aggregate Port Access Mode Interface Conversion Link Detection
The DHCP interface daes not support line escape o link detection.

figuration. For copper and fiber port details, please view Help

SUPER-V Note: Click the corresponding interface to edit
AnylP: A successful gateway spoofing (ARP spoofing) attack allows an attacker o alter routing on a network, effectively allowing for a man-in-the-middle attack. Device with any IP address or

Route/Load gateway can access the network directly.

DNS Settings [P ——

VPN OMGMT 1 2 3 4 5 6 7 SF(SFPISFP-+)

Map

DHCP 9F(SFP)

y Line Escape

2 (Gi0/2) Setting Interface Conversion Secondary IP DHCP Settings

IP Address: 192.168.20.1

®

Network

Submask: | 255.255.255.0 .
Sub Interface: Gio/2 ~.[100 * (Range: 1-1023)
VLAN ID: 100 * [Range: 1-4087)
IP Address: 192.168.100.1 *
Submask: 255.255.255.0 -
AnylP: UEnable
Reverse Path: (JEnable
Add
Sub Interface List
Sub Interface VLAN ID Interface Info Bandwidth ISP Action
GigabitEthernet 60 |P Address192.168.60.1 B B Eait [y
0/2.60 Submask: 255.255 255.0 skl €l

Show No.: Total Count: 1 First 4Previous 1 Next Last
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Sub Interface: Gio/2 v. 1 * (Range: 1-1023)
VLAN ID: 1 * (Range: 1-4087)
IP Address: *
Submask: *
AnylP: UEnable
Reverse Path: Enable
Sub Interface List
Sub Interface VLAN ID Interface Info Bandwidth
GigabitEthernet 100 IP Address192.168.100.1 B
0/2.100 Submask: 255.255.255.0
GigabitEthernet 60 IP Address192.168.60.1 B
0/2.60 Submask: 255.255.255.0
Total Count: 2 First 4Previous

Name
20
viant1
30
pool_Gi0/3
testtt
vian123
vians0
200
pool_Gi0/0

pool_Gi0/4

Settings

Name
20
vian11
30

pool_Gi0/3

.ap‘p\r‘g

testtt
DHCP vian123
vian60
200
pool_Gi0/0
]
Network

pool_Gi0/4

Show No.

Static IP Address

Add DHCP | X Delete Selected [

Show No.: |10 | Total Count: 13

Static IP Address

-+Add DHCP X Delete Selected [

10 ~| Total Count: 12

Scenario. General @ @ Config Wizard

User List
—
= Add DHCP
Pool Name: | vlan100
Subnet: |192.168.100.0 * Format: 192.168.1.0
Mask: | 255.256.255.0 * Format: 255.256.255.0
Default Gateway: 192.168.100.1 * Format: 192.168.1.1
Lease Time: O Permanent @ Lease Time 0 d 8 h
Preferred DNS Server: [8.8.8.8 * Format: 114.114.114.114
Secondary DNS Servar
Option 43 (]

m Gancel

Scenario: General @ @ Config Wizard

User List
—
= Add DHCP
Subnet: |192.168.100.0 * Format: 192.168.1.0
Mask: |255.255.255.0 * Format: 255.256.255.0
Default Gateway: 192.168.100.1 * Format: 192.168.1.1
Leasa Tima: () Permanent ® Lease Time 0 ds h
Preferred DNS Server: |8.8.8.8 * Format: 114.114.114.114
Secondary DNS Server.
Option 43 @

Option 138: |192.168.20.7 L]

E caneet
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1

T2 Detect New Network

min *

T2 Detect New Network

min *

Next

£ Online Service

2 Next b LastM 1

2 Online Service

2 Naxt b LastM| 1

Action
i@ Delete
i@ Delete

Last

Hi, admin v

Action

B3 oo
m Delete
m Delete
B3 oo
B3 ook
B3 oo
B3 oo
m Delate
| Eci AN
B oo

Hi, admin v

Action

B3 oo
m Delete
B3 oo
EQ oo
m Delete
B3 vee
B3 oo
B oo
B3 oo
| i JEY
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Ruijie EG

nterface Settings Static IP Address User List

+Add DHCP X Delete Selected DHCP @Excluded Address Range DHCP: m

The integration Configuration Example of Ruijie AC and NPS

Scenario: General @ [3 config Wizard T Detect New Network 2 Online Service Hi, admin v

SUPER-VLAN
Route/Load u] Name IP Address Range Default Gateway Lease Time DNS Action
o pool_Ag1 192 168.50.1-192.168.50.254 192.168.50.1 8 hour(s) 8888 Delate
o GO/5 192.168.45.1-192.168.45.254 192.168.45.1 8 hour(s) 8888 Delete
. § 192.168.111.1-192.168.111.26
o pool_Gi0/1 4 192.168.30.1 8 hour(s) L-X:E: ¥:] Delete
192.168.100.1-192.168.100.2
o vian100 54 192.168.100.1 8 hour(s) 8.888 Delete
Show No.:[10 | Total Count: 14 WFirst 4 Pra 1 2 Next b La: 2

®
Network

2.5.2

Create VLAN 100 and allow VLAN 100 to pass through on switch and AC

Create VLAN 100 on switch and connect AP and AC with switch. EG port should be set as Trunk and allow

VLAN100 to pass through

Ruijie SWITCH [z e e

O MACC B Service @More [>Logout

VLAN Settings Trunk Port
+ Batch Add VLAN 4 Add VLAN X Delete Selected VLAN
VLAN ID = VLAN name Port. Action
1 VLANDDO1 Gi0/1-2,Gi0i4,GiD/6-14,Gi0/16-20,Gi0i22-28 m
0 10 VLANOO10 GIOM,Gi0/49,Gi0/23-24 Delate
1 VLANOOT1 Gi0N,Gi0/19,Gi0/23-24 B3 oeee
O 20 VLANOD20 Gi0N,Gi0M9,Gio/23-24 Delete
] 30 VLANOOD30 Gi0N,Gi0rM9,GinV23-24 m Delete
0 40 VLANDO4O Gi0NM,Gi0/19,Gi0/23-24 Delete
50 VLANDOS0 Gi0N,Gi019,Gi0/23-24 m Delete
80 VLANDDGO Gi0/M,Gi0f3,Gi0f5,Gi0/19,Gi0/23-24 Delete
| ] 100 STA_VLAN Gi0/15,Gi021,Gi0f23-24 m Delete J
999 VLAND999 Gi0N,Gi0rM9,GioV23-24 Delete
Show No.:[10 | Total Count:10 First 4 Pre 1 Next b Lasf 1
s
—
Port Up/Down Port Type Access VLAN Native VLAN Permit VLAN Description Action
[Gions Up TRUNK 1 1 14004 | [ Eair [
Gi0Nne Up ACCESS 1 1 m Detail
Gion7 Up ACCESS 1 1 m Detail
GiDAg Up ACCESS 1 1 =8 Detail
GiDA9 Up TRUNK 1 1 1-99,101-4094 =8 Detail
Gi0/20 Up ACCESS 1 1 =78 Detail
| Gio/21 Up TRUNK 1 1 1-4094 | Edit [SEE
Gio22 up ACCESS 1 1 Edit [SEE
[ siozs Up TRUNK 1 1 14004 | =8 Detail
On the AC:
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Ruiie AC

%

®

9

A

&

Favarites 0

WLAN J

AC v

ap .

Network =

Interface
VLAN
Route
DHCP

VRRP

Security .

Authentication

Optimization .

Ruiie AC

Network -

Interface
VLAN
Route
DHCP

VRRP

Security .

Authentication 4

Optimization g

Solution .

2 Monitoring

. Qo
% Diagnosis % Maintenance nt erm X ConfigWizard & 0O ® Sys

+ Add VLAN X Delete Selected

The integration Configuration Example of Ruijie AC and NPS

IPv6 Address/Mask IP Allocation Mode Action

DHCP [ cdit |
m | Delet
B3 oe-

DHCP [ eair [N

O VLANID 1Pv4 1Pv4 Mask
o 1 192.168.20.7 255.255.255.0
o e

a 17

[m] 100 192.168.100.4 255.255.255.0
O 2024

Show No:| 10+ Total Count5

m | Delet

K First pre (1) Next Last

2 Monitoring % Diagnosis % Maintenance Nt arry % Config Wizard & J:ll ® Sys
Port Mode Default VLAN Allowed VLAN Action
GigabitEtharnet 0/1 ACCESS 1 1 [ cdit |
GigabitEthernet 0/2 ACCESS 1 1 m
GigabitEthernet 0/3 ACCESS 1 1 [ it |
GigabitEthernet 0/4 TRUNK 1 AL [ Eait |
GigabitEthernet 0/5 ACCESS 1 1 [ it |

I GigabitEthernet 0/6 TRUNK 1 ALL | m
GigabitEthernet 0/7 ACCESS 1 1 [ edit |
GigabitEthernet 0/8 ACCESS 1 1 [ it |

xt Last 2|

Show No: [ 10+| Total Count8

v

2.5.3 Configure the capwap tunnel address, 802.1x Authentication Parameter (Radius

authentication server and AAA Method List) to enable the 802.1x authentication.

Configure the capwap tunnel address on AC

Ruijie AC

= Monitoring

)

[ Favorites

&
&

&

AC
AP
System

Web Management
Telnat

Web Console
open API

SNMP

CWMP/MACC

Console Output:

AC2#sh ip int br
Interface
Loopback 0
Loopback 1
VLAN 1

VLAN 100
AC2#conft

Background C

|P-Address(Pri)  IP-Address(Sec)  Status Protocol
10111732 no address up up
1111732 no address up up

192.168.20.7/24 192168.110.1/24 up up
192,168.100.4/24  no address up up

Enter configuration commands, one per line. End with CNTL/Z.

AC2(config)#ac-controller

AC2(config-ac)#capwap ctrl-ip 192.168.20.7

AC2(config-ac)tend

AC2#wr

Command Input: | |

Clear Screen |

802.1x Authentication Parameter (Radius authentication server and AAA Method List)
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’_(.Ulj'e AC £ = Monitoring % Diagnosis % Maintenance % Config W

% Favorites [0]
Rate Limit: Refers to the current rate limit for each user under the WLAN. (%)
T WLAN =
+ Add IWLAN | X Delete Selected
‘Add WiFi
PRSK [ WLANID SsID Associated AP Group Associated STAs Forwarding Mode Action

[m] 1 for-staff Default 0 Local Forwardin Edit Rate Limit Details
® ac . &8 s (Rt Limit | [ Detsts
o 2 for-guest Default [ 0 Local Forwarding Rate Limit | [ Details

% AP 3

Show No.: [ 10v] Total Count2 KFeist <Pre (1) Next> Last
B Network ’
Security 3
4 Authentication ,
@& Optimization 3
@ solution d
@ Advanced v

-

l >

2 Monitoring @ Col % Diagnosis % Maintenance Enter a search term Q0

[5 Favorites o
= wLaN -
WiFi/WLAN Configuration
Add WiFi
WLAN ID: * Range: 1:2048

PPSK. ’ N
- . SSID: | npstxtest
a ap . Encryption Type:  WPAWPAZ-802.1X | v O
B Network . Authentication Server: | All Servers vI[Rﬂdiu;SeNer Settings] | No authentication server is specified.
@ Security .

Accounting Server: Al Servers

A Authentication v

» Advanced Settings’

@ Optimization B
@ Solution .
@ Advanced B
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—
Ruijie AC ; e —

[ Favarites o
Radius Server Settings x
= WLAN -
Add WiFi
PPSK
B AC v
o ) Server IP: | 172.26.1.153
& Network . Authentication Port: | 1812
@ Security N Accounting Port: | 1813
A Authentication  » Shared Password: |
@ Optimization .
@ Solution ’
@ Advanced .

Ruijie AC 2 Monio T —

I3 Favorites o
Radius Server Settings x
® WLAN -
Add WiFi Server Group: | All Servers «| + Add Server X Delete Selected
PPSK. icati i i
() ServerIP Authentication Port Accounting Port Action
B AC B O 172261153 1812 1813 m Delete |
& AP . Show Mo:[ 70 =] Total Count:1 Krist <pre (1) Next> Lastd [1][60])
® Network .
@ Security .

A Authentication v

@ Optimization .
@ Solution .
@ Advanced B

[ Favorites o
T WLAN -
Network Access Configuration

Add WiFi

PSK Associated AP Group () STAVLANID (&) STA DHCP Service () Network Type Support Radio (3
& Ac . Default 100 | | onswichcateway || 246856 v
% AP .
@ Network .
@ Security .

A Authentication .

@ Optimization B
@ Solution .
@ Advanced B
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2 Monitoring

% Diagnosis

The integration Configuration Example of Ruijie AC and NPS

% Favorites [0}
Note: Itis recommended to configure English SSIDs.
Rate Limit: Refers to the current rate limit for each user under the WLAN. (%)
= WLAN -
+ Add WiFI/WLAN X Delete Selected
Add WiF
PSK O  WLANID SSID Associated AP Group Associated STAs Forwarding Mode Action
(SIS for-staff Default & 0 Local Forwarding Rate Limit | | Details
o , i ] |
o 2 for-guest Default @ 0 Local Forwarding Rate Limit | | Details |
& AP . — ——
o |3 npsxtest Default 3 ] Local Forwarding | | Rate Limit | | Details |
® Network .
Show No.:[ 10 v| Total Count irst Pr Next >  Last 1
@ Security

# Authentication
& Optimization v
@ Solution B

&  Advanced »

To do the CLI configuration

CR— - - a R —~ 5 Q9
[ Favorites 0]
Console Output: Background Cc|
B ac ' AC2#conft
Enter configuration commands, one per line. End with CNTL/Z.
& oae AC2(config)#aaa new-model
@ System . AC2(config)#aaa group server radius npstest
AC2(config-gs-radius)#server 172.26.1.153
Web Management AC2(config-gs-radius)#exit
Telnet AC2(config)#aaa authentication dot1x nps group npstest
AC2(config)#aaa accounting network nps start-stop group npstest
ek Console AC2(config)#aaa domain enable
open APl AC2(config)#aaa domain ruijie007.com
SNMP AC2(config-aaa-domain)#authentication dot1x nps
AC2(config-aaa-domain)}#accounting network nps
CWMP/MACC P " PN
Command Input: m Clear Screen
v
] >
_— e . 5 . - - nll s
I_\’Uljle AC @ Monitoring @ Config 4, Diagnosis PGS = ConfigWizard & 0 @ sys
3 Favorites o
Console Output: Background Cc
e e e
©Ac g AC2(config)#aaa accounting network nps start-stop group npstest
AC2(config)#taaa domain enable
= AP ' AC2(config)#aaa domain ruijie007 com
o - -
@ System AC2(config-aaa-domain)#authentication dot1x nps
AC2(config-aaa-domain)#accounting network nps
Web Management AC2(config-aaa-domain)#exit
Telnet AC2(config)#wlansec 3
AC2(config-wlansec)#security rsn enable
Wek Consele AC2(config-wlansec)#security rsn ciphers aes enable
cpen AP AC2(config-wlansec)#security rsn akm 802.1x enable
- AC2(config-wlansec)#exit
AC2(config)#
CWMP/MACC
Command Input: [ sns [
v
L] >

AC2 (config) #aaa new-model

AC2 (config) #aaa group server radius npstest

AC2 (config-gs-radius) #server 172.26.1.153
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2.6 Result Verification

STA connect to the SSID and pass the authentication successfully.

Ruijie AC

2 Monitoring

AC2(config-wlansec)#security rsn ciphers aes enable
AC2(config-wlansec)#security rsn akm 802.1x enable

MAC Interface VLAN Auth-State  Backend-state Port-Status User-Type Time

€685.8df3.abaD wlan 3 100 Authenticated Idle Authed  static Odays Oh12m11s

Favorites
= o Console Qutput:
B AC .
& ae ' AC2(config-wlansec)#exit
& B AC2(config)#end
AC2#wr
Web Management Building configuration...
Telnet L
AC2#show dot1x summary
Web Console ™ Username
open API
e 34 rujie@ruijis007.com
AC2#
CWMP/MACC
Command Input: [|

) (e
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