Step 1. Create a pair SSH key (public key and private key)

(The PuTTYgen v0.63 is recommended, because you can select SSH version)
Select SSH-2 RSA , and then click Generate:

E PuTTY Key Generator
File Key Conversions Help

Key
Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate

Load an existing private key file Ldad

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
S55H-1(RSA) S55H-2 RSA S55H-2 DSA

Number of bits in a generated key: 2048

Input Key passphrase, for example 123456 (This key protects your private key)

B2 PuTTY Key Generator ? X
File Key Conwversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
~

ssh-rsa
AAAABINzaClyc2EAAAABJQAAACEAGEMWYsEVIMCwIyG4edVEolmWbsUDhMNylAz10h
WdiYsUmSf3zmJwgbOK8oeglLaly0OhT TqJotiCauzE/LESITEIViSISNXYBTMWRMRPEECSM
hXcAGBpWCjIrQY sBo8IfA+3gZ05iINGzm2+Mi
+JKrdgAwTXU2EouhmQ7ArRSEj1BXZalUnMbBFvh2ihsbkEKABGH v

Key fingerprint: | ssh-rsa 2048 f5:6c:f1fc:99.cfBcdd: 77:f2:3d:86:6e:85:00:4f

|
Key comment | rsa-key-20190326 |
Key passphrase: [eseeee Input key passphrase here |
Confirm passphrase: | LI L] |
Actions
Generate a public/private key pair Generate
Load

Load an existing private key file
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
() SSH-1(RSA) (@ SSH-2RSA ()ssH-2DsSA

2048

Number of bits in a generated key:

And then click Save private key, save the private key as private login.ppk



X

E® PuTTY Key Generator ?
File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa ~
AAAAB3INZaCTyc2ZEAAAABJOAAAQEAGBMWYysEVIMCwWIyG4e8VEolimWbsUDhNylAz10h
WdiYsUmSflzmJwgbOK8oeglalylhT TqJotiCauZzE/LESI TSNS ISNXYETMWRMRIECSM

hXcAGEpWCjIrQY s808IfA+3gZ05iINGzm2+Mi
+JKrdgAw1XUZ2EouhmQ7ArRSE]1BXZalUnMbBFvh2ihsbkEKABGD v

Key fingerprint: ssh-rsa 2048 f5:6cf1fc:99:cf8cdd: 77f2:3d:86:6e:85:00:4f

Key comment rsa-key-20190326

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key | Save private key ||

Parameters

Type of key to generate:
() SSH-1(RSA) (@ SSH-2RSA ()ssH-2DsA

Number of bits in a generated key:

And then, Copy all (Please double check if you have copy all characters) :

Public key for pasting into OpenSSH authorized_keys file:

Key / Copy all

AAAABINzaClyc2EAAAAB JOAAAQEAKDUPvIPIbIEKxK2P 720SCkQwpeiSclinXs2WSBNpvi
JQnjBzf1IWrLCLITzk6 O+ JwMinYmnTM5jNKZk2s2yP JOIDbHUKyhY6Y6zA
g2m3Yk6Q4izscCiBch8 JIQEbUPP+TizEP JgX3cgkAmueW mALwiSgxAIDjl
f9b6izGeMI7IsdMNc2bF Glkva/C272b2s6u7k7+104Y Jog/LYZqQ5kRizxLs JEXCfJ93y ST TvD

Key fingerprint ssh-rsa 2048 14:3f23:affa:7e:32:2:36:49:34:d2:e4.59:50.5e

Key comment: rsa-key-20190327

Key passphrase:

Confirm passphrase:

And then paste the public key in a notepad (xxxx.txt), and then save it, you can rename it as

below:

"] public_key 4.2

Step 2. Upload the public key into AP:

Enable a TFTP server on the laptop, ensure the AP can download files from laptop via TFTP.

Copy the public key from laptop:
Ruijie# copy tftp://192.168.126.87/public_key.pub flash: public_key.pub

Step 3. Enable SSH service and SSH key on AP



Ruijie(config) # enable service ssh-server

Ruijie(config) # crypto key generate rsa

% You already have RSA keys.

% Do you really want to replace them? [yes/noj: yes

Choose the size of the rsa key modulus in the range of 512 to 2048

and the size of the dsa key moadulus in the range of 360 to 2048 for your

Signature Keys. Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [512]: 512
% Generating 512 bit RSA1 keys ...[ok]

% Generating 512 bit RSA keys ...[ok]
Ruijie(config) # username no_pass_user

Ruijie(config) # ip ssh peer no_pass_user public-key rsa flash:public_key.pub

Step 4. Login AP via SSH private key,

before login, please disable the Windows’s Firewall on your laptop:
Open a PuTTY, and type the AP IP address:

@ PuTTY Configuration ? X
Category:
a--Session Basic options for your PuTTY session
. ‘Logging . . W
& Terminal Specify the destination you want to connectto
- Keyboard Host Name (or IP address) Port
- Bell (J192 168126 151] ) |[22 |
[—]--\l'\;'.i.aneoa\:fures Connection type:
. Appearance (JRaw () Telet (JRlogin @SSH () Serial
?eha\;'io.ur Load, save or delete a stored session
- Translation
Selection Saved Sessions
- Colours |
[=-Connection "
Default Settings
. Data g Load
- Proxy
.. Telnet Save
- Rlogin Delete
H-55H
Serial
Close window on exit
O Aways () Never (@) Only on clean exit
About Help Cancel

Click SSH -> Auth -> Browser, and select the private key private login.ppk



&2 PuTTY Configuration

Category:
-Logging ~ | Options controlling SSH authentication |
= Terminal
- Keyboard []Bypass authentication entirely (SSH-2 only)
- Bell Display pre-authentication banner (SSH-2 anly)
- Features
=-Window Authentication methods
----Appea.rance [v] Attempt authentication using Pageant
3 E:’ahnas‘l’;‘;’n [ Attempt TIS or CryptoCard auth (SSH-1)
- Selection Attempt "keyboard-interactive” auth (SSH-2)
- Colours _
& Connection Authentication parameters
..Data |:|Allow agent forwarding
- Proxy [ ]Allow attempted changes of username in SSH-2
- Telnet Private key file for authentication:
- Rlogin
| =)
- Serial v
About Help Cancel
And then click Open:
#® PuTTY Configuration ? x|
Category:
P Logging ~ Options controlling SSH authentication |
= Terminal
- Keyboard [C1Bypass authentication entirely (SSH-2 only) |
- Bell Display pre-authentication banner (SSH-2 only)
- Features
=-Window Authentication methods
----Appea.rance [] Atempt authentication using Pageant ]
3 ?:’ahnas‘l”a‘:j‘gn [ ] Attempt TIS or CryptoCard auth (SSH-1)
. Selection Attempt "keyboard-interactive” auth (SSH-2) ]
----Cologrs Authentication parameters
[=-Connection
..Data [ ]Allow agentforwarding
- Proxy [ ]Allow attempted changes of username in SSH-2
-~ Telnet Private key file for authentication:
|D:\%_product_ﬁrmware\The secretkey of 2 | Browse...
W
About Help Cancel

If its’ your first time to login Ap, there is a Security Alert, Clieck Yes to accept it:




PUTTY Security Alert X

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 512 83:2e:37:d3:6d:7a:75:41:5a:7£94:¢9:57:74:ccd 2
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel Help

The Putty requires a user name, (we set no_pass_user as username on AP in Step 3):

£ 192.168.0.10 - PUTTY = O X

And then, Type the Key passphrase (we set 123456 when we created public and private key
on PuTTYgen, it protects private key):

EF 192.168.0.10 - PuTTY - O X

And then you can login the AP:



192.168.0.10 - PuTTY - O X






