4G Router backup link configuration guide
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Configuration Steps
Ruijie#conf t
Ruijie(config)#int fastEthernet 1/0
Ruijie(config-if-FastEthernet 1/0)#switchport mode access 
Ruijie(config-if-FastEthernet 1/0)#switchport access vlan 1
Ruijie(config)#int vlan 1 
Ruijie(config-if-VLAN 1)#ip add pulbic-address mask  // Configure wired ip address
Ruijie#sh ip interface brief   // Check whether cellular interface has got ip address.

Noted: this guide is based on IP address has been configured and connectivity is fine. 
1. Configure RNS detection
Ruijie#conf t
Ruijie(config)#ip rns 10   
// Detect wired interface . Need to configure next-hop
Ruijie(config-ip-rns)#icmp-echo 50.7.154.1 out-interface vlan 1 next-hop 50.7.154.1
//Assume 50.7.154.1 is gateway of wired public address
Ruijie(config-ip-rns-icmp-echo)#timeout 3000 
// if receive icmp echo after 3s, determine the packet timeout
Ruijie(config-ip-rns-icmp-echo)#frequency 3000
//Send detection every 3s
Ruijie(config-ip-rns-icmp-echo)#ntime 3
//If the timeout is exceeded for 3 times, the rns check fails
Ruijie(config)#track 10 rns 10 
Ruijie(config-track)#delay down 3 up 3
//If the rns detection fails, the track status is delayed for 3s and then becomes down. If no delay is configured, the track status will change immediately.

Ruijie(config)#ip rns 20
// Detect cellular interface
Ruijie(config-ip-rns)#icmp-echo 8.8.8.8 out-interface cellular 0/0
Ruijie(config-ip-rns-icmp-echo)#timeout 3000
Ruijie(config-ip-rns-icmp-echo)#frequency 3000
Ruijie(config-ip-rns-icmp-echo)#ntime 3000
Ruijie(config)#track 20 rns 20
Ruijie(config-track)#delay down 3 up 3

2. Configure floating static route and binding track
Ruijie(config)#ip route 0.0.0.0 0.0.0.0 vlan 1 50.7.154.1 track 10 
//primary
Ruijie(config)#ip route 0.0.0.0 0.0.0.0 cellular 0/0 100  
//backup

3. Enable interface linkage function with wired on 4G Interface
Ruijie(config)#interface cellular 0/0
Ruijie(config-if-Cellular 0/0)#apply detect interface vlan 1 track 10
//auto-dial when wired interface is down. 1 is wired interface vlan 
Ruijie(config-if-Cellular 0/0)#apply dial-on-demand
Ruijie(config-if-Cellular 0/0)#profile create master track 20
Ruijie(config)#svi-interface detecting
//enable SVI detecting

4. If IPsec has configured on 4G cellular, this command is needed. In order to dismantle IPsec tunnel when wired interface is up again.
Ruijie(config)#crypto isakmp link-redundency backup cellular 0/0 track 10 


5. Enable NAT feature
Router(config)#access-list 1 permit any
Ruijie(config)#ip nat pool test prefix-length 24          
Ruijie(config-ipnat-pool)#address interface VLAN 1 match interface VLAN 1 
[bookmark: _GoBack]Ruijie(config-ipnat-pool)#address interface Cellular 0/0 match interface Cellular 0/0 
Ruijie(config)# ip nat inside source list 1 pool test overload

Ruijie(config)#interface cellular 0/0
Ruijie(config-if- cellular 0/0)#ip nat outside
Ruijie(config-if- cellular 0/0)#ip tcp adjust-mss 1200 
Ruijie(config)#interface vlan 1 
Ruijie(config-if-vlan1)#ip nat outside 
Ruijie(config-if-vlan1)#ip tcp adjust-mss 1200  
Ruijie(config)#interface vlan xxx         ---//For Lan port
Ruijie(config-if-vlanx)#ip nat inside
Ruijie(config-if-vlanx)#ip tcp adjust-mss 1200
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